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Abstract A multi-secret sharing scheme is a cryptographic scheme in which multiple secrets can
be simultaneously shared during one computational process. However, in a normal multi-secret
sharing scheme, we need the participation of a trusted center, which completes the distribution of
secret shares. Sometimes, however, we cannot guarantee the existence of a trusted center. Even
if there is a trusted center, it is easily targeted for an adversary and become a blind spot of the
system. A publicly verifiable multi-secret sharing scheme without trusted centers is proposed in
this paper. Shared multiple secrets are jointly generated by the participations. The validity of
shares can be verified not only by shareholders themselves but also by any other members.
Therefore, this scheme has wider application prospects, such as the designs of electronic voting

protocol, key escrow protocol etc. In order to make the scheme adapt to new network circumstance
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such as ad hoc networks, we also discuss the problem of how to dynamically withdraw and add

members without trusted centers in this scheme.
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Background

Multi-secret sharing is an important cryptographic tech-
nique in which multiple secrets can be simultaneously shared
during one computational process. There have been many
researches on multi-secret sharing. Jackson et al. firstly
classified multi-secret sharing schemes into two types: one-
time-use type and multi-use type. In the one-time-use type,
we must redistribute the secret shadows to the participants
once some secrets are recovered. In the other type, we do not
need to change the shadows of the secrets even if some
secrets are recovered. They also proposed a multi-secret
sharing scheme by one-way function. Yang et al. proposed
an efficient MSS scheme with elegant construction. This
scheme used two-variable one-way function to resolve the
shadows disclosed problem during recovery phase. Unfortu-
nately, it cannot identify whether the dealer and the partici-
pants are honest or not. A multi-secret scheme based on
cellular automata was also proposed by Eslami et al.

However, in above multi-secret sharing schemes, there
is a trusted center to complete the distribution of secret
shares. The existence of a trusted center, however, is
impossible in many applications such as ad hoc network.
Even if there is a trusted center in certain circumstance, it is

easily targeted for an adversary and become a blind spot of
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the system. In addition, in above multi-secret sharing
schemes, authors did not consider the publicly verifiable
property so one shareholder cannot verify the validity of other
shareholders. Publicly verifiable property is very important
for many applications, such as electronic voting, key escrow
etc. In order to deal with the above problems, this paper
proposed a publicly verifiable multi-secret sharing scheme
without trusted centers. In this scheme, the validity of
shares can be verified not only by shareholders themselves
but also by any other participates. Shared multiple secrets
are jointly generated by the participations. In order to make
the scheme adapt to the new network circumstance such as ad
hoc networks, we also discuss the problem of how to dynam-
ically withdraw and add members without trusted centers.
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