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Abstract  As quantum computers developing rapidly. classical cryptosystems face a huge threat.
Shor’s algorithm can factor large integers and solve discrete logarithms in polynomial time on
quantum computers, and these two types of problems correspond to the difficult problems relied
on by RSA and elliptic curve cryptography (ECC) in classical public-key cryptosystems, respectively,

so post-quantum cryptography that can withstand quantum computing attacks has been widely
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studied in recent years. Post-quantum cryptography is a collection of public-key cryptosystems
which run on classical computers and are considered to be resistant to quantum attacks. Lattice-based
cryptography was proposed as the most efficient and scalable type of post-quantum cryptography to
resist quantum computer attacks, which will replace classical public-key cryptosystems (RSA,
ECC, etc.) in the near future. The 256-bit Advanced Vector Extensions (AVX2) instruction set
is a class of Single Instruction Multiple Data (SIMD) instruction set commonly supported in Intel
64-bit processors for parallel computing. However, due to the complex structure of lattice-based
cryptography, it is difficult to perform deep optimization for lattice-based cryptographic schemes
with a high degree of adaptability on Intel 64-bit processors that support the AVX2 instruction
set. The AKCN-MLWE scheme is a lattice-based key encapsulation mechanism (KEM) scheme
proposed by a Chinese research team, which is based on the module learning with errors (MLWE)
problem. The scheme is also one of the winning algorithms of the public-key cryptographic
algorithm competition organized by the Chinese Association for Cryptologic Research. In this
paper, we present a high-speed implementation of the AKCN-MLWE scheme using the 256-bit
advanced vector extension (AVX2) instruction set provided by Intel 64-bit processors. Firstly,
we pick the state-of-the-art number theory transformation (NTT) algorithm, which reduces one
layer of both forward and inverse NTT and transforms one-dimensional vectors in the NTT domain
into linear polynomials. Therefore, we tweak the Karatsuba algorithm to calculate the linear
polynomial multiplications in the NTT domain, which significantly improves the computational
efficiency and reduces the space occupation of the precomputed table. Furthermore, we combine
the advantages of the Barrett reduction and the Montgomery reduction and further use the lazy
reduction technique to reduce the number of times that modular operations are called. Finally, we
achieve a high degree of parallelization for all polynomial operations and design a parallel
algorithm for polynomial compression and decompression, which further improves the efficiency
of our AVX2 implementation of AKCN-MLWE. Our high-speed AVX2 implementation of AKCN-
MLWE can complete a full key encapsulation mechanism (KEM, including key generation, key
encapsulation, and key decapsulation) in less than 0. 04 milliseconds on an 8-core Intel Core
19-9880H processor, which is 8. 84 times faster than the reference implementation, including
7. 07 times faster key generation, 7. 90 times faster key encapsulation and 11. 78 times faster key
decapsulation. Our high-speed AVX2 implementation of AKCN-MLWE outperforms many
lattice-based cryptographic schemes (Kyber, NewHope, and Saber, etc.) in the second round
of the National Institute of Standards and Technology (NIST) post-quantum cryptography
standardization process at similar classical security strength. Meanwhile, some of the optimization
techniques in this article can be used to improve the performance of Kyber, NewHope, and other

lattice-based cryptographic schemes.
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6. pk = (Compress, (t,d,) | o > pk :=Aste

7. sk:=s§modqg > sk i=s

8. RETURN (pk.sk)
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> MBS I s, e ER) e €R,
4, r:=NTT(r)

Y :=NTT(Y)
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6. u:=NTT '"(A"ef)+e >ui=A"r+e
7. v:=NTT '"(YoF)+e, >ovi=Y'r+e,
8. ¢ :=Compress,(u,d,)
9. c¢,:=Con(v.m, params)
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1. wu:= Decompress, (u.d,)
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BB T LA S v 12 B AR L Sy A L PR T L
FIFH AVX2 94T H R A7 hn .

(3) NTT 3 i) 25 2 (NTT ). Fl ik 2 20
2 AR R ¢ FH ik MIEH B X . NTT "5
FE NTT 5L, B2 e N+ w ' H
L y=vw.

c=NTT '(&), c,»:n*l)/f’Zijf"’ modgq.
=0

BB NTT FINTT B 2 O
F A CT-FFT(Cooley-Tukey Fast Fourier Transform )
A LU 23 TR Z B BV DET (i NTT) #9 i 1)
SRR — R AL, CT-FFT By R AL 26 n By
Z 08 5 ok o R DB e B 22 305
(n=ny X ny) S SRJG R AEA B Ry n 9 22 AR aE— 20
HiEAT DET (80 NTT) A8 48, 5 A~ aod 72 s o] DL )
HEAT H 2K A Z A B KR n, =1, CT-FFT
3R G =20 2 — A FeACHE R bR S BT 56 A
M CT-FFT 43 NTT (% f [a] &2 Z% B2 W] [ IS 2]
O(n +logn).

—A SR Z A Sl ] CT-FFT 735k
BT E RN c=ab=NTT "(NTT(a)NTT(H)).
T 3 O 8 I — 1 5 1Y 22 I AT vk 1 I [ AR %
R 20(n « logn) +0(n) =0 (nlogn) , T Hiz & %
AT RAFE 4> R AVX2 (8 3547 V047 n 38, A X 1%
SR 2 O (n®) I 8] 52 2% JB ) 0B ofe 1
NTT 4 2 3 K e vk 1 A7 R ] IS B R iy $2 71
A E AKCN-MLWE i, #5873 2 5 2 e 125 0] L) Jd
AR A NTT B0 Z ok NTT i [a) 245 # 19 5L
PAE— 2 5 s A7 B0 BN [ A A AR g #
BHEMRBEBEILA B2 NTT 8 BT s, R
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Hl

e i 2021 4

AT R PR R R AL FRBR AT X R FE R, 13
S IC R 4k NTT W23 5123 i 1. 59 4 AL
BY sk i L NTT 8 2C kA7 47 6l . 0] LAAT 20 R IR
NTT Hif ] 242 46 (1) L.

AKCN-MLWE H ) fij [ NTT 136w NTT
B 45 R XA B O R R 2R
LR HB 3 A 106 R B, AN o A BR 1 g A
e B A [ 23 0 ok AT CT ) 35 722 4 (Cooley-
Tuckey Butterflies) #1 GS #§] i 2% 3 ( Gentleman-
Sande Butterflies). 3 ¥ Fi 8] i A 0 (1) 32 22 X 51 7
T CT A8y A IE 0 19 22 50 5 a2 B e It
JPRY NTT ST ;1 GS 728 4 W]y A A 525 Y 1
NTT Soc s .t E % 0y ) 2 00X, 7Edim NTT
A NTT i # b 23 3 61 CT #1 GS A2 4 7] LA
e 5 T LR B R AT L DU B s T RIOR.

ik 4. qim NTT Jik.

A ERHERZH o, B T w

fiydi : NTT HICE a

1. FOR NP=n/2; NP>0; NP/=2 DO

2. i=0; j=0; k=0;

3. FOR i=0; i<<n; i=j+ NP DO

4 FOR j=0; j<i-+NP; j++ DO

5. t=(wlk]Xalj+ NP]) modg;
6. alj+NP]=(a[j]—t) modq;
7. aljl=C(alj]+ 1) modg;

8. END FOR

9. k++;

10.  END FOR

11. END FOR

BikS. wim NTT 5k

A :NTT B TTR o, T EHEEE T w !

fnth . EHIER M Z IR o

1. FOR NP=1; NP<<n; NP"=2 DO

2. i=0; j=0; k=0;

3. FOR i=0; i<n; i—j+NP DO

4 FOR j=0; j<<i+NP; j++ DO
t=alj];s
aljl=G+alj+NP] modg;
alj+NP]=(w '"[k]t—alj+ NP])modq;

END FOR

kt++;

10.  END FOR

11. END FOR

AVX2 354

AVX2 JE S /R Ak Bl g o 9 — i L S 280

© (o) ~ (=2} (2]

3.4

(SIMD) 4844, B 4% AVX2 $8 4 7] LA 256 fif
10 75 7 B L B 2k 48 A R T DAKT 4 41 64 7 B
8 4 32 K FEE T 16 41 16 {v B4 |l i ik 1738
BELUEAN AVX2 SRR A R B AR ST 4 1
WHRZHE BHIEE HES )8R A%, 0T LI
B Kb B A & R SR . AVX2 8RR [ I AT R 5F
S HE A LA AR 7S T B AL B B2 5
SO FERS B SA TR T NTT B KA
FIIEAT R LR A ¢ WETE 16 HRRLLN . B
AVX2 B & T # % 00 f Ak s 3. AVX2 i
BERXE 16 241 16 {7 £ fh i 47 e ¥ SE AR B S 48 4
vpmulhw Hl vpmullw 7] LUK 16 43 5 55011 3 FH 45 i
F AR 4 4 B iR AT 115 7 Haswell fil Skylake
Qb BREE rh L X S AR A I AE 34 Sy 5 A B R B
PETT5E 16 41 16 47 4 1) e k2 7 H 7 2 10 i
BRI SR R A T th TR AW
TR BE BRI e AR 35 4 L 8 43 ofe 1 48 4RI LBk
B BEARIB TR S YL T AKCN-MLWE
MR g /NT 16 He4R, b F AT 3 A AVX2
e LL 16 HRFAE i 148 & X RE ] — 2548 4 7T
DAL TR 22 4 095

4 AKCN-MLWE &% AVX2 5352
AR

AR SCHE X AKCN-MLWE 8035 (9 48 16 77
ESE ORIV S Y

(D 20Tk, ¥ NTT W& )a— 257 ok 4
Pk Z 5 ) i 23 3fe Il ] Karatsuba 5535 347 in 3
TR N TSR 3R

(2) BEZyi. 4546 T R0 Barrett 23k A1 5% 5
I ) 249 9 A 24 0 1 ) B R A R AR
B — 25 (WU 2 S A0 A 3R 24 9 A T IO TR K

(3) ZHiX B, A AVX2 X Z 8 %
2, 2T A R T B AL R 22 100 5 G i i R dE
AT TR s Ak .
4.1 BHEMSMARE

AR Kyber 75 NIST 25 — %6 b (1% S8 8% .
W NTT /g — 2 X FE T DU TERT 9 NTT Flig
] NTT kA8 1 EL AT ARG 33153 2 K. AR A
S TR B B P e 4 ) i i SR AR R AN e AEZRPE
Z I3 ) 1 e
411 k2 o

XFFASC A NTT J5 3k, 5 B4 n 4k £
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54, AKCN-MLWE & AVX2 Ease il 2567

WA AT R NTT Z 558 WA o 4i £
T2 [h] 5T B 4 ol A e 2 X R k.
BeE IS BB W n gE M 2 i e ik —
LT B Sn KAWL, 2n RN /W% 5 1 Karatsuba
VLTS An W Sn OMNEE /0 5. DK A
W R 5L B U5 % Karatsuba 53508/ 1 3 ik 48
L gl AT Z RN/ ke A PR TERE A
HRH AR LA Y. AR CPU LT ik 48 4 4
BRI 4 BB B 0 A A i Pk
Bt , ;x Z Karatsuba 235 .

AL A s 25 H 0P AR Karatsuba 53 B £k
M2 W TRTE M AVX2 BT % a0 W 6 Fi
BT

Biko. AVX2 #HBHEALMEZ WA ek

A R L M2 atbx Fl e+ dx

il B 2T AR et fe=atbx)* (ct+dx))

mod (2* £7r)

1. vmovdqa a,b,c,d > HA
2. vpmul {I|h}w {acsad,bc,bd} .., <{acsad,bc,bd}
> ek

3. vpmul {l|h}w, vpsubw bd'<bd .10/ > 2y
4. vpmul {1|h}w rbd i1 <7 *bd > ek
5. vpunpck {1 h}wd {ac,ad,bc,rbd}<{ac,ad.bc,
b} 1i.10) > fift

6. vpaddd,vpsubd {e, f}<{actrbd,ad+bc}

> Jik B ik
&% 7. AVX2 Karatsuba £ 231 = 3 1.
FA AL A LM 2 ot b Bl e +da
R 2R e+ fa= (atb) + (cF+dx))

mod (x* £ 7)
1. vmovdqa {a,b,c,d} > A
2. vpaddw {t, .t }<{atb,c+d} > ik

3. vpmul {I|h}w {ac.bd m} iy <{asc.beoditi*t,}

> ik

4. vpmul {l|h}w, vpsubw bd <bd . > 25,
5. vpmul {l|h}w rbd ;.10 <7 * bd > ek
6. vpunpck {l|h}wd {ac,bd,rbd,m}<"{ac,bd, rbd,
MY (i) > fift

7. vpaddd n<—ac+bd > ik

8. vpaddd,vpsubd {e, f} <~ {actrbd.m—n}
> ik B Ik
etk 2 W 2o i AR 2 AN R — )2 5
NTT B B a Fb . I 3T B 1 &k o
B34 @« b mod(x* ). 30 a F bt Xof 1 o7 & 14 ¢
EOWH a+bx Fl ¢ +dx,ic g5 5w X N AL E T
BN et fa. FBRHE M 28 U B

et fa =(atbx)+ (cF+dx))mod(z® L)
=(actgbd) + (ad+bc)x.
AL Z I T R T 5 TR A 2 U 12/ 9
. Karatsuba 535 i BUAR Dyl i BN o+ 0,
ct+d, LA (atb)« (c+d) , N 318 ad F be.
et fx =(atbx)+(ctdx)) mod (" E£7)
=(act¢bd) + ((at+b) (c+d) —ac—bd)x.
AR 2 I oK ofe Tk R B 4 RRRTE RN 5 o i/
A

Karatsuba S AHECT BB ATl LI 2y 2
% AVX2 k484 . 43 W~ vpmullw 1 vpmulhw,
MBI 2 Z5 k4R 4 vpaddw FIPY 4% 0 12 45 4
vpsubd. IR 7L H AT = B A K LR IE AT

ARSCAESLH R B 7 P Y Karatsuba 8%
HEAT A M 22 11 2 ) ST
4.1.2 WobEEER

SR FH T35 AT LAl 3 14— 5 Y 4 ) o Ok
FEMCz B, Ak FEHE T 6.0 g T
B¢ g A EE NTT & AN Br B A5 764 1
T AVX2 SEHM TR 8 T8 X ALEW
JURER A N — B R PO A E L T
B AFAFAE AT ERARS A DL — IR 2 FBE A

ASCH TH NTT WG — 2 4 h Z vk 2
AT A DR W e, — U
1584 #75.

4.2 RIBEL R

BT CiE & iy UL IE 5 (Vo) i T BR V& L &L
IR Barrett 29980 55O BR 2 B 4 Ry TRk N
T77 4 TH RO 52 R L B 20 Bk 0 S — e A
REL I (H 2 e e B MONT 8, 76 2998 5¢ if
ity 2 A ] B OF L (A — 3R AR NTT R ARt
T SR ) NTT 5, Bl 5 MONT 3 % 5% 46 A 45
B INSEEL AR B2 AT DA 58 42 45 5 MONT 300 5
I 5.

TEZ2% S Hi e NTT fggipe NTT rfg—
JAHRHAT T Barrett 29980, {575 J& 2 £7-fifk 2544 1y BR i
A2 B 1% ) B A e S L HG PR E )2 58 4T A
ANHEAT 2
4.2.1 DBarrett 2

WA r=a modq, o a 16 A 755 B 4L
=2V =a<72",q NEEr AR O0=r<q. bRUERY
2y S — YRR B TT DA B B0 Xk
NIk 37
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i 2021 4F

e

r=amodqg=a—q * LCJLJ_Q(I cla<q'].
HE— 5 . B 2Pk 1Y Barrett 24 5 UL
Bk 8.

B 8. Pk Barrett 29085 k.

A 16 NARFSBE a W —B/2<a<<B/2, 8% q

2 q<<p/2
it r=a(modg) , v 0<<r<lq
1. ULM—‘

q

av
2. 11{ Zuog(m—lﬂ—‘

3. r=a—(1q mod )
Hrpo i &3, o] LT 0. 4 p=
2" RIE @ B9 B AR EER/2 Z AR LS
t=av> (| log(g)|—1+log(®),
UL e (UTR B R o 5 v MR & F. 51T
B tq mod B EMN T ¢ 5 q WRBUR T, W52 9,
i AVX2 S8 4 P AT e k. i L
Bareett M5 1 6 17 155 16 4 200 ELILTE 4 4
AVX2 484 AHAFTE M2, itk Barrett 295858 1%
M5 A R —q PR 290805 25 - g AN E 0.
E% 9. BN Barrett 50 B ) AVX2
FH.
BN AR 16 0 £ 5 5 o W BUBIEL g LT
e U:L%ﬁﬂ Al = Llog(g)] —1

. 1 AR 20U PE L2 -

> a0 BUE 16 7
> HARLGH « i

> T g BUE 16 £

> a— 52

. vpmulhw t<—a *v
. vpsraw t<(>x

1
2
3. vpmullw t<—¢+q
4., vpsubw r<—a—t
2

4.2.2 SR A 2508

56 At S LW AR o e e — A R L il
S q BRHL>q. R T =R — I 2 iy
Bt M e 0==a<<pq W 45315 r=a mod g
KBy =ap ' modq. I r=+'8 modq. 15
B A58 1 B Sy 52 AF o ) 2080 0 k. B ik e )
Wi ' 25 7E Lq»2¢) Z RIW8 q . DT R UE S 2% 3
H0.).

A S 25 18 MO A A 5 52 R R 2 5
WU LA 10, 55 1 52 S R 2R T R TR Y
S B AT RS2 I i A SR RS R [ — g/ 2. Bq/2) s T
IRF A W 1 D B0 B S R AT R I T OB g 4R A L AT A
) A IR (—q.).

K 100 Sl i 5¢ 8 SR 295k
BN - 32 P A5 A a W R — Bg/2=a<Pq/2
itk 16 LA RSB R — < <q
1. m=aq 'mod® B > —p/2<m<B/2

2. t=|m-q/B]

3. 7'=la/p]—1

S 1L AR T AVX2 5B 52 A 5 A 2 95T
B SR AR WIS 256 LK A AT - BL T 40 AT
& 16432 A FF 5 8y @ 16 A7 Chi) FIIK 16 {7
(lo). & g U h — A% a s B e T vpmullw 84
WA a,oq "R 16 A23eky m, X RLSE L 10 g sR
— . B M vpmulhw $5 4358 m - g B9 16
B Bi Ln e q/p | 453 ¢ B J5 T vpsubw 41157
a,—t 133 .

Bk 1L B 5 SR 2908 5505 AVX 2 5231

A AR 32 LA SR« T a il a

By R 16 A S s
> m=(a,*q ') mod” g

>t=[me-q/B]

/I —
>r =ay,—t

1. vpmullw m<a,+q "

2. vpmulhw t<-m +q

3. vpsubw ' <a,; —t
4.2.3 FER A

R T WD AN B ) 2 DT R TR AR SR
XPHT I NTT e g n) NTT AR 45 52 5 5 F 29
S0 Barrett 24 3 58 1k 1 A i 0 L ORS A THOA
Y NTT B2 09 % A S 3 [ 5 K1k s 2> 249

At NTT o, 55 )2 1 2 00 20 & B0 A
KOs q) s BT 5 BF B F 2 80 55 3 Y o Y T O
(—q. gt CT BB 6 5 1Y £ 80 30 [
K (—q,2q) s JBf I AT E Barrett 293, F— 2 7]
DA A2 12395 [ i AL TR BR, 565 — )2 09 f AV [ A
(—q.2) H HYE R (—2¢,39) ;56 2 B AL
Bl (—2q.3¢) far By Bl (—3q.4q). IEH F—JZ
CT g 5 700 46t 1) iy A\ 900 FLFE 2 (— 4. 5¢) . IR ¢ =
7681 T4 16 LA 455 Ko . B UL B 2
AP 55 5 T B TR R AT Barrett 2930, R IE
T2 EIE S . DL R A HR
WG FRHEAT — K Barrett 2y B o). 25 [E 34 F ok 1Y
WIP T EAEZ (—q. 29 A S 24 R G 1)
SR B Barrett 29980, P B NI NTT (LR 7E
59 H N2 AT Barrett 25 qifm NTT 25905
Z I RGO E L0, q].

S Ya R B FTm NTT (9% 9
HFL0.q) i T 77 LAl = SR ¥ = A 2 Ak
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B4 AKCN-MLWE & AVX2 & 3se i 2569

A OB 55— A R EE A Z2 00K S R 17 52
B L 2008, SR 5 4 5 = A 22 o Xl i 5 AF A
L8 FF5 Z BT 2080 45 SRR A DR S R
(—2q,2¢).

Wipe NTT o, 55 % 2 19 A8 i o503k 1y
iy R YT I E O (— 2q.2¢) s 23 GS B IS 40 )5
YO R (—4q.4q)  BEI 75 2 Barrett 2978 LALL
K AW NTT U RS ZF . W2 # 1T
Barrett 03, 1 TSR AN EG K G #HiT T Z 5 A
2oy, e L 1] NTT 45 ) )5 2 50 X R 500 B oA
(—q.q.
4.3 ZMAIZE

AKCN-MLWE w55 2 i 17 1) 2 5 =L i 55 A
i - 20 A e ik 2 AN 2 L Con Rec, Z WA 7
L RSN 1 AP S OR=PSNOE T RS R T

A SCAE 2 I e vk Ak i Bk b 3 22 3 X
P50 R4 5 AR 7 545 RO SR DL RO
B g 5 S gE AT T AVX2 ATk, o R 4
i Hs 4 5 G i A i 52 Con 5 Rec Wi %0 20 3R

Z I B g ROk FH T Kybert™
IR AT AR O 2. 2 Iy 504 5 ROF A AR ) 5
FIRAT NTTRU™ i 75 3, B 43 Fa 16 4~ R 5K
HEAT AL LU R AVX2 485 4 8 19 B X 5 &
SR DTG S5 R A B b F 1738 3.

EZAEG H A& TR ¢ W& AR, |
T AVX2 A7 bRk 484 - % k47 9147 55 S0 ufE
R AR SCHEHR Barrett 299807 o B 40 10 B8 # T
TR R Oy R B SR AT T A B TSR L
Ik 5 #4058 B e &% HL TE 5 19 He 45 12 52

B M =2 /g W a bR q BIE5R AT RN Ny

H:F.ZLJ:F.%:{ .gJ
q q Zk q Zk M xact Zk .
HE] %: M exact E'E%ﬁ ’ Fj‘l“uﬂi m= F’nexact—‘ - ZTﬂ
LR Ho 0<Ze<<q. M 75 5
Al=l,, 4|=|2pc2

s
N TAFRNIERE R LRI k. b B9 HUE N
i 12

Rt

ea__e a 1
2¢ q 2¢ "¢
H R 0<e<q,PTLAH k>log,aq.

b

Jﬂ{%J:(a em) >k, k>[log,aq |, m=

m e WU T T o BT L e s 6 iy i

AR 4 5 i T 4 22 3, OF b AT ik — A0 e Ak . 13 31 4
TiEA
2"=Compress, (x.d)=| x+2'/q]
= ((z<<d)+1q/2])/q]
=(((x<<d)+|q/2]) e m)>k,
2’ =Decompress, (2" ,d) =] 2"+ q/2"]
= (2" qg+2 ) >>d.
k12 thliAR TR Z I R EUEA R 3 ek
PLECMN 3 LU A 1 4 1) 536 AUA AKCN-MLWE
FER LSRR ¢ = 7681, TEE4H & 3 Wi
A OLT o d = 3 A SR AT 9 BR B0 U -7
(q<<d)+|q/2]=65288, HULITFH & Flm 1 F/
WE 43900 k=29 1 n=69896 , 1] L iff— 25 b fi Ky
m=8737 Fll k=26. XA b idt 2> 4% 2 fe 28 1) 52 B
NS
2"=Compress:ss (x53)
= (((x<<3)+3840)+8737)>29,
2’ =Decompress;s (27,3) = (27 7681+4)>>3.
T AVX2 diy 16 {57 3 150 Ry W 5648 %0 4
JA B AR 16 AL AR 16 7. Bk . % IE B i f5
— AR 29 i, A vpmulhuw 45415
FIFRARA = 16 fiL.
ik 12, 3 AR IR SRR AVX 2 2B
A 16 D Z U REA Y o
il BAREEAEE 3 IWRE M a
1. vpsllw a[i]<ali]<3
2. vpaddw al[i]<al[i]+3840
3. vpmulhuw ali]<ali]X8737
4. vpsllw a[i]<ali]1< 3
5. vpstlw ali]<ali]>13
BN 16 DRI 3 LRI a
i : RS o
1. vpmullw a[i]<al[i]Xq
2. vpaddw a[i]<a[i]+4
3. vpstlw ali]<ali]1< 3
S 13 iR TR 2 R R4 2 10 AR
SN 10 LERE i R 4 i . AR d = 10 SRAF B R 2L
AR 5 (g <d) +g/2 | = 7869184, i b it 57
H R A1 m BB/ NEUE 53 3 E=36 Fl m=8 946 684,
1E AVX2 SEH R Z 0 H# AL, 24 k=38 I Al LLj
DR, R e A LI T k=38 DL KX
M) m=35786735. fRA IR A X AG 3 e 4 19 52 3
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NG 16 GB NAF . B 55 8 macOS 10. 15 #1E R 4

2"=Compress:ss; (x,10)
=(((x<<10)+3840)+35786735)>38,
2 =Decompress:g (27,10)
=(a"+7681+512)>10.

G 12 AP 5k 13 a8l 32 (i
2, AVX2 g 32 7 i 45 4 Hon] LA ) 58 B i
64 {7 e B K 32 (i AR, AT DL E He4% B A 5
25 b SR 32 ALAAR, I B rp i ] 1 Lk
shuffle.blend Fl permute 354> F T I8 8 S P8 18 &5 47
ar P AL

Bk 13, 10 R R4 SR 00 AVX 2 523

A8 A LI REA RN a

il BAREEAE 10 WHE M o

1. vpslld ali]<ali]< 10

2. vpaddd a[i]<al[i]+3840

3. vpshufd al<-a,0xf5

4. vpmuludq a[i]<—ali]X35786735

5. vpmuludq al[i]<—al[i]X35786735

6. vpshufd a<-a.0xf5

7. vpblendd a<-a.al,0zxaa

8. vpshufb a<—a,mask

9. vpermq a<a,0xf8

B 16 DREIYH 10 LA o

Hth . MRS o

1. vpmul {1|h}w b[i].ali]<ali]Xq

2. vpunpck {l|h}wd c,b<b,a

3. vpaddd ¢[i]<c[i]+512

4. vpaddd bl i]<b[i]+512

5. wvpsrld c[i]<c[i]>10

6. vpsrld 6 i]<b[i]>10

7. vpackusdw a<c,b

AR — FE A 2. X B 2 00X 5 48 5 i T 4
AVX2 LI EAE O AAAS B 8 5, v ik — 2
T 4L Kyber''® \NewHopel ™ &5 7

5 LHHER

A AKCN-MLWE & 319 AVX2 Sz 8tk
REZE S s ) o F A SO R i AKCN-MLWE 55
AR LI L, B4 5 v [ A 2 2 A B S
FEE R RA LS T S IBM AVX2 5.
ARSI SE A AVX2 i AKCN-MLWE &
SRR A RSB OB A 98 ) TR — 2

A% SCHEAT I 0 2 IR 85y 2. 30 GHz (AN
W 4. 80 GH2) /\#% Intel Core 19-9880H #b ¥ #§

Ml clang-11. 0. 3 % ¥ . 24 1 P& IE 7 AE 48 19 £
FE MRS E B M DU R AT © % A A B ER 0 2 0 i
# (Turbo Boost) $ AR I fiff 4 £ £k & ( Hardware
Multi-Threading) % K. % % 2 % £ E 4 /] 7-03,
-march=native fll -mtune=native, JJ T3 % & 28
AL I HAS A AVX2, PEREEUE L CPU JE 1450k 1
A, A CPU F2 A3 48 50 s i [a] , 358024 Xk s i) =

AKCN-MLWE % %: ) KEM % fg % b L 32 2.
ARSCI AVX2 S, %40 A UG S 25 e B iR
T& 7. 07 £ s WA B R WS H LR T 7. 90 45
WM RS H LRI 11,78 £ — K5
By KEM (B 5 % 8142 i, B 4 ffig B 3 = A28
PO WS % LT 8. 84 £5. 3k 2 sl Al A3t 55
AR SC AVX2 S — K 58 8 1 KEM 75 5 i I
RIEE T BT 75 209 KB 8] 29 2k (53 718 + 65 150 +
53252)/2.30 GHz=0. 075 ms. U5 FF 3 %5 55 fin 5
HAR T & W) 29 2 (53 718 4 65 150 + 53 252)/
4. 80GHz=0. 036 ms= 0. 04 ms.

% 2 AKCN-MLWE &% 7 B LB M A B9 KEM 4 & bk 8

2B RR A 2B e ER fift 5 2
S S 133253 579736 680756
A3 AVX2 53718 65150 53252

T R PR 0 CPU B #

B35 2 A DL AR SCHE 1 2 Fh R X AKCN-
MLWE ) AVX2 flifb 3 BB 2 ok T B K9 g
BT X FEIAE T AVX2 K58 K IEAT 1, 15 7
10T DAk B A S0 09 2 4 B0 Wi A A 3 AVX2 FAF
ferh L AR S AVX2 54 AT DLTE A i N
[ii] B} 4b B 22 20 B3 1 s 5. AR St AKCN-MLWE
Y 2 A O B 2 3 e kL 2 T 2 ek
)75 .Con 5 Rec. 45 5 ff 45 LA K7 514 5
RFHMLE B R ] T AVX2 AT B R L X 8t
RACEE AR B A SO AVX2 5B X T 225 SC By
kB R EREHETH Y 2.

A E X AKCN-MLWE 8 3: iy AVX2 SZ3
AR Z NIST 55 4848 % i 515 1 AVX2 S AE
AR 22 A ) N B PERE BE A HARPE AR LA L3R 3
5 1. H o Kybert ™ 57 1 7] £ 3+ MLWE o] 31,
HZ ik B 5 AKCN-MLWE 4 — & [ 2 57
NewHope " §. 3% 3£ F RLWE, [d B f§ NTT 55
R 29368 3E T 0 5 Sabert*) 2 5 F MLWR, }
Z 1 K 3 i | Toom-Cook/Karatsuba #4751 3#.
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S4:, AKCN-MLWE %k AVX2 5038t

2571

N T ARIE P RE H AR 28 7, Kyber® , NewHope®
DA% Saber® (1 i %5 4 35 8 F 1 BA i NIST %5
TR IR URACRD I ELAE R — 4 3 S D e PR B R I
3.

% 3 AKCN-MLWE 5 NIST #2583 1) AVX2 4 &8 Lk &%
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