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Risk Analysis-Based Test Case Prioritization for Regression Testing

YU Hai YANG Yue WANG Ying ZHANG Wei ZHU Zhi-Liang

(Software College . Northeastern University, Shenyang 110169)

Abstract  The target of regression testing is to ensure that the modified program still satisfies its
requirements. Due to the evolution of a software system, software engineers should re-run the
existing test cases to detect whether new faults have been introduced into previously tested code.
To improve the effectiveness of regression testing, researchers have studied various techniques
including regression test selection, test suite minimization and test case prioritization. Test case
prioritization techniques allow testers to schedule their test cases so that those test cases with the
highest priority, according to some criterion, are executed earlier in the regression testing process
than lower priority test cases. Increasing a test suite’s rate of fault detection is considered as one
potential goal of test case prioritization, which is a measurement of how quickly a test suite
detects faults during the testing process. An improved rate of fault detection can provide earlier
feedback on the system under regression test, and let developers begin debugging earlier than
might otherwise be possible. In this study, we present a Risk Analysis-based Test Case Prioritization
(RA-TCP) algorithm based on the transmission of information flows among software components.
The existing works didn’t effectively use the information covered by test cases to assign their
priorities. To address this problem, the proposed algorithm firstly abstracts software as an
information flow-based directed network model under classes. Then, class relationships covered by

each test case are represented by a set of barbell motifs. On this basis, the execution probabilities,
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vulnerabilities and failure consequences of nodes and edges in the software network are calculated
using risk analysis theory. Furthermore, to quantitatively analyze the risk coverage of test cases,
we decompose the functional paths covered by test cases into a series of barbell motifs. With the
aid of fault tree model, we provide the formal semantics of causal chain of the system failure.
Finally, we assign a priority to each test case by calculating the sum of risk indexes of all the
barbell motifs covered by it. Assigning higher priority to the critical test cases helps to detect the
severer faults in the early testing steps, thereby the system reliability and test efficiency are
improved. Four open source software are adopted as our experimental subjects to verify the
validity of the proposed approach. The experimental results show that for these systems, the risk
coverage distribution of test cases conforms to the Pareto principle, i. e. , 80 percent of critical codes
in the system are covered by 20 percent of test cases. Comparing with the other state-of-the-art
prioritization algorithms, RA-TCP technique has a higher error detection rate and performs stable
across different systems. The prioritization techniques based on historical code change information
are more appropriate to regression testing, while RA-TCP technique which based on the complexity
metric can be applied to solve the non-regression testing problem. In addition, RA-TCP technique

can maximize the system risk reduction rate during the testing process. This advantage will be
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more obvious if the test case suite covers more high-risk barbell motifs of the system.
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ﬂublic Cass Ca { public Cass Cc { public Cass Ce { \
public int a; public String a; private int d;
public void b() { public char[] b() { public void a(int x) {
Cb b =new Cb(); char[] str = a.toCcharCarray(); Cd dd = new Cd();
a=b.c(); int x = a.length(); if (x I=d) {
} Ce e = new Ce(); dd.b = false;
public void c() { e.c(x); }
Cc c=new Cc(); return str; Cc c=new Cc();
char[] m = c.b(); } dd.c(x, d);
} public int c(int x) { c.c(x);
} Cd d =new Cd(); }
int m =x—d.d(xxx); public void b() {
public Cass Cb { return m; .Cc c=new Cc();
private int a(int x, int y) { } intn =c.c(d);
intm=xxx-yxy; } c(n);
t ; i
| return m pubh;u(lf)a;iscs 1(1:1(3 i . public void c(int x) {
private int b(int y) { public boolean b; System.out.printin(x);
intm=yxy; public void c(int x,int y) { | }
return m; d(x+y);
} L. b =true;
publicint c() { Ce e =new Ce();
int x; e.a(a);
inty; }
intz=a(x, y) + b(y); public int d(int y) {
return z; return y x a;
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markN .markE Bt 01516l FALSE;
2. JAERE W RSB D 1 OB B timeN timeE
WItRAL 5
source<~ AJEH 0 H I EEA N 0 BT f 804 5
goal <N R 0 HABEARN 0 M S84 s
t<—0;
WHILE (/< LT | markN[ ;1€ markN | = TRUE||
markE[j 1€ markE 1=TRUE)
7. AT (DRI 5 S, € source HFF5 155
8. WAL SIEEHLUEE E HART 8 G € goal 1Y
MR B road BAF 5
9. node<—road B\FH BT S EA
edge<road NI IS
10.  FOR Each ni € node Do
11. markN.ni<—TRUE; timeN.ni ++;
12.  END FOR
13.  FOR Each ¢, € edge Do

= w

o Ol

14, markE.ei << TRUE; timeN.ei ++;
15.  END FOR
16.  t++;

17. END WHILE

18. FOR Each i€ timeN Do

19.  Tni =timeN[i]/sumN; //sumN B4 timeN N

Pl

20. END FOR

21. FOR Each i& timeE Do

22.  Tei=timeE[i]/sumE; //sumE . ¥t timeE N1
JCE

23. END FOR
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Background

Regression testing must be conducted to confirm that
recent program changes have not adversely affected existing
features and new tests must be conducted to test new features.
Testers might rerun all test cases generated at earlier stages
to ensure that the program behaves as expected. However,
as a program evolves the regression test set grows larger, old
tests are rarely discarded, and the expense of regression
testing grows. Test case prioritization seeks to provide a way
to run test cases with the highest priority earliest. To reduce
the cost of regression testing, software testers may prioritize
their test cases so that those which are more important, by
some measure, are executed earlier in the regression testing
process. For example, testers might wish to schedule test
cases in an order that achieves code coverage at the fastest
rate possible, exercise features in order of expected frequency
of use, or exercises subsystems in an order that reflects their
historically demonstrated propensity to fail. Numerous empirical
studies have shown that prioritization techniques can signifi-
cantly improve rate of fault detection. Those studies, however,
raised several additional questions: (1) Can prioritization
techniques be effective when targeted at specific components
with high risk factors; (2) are the information transfer
relationships between components taken into full account in
the prioritizing process; (3) can the incorporation of risk
analysis for software system into prioritization techniques
improve their effectiveness?

According to our empirical results, the optimal technique
is slightly better than the additional technique with ignorable
difference for achieving optimal coverage. However, the optimal
technique is significantly worse than the additional technique
for most target programs in terms of fault detection. Moreover,
although both the optimal technique and the additional
technique significantly outperform the ideal technique in

terms of coverage, the latter significantly outperforms the
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former two techniques in terms of fault detection. Therefore,
in test-case prioritization. it is not worthwhile to pursue
optimality by taking the coverage as an intermediate goal.

This paper proposes a Risk Analysis-based Test Case
Prioritization (RA-TCP) algorithm based on the transmission
of information flows among software components. Firstly,
we map software system into a class-level information
flow-based directed network model. Then, class relationships
covered by each test case are represented by a set of barbell
models. Finally, combining with probabilistic risk analysis and
fault tree theory, we assign a priority to each test case by
calculating the sum of risk indexes of all the barbell models
covered by it. Experimental results demonstrate that the
higher risk index the test case has, the better fault coverage is.
RA-TCP increases the detection rate of faults with serious risk
indicators. By comparing with the other state of art prioritization
algorithms, we can draw the following conclusions:

(1) RA-TCP has a higher error detection rate and
performs stable across different systems.

(2) RA-TCP technique can maximize the system risk
reduction rate. Especially, this advantage will be more
obvious if the test case suite covers more high-risk barbell
motifs of the system.

(3) The prioritization techniques based on historical code
change information are more appropriate to regression
testing, while RA-TCP which based on complexity metric,
can be applied to solve the non-regression testing problem.
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