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Abstract  Audio steganography, which aims at hiding the secret information (i. e. , text, image,
audio, video, etc) into the audio carrier to not only ensure the security of the secret information
itself, but also guarantee the transmission security, has become one of the hot topics in the
field of information hiding. In recent years, the deep learning based audio steganalysis exhibits
high detection efficiency by fully mining the deep features of steganography, which reduces the
steganography security and brings new challenges to steganography. Fortunately, the rapid
development of generative adversarial networks (GAN) provides a new solution to audio steganography.

However, the existing GAN based audio steganography approaches cannot achieve a balance
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between hiding capacity, imperceptibility, and anti-detection ability, which is difficult to meet
the needs of actual applications. In this work, an adaptive audio steganography approach, named
BNSNGAN, is proposed on the basis of the optimized spectral normalization GAN by combining
batch normalization (BN) with spectrum normalization (SN) in the network structure unit.
Specifically, a steganographic encoder is first designed, in which the zero-padding in the time
domain is used to preprocesses the secret audio to embed the secret audio with arbitrary length,
thus improving the imperceptibility. Secondly, a steganographic extractor with a parallel struc-
ture is designed, in which different convolution cores are adopted for deconvolution and improving
the accuracy of secret information extraction. Then, a steganalyzer with a cross entropy based
loss function is designed to improve the anti-detection ability of audio steganography. Finally,
comparative experiments demonstrate that according to the mutual learning of encoding, extractor,
and steganography analyzer, the proposed BNSNGAN is able to embed the secret audio with

arbitrary length, has a high rate of secret information extraction, and achieves a good balance
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between hiding capacity, imperceptibility, and anti-detection ability.
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152600 4% 5s H AN 1300 4% 10s 4. it 10400 4%.
TN LA 2 Ry (51 U0 B 2 s | B B A A A . X T
it A  HEHL 6000 % AHAE R I 2R A JLrh 3000 4%
iR 3R A5 B 254 L 3000 Z51E S b 35 35 4| 25 4
FER 2 B AT EE Y A BE /N T A T A A
K. S AN IR 500 Z5 8 ARVE 4k L b 250 Z54E
R BRI A L 59 A 250 S5 AE Bk 85 5 A
AR IR B A 3 A T B e TR AR R A Y
100% .75 % .50 % .25 % Fil 1% #E47 8% 5. % T $2 B
BB AR R G 3000 4% B85 5 A 4 0 s i 1
[ 3000 A5 3% & WAVE A I R AR 5 4 S Bt 45 A B ik
AZERIY R 100% .75 % .50 % .25 % Fl 1% 1 2 5
BARAS 250 S FIH XTI 4 B 5 5 AR 45 250 ZAE Sl
AR X T B85 3 B & B g 5 2% S A 3000 R 2K
A5 950 G B 25 B 4 T 3000 4% 2% %5 35 AR S VIl 2k
2. 2s N Gl 1 2 5 i 0 H82 0 A5 7R T DL 4 1
F 5s Hl 10s ¥ 45 1) B 5 R0 O 3.
4.2 BEMIBIEE

T X A T A 3 e N S S R A R
8 Ak Sk B HOE R X BUOR 16 kHz SRAE .10 ms (1)
T O, Gk B 4 1 Ak B A A B R 1 A
W B A B 2 G ) 4 A L A 2 2 A I
AR R B 2 3 R B T 4% i B i A R A
W 2 Bt 25 0 B BB i A ol RNk 2 TR

R 2 A [E) A B 3 R B 4 N B K/

o 1 % 19 2%

IR 2s 5s 10s
NN 257X 256 X4 257X 626 X4 257X 1251 X4
R NN 257X 256 X2 257X626X2 257X1251X2

A ) 4%

i 2s 5s 10s
NN 257X 256X 2 257X 626X2 257X 1251 X2
R NN 257X 256 X2 257X626X2 257X1251X2

i i i L B2 IBUA MR 55 20 A 4% 1 0 28 235 44 43 J31)
5. B 7 FE 8 s ik ik Al Adam AR5
¥ sepoch BB N 4. 3R B 60000, Zi i 2% F14R
B2 127 ) UL B 0. 0001, B 5 4 BT % 1l 27 > 2R %
BN 0.0004, Z £ A 1) 15 25 BR BB A W22 A
Wk 0.8,0.1 F10.1.

4.3 TFMMERE

TE A5 JE e TR, 3 R 145 M H SNR(Signal
to Noise) fI % W4 2 22 7 ODG (Objective Difference
Grade) He it ELA 1A TR, SNR HERR S 5
SIS L EN ek = R e (S SR = o i R/ v (1
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i I 1584, HH 7E SnConv 1 SnConv-BN ) { 4% &4 F4) 52
“(z
y /T\ Y A ST =1 Z K _
SNR=10logy, 6) 35 1 X5 LG A T8 18 SR R A 4 K 6 %% SnConv-BN

DI —I' (DY
i=1

Horpr, TGO FaR JE AR B 3 40 17 ()RR ik A BB 35 1
B P R . AR AR ) s A S R R o L B S S T
5 SNR E I A~ /N T 20 dB™ . ODG J2- [ B i, 5 Bt
S A A S N H T 5 9 A0 Y A o R 9 5 5
B H- 1 W 58 2 48 K % F 3 A B 5 i S 115 5 22
Sl H . ODG {HAEL — 2., 01 2Z 8] 375 A ] B
B,

A FRATHT AT 1Y b 4R i %8 BER(Bit Error
Ratio) ., R[5 R %5 & 430 19 i % LL A B LA B 5
AR S L R R Al R R S S O A R TR
RE. BER (B8], UL B S R0 15 ROBOESR . [8 5 Bk
AL AT

O T BT RAE B RS TR I S Hree s . 3R
IR I AG I HE A 32 ACC (Accuracy) . HE% 3 FPR
(False Positive Rate) 1 i £ % FNR (False Negative
Rate) :

TP+TN

ACC = 7

O P T TNTFPLEN e
_FP

FPR= 5 7 (8)
 FN

FNR =55 5 (9)

Horp . TP(True Positive) Jy BEAS 52 by Ay 2% % 35 47
TR Sy 2% 28 5 SR A0 50 F P (False Positive) fFEAR
SR A B UK A, TN Oy 0% B Y S 4G FN
(False Negative) A SZBR hy 4885 & 3, 100y 28
KGR A A%0; TN (True Negative) by B AR SZFR by
AR I TN Ay 2 AR A S
4.4 4 EE MR

FES — A S50 FRATDGF He /3 T A 5] 1) I 45 BT 45
FFIAS ] 9 458 2% R 06 BNSNGAN 1 g 1952 ). 1]
28 AL EE M A0 - SnConv (SN 4k #: 1) . Conv-BN
(BN 448D # SnConv-BN (SN 1 BN 25419 —
AEA T . PR SR ECEL TS < P AR DL EE RN 7 1 2.

2 3t T AN [A) R 2% B 5T 45 R R AS [R] 450 2K R
A TR NERR LA S, 4k A
SnConv-BN 1E 2 M £ 515045 ¥4 | 4 B A DL BE 1 A 431
IS PR B, 3% R SNR ¥ KT 25dB, H
ODG ¥R F —2, A RAF0yA AT B E. 1 H 258
U T30 11 A 2 AT 1) IR A R /N T A AL

) 28 25 by 35 EL AT 58 - 1 AN AT J R M R A 1 A
5P R R, BT LR T 3 F BN Ak
SNGAN Ji i FH M s.
4.5 ATA[EEEN MR

FESE AN R T iE—25 i i BNSNGAN
Fa 5 A AT IR Pk, FR AT & e AR 48 2s.5s B 10s 4
ITE T L B0HE 4R R B LA BE T 20 AN R AL O Sk
F BNSNGAN F1 DCGAN X [|] — A~ 2% 44 5 531 34 17
R B RL AR B 100% i AL R A BT
BNSNGAN H1 DCGAN 7E A [6) i K 2 4& 100 % 7
B AN AT ST M R 25 . W DL S X T A 1Y
120 Z A& & 43, >k ] BNSNGAN a5 J5 1) #0% &
i, H SNR A ODG {E¥L T DCGAN [ 5 i) 4%
B B R IR R T DA A N H T B 1
ZOR. M DCGAN B 5 9 48 % & Ml AS AT J i Pk 4
2%, SNR /N F 20dB, i ODG K#s/NF—2,
N H- L RE W f T S 1 M

IAh . X T 45 8 1 2R 5 i, DCGAN H fg
100 %04 A » 1l BNSNGAN A LU AAT B 4 B2 A9 b
WEM. 25 45T BNSNGAN AR A & T Y
SNR ¥ #1 ODG #{E. 7] L& i . BNSNGAN 7&
ANFHR AR T 2% & W SNR F ODG {H 4% fk £
T, H 06 2 S AT JER RN Pk 20K X2 I 2l . BNSNGAN
E G B 2 B ACBE 51 T I sk b kLl S PR A
e8RS RN S N O A T o N
BNSNGAN RE % AR &5 38 N A 6] 9 4 A28 & AT
TN R 3 4

ST INJE 4 ik B BNSNGAN B2 5 9 A8 /]
JRATE B 9 45 T BNSNGAN 7E 100 Y0 i AR T
A0 A AURIORT IO ) R A T G R o T —
P A E (55 B R BB 20, F 4 i %on
YR AE S G R A A I ] AT — 2
S 53 TE 28 R I 220 1 5 55 € 08 1 TR IR R R
AT DATE G2 004 Jo 7 2R 8 Wit A\ s 35 5 WAL T ) 1) 722 Ak
0L B T RT LA 76 100 26 18 A B0 R ¥ 4
B 5 )G 22 AR/ O T i —25 s Akt L FRAT T8
R I AR B ke A o A0 W 55 I o 4 D 1 R AL AR
JE. K9 vh 2s.5s I 10s = 20 15 1% ] i 46 B4 AR o)
43 514 0. 9848.,0. 9893 1 0. 9941, | & LI 45 HL
FEWT B8 5 B LA AR R A AR AL . N H
ARME 53 B 22 R
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& 5 BNSNGAN EREHEFHKEMTEHRNETH

AT A i 4 R
L T Librispeech TIMIT
KE  BAR SNR ODG SNR 0DG
100% 24.4750  —1.554  21.6599  —1.520
75% 24.9871  —1.677  21.8763 —1.507
2s 50% 25.0407 —1.641  22.0371 —1.576
25% 25.2701  —1.570  22.2005 —1.424
1% 25.2576  —1.565  22.3294 —1.483
100% 24.7950 —1.506  21.5077 —1.516
75% 24.8297  —1.537 21.7109  —1.490
5s 50% 24.8359  —1.529  21.8994  —1.455
25% 25.0713  —1.514  22.0912 —1.579 it
1% 25.2186  —1.441  22.2766  —1.553 0 153045
100% 25.6404 —1.580  21.5752  —1.659 (¢ SRk & i @ &?%%Lﬁ
75% 25.7736  —1.584 21.7963  —1.591
10s 50% 25.9206  —1.453  21.9205 —1.525
25% 26.0407  —1.506 22.1319  —1.496
1% 26.5133  —1.486  22.3031 —1.503

4.6 T E IR EGK

TS 1 AT 4R 2 T LR T R W 1 1 A 05 30 £560 15 90 15 30 15 6.0 75 90
W AE S R AR S = A S FRATTRE LG 43 B AS ] B (e) 10sHfRF i (F) 10sBH F I
5B E P B E. B 9 BNSNGAN 7E 100 % A % F 2 ik 3 5 fl
%6 451 T BNSNGAN HI DCGAN 7£ A [l i e UL A AL o i

AR 100 Vot A AL SR ER UMY BER {6, 3R 6 0 Fpss 42205 . 1 10 44 H T BNSNGAN 7£ 100 %
PAE L ETA I 120 2R AR 5 00 L BNSNGAN i A 32T 6 385 35 50 R0 6T 07 194 5 BBC 5 490 110 15 3 ). ]
PRI FL % F A1) BER fH¥5m i/ T DCGAN & DI W, BRI A5 A 506 B %% 355 40 22 S AR /. T HL .
BURL S5 3595119 BER . ST 0. 3%. b B T 10 A = 21 15 335 (] %) 6 B4 R AL RE (B 43501 2 0. 9760,
&4 1 i 7 BNSNGAN 42 58 /) fi %5 3 45 5 iy 0. 9817 1 0. 9866. F A 5L 45 R K B, BNSNGAN

3 6 BNSNGAN 7l DCGAN £ 7[5 Bt 4 £ & 100 % #; N\ T 5 25 F 3R IR ENK) BER &
DS 2s 5s 10s
Bk DCGAN BNSNGAN DCGAN BNSNGAN DCGAN BNSNGAN
B4 Librispeech TIMIT Librispeech TIMIT Librispeech TIMIT Librispeech TIMIT Librispeech TIMIT Librispeech TIMIT
Testl 0.0037 0.0067 0.0011 0.0017 0.0032 0. 0056 0.0015 0.0016 0. 0050 0. 0052 0.0018 0. 0012
Test2 0.0042 0. 0059 0.0014 0.0016 0. 0040 0.0027 0.0017 0. 0007 0.0048 0. 0030 0.0017 0. 0009

Test3 0. 0050 0. 0028 0. 0006 0. 0013 0. 0035 0. 0029 0. 0009 0. 0008 0. 0049 0. 0023 0. 0016 0. 0018
Testd 0. 0046 0. 0045 0. 0008 0. 0020 0.0043 0. 0041 0. 0007 0. 0012 0. 0046 0. 0045 0. 0019 0. 0010
Testb 0. 0043 0. 0047 0. 0007 0.0021 0.0041 0. 0040 0.0010 0.0011 0. 0043 0. 0044 0.0020 0.0021
Test6 0. 0051 0. 0024 0. 0009 0. 0014 0. 0030 0. 0053 0. 0008 0. 0013 0. 0052 0. 0024 0. 0023 0. 0019
Test? 0. 0029 0. 0026 0. 0005 0. 0010 0. 0029 0. 0051 0. 0014 0. 0020 0. 0053 0. 0027 0.0011 0. 0017
Test8 0. 0045 0. 0024 0. 0011 0. 0013 0. 0035 0. 0057 0. 0016 0. 0018 0. 0056 0. 0073 0. 0014 0. 0013
Test9 0. 0047 0. 0031 0.0013 0. 0023 0.0039 0.0039 0. 0020 0. 0017 0. 0046 0. 0030 0. 0015 0. 0025
Test10 0. 0053 0.0023 0.0012 0. 0014 0. 0038 0.0028 0.0018 0. 0014 0. 0047 0.0023 0.0021 0. 0016
Testl1 0. 0049 0.0025 0. 0005 0. 0014 0. 0041 0. 0050 0. 0007 0. 0016 0. 0044 0. 0025 0.0022 0. 0008
Testl2 0. 0048 0. 0038 0. 0007 0. 0011 0. 0034 0. 0035 0. 0011 0. 0009 0. 0041 0. 0040 0. 0024 0. 0029
Testl3 0.0039 0.0035 0. 0004 0. 0019 0. 0042 0. 0037 0. 0012 0. 0013 0. 0045 0. 0035 0. 0016 0. 0013
Testl4 0. 0041 0. 0045 0. 0005 0. 0026 0.0036 0. 0046 0. 0013 0. 0024 0. 0051 0. 0045 0. 0013 0. 0026
Testl5 0. 0047 0. 0056 0. 0006 0.0021 0. 0039 0.0051 0. 0006 0.0014 0. 0049 0.0048 0.0021 0.0015
Testl6 0. 0050 0. 0051 0. 0007 0. 0030 0. 0041 0. 0037 0. 0019 0. 0015 0. 0050 0. 0052 0. 0017 0. 0014
Testl7 0. 0053 0. 0034 0. 0006 0. 0027 0.0033 0. 0034 0. 0015 0. 0007 0. 0047 0. 0035 0. 0020 0. 0020
Testl8 0. 0041 0. 0035 0. 0009 0. 0012 0. 0036 0.0030 0. 0014 0. 0019 0. 0046 0. 0025 0. 0023 0. 0013
Test19 0. 0043 0. 0040 0.0011 0.0024 0. 0040 0. 0045 0.0011 0.0023 0. 0047 0. 0066 0.0011 0. 0010
Test20 0. 0046 0.0032 0. 0004 0.0018 0. 0035 0. 0030 0.0018 0. 0014 0. 0050 0.0032 0. 0019 0.0018
P 0. 0045 0. 0038 0. 0008 0. 0018 0. 0037 0. 0041 0. 0013 0. 0015 0. 0048 0.0039 0. 0018 0. 0016
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W%, 2 F BN ik SNGAN 1) A iE i 2 5 fa 5 437

PEIL 25 & A0 5 R B % X B AR /D, g 8
MUAETI K R . L R T AT
BNSNGAN 7£ A [a] % A & T i BER Y. % 7
AT LAE B A 8] 14 i A 0 b 25 5 04 B2 i oS
K BER {8 K& &K, Kk, BNSNGAN Hf #
Ui 1) 3 A U R

(c) 5sFb % & i (d) 5sHREUH A5

1.5 3.0 4.5 6.0 7.5 9.
Time

(D) 104 FH I

(e) 10550

K 10 BNSNGAN 7E 100 % 7 A K b 25 2 5 I
Xof IO ) B A ) 3 T

% 7 BNSNGAN ZE A [E# N2 TH BER #&

KB AR Librispeech TIMIT
100 % 0. 0008 0.0018

5% 0.0010 0.0014

2s 50 % 0. 0015 0.0013
25% 0.0011 0.0017

1% 0.0012 0.0019

100% 0.0013 0.0015

5% 0.0011 0.0018

5s 50% 0.0011 0.0016
25% 0.0012 0.0014

1% 0. 0004 0.0011

100% 0.0018 0.0016

5% 0.0047 0.0023

10s 50% 0. 0033 0. 0021
25% 0. 0036 0.0017

1% 0. 0033 0. 0029

4.7 MRS ERENR
PRS2 M PR B 5 Sk e I R AR 2 —

RV A AL AR 5 5 U - LA S R I B

H AR E ST A5 A 52, FRATT AR T SRR 15

FSCHERLL6 ] A B S 4 B 4% (43 32 A Analyzerl #il
Analyzer2) i BNSNGAN (1574 il g

%} F Librispeech 04 ££ , £F X} 2s.5s Fll 10s
FREF K o 3 51K 45 4000 2% 28 1A 431 A 2% 255 450 R
BNSNGAN FI DCGAN A= A1 I 1 28 2% 3 4 . I 43
kA Analyzerl F1 Analyzer2 #4711 %55 M B
FH 1000 4% 44 5 %5 f1 BNSNGAN . DCGAN A= i %
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. Analyzerl 0.903 0.604 0.130
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TIMIT
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s
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Background

Audio steganography, which aims at hiding the secret
information (i. e. , text, image, audio, video, etc) into the
audio carrier to not only ensure the security of the secret
information itself, but also guarantee the transmission
security, has become one of the hot topics in the field of
information hiding. In recent years, deep learning based
audio steganalysis has exhibits high detection efficiency by
fully mining the deep features of steganography, which
reduces steganography security and brings new challenges to
steganography. Fortunately, the rapid development of generative
adversarial networks (GAN) provides a new solution to audio
steganography. However, the existing generative adversarial
networks (GAN) based audio steganography approaches
cannot achieve a balance between hiding capacity. impercepti-
bility, and anti-detection ability, which is difficult to meet
the needs of actual applications.

Therefore, in this work, an adaptive audio steganography

approach, named BNSNGAN, is proposed on the basis of the

optimized spectral normalization GAN by combining batch

normalization (BN) with spectrum normalization (SN) in the
network structure unit. Comparative results demonstrate that
according to the mutual learning of encoding, extractor, and
steganography analyzer, the proposed BNSNGAN is able to
embed the secret audio with arbitrary length, has a high rate
of secret information extraction, and achieves a good balance
between hiding capacity, imperceptibility, and anti-detection
ability. Roughly speaking, BNSNGAN outperforms the
compared methods in overall performance.
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