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Abstract  Password-Authenticated Key Exchange (PAKE) protocol has a wide application prospect
in the coming post-quantum era. Scaling down the number of communication rounds is capable of

effectively improving the execution efficiency, and this is a rather important direction for optimi-
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zing PAKE protocols over lattices. Up to now, there are mainly two technical routes in the exist-
ing literature guiding the construction of low-round PAKE schemes over lattices. One is based on
Non-Interactive Zero-Knowledge ( NIZK) proofs, but how to implement NIZK proofs in the
standard model over lattices is still an open question for these derivative schemes; the other one is
nominally designed as Indistinguishability under Adaptive Chosen-Ciphertext Attack (IND-
CCAZ2) secure based protocol, nevertheless it applies only an Indistinguishability under Chosen-
Ciphertext Attack ( IND-CCA1l) secure based Public Key Encryption ( PKE) scheme in
implementation, which relies on the introduction of signature/verification algorithms or other
techniques to ensure its security in implementation. Moreover, these two methods will introduce
extra computation and communication costs. Therefore, taking advantage of the additive
homomorphic property of the Learning with Errors (LWE) problem, this paper proposes an IND-
CCAZ2 secure word-independent Smooth Projective Hash Function (SPHF) over lattices, which
also supports the construction of one-round PAKE protocols. And this paper identifies the exact
values of parameters of the PKE scheme that the proposed SPHF predicates on, ultimately eliminate
the influence of the incomplete additive homomorphic property of the LWE problem on the
correctness of the SPHF. As far as we know, so mentioned function is the first IND-CCA2
secure word-independent SPHF over lattices. Besides, the proposed SPHF possesses independent
research value and great application potential in multiple practice fields such as witness encryption,
zero-knowledge proof, oblivious transmission and so on. On this basis, this paper innovatively
designs an efficient provably secure PAKE protocol. This protocol is resistant to quantum attack;
it only requires one-round communication, achieving the optimal communication round; it is
based on the standard model, thus capable of avoiding the potential security threats of utilizing
random oracles, especially in situations where the utilize of random oracles may cause lattice-
based PAKE protocols to suffer offline password guessing attacks and quantum attacks. In practical
applications, the proposed protocol does not reflect dependence on the utilization of NIZK proofs,
signature/verification algorithms or other techniques to ensure its security, which will effectively
improve the execution efficiency. In addition, this paper utilizes a dataset containing 4. 74 million
unique username — password pairs of Renren to verify that the PAKE security analysis model
based on the CDF-Zipf law is indubitable feasible to more accurately evaluate the security guaran-
tee that a real PAKE protocol can provide. Finally, in the standard model and based on this more
realistic security analysis model, this paper provides a strict proof of the security of above men-
tioned protocol. Controlled experimental results show that the proposed PAKE protocol has the
most optimal efficiency and the lowest communication cost compared with other related protocols,

which drops in line with our expectations.
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KW HEZ 4 ace, = 1, 45 50 I, e 2w v 1k IR
2 termi =1,

BPR AL i DL AR W SRS T 5
FH P 85 ik 55 i Z 18] 19 2% Fh 28 B 3k 2858 B 9E PR |
JE T 5 & S Z ) R A2 L

ExecuteCu, iy s.j): 45 320 ITL F0 17 H8 R 5
b IZHUE LT 3K A SE A 18] B RS I ) 8 TR
[BPAT B A TS HUEERE T ST 099k 3l 85 Wr Bt

Send(u,i,msg) : % T & ML EE BT X PP
T FESh By, BT m 52 ) I, & 256 B omsg 514
T ALAR A PR SO SCHAT BRI [ Bof B 5 S 491 I 1)
AR AR HE L B ST ] BT AR ] PR 00 o Lh T R R S
BT AT LAE 3 Send Cui4) 90 18 A SE 1) 1T, R A
FHAE ) S5 5 R 55 # s Z A1 B PR, B Send Cus iy
DR A R SVEORE R S i TRIEPS

Reveal(u, ) % F VL H &
R M R oot s
TSR AL i T 5 <k A% B 43 BT A

Test(u,) 3% 5 HLAS S5 F STt 5 iy
Yoy s R T 0% Uil i 305 MLk PR BE VL L
F§ 0,25 0=1, W) e T3 [0 B S22 35 25 4 5 L R
Bl 5Z &R BEPL R, H s & T X5 ok gk Ui 8] it
Reveal {521 $#h4T— WK Test i [H].

TEAZ IV T SRR L Sl 4> PAKE
PP HE .

IREEXR. BT uw SRS & s £S5
i RSB I, 5 I H AR R R R (D) sid, =
sid! ANULL; H(2) pidi=s H pid’=u

ERE. WP o« 55 Es 25007,
Pk PAKE PRS2 8 i1, 4 2R« (1) 924 11,5 T 5.
FAKPEIR R s H (2) acch, = accl = 15 H.(3) ski, = skl
BRIV IE A P 5ROy ARORE O 2R Y S 9 R AL T R 2R
IFEHBR T B SRR .

FEEME. OB IS I E ORI R R AR I 2
BEERY . R ECT (D R Vi) 3d Reveal (w, i) H(2)
F1fia)i3 Reveal(s,j).

WS T, 5 I H O AR G 28 IR B i T X 52
I AT TestCus ) )5 45 W A A5 00 LA 0.

15 B 4H ski. Reveal
W B AR R IR R

1
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HHCTF R 7 0] 3 Reveal Cu,y i) 1 Reveal (s,7), H
b'=b. B F Bk .
BFEMRE. WM T ARBGHEB I #Y PPT &
T I T AR LIAAT Z K Execute,Send, Reveal
] AH 2 RE X BT 6 52 00T — 1K Test #[1]. 32
“EEF U ) SR Success, B84 BT A
PRI AR H Ado, 78 LR
Adv, ;=2Pr(Success) —1=2Pr(6'=0b)—1(4)
HRAE T I B 1 5 S 27 BT 1 48 AL 5 Oy
Pr(Success) =1/2+negl(x) , WEFNLHH Adv, ;=
negl (i) s o negl (i) N & F % 2B « W) 1] Z W
PREL. AT PAKE Pp i H %18 L% 2V PPT #( T
AREX B EH RS ZHRKABEIL /D
PAKE Wi AT DAARGIE 23 1 %5 51 i L% 1
FH P SE B At i 4 25 [l 8/, BT ST DL GE
1b 95 IR0 4 s 1] 1 Oy SOk AT TE L pr B ot . R
PAKE 8 JC 75 i o 76 48 1 A %% W e 6 — i
TEOLT - 2R Mot 2 BT iy e A o O =KL AR
PAKE Mp¥ 2% 4. T HiER S h A P2 40
AU B 28 # DM LAY 7 X
EX 1. ZRH5INER AP & « 2
RS ARBGH MW O W PPT BT, HARZ
PAT QUo) WHE L 14 55 I Bty 3 e 14 %5 i) oy
D, H 12504 iR N CDE-Zipf % . FRUp Y IT J& %
21 H A YIRS B A8 PR AR X TR A PPT
FCT A AFAE ] 220 R KL neg L (o) i 2
Adv, ;) =<C"+ Q)" +negl(x) ()]
H Q) <||D|,C" =0.0415632 Fil s’ =0. 180224
HEET NNR B4 Bl 4 1) CDF-Zipf 15 2%
B 1L 474 5NN A 5008 i, @R T A

1.0 I

------- SHF ‘
08 [\ Jﬂ:( DF-Zipf B T
~ | | — s FPOF-Zipri st T /|
2 | | T |
%0 ——- BT BN R T / /
E
3 ‘/
=
204 /
i /
=

o
to

1 10 100 1000 1o'1 10° 10°
TELR O AREMIREQ (o)

IO NG IR (87 W S B Al RO N s B B I AN
#F CDF-Zipf 14 70 i #5095 F L % . & F PDF-
Zipf M2 AR BT A0 35 2 T 0 2 3 53 0 A
BB BCT A3 HE T o/ 10 & A B R T 3

NS R 0 N & S 1 R B R i o= B e a1 ]
Z2 1 ol 2 B /N 3 R 2 BT R A BT S L
TR H U8 B 104 43 A (B 6T IO 11 4 A Y i
% 5 i PP A PAKE BIMSC I I i 32 52 KU

AR PAKE Pl % 88 K 2 ik 14 ik
AFE 5] 43 A g i, BT RO B BR N Q
() /| D] +negl (o). — M BT + 1942 6] 9 A/
DD Rk 100, B F AT 76 42 140 I 2%
TR EL R QG B G hy 1072 U IR 4, 4
QUe) % 2y 10° B, 36 F B4 35 7 A (R 1Y
TR HH /N T 120 MRS B 1,30 KRG T B3
R I O3 B 1 4 350 43 A AL 1Y PAKE
BN 4k 43 BT A B b K ORIl T PAKE B il 7
TG A LS AR [ 138 o, 5 23 1 HA 11 4 4y A
BERY TR (56 F PDE-Zipf 14 43 i #5784 1
BT /M 1A Ay A T R A HO M E L 3 T
CDF-Zipf 11443 A 5 1) T 3 5 B0 ST A 3
ZIA) 1 22 BE B IR T /0N, 28 b A SO S SRR 19-20 )19
ik s e R ) PAKE B 3304 4 58 50 5 i 33 52
T AT LS o 4 i F Al PAKE Pp 8 iy 2 At 1) &2 4>
SR
4 FENETFEBEIZRE R

AT FEM R B T8 1 IND-CCA2 & 44k
T R B R 0 A R . O T R A S
SPHF 5 —% PAKE B iS4 5 . A 15 2 i 1T 4%
5% bR ST 37 B G filT FF 4% S TR ERE O (BT A AR
N PE SPHF H-45 IND-CCA2 241k, DL K i fs 31 Y
— 4 PAKE PpisUnT DA 9 NIZK I B 125 45 /16 2%
SRR B L A A LWE (8] 8 64 hn vk [ 25 8
PRI T 2% 30 B RS B SPHF. AT I8
B T T 1 2 B0 % B 1% oA OC S 80 R
DI B LWE [8] 8% A 58 4 0 i 7] 25 & v xF SPHF
T PR Y R . B S . AS T RE T R B AR 3E M
SPHF #EA7 T 1F o 5 - 9 1 Uk B

ARATHEETFE 2.2 W IND-CCA2 %4 S 1§
PR B SPHF. % 3 B9A 410 pks=(A.B),
NIEARFHBE R G, IS A B MRl L ik
JIr R A b A3 M W R WA A RO (KL G
H={Hash(W,HKEK):X—>G}.S,ProjKG.K—
S)wi» it WI-SPHF, HAKGQIF -
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HashKG(q.n k1, 1°) 5 A LS5 (g,
nok o1 BRIG BB R A B hb, <2 (1=<i=ZD),
RIS B 7 B8] HK = (hk, shky s+ shk)

Proj KGCHK = (hky s hky s+ hk,) s phs = (A,
B).G): e AW A % 9 HK = (hky s hkey s o,
hke) S 7 N phs = (A B) T AR U B
G, . RJGi1%E hp, = (A+ (B+FRD(tag)G,) | 0) +
hke; I G B B HP = (hpy shps ==+ shp)) s

Hash(W = (label, (¢, s¢y5c55¢4) s p)s HK =

Chky shky s k) 1 S5k A7) W= (Label , (¢,
Cr+Cyc) s PRI T 4] HK = (hky shks oo hk,) s
RIE A
Jz,:(c] +c, || 0)Thk; (modg)
t;=C(z;+c;+tc,)(modq) —q/2 (6)

1/1,-:1+RD(2t,-/q)(mod2)
Hrpie[1,0].RD) R « 47U & AT 5
B G RHEAE h= (R sy v sy s
ProjHash CHP = (Chp,, hpsy ==y hp, ), W =
(label s (cyscsscsscy )y P)sS): 1 JCH AR % 4
HP=C(hp, hp, s+ hp,)  Bi5 W= (label, (¢, ¢, ,
cssc) s P X WE LBYIEYE s8R 511
zi=hples
Jt,’(szrchrcq)(modq)—q/Z
h{=1+RD(2t//q) (mod 2)

B BB AAE ph= (phy s phy s+  ph)).
i BR LWE [8] 8 A 58 42 03k 8] 25 J& 1 %t
WI-SPHF TE8 1 1) me, e € =I5 B P A2
By Ko RIER 6) (D) B = Ry E AT,
lzi—=2/| = | (e, te)ehk,]| (8)
4l SPHF iy 1E 8 PE o Al A = J5 S v i i
250 A % R 20 (D).

‘(el+e2)-hk,|§%.%

e, Tl e, M B BT 2 1R 307 20 A AR S 2. 2 1 R
BT ENLE ei <agVmr.e, <y /nkek. 3
— 3 IR S R M WI-SPHF (5 LA | hk, | <

syl I 4 R () T 15

(aq N mk+y nk '/(:)5 ﬁg%

RS 2. 3 45 A9 W45 %031 . SPHF 24251 2 %% 1E
5 1 . IR B AR E T A A T
RN S K K R NN OE 'S AR RN T}
PR T PAKE PRy 8 vk 7 3 MR E T 2 5 i)

D

(9

(10)

W= (label ,C, p) € X/ LI}, Wi & H £ EH . v
(5 5 BEMLE A 0] X 4. BI85 % 91K BE ik T v
A A MAT AT 5 B X PR IE T SPHF [ 48 4. A 3
L E B E 2 SR UE WY AT B 4R i ) WI-SPHF &
V- 1R W A BRI BV TR R P T PR EOK

EIE 2. WISPHF 2ETAHMB T E S W
S 5 0 A R B
IEB. PR DLEE S L

5 MEMREMARTFEROSKIE
B Bl

i PAKE PRl i $0A7 850 3 01 B ARGl A5 A7
fift F 5 L A 755 LA RS AN 38 15 8 R a7 Ak D 2R 4 o H
B IR 5T 7 30 i I NIZK 3F B FN 25 45 /00 25 45 45 R
MIRTHE T 4% 1 PAKE Pp i g — %8 5280 n) 8. AR 45
ITERRME BTN, 25 T 25 3 17 45 9 T i BL AL
PAKE Hpisl % 2R, %t i 4 Hh 1) PAKE Ppill k17
TS 2 A IR B DT SRE G T8 R AL T AL
ORI 2 A R B R D X AT RE B PAKE P
T A7 B4R 14 A I
5.1 thiigit

FEF A 4 0B AR S N T W Y A R
B AN T — R i T R AL PAKE PR
PR 18 3445 5% 55 490 I AN 75 0 48 1 o) 7 4% i 1)
% 3C, AT LA IR DA 5 0 B I AE —FE A5 N 58 B
A PHAT . FE T 38 15 58 U IS B A4 AF G BT 5 408 22 1
TER R A R A SC AR T A
(IR GREEDES

BRPPXAE P« SR &% s Z I, =3
LA B 12 (pw, = prw,) . BRSO 89 % 55 27
J5 UM R A B B R AT I AR A T

BHFEEREIE. (1) # F IND-CCA2 241/ 4
TN 7 58 =5 (2) T = 07 SRS N T 1 B A
F R (K.G,H=1{Hash(W,HKEK): X—>G},
S.ProjKG:K—>8)w »ic/f WI-SPHF.

AN 38 1L B B . PRy #E 1 B Bl o7 e =
5 8, XFR N A 2 % 5 %1 (Common Reference
String, CRS). #% pk.= (A, B)F1 G, 43 5l Ry = %
028 B RN 28 LA JFUHE B (R 6 CILES 2.2 945) . 3R
4 CRS=((A,B).G)).

AT R AR, T4 A T IR B 2 & 1) Bl P
B4 PAKE Phisl s ik 1.
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EiE L AHEWZ 2R S R PAKE PR
FP 3 w(pron) 55 ity s (oo
L 2y 2u<F(2) s,<Dyin  ver,<Dyin s L 2oy 2 < F(2) .5« Dy e <Dy s
ey, LDan' y e, «rDZuk’ y
2. HK,~~HashKG(q,n.k,l.1%) 2. HK;<~HashKG(q.n.k.l,1%)
3. HP,~ProjKG(HK,, pksG;) 3. HP,<ProjKG(HK,, pksG,)
4. label,:=u|s|HP, 4. label;:=s||u||HP,
5. ¢, =ATs,+ey, 5. ¢, =ATs,+te
6. ¢y, =(B+FRD(tag,)G;) " s, + e, 6. ¢,,=(B+FRD(tag,)Gy) s+ e,
7. ¢y, =x,+H(pw, || label,) 7. ¢y, =x,+F H(puw, || label,)
8. cp=tuVuT 24 8. L't\:T.xy\+Z.\
ull Cu= Cey,vep, ey, sey) I HP
s Co= ey sey e ey || HP
1. hy,<~Hash(W, . HK,) 1. hy<~Hash(W,,HK,)
2. ph,<ProjHash(HP; ,W,,s,) 2. phy<ProjHash(HP, ,W,,s,)
3. sky=hy* ph, 3. sky=hg* ph;
I TS P il sk I BIAE A 15 B 4 BRER pro... Rl sk S IOTERE 15 B

B USOBUY B S8 IR 2B 5 9 2 i 104 11 4

Jei » V8 PR AS SCHE A0 I8 B 1 S A5 A A pR R
WI-SPHF : (1) AT J5 1 W& A % 5 RXE J7 18 %% 30K
IWECH R AE; () I F e EH . Ch
{18 8 S %88 SC I IE B SF 11 B30 6F 7 1 v A (L B
O B W A (8 fee o - i i R A e A (2
e i (5 R 2 7 1) 45 52 0 A (D A e 15 31— 30 &
WY I BARBAT SRR

P w i WI-SPHF SRt H A% HK, <
HashKG(q.n. k.1, 1") FH 5% %5 HP, < ProjKG
(HK, .\ pks.G,) s 7R S & wE SGHA % X C,=
(CrisCoscyscn) )i s P w M IRG 4% s RIETHE
ulC,= Cer ses s sci) | HP,.

k%5 % s 95 ] WI-SPHF S50 A % 3 HK, <
HashKG(qsnsks 0, 1) M5 %4 HP, <~ ProjKG
(HK.. pks. G s AR = BRI E A% X
C,=(c, 505050 s Ja RS A s AP w K%k H
Hs|C.=Cevenscsse) | HP,. Zit B 5 F ik
R P 5 o R ) 25 0 47

R w BB IR 55 2% s K25 B0 B85 A IR 55
TR % 30 Co= Cepseos o o) FU I W 75 2% 41
HK, 8 P B0 748 h, = Hash (W, . HK,) 5 ]
MRS a8 Rk B2 %9 HP. A P i s, 1A
P 18 ph.<~ProjHash(HP, ,W,,s,) (R
IR 55 2 ARG A (8D s e Je o TH IR TR BB sk, = hu» ph s
T BEBR pro, F sk, ANEY TR AR MAEE(E B.

M55 2% s WCEIH P w K36 0T B - AR 3% w 1)
W C, = (Crus Cos Caus Co) TR 55 45 HO 0 75 %5 4]
HK, 318 s (W78 h, = Hash(W, , HK,) ; 38 u
RIEMITE A HP, MRS 2500 s GH 5 IR 55 #4510

LM 7l ph.<ProjHash (HP, \W,,s,) (Bl |
R iy (B 5 B Je s TH B 2 1E B8 sko=h» pho s 31
BRBR pro.. F sk SN T A A7 15 .

5.2 MNEBMESTEREMEIER

(1) PP SLIE A P 53 B
PRSCIE AR PR 45 L o R e 0k T A9 0 AT

WL PRSI T ¥ 15 B AH [R) 19 23 35 9% 4. S 5 A
T CHBERRE TR B S R L R IE PR T
R IERR A BIUE sk, = sk, .
HRAs WI-SPHF #91E 8 4, X (1D g =L
AN AT 228 ) ABE R T
h,=Hash(W,,HK,)
=ProjHash(HP, ,W,,s,)=ph, (a)
h,=Hash(W,,HK,)
=ProjHash(HP,,W,,s,)=ph, (b)
M2 MDA AR A A2).
sk,=h,* ph,
=Hash(W,,HK,)* ProjHash(HP,,W,,s,)
=ProjHash(HP, ,W,,s.)* Hash(W,,HK)
=ph,ch,=h,* ph,= sk, 12)
MG (12) 2 PAKE P3R4 1 M 25K W] 0,
PR T 2 R A P Y.
(2) Prille Ve uEW]
AR 30 A TR B E 3 Ok Uk B B 4 LA S

(1)

A1) 1 A DR BH 28 4 R 2 2 S D).
FIE 3. S IND-CCA2 24 1A 8 n e

L, BHEE 4.1 B EE WI-SPHF, (K,G, H=
{Hash (W, HK € ). X»g} S, ProjKG: K —
S)wi g R PP T B A A R B IR A D T 2
ﬁému7mﬁ&%xﬁmu.

WL TR LR SR IL
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R, FEFE R R E A9 JEE N YE SPHE f1pr 3+
AT XA S B R U AT 405 B I AR A 2 B T o B vk A LA o T BT RO TE IR 55
PR GBAGTT 8 AP 68 TT 8 L &6 4k 55 5 Al A Uit » A SCHMAE SR 3 I PATECRIL T LW2.PAKE
SCHRL. P X Ry LW2.PAKE™ 2 B 48 B s . 76 IR
6.1 WHiFEESHINERITH % #xuin 0] Dok O IND-CPA 42 4 09 28 51 % Bk,
RSB L, AR 3L S — SR A python 155 . HAF I8 2N F — 8 i 7 1 IND-CCA2 %
1£ Intel (R) Core (TM)i5-4590 ¥ &5 I, X A SC X NN A . {H LW2. PAKE PP 2 FH P
K HA M R VG B % & P NAE KN 8 Uity R BAT 50 TR B A T AR SCHisUFE P s AR 55 4
GB.Jii %y 3.3 GHz, ¥t /E R 4 Win7. b J5 fii it i B RATRICR , H A SO 2 — 46 /Y 15 10,
TTHATROCR G B XF H A 155 = 128 bit, m = 6400 A SCHIR I B S5 B 8 AR AT 3550 % e 1
bit.m = 3328 bit,n= 256 bit, n, = 128 bit, n, = 127 38 BRZY. PAKE PR e 7 s AR 45
bit,q=4096bit. FRSHHMEBIFE S LS EK it A8 A S AR A A TRICR » X2 oz B BT SR
BEOR (LR 2.2 7). 45 % 22 J5E 09 47 B A [a] 4n ) SPKE 75 Z A H A 3 KW THE I8 (W3 2) L 1
2 2 Frn. 2 3 Wt T ASTE PR 5 FL S TR X Eb. NIZK iF B () FH ik — 20 30 K T 3 AR I8, e oh, T
%1 BEBEEEE A TESE PR F I S B2 3 v i 808 b KVILPAKE |
ZHE[EIE 18 o
__ kol = BF.PAKE " | LW1. PAKE"" il LW2. PAKE " {Jji{
P S 2 1 BB 8] /s #F 15 FLHF[E] /s . s y
MP 0. 320750 KV 0.889398 E/‘]ﬁ“%ﬂ:%ﬁl{‘@,/ﬁ\ Hﬂ%%/gﬁ%#%(fgl /\E"J%ﬁﬁl‘%ﬁ
mEBE  GPV 0.135338 SPKE ~ 14.313541 53 ASCMBAEPA TR E I3 RT3 3 R kdis.
Reg 0. 043393 s 0. 315670 N AT g e i
MP 0.001067 KV 0. 449303 2 ﬁ#%éﬁbﬂTEﬁlﬂ%lﬁiﬁ{fﬂk&T,K
SPHF GPV  0.009486  SPKE 0.001102 R PIp S0 R P it 5 1R 55 4 ity 04 FRAT B 18] % L. e 1]
R Reg 0. 005781 ) 0.315677 2 g, B T S 0 AH 1 R B B K AR SO LA
ARy ECC 0.001612 o 001682 . e v N
‘ - = Sl FH P 3 00 AT R B . 6 JR 25 08 L A5 ST B SR B
Gl 3% -, Y [20]
g YR 5 2e s TE S BR N B AT B e s R R ) T ok HLBE % & 16 %
KV1.PAKE"" 1046087 1046087 BB (9 38 R A ST BUAE SAAT 203 A 10 4 3
ZY.PAKEM! 14. 314656 14. 314656 AR 2% 28 2 6 K 1 128 bit I, 45 S B L 1Y
BF.PAKE! 0.321819 0.321817 T = - o
LWI1.PAKE" 0.321817 0.321817 PATRCR A LW2.PAKE Pl ) 4. 25 15 . X 15
LW2 PAKED 0-826531 0. 044460 35T BT 0 788 80 B SPHEE. LA . A% SCHMY
AL 0. 317650 0. 317650 o L ) RN
¥ KV1.PAKE®! | BF. PAKEL) | LW1. PAKEL) fil LW2, PAKE™] I BAAT 036 AT i /NI R S BIRS 2 3  B A0
£ 5% B 28 T 0 I 5 Pl 2 4%/ B B0 T L A BN 4 T 3R AR ST LA T BT (1] 7 338 5o A 5%
22 — DL PAKE : 2 22 —=DL. DAKE
20F —o— LW2. PAKE|~ o : S 20f —s LW2. PAKE
6L | 7Y PAKE ; 16b | +ZY.PAKE
—o— KV1. PAKE : + KV1. PAKE i i ¢
14} = * ¢ * * 14+ ¥ ¢- + *
2k i 2k
Elof i ot Elof
£ s | 1 E9r
% 6L e % 6k
2F 3 : 2k
RS O P D R |
0 1 16 32 61 128 0 1 16 32 61 128
SR EAKTE /bit SAR KL /bit
(a) FF o (b) AR%#ui
A 2 KNFEESWESHKET AT RS
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i B A RIS (D AR SCHRICRA R AL 1A
Frog0R . HLREAE 230 3 K BE R 380 - B SCaR A7 i )
F1% 8 S i AT L1 W A /) 5 BIVAS SCHR SR B AT B0 1
YR TP AR s (2) BARF 1 SUE IS A ol H0UZ
ey 114 DAUE 28 B 28 8 ip IS0 G B 2L F 5 fH 1 %A
TE 8 B S e bSO TS i 0 455 LT 2 1 1 2 4
T 3 G TR DRI R B R ST RO AR R I
A5 8 EIRPIA R,

6.2 HiE(E FHEFFHITM

AN AE VAL 85 TF RS I L 3 ZPPA EAE A K
LA A2 2% B AR 15 B4R . A e R0 U B il 4
A A X7 22 18] 9 0L i) 0B i 0 A . G SR 52
T AL B A A 5 U0 2R R (R A5 0 AR ol £ IR
FURBAFRAOPIAE. 2 4 Bl T R Z
SEREIR PO

z4 BEFEXTL

UES TWAF O TIE R JEAF IT 4/ bit
KV1.PAKE! 3(3) O(kny +m—n2)logg) 59769984
ZY.PAKEM 2(2) OC(m—+kn)logq) 1001600
BF.PAKE! 1(2) OC(m—~+kn)logq) 940032
LWI1.PAKEY 1(2) OC(m—~+kn)logq) 940032
LW2.PAKE?0] 2(2) OCGm—+kn)log @) 940032
ALY 12 OCntikwlog) 938496

7 : KVL.PAKER! | BF. PAKE™) | LW1. PAKE!) #l LW2, PAKE!™")
LI S b 7 4 0 60 7 oy 30 4 TR ) 2 TR 26 44 51 A
SR

WRAER 4 AU HTFE —REE, BA &
ey 38 {5 % W Rl fF JT 8. 78 S8 PR fF B,
5 KVI1.PAKE"Y BF.PAKE"* [LW1.PAKE"" f1
LW2.PAKE " Pp i8UAH Bb o A 3C W 1075 38 {5 JF 85 -
R A )3 I N PR B B S R R €1 NP Y LY
AP ORI B 38 A T B 0 A 2 el 3 A A RS 4
S5 AR 4. RO bt A SCHMLAE R 4 i
HAE T AR BN s 3K 719 25 T AR SCHR LB/ (1 3 A5
SRR RGBS E m B/NT m. R A B UL,
P/ N3 5 58 R — FRERE R Rl /N3 15 T 4 X itk — 20 0
WE T ASCHFSE— % PAKE B X.

5 4y TR PAKE P2 (8] (04 77t IF 48 XF
O 00 » G A5 A7 it 52 2% B2 55 A7l 25 (8] o5 FH R 0 He. A
SCHIRSCHE XS R UM, 78 T i IR 55 4 it H A AR [R]
(A7 At 52 2% BE FIAF A T4 . B F ¥ K TR KV
PAKE™Y & i HoAth Bp s, 3% 32 B2 A SCHMS T 3 T 1)
OBV SR 1 2 B R T B0 ABLAE 52 B o T B A
SCHMSAEAFAE T84 10 25 2/ IR R 5 i
B 4. KV1. PAKE™ | BF. PAKE™ | LWI1. PA-
KE-"F1 LW2. PAKE™" P 8 (1) 77 fiff IT 85 38 1 7 1h 28
2/ BB BRI N PIRNE24 555 | AR BSNIR .

6.3 HhilZEMERHEMITMH

AR IR TR R PAKE P %2 42 Pk
ik AR LA R RE A SR i 1 B0l S
il 1 NIZK UE W] F1 2% 45 /30 2 5010 N3k 6 .

RS TFHEFHEXIL

e AP 2R AEAETT

FH P i I 55 4% i FH P 3/ bit IR 55 5 3 / bit

KV1.PAKE?! OCGmn(n+k))logq OCmn(n+k)logq) 17734832768 17734832768
ZY.PAKE!M OCGmn~+k(ny +m) +ny)logg) OCGmn—~+k(ny +m) +nz2)logq) 50006656 50006656
BF.PAKE!® OCGmn~+k(n+m)logq) OCCmn~+k(n+m)logq 30514560 30514560
LWI1.PAKEM OCGmn+k(n+m)logq) OCGmn+k(n+m)logq) 30514560 30514560
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Background

Currently, password-authenticated key exchange (PAKE)
protocols based on traditional difficult problems are not
resistant to quantum attacks. Lattice-based cryptosystem is
a typical quantum-resistant cryptosystem, and it has been
certified by NIST as the most promising cryptosystem in
the post-quantum era. The lower-round PAKE protocol is
generally more efficient. However, existing low-round lattice-
based PAKE schemes are not able to avoid the utilization of
additional cryptographic primitives, such as non-interactive
zero-knowledge (NIZK) proofs, signature/verification algorithms
or other techniques, hindering the improvement of execution
efficiency. Besides, word-independent smooth projection
hash function (SPHF) is an important mathematical tool to
construct low-round PAKE protocols. But there is no such
SPHF with IND-CCAZ2 secure over lattices. In addition, the
current security analysis model of PAKE protocol generally
assumes that passwords obey a uniform distribution, which
leads to an underestimation of the security risks faced by a
real PAKE protocol.

Therefore, utilizing the additive homomorphic property
of the Learning with Errors (LWE) problem, this paper
proposes an IND-CCA2 secure word-independent SPHF over
lattices and identifies the parameters of the public key
encryption (PKE) scheme it predicates on to eliminate the
influence of the incomplete additive homomorphic property on

the correctness of the proposed SPHF. As far as we know,
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this is the first lattice-based word-independent SPHF with
IND-CCA2 secure. On this basis, this paper designs an
efficient and provably secure PAKE protocol in the standard
model. This quantum-resistant protocol achieves the optimal
communication round without the utilization of, NIZK proofs
and signature/verification algorithms. We also eliminate the
utilization of the random oracle, thus capable of avoiding the
potential security threats of utilizing random oracles,
especially in situations where the utilize of random oracles
may cause lattice-based PAKE protocols to suffer offline
password guessing attacks and quantum attacks. And this
paper presents a more practical PAKE protocol security
model, based on which, a strict security proof is provided for
the proposed protocol. The experimental results show that
the proposed protocol has the most optimal efficiency and the
lowest communication cost compared with other related
protocols.
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