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Abstract  With the rapid development of mobile Internet technology, wireless location technology
and mobile intelligent devices, mobile users can obtain many kinds of location based services
(LBS), such as map navigation, shared bikes, and mobile social services, which bring great
convenience to users’ lives. However, due to the users’ reliance on LBS, the problem of location
privacy leakage is becoming more and more serious. Users are exposed to the danger of location
leakage at any time, which may be detrimental to the users’ lives and property safety in serious
cases. In recent years, the location privacy protection algorithm (LPPA) has received widespread
attention. The existing LPPA are mainly based on the user identity anonymity, the information
encryption, and the location obfuscation and generalization, which serves the purpose of limiting
the leakage of sensitive information while ensuring the quality of location services. Based on the
analysis of the merits and drawbacks of the existing LPPA and related architectures, this paper
first proposes a Semi-Trusted Third Party (STTP) based location privacy protection architecture.
In the STTP architecture, the pseudonym server (PS) hides the identity information of the users,
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the location anonymous server (ILAS) performs location privacy protection algorithm, and the
LBS provider (LBSP) provides service results according to the queries. The STTP architecture
keeps the users’ privacy information (the identity, the actual location, the search information and
so on) in the PS, the LAS and the LBSP respectively. Therefore, it is impossible to confirm the
users’ complete privacy information, even if the attackers get some data from a part of servers.
Then, with the STTP architecture, a query-History based Cloaking Location Selection algorithm
(HCLS) is designed to achieve the optimal level of £ anonymity. HCLS divides the whole location
space into a lot of grids, and the historical query data is applied to calculate the probability
distribution of the users’ location requests. HCLS selects an obfuscation location and &2 — 1
dummies to form an anonymity set based on the user’s real position and the query distribution.
The selected dummy are spread as far as possible, and the anonymity set will be sent to the
location service provider instead of the user’s real location. Finally, for higher requirements of
location privacy protection, an improved HCLS model (HCLS_SG) is put forward against attackers
implementing the optimal inference attack. HCLS_SG accounts for the fact that the strongest
attackers not only observes the anonymity set from the LAS but also knows the algorithm
implemented by the LAS. HCLS_SG formalizes the mutual optimization of user-attacker
objectives (location privacy vs. services quality) by using the framework of Stackelberg games.
The optimal result of anonymity sets in HCLS_SG can maximize the expected distortion (error)
that the optimal adversary incurs in reconstructing the actual location of a user, while fulfilling
the user’s service-quality requirement. This paper adopts the real dataset to evaluate the
proposed algorithm. The experimental results demonstrate that the algorithm performs well on
the constraint of the location privacy and the service quality, and guarantees good experiences of
LBS for the users.

Keywords location-based services; location privacy; k£ anonymity; dummy; Stackelberg game
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Background

Location privacy has been a hot topic in social media for
the past decade. Users are increasingly aware of location
privacy threats, and these threats range from an adversary’s
ability to localize an individual to profiling and identifying him
based on the places he visits. A large body of researchs have
focused on developing location privacy protection mechanisms
(LPPMs), which can limit the amount of disclosed sensitive
information when users use location based services (LLBSs).
These protection mechanisms often offset the real locations of
a user, or hide the real location in some fake locations, in
order to increase the difficulty of the attacker guessing the
user’s real location.

In this paper, a semi-trusted location privacy protection
architecture is proposed. The architecture keeps the user’s
privacy information (the identifier, the location and the query)
in the pseudonym server, the location anonymous server, and
the LBS provider respectively. Therefore, even though the
attackers get some data from a part of servers, they are
unable to confirm the identity of the user or the related data.
What” s more, a location cloaking algorithm based on the
dummy and the Stackelberg game is designed to improve the
level of location privacy protection. The algorithm adopts the
users’ historical location requests to generate an anonymity

set with £ dummies, which will be sent to the location based

services provider instead of the user’s real location. Further-
more, the adversary might have some knowledge about the
proposed location privacy protection algorithms as well as all
the history data of a particular user. A Stackelberg game
model is used to optimize the obfuscation location selection in
the anonymity set when considering the above situation.
Lastly, the real dataset is used to evaluate the proposed
algorithm, and extensive results are provided to demonstrate
the efficiency of the algorithm.
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of these projects is to protect mobile users’ location privacy
under the environment of big data. This paper addresses the
problem of location privacy protection, and proposes the
location cloaking algorithm to limit adversaries speculating
the users’ sensitive locations through wusers’ historical
location requests. The algorithm can be integrated in many

kinds of applications and systems easily.





