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Abstract  Massive practical demands provide broad application scenarios for artificial intelligence,
which requires artificial intelligence systems to adapt to complex computing environments. However,
traditional artificial intelligence algorithms assume that their application scenarios are secure and
controllable. A large number of researches and practical works show that the current artificial
intelligence generally lacks consideration of external risks. Hence, the related data and its model
algorithms face privacy and security risk. Due to the practical demands of artificial intelligence
security and the huge impact of graph learning, the privacy and security issues of graph learning have
become an important challenge in graph learning field. To overcome this, researchers have studied
the privacy and security issues of graph learning from all aspects of graph learning system and

proposed relevant attack and defense algorithms. This review provides a comprehensive elaboration
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around the above research. To be more specific, firstly, we introduce the basic process of graph
learning system, elaborate the privacy and security threats faced by graph learning, and describe
the privacy and security features of graph learning, such as the relationship between graph structure
regularity and graph data privacy preservation, the different characteristics between graph learning
system and traditional machine learning. Secondly, we summarize the current research on the attack
and defense of graph data privacy comprehensively. According to the different attack targets, we
categorize the current research into three main directions: node identification attack, attribute
inference attack and link inference attack. Then we describe and analyze the graph data privacy
preservation methods based on structural perturbation comprehensively, including graph structure
perturbation, k-anonymity, clustering methods, and differential privacy methods. Thirdly, we
summarize the attack and defense models for graph data security. Graph data security concerns
the risk of theft and leakage of graph model training data. Especially for graph learning systems
that provide open services, malicious attackers may steal the training data of the model or
determine the member information based on the output of the system, thus exposing sensitive
information. In this section, we summarize the current research on model inversion attack and
membership inference attack and their defense approaches. Fourthly, this paper illustrates the
current research on model extraction attack and defense methods, and summarizes the great
challenge of graph model extraction attack. Fifthly, for attack and defense methods of graph model
security, we classify the graph model security from three aspects: the attackers attack capability,
attack target and perturbation type, and we further elaborate the specific ideas, advantages and
disadvantages of these attack methods. Then we comprehensively and deeply analyze the current
defense methods from five aspects including preprocessing methods, adversarial training defense
methods, robust model designing defense methods, attack detection defense methods and
robustness certification defense methods. Finally, this review summarizes the future research
difficulties and future development trend of graph learning system, e. g. , research on graph learning
mechanism of privacy preservation, empirical analysis of graph data characteristics and robust
graph modeling, interpretability on graph model attack and defense mechanism, the construction
of graph learning privacy and security research system, and research on attack and defense
methods of graph learning for practical application. In short, graph learning and its security have
become popular both in academia and in practical application. Meanwhile, the research in this
field is still immature, and there is much room for improvement in the aforementioned research
directions. We believe that we can solve the security problems of graph learning under complex

conditions in the future, so as to promote the development of artificial intelligence industry.
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Xf A% GEAL a2 2 R 1Y) 42 4 ) R AT T RIS L H 4
B A Bk 5 7 Ty R e DA L T TR A ) A
Q P B H i) S B R AE. T A B Y S LA R A B
P QIS €/ N 1 VA i o 9 & Y R 1 s
A R R 2 S B ST R TSR R ik O i
iR DO R S oS A UFNONCE € iR R S
fiE. B 2 A HEI Y L & A5 R B A T Y B TR
P b BAT A TR Y A f A S 24> P LA ) T B8 5
BC 1Y J7 205 BAR A [ RS SRR ALE |, 9 22 51 X 1 A Ak
TEAHRL TS s © B ). AR 2 ) G,
SOPRIC BE PO | R HE Y S AT 55 AR R T A R
2] BT AR AT A TR AL I SR BRIk
REHE B o 2 5 B A I 5. 55 T DA R ARE
ity BT ST AT RS &2 ] R BRAL 5 2 2 B4 7 1.

(3) B2 2T X P 2l i J o 5 B A

TEAE GEAL AR 7 > v, R AL B U LR R O B
BLIEAT XS HUR Bl - SR X Bt Bk AR o 78 o g e
o NIR TG0 1. B AR 1E 5 AL PR DL 5 L 6]
Bl B SR B B 7 A Ry ) 5RO
AR BT EEGE 8 SRR E L OC T R A B X
UL B 06 20T LAY 3 F0EE B S FROL. [ I AR e i A
MR AN AT J 2 ) 3t S50 LA 9 A5 R X B A B B L TR
BB ST A AR5 5 AL B R X P4k B B
AR TC I L T T R A ) B RN B i A R A
b AR B S AR L T S5 A R AR S AT H A i
RUY 18] 2 > X Bt it 0 3l BE A 45 5 SR O A
(Node Degree Distribution)™% | 3% 3 5% % 3 F0
T 5 B B B (Attacker Budge) ' HRAE
12K B (Characteristic Path Length)!U'™ | = ¥ i+
% (Triangle Count)™™ L) K 8 2% & %k (Clustering
Coefficient)"®) &,

3 HEBEHERELANRESHETE

B AL PR AP Y HEAS JEUAR 2 7 R AT RE DR £ i 2 K9
ANAZ YA AT X BURAE B AT R A Mo T
12538 3ok SN TRORE B R P SRR A R AT R U I
i (Re-identification Attack). B $ s R ARIT 57
F R TE RN G A B O AT A AR PE R K
B B FA B AT Sy AT A Ok 3 1) 28 Y BT B0 B
AR T5 5.

3.1 BEHERWEBREFE
L 5030 s oA 380 A o 8 A B 44 A B TR Bl v

TR U & U AR B0 AR AR R B X R AN
[7i) o V1 5040 B R A 8 0 < ] DR 56 R 0 A5 B 17
ool Tt J e A A A B B A e =2k

EX 1. KHEERBESR SERRBE G=
(V.E) R HI R E 4 K G= (V. E) 56T H
PR cEV TR SR B (o) B AL HE B I i H
PR3 T 4 B G HERISE T 0 ¢ A G 8. iR
D AL I B XS5 i ¢ 64T 1 B R 2.

JueV(G) {Bw) =B} (D

Hepu h gl s NE S SRSV R RN ¢«
AR I B 75 45 B Q) 2 B 1R AIE i 1k

() 45 55 Bty H U Bty

7 B R A N R TR P
MIEF LR 0 )7 B ST IR AR T A 5 0y F R
Tk N2 FEECHE B IRCR P A ik | s ) 3 e P AR A%
ERFAE SRIG S5 6 o A R eI s By fRR Q=
(G ou) s w eV u eV ok B AN B Ir 47 F P
Sy xt o MCQ FRETLH] L BV w Flw' & T
[ —D N N=Q—M 7 7 524, 1 5 5y H U
1) H AR T O BRI 23 BBER F. V> XV —>
{0, 1}, DT I b0 A 78 X6 o 20 B 3 1) 1 & 1 47 DT
BeH . DABE oy 20 O vk ) e R R A R AT DA S
SRR (2,

T
F(x)=sign( D ah;(x)) (2)
i=1

Horr x S FEAE W) & b N 55 57 KA a AL R
SCHRLS0 175 JEAT Sy f 8] 43 A5 FRAE L 925 FRAE L b R ARR
FEFNAE 23 06 R FFAE AT 5 20 B 0 JH0). SCHRLS 1]
FESCHRL50 iy il b 2% 18 1 P92 KUA L 03 25 5
A TH Y B PR AR SIS Uy 1 A A% B AR T AR AR AT
o 1 R A Y

T Z5 R 9 i B O JE U B B W — 4 A
TEAN [ B v EAA AL Ry R 254 L T 5 H bR 5 sl
RHR A R A AR T P B9 3 5 0 TR LS 3 5 R
Sl SCERES2 R 2 0775 a5 S 0 9 181 N RS 019 0 B
By B9 N, #EATUCHC. 5 5530 2 30 Fh 20 B R0 4L 141 45
o FE MR A b AT & Z 18] i 4L AT DE I ¢ Community
Mapping). #X J& 7E VT L (1) 4 AT b 347757 85 VS i (Node
Mapping) » I A 51 55 5009 B35 5 3. 5 Ja s DA iR ]
B S AE NPT 55 (Seed Nodes) il i 4 /15 1%
RIRFN AT S By, A&l 3 Fras. B TRl 1
By B B R A O TR A
18 56 3 TR T L 715 B AN Y P 2 L4 R
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T 797 050 3k T 25 4 RRAE 9 2 AR 0T 5 By R
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SR B TR B 0 F U O s R AR AR
T 7 S R B T T R A 0 By EER
Sl 7 v 1 1 R MR T 5 A R AL 1 SO AR
o F IO e B A J5 o H R S S R T {H
fEM M EAXICE T A S B EE R REE S

(2) J@ e F

i P A P o R T A R T R R A S
S 1) BB 8 PR Y A AR 5 R B Oy E R B AL
WA Bty 2R P AT R R 45 e 5 U Tk
22 1) P 08 A DRI G R AT L B

SCHRLS4 LA A 48 15 st 4R B A4 s R R
R P R G — M4 SBAL AN 4 iR 78
IR b 25 4% R A B Moy Oy i VIAL. VIAL F2 %2
A3 B TR G A B B L 32 A0 2 b o 4 2
N E AR P S A BO 4 Ho AR P s fE SBA M 2%
5 H bR A LR AR SR R AT N T
Pz B0 B AR T R, RS S B AR I B
SRR BC LG 5 HOAE AT 0 JE T AR e A A AR
A5 o e 3 S o 1 J

- - R
,JQ/Engxij ] R
ay Wy S e
‘::\‘m B Lo —.° .Hd)i'iﬁ)ll
AP A Vel --’iﬁfﬁ%
A A A A Lbes
B4 RS PR AT %
(3) e % 4 P AL oy

B I AP B il BB R ) B0y (Link Re-
identification Attack) . H 2l i g8 22 o] 5 42 1k
L S50 40 A 3 A 3L G R 5 AR 2 TR A BUROC &R T
(S YO E (2 o s R o NN U R VeSS & TP e
Ji e P SR HEHE B A R R AE A A FHRRAIE ) 2 s o BT
i E AL 5 fif 0 RIS A L an s C3) B

Ar:i:/hx,x,T (3)
EFTA AR T r AR RE A IR U B A, e $2

AT D e P AR S R B AL B
|4, —Ali= min [B—Al; (4
SCHRL56 ] % 30141 4 B AL DR 37 O ¥ B8 n A 98 3l
HE B T B AR Y 458 A7 L (Structural Prox-
imity) T 25 2 9 & B, DT 4 1 A6 7 i A ROR
4 5% 3% 7T {5 1 (Edge Plausibility) JE4 15 45 . 8 5 45
A IR A R S B WK &2 (Graph Recovery) &
2. D7 VA R TR AR 15 5 AR A RS Y HE A 1 5 A
K. IR RIS 52 etk L SCHRLS 7 I3k — 2P $2 1
TR R R 1) R B B A B e T kL B
B8 5 AR i B T8 AR A% B S TR ) G o D 0 TR
R R G,

n n—1
s=A(l]z +]]z +-+z) (5)
=1 (=1

Forh Ay e 44 P PR AR 45 o D BT IR TE

LHE A U A % A L7 95 AR T o [ 45 Fy A Xk
P ERA I AR 2 o I Rl 20 I RE ) s A Rk
PR, B2 BE G o AE R LB TR L as A i ] 5 K
3.2 BEHERABARFTE

PR30 B AL B 47l LOABERS S AR 25 S 3 ) B
FADRY J7 1 KL T 4544 0 3 A9 BRL DR 37 5 ik AR 45
RS BB FL R AP R I 4 X Ty ik
AUA R o SRR AR R AT R A T B DA B R R fR
P H A 5 B T A Al P8 Sl i BRORA DR 37 07 A RO 40
gl R VA RATT I 2T BARL S X S ML) X 4] 45
e EAT A B0 18 RO T 5 B B R B 3. — BT 5 » P 4
B B RL PR 97 L 3% 5 RS S B L SRR P L L AR
S5 R A A L. SR F ST R BN BURR S B 0 HE B T
TR 25 BOHURR B A0 SORR PE  Tk gR 00 T
TR A F B TR Bl B AL PR 8 228 FL . I A
R T A IS A B AA R 3 T ¥

(D K dls i sh

N T AR S LB R HAR T A A
FINER B 44 22 J %) P 4540 BEAT BEHILI 2l 4045 s i AL 40
2y BEHILHE 3l R BL S . H o, A 4 8 O v X
Pl HP 10 B A% B B IRAT — U 5 A S AR Bl S
25 R AT BE % A M B 28008 i 5 DA T fie 28 AE S AT fiE
PRAF 1] 45 4 05 L A [ g X 50 JR % g #f B 30 47 T
P s BEVLIE 3l J5 i DL KE — 40 3 M o 1] o 1) B B L AR
Je AL E [ B R0 AN AT i 1Y) B % AT IR, £
R 1] 1 S B 5 AN A 5 B BIL 52 H8 T 9k A P R B AL
T 5 1O 20 O R AT N IR L O S 0 5 S A% A Y
S ERHT B B B P o R 2L S A Y R LA
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FE S5 KA Sl J5 3k ) e 5 5 e T ML 418 3 £ B
ARy ¢ P TR P A S BB AL f 7 11 TR B S AT B
TREE TR 5350 0 T e S BLERAL R 7 1 ] st
PRFFECE ROT - SCHRRL65 4 M 1 3% 0 A0 PR 45 1 45 44
Wah ik,

2SN R s ISR A G Y N A Ry R S
& A ILERAADR I 0K F- 52 BR T 45 F 41 2h 7 B2 [R] i
BESRT7 35 vh P Sl i i 1 e £ HAT BE ML L R % 1 ]
JA0HE 11 A P 45 R R e R A ) T BB . B
Pa 3 75 i J0 1k P2 A4 A i BRORD DR 3 K OF- 5 B 44
AT SRATAE B AL i 55 19 KU

Dk EA

ke V2 DR3P R i G I B R A G A AT R — T

ST I A A A N B I R AN T R BT
B—TE R BIRE P AERTE f—1 B 5 H %
X3 45 L. ke (BB, H AR A4 B 0 4 Boads 3 200
V18 ARE 5 550 18 /)N, U0 X 8 1 R ) B R

fe B 24 02 i R0 LB kOB A4 ORI T R
Re— A 2 e 4 W) 38 B ] A A ] — AN
FAOHHT E— 1A S HA R R B I E 5
S A AT B A R R R RS o [2,3,3,
5,3,2.4,3,3,2], 45 % BE P S RUAR L 1 99 58 1D 7
FlHFRAWS 4 HAES ARG ST B
4 It DA AT Au] A8 AT LSBT 50 1 A 4 R T
L 3-FERE AR 5 (B B 5 (b, BEF 5 R
[3.4,4,5,5,3,5,4,3,4 ], 3 i B A AT o] — A>3 50 #6
AT 2 A4 A RO R AT EE T R
W4 AR 7 R ERAE Sy 1/3.

() AR

(b) 3JEEAE

K5 rEES

SCHRL66 TR 5% I B 4 v BE 15 0 0 ik )
WL T A-DA(k-Degree Anonymity) J5 k. k-DA
AT B T AR Y A () B e S A SR T
—AHTRY k FE A YA BRI AR X AN BT 0 A A
HEAAE R B REA RS k1 AR E
A G AR EE R A5 SCERL67 42— Fh 3 F 4y 2P
VIR ke BEFE A B AL DR 7 3. MUy 288 SE A ]
TV 4 BE A B0 B R Y R AT R Ay A W) — )
P SR BEARAE O S B B AT AR B R BE BE A
791, 8K Ja A IR Sl Ok B T 300 1 1R 45 A 48 ek O ik
X B A TS 0, T 32 BLIEI Y ke FERE 45

H Tt 2 AR A% A T A SR A 4 A R R A
HRAR k EEA BRI RE B 2E. T i —
WARTBRANRY K T 7Y kB4 7 AR
. SCHERL68 ¥ Ab R 1 44 b B S 1 I R 4 AL 5 &
AP Z A0 2 IR S B R EAT DL RC RS 5. AR
J5 o R T BAT X T AR5 4 AT o g AR o DA S
SRR R MR SR, BARAETEN kR BT
2 RE W R 4 U R MR B A Bl R i B T
PRAPY AR Z 18] Y U EE PR A5 B S G, SCRRC69 192
T T k-Isomorphism [958 15 DL AR IE SO EE #% 11 4
ASAHIETT RUARA b A0 7 5, AT 5 2 it 2 T ik

TR LA 110 B0 1

WA L BIF 5 U R A2 2 1 A T 4 Ta) e
7 T WFSE SCHRL70 88 M 1 1w 1) AL &1 1Y) & BE 45 T
2. 2% BB HE % 5 ) A 23 3 S BBURR A S i R L SR
L7148 7 ) A ) R ke BEBE 44 T k. R akE A
FHASTa] i 20 1y 540 15 47 SQ IR B iy » SCHRL 72 ] 42
— P T 30 T ) 2l A B B AL DR A T kL B
T bk B 44 5 15 RE 8 B AL 6 2 1 B RA DR 3P KO X
TORAE B ORI RE T 38 H B 28 05 WA AT RICRAG . A
A T R A B B afE

(3) WKk

SR T AR T 2 ) R S 1 1) B RA T L T 9
AR AT RN B A Oy O R T R A5 AL
AJE M X B AT BRI 41 AR IS AR R R G 45 R B
& 26 T 5 (Super-Nodes) Fl i 9% 341 (Super-
Edges). 3 TR TF ik n Bl 4 FEANE 6 s B
SERT T A R T IR R RSN AN R Y R
PN R 19 i 2 () R B R AT B K, R — & iy
pl [E1 0 S T I = A N 1 D TR ES DTN /S
J& o TE R b ] — 2 1 T RS O T AR
e 5 1 22 T) 1) 300 a5 Dk R 300 DA T 52 B % U A
JSNEOISY &
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H TSI E R R E & SCERL 73] e R
BRI BRI B SRS 3 T I oR B o A A o A 2 )
AR A R AT R o B B T R 43 45 SR it AT 0z A R B
o SCHERLC7TA 3R JE FREML BRI ) R B . h T
PRUE BRI K 5 T 3 4 T 45 g 43 1 i 22 4 X
B BoR AR E A b AN . St I 4L
Jei B B — A A R Y R g i AL
AL 4 8 3 IR Y O B TR ML X AT AT A 3 AT Bl
JE kB, SCHRLT5 128 & 450015 B R {5 Bkt
B R Z R PEE R ARG T k-means BIE TR
KA B R R RS B R 2K 4. X
BRL76 158 ST A5 5 1) (0 45 K A1 R0 A0 o AR o
L8R5 A 500 5 ik 2 B T G 3R 2K R 4y A
B 45 Ab

R K T K v T 4 8 R A A T
AT P AN EET EELOE kAN,
AT BEFABR B 68 1 5 HLAT 732 W 3E P mT LB
1EZ R R R FA T SR REE S kPR
Bl B T S R T RN L 6 B R Y R iR
wk.
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HARED

X

(4) 2255 B Fh

A kg — b P 1 A0 AT SIE BE A BRORA RE X 22 40 B
RO AR Z 3 T K eI P I i as 7. 240
W R A4 = B JEL AR AT ] il LB 3 75 30 A0 B o e D X
A3 ANAH 25— £ 10 55 14 A AR 7 B0 48 o DT S BB R
B4, WA BEALS vk M R AT 8 S s A8 R 4R
S F FAHAEEAESE D A1 D" 40 St 2 2R (6)

P,[M(D) € Sy ]<exp(e) + P,[M(D") € Sy ] (6)
MIFRGAE M 24 T e- 2250 B AL R . Horr e B AD
PRI TR expO R AR EUREL P, MR, — i ¢ BL
RN ME. QSR e 2T 0. IR BAZEAA 4R 5 4 D
D' 5 M iy PSS 00 A 58 A AH TR A 45 51 5 A
117 B AL PR K- B 5. 28 43 B Rl B 44 114 FE AR 2o 7 2
7R IR B R I A A WA AR B 4 D A
D’ Jp T AR B R 0 SR 25 43 B RL 1k 4 3R A
P10 K A U 45 SRS S I R 6 A A R 4B Bl A R
A BB A R A 2 SR S b 2543 B RA R 2 B UE
BE 4 P AEAE SO A7 AE JE — B8 S X fe 2 R AR
R 2 1) 45 SR L7 B 52 T B W R G R 7 A O X
J& R H Laplace #L.

:/» ur’,—‘d:
- > ’/F IR e

T4

)

WIS | o

SRS

K7 ZARARIRE

T AT R B B RA DR 3P SCRRL 79 192 i T
BT B2 I AR 57 7 1. %5 1 SR 1B R o
N ZA T IR A AE AT 1B AR AR Y SUR AT X
S S+ FF AR B R IR I R 22 ) B AA TR 3
A IR AR . SCRL80 I 1 4k 14T 45 4 O 415 10 120 5041 22
o3 B ALY 246 0 e AL DA DI A Ak b %) A 14T Y

FR ) SE B TS N Laplace MR, 8K J5 56 T4k A1 N 35 51
(14 B A5 B A A 141 22 ) B4 % 6. SCR 8T 48 i T 3%
T dK PP A B B R 22 0 B RA R AP 7 kL T R
J6 AT B BB [ 3R Ry 06 T R 1 48T 4K
i, B AK 750, 88 5 $2 th 55 F Laplace pR 500 48 30
Bk dK-PAL L 7 A B S O AR LR dK R
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B R e 22 43 B AL S5 4. SCRRE82 1k Bl il
A Y 22 TR A 3 AR R TN R B S B
IR i n LR R IR 22 23 B RD 5 in i I 7 B ASR
o B R 2 K B ML AT 2 A 45 R 4 B O R
Ly IR A KRS R B 05 1k R A AT RE 19 JZ U RE AL 1A
PASE B2 70 B b, 22 0 B AL 3k 1 07 IR O B FA IR
PHEAT TR E SOF R T RALPEAL O ik HAR
SR W o B 24k R A T M R LA Al s A R 3
A B R

P 1 RS R BAA PR AP T 15 B — /N B

Y BSRL O 37 R BBLIE — - 4F R AR 31 T F 52 G e
Or IR BRI AL R I A5 2 TR 2 06
RS DL 3l 77k 1 B0 B 52 B L K AR AL Tt B A XL
W R B VIRIETT L DLl 22 01 BB TT L B B
A 7KV 19 B AL R A+ L 3R 2K T 12 0 B8 28U 1Y
SRR e 4% R 22 53 BORL D7 5 B 6 4 I E UK
PRI BT A B . SR L TR
Bl B AADR A7 7 5 00 S AR 1 79 S5 R AN ] 5
DA e BER DR 50 80 2 SR IR A3 98 30 A i 4 1 Ak
AR Gl R S P RO B RA DR 4 7 ik

1 BEHERABGRPHENG
*H BfE 1 5 e A ik A
P B3y 5007 Xl 45 A 0 AT AT S R 92 B
& K- 32 R F 4 ) T L 3V A g
W OEM. B Hythah R, Lk R B BB ORI i DRI SRR R £
3 G 59 G BAAL R 5K T B A ‘ .
%3 MEn BEXIR %g%gg%*¥ﬂﬁi B HLAT 5 7 L) Wit ¢ BEHLATE TN
WA EREHLIR 0T AR (A5 e I e 0 B
k-DALSE] I F ARG LN b BE 2 EF B
T b 4 LT BT B e T B T 3 1 5 4 16
3 | e - k-automorphism!®) 6 PRl 43 1 B il b A7 5 5 321 5 o)
CEg M ;ggﬁgﬁ i MR tisomorphisil RS9 15 X T A R T
RER= k-weighted! 7" AT 1) AL &L 1) & V44 5 3%
k-directed7! TH W A5 1) ) kR B A4 T Tk
k-dynamict?2! FeTF W RIS E kBRI
. S g 4307 G4 451K B BOR B R W AT I Rl 43
i A ﬁlé g +J + g 2Ky [74] % HL ”:ﬂﬂ/‘ X 74 %[ 4‘32&
B man pu P U A mmk%ﬁf&‘» P BHLY: B iﬁuﬁﬁJH{T -~
ik MR g k-means BRI LA HLA JRIERE BRI k-means 5T 3k i1 2 Rl 4
W £ Akl S 4y £ A TR AT (DL JEE 19000 1 1 T K 4
T2 4 B AL ST I SR 9 [ 390 R 45 6 75
> Y o [80] y (T>|'| 4 it “‘m _aplace =1
s RIS e g ko HEEH R ii?;ﬂ?ﬁg;f@;xigﬁzKﬁﬂ
23 # a R [ G4k : s =1 Lapia
R R ey SHORRBREIE ok papesRen L o

MR 2 A B AL 5

I T H R B RBES R R B 5 W R 2 AL

4 EEEBEREHNRESHETIE

P KR 40 22 4 O T A B G Al 1) o B i
AU . 45 330 2 0 T S HE T A 55 1 &1 2 2] R 48 R
Wit # AT RE T AR 40 0 s 4 SR o7 IO L 8 1 2R
I 0 0 U R ECE E b A R DU AE S DT 2 B
T B AR I 55 A R A A AR
4.1 EHEFREEHERHES

TERALYIN G B b o A SR e B vk i e itk 2
HOBE LAAUL & B 1 20 A RRAE L 5820 1B A AR 3
3 T UNZRECHE Y AR EE 5 5, o DA T e T 28 Ay o 7T A
IRAF N B R IE R R, 7R B SE Al b AR 4 H AR AR
RO TN 2R K8 1 400 & 7 B2 B0t % BE % 1o 15 1)
H AR B 57 I R 500 A9 A O A5 U2, G 3 R AR Ay A
T3 18] 7 i (Model Inversion Attack) il b1 #i ¥

i (Membership Inference Attack). H{&H#E .

(1) B AY 396 ) Y . 458 AL 336 o) Yo < 19 H AR 7E T
LT AR G T R R A AE R AT RE b AR A5 AR A
14 St U 2R B ) s X T IR AT X A B AR
BB 55 ) LTS R 43 A o 3 5 1 50 AURRAE T
RARIC AT SR DL BB A 1) i i 245 SR mT 4 3 E A
Ji defy PR BACHE o ol #F 24 AR A5 0 T B0 R ) e b 5 D R
P AR — 35 R ] 8 iR

(2) A MEFR TG . X T 5 8 Al s e H
PR AL (Target ModeD) ™, Ji 53 4 3 340 o 119 4T 55 S 44
R (Attack Model) ” I T BEA IX 43 H A7
BULE N 2 i 22 A AR I 2k a2 B AS W] i ik, LA
w0 A A IC 3 A B TR H bR BRI I 2R 8K
T 4 RO TR I B A P G S R — A A 2R
[ R, Sy TR s AR, A A TR
(Shadow ModeD)” LI {5 H A5 A58 BY (9 47 2y o 52 1 5L
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%@% BRI
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————— ffE R

IRk

B8 &I T 5 1) i o s 7 I

B AN E sk e 5 JE T I 2 8000 5 2 © A L
TR FRARL i AL sk M ZIE R R B E T T

BRI Zr a4 I 5 B0 A5 Y, DA TG A g < B 7 AL
RS

X TATLA 8 Bt R s ROR AR T
XFH AR BB 785 1 . HA AT BEHL 3R 15 H AR
PR (2 B0 A 2 B UL RSR i 7 ik A5 45 B A
REBETT A S ek k. AR i ok B 6 H bR AR R
TR RE A AN R a] LUK Bt g S AN R .

(D \&3GE. £ B &Yk (White-box Attack)
o e E A T HARBE ALY 42 805 B AR R AL S
R RIRIM MRS B0, I IE 0L R, Mo ot 4
H A H AR 0 PSR AR B B0k O s R 5 i
AR AR A 52 B O R AR AR ME LA AR AR 56T H
PR AL TR0 L T 2 B O i T AT M 22

(2) K@k, X THa&dGEhSEEE A A
PR Y 4l L AR K & M i (Gray-box Attack)
Tt B R CT B AR 0 5 2, T R 2 4
R LA LR S Y R vh i 2 — 26 BOH A
R A Lt 5k 1 B A R EL R 8 s W AT
L I NS ) 1 ] .

(3 Baewdr. 71 B & Tl (Black-box Attack)
EP Bk 35 0k AR AR O T RS BN 25 50 40 L 7Y Py

FRAE AT A 15 2 »Hﬁﬁ@ﬂ*@iﬁ%’ﬁ/\ﬁﬁ?ﬁﬁﬁﬂ

FI8y W) 7 . R TSRO T R A ) B R R
&Yy Bl T AT AR AL B AR 5 Y A R
4.2 BEHRBFESKEEELRE A E

A 30 1) il 26 B i R DA A S R 4 R
Te] 4 FEASE R A I 2R 0. Sy 1 PE A A B I R A Y
B4 AR L 2 TR BE IR 55 19 48 A R KO L I AR R
R B NG Rt T NN ) P2 SRR /N | T
H T P ECHE 0 D 45 AL AR AL T P 1Y R % e 0 AR
TR AT 306 1) Dl B LR AP 2 ] e~ R A
36 fo) it W SEATS AL T 5 2 B B

T PR AL 390 () Kty T, SCRR 89 I % I 19 i 4
KA HEH T GraphMI J5 2. 455 I 2547 19 GNN
RBERLFN Y SR IC & M 5 & MR, GraphMI i &
300 ) RN R H B P A TR R BE B Dt IR
FRic— S0t R AR 56 W M DL S50 B B 1k S R &R
GraphMI Hr (5 52 06 B2 T B A5 B i 3 fe /65 11
T AR 0 5 B S AR T R R B BE R R AR 4 I 5 R T 4
A ) 4 45 R I L G H A o Bl A=K (D s
=Low Ttr(X"LX)+p|A] s (D

argmin L =
Ae o,y N7N

SR 1T K H RS A (Graph Auto-Encoder) 4
15 RURAAIE 28 J 1) e S5 {5 S R Y A iR AR R
Tpe 23 o figk A 4 B P A FD A A

e PR RY JR 53 4 B i 5 T 45 58 H AR A B M
LA G =V, E), CHRL88 I T4 £l ©
LA ZE M HER AT i v B WA T V. T ks
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TR PR G T 380 T k.

(4) T ] & #2 AAT: 55 B9 0 T 8t

K4tk A (Graph Embedding) & 75 & v 9 15 5
FoR AR LE 1y 1) 82 T8 2l AT DLAE 1] 6 S ] R B
A RN FHERLRE 7. SCERLAT BESE T 00 B i A
T i) S ), L DeepWalk fF 4y BEAILAT 2E
HRA DT E AR B 1 453 Mo 19 H Ar eR 0 e
FETAIEER S s g5 7RIS O5 . % TAE
Sy P e AHBER iE 55 1k i B PR A B ER A T O L H
H5 HARBRY B % A0 O 38 PR 3. &1 X Bl AT
12 DeepWalk, SCHR[ 120 ]9 H BE T 358 4% 50 16 10 42 B¢
it O % EDA DU AT fE 2SS 6 R 28 (8] A5 a5 2Z 6]
AIRK RIS EDA 5 2 B R 4F 19 36 304 (B 4
WK% AR T 2% AT BE 19 B 3l 6 6 A A i AT 28 XL AR
S FPEAN S B SGE B2 TSR . DR
AJiik DeepWalk #1 LINE & H 5, SCHk[ 121 43 #7
PR 53 1 SR Ao R O A S 40 % ek B AR B
TR Bk i 4 B L ke Yoy Oy vk, M AL SR
B SR A XX QD s,
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Horp Proj (o) N REL L KRB s WA K
K. 3l 3 22 Yk AR T B AR A AL &R 42 4 B AL 8K
J BT A T SUE R AT BE B B 3. 07 k2 i
& 5 5 T2 B H AT AT H AR AR B B A O

BT R A7 15 1Y) 36 3 B8k 0] A, SCik 122 )48
H T Pes R o % FGA(Fast Gradient Attack).
PO AT GON R 10 06 32 A5 5 A8 2 X 40 199 45 2
JlEs » H H AR s X (18) fir
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Fon Y R S LS AR A Y A T A ) T
5. FGA THE B br 4012k oRBOC T 5 2% 09 I 515
B, XA iR,
g, =0oL,/2A, (19)

AR BRI T % X 4 2K bR Y R e R B, DT R
T AT B 45 18 B9 X e 4 2 FGA Jy 145 32 45 3 M
Sy T AR IS T TR B TR Y H AR

F A0 B Bl AT B i O A S
o AR H BRI (R SR SRR R 6 B SRR ()
B BR. i, SCk [ 123 1B B ik A s iR oy 2
A B A EE S A P AR T L U A R AR
LI 2 iR AN 2R 1 Jo A i 80 o i 4 v R Y
Xof IO ) P sk i i 4 H PR & B U7 GF-Attack.

T O R AT R TR BT B W L AL AR
SCRHR M 1 B 5 s S AR AR AT T IH AN A4,
BRI 4 prox. WRP AT LIE L Y Ji s s ich 5

(18)
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SR e /M B eR B8 S5 O B Y R 22 18] 11 0 T 1R
T 58 ALY 25 FE LAY - SCHRL 126 45 & fe k- fix
NHEZR NI T AR 9 XS HUREAS A2 J8T7 35 - 45 T 4K
YRR T X 7T 0 Bl R 0 2 B 0 B DI 2R Rk
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Sub-package) fu 4 GCN #4515 F1 H & Bij £ B %) 4t B
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Ziigner et al. [26] TensorFlow https://github. com/danielzuegner/nettack
Jin et al. [32] PyTorch https://github. com/DSE-MSU/DeepRobust/ tree/master/deeprobust/graph
Li et al, (111 Tensorflow https://github. com/halimiqi/CD-ATTACK
Dai et al, [112] PyTorch https://github. com/Hanjun-Dai/graph_adversarial_attack
Ziigner et al. [114] TensorFlow https://github. com/danielzuegner/gnn-meta-attack
Bojchevski et al. [47] TensorFlow https://github. com/abojchevski/node_embedding_attack
Chen et al, [122] PyTorch https://github. com/DSE-MSU/DeepRobust
Chang et al. [123] Tensorflow https://github. com/SwiftieH/GFAttack
Wu et al. [41] PyTorch https://github. com/DSE-MSU/DeepRobust
Entezari et al. [42] PyTorch https://github. com/DSE-MSU/DeepRobust
Feng et al. [12%] TensorFlow https://github. com/fulifeng/GraphAT
Xu et al. [126] TensorFlow https://github. com/KaidiXu/GCN_ADV_Train
Tang et al. (127 Tensorflow https://github. com/tangxianfeng/PA-GNN
Zhu et al, [128] PyTorch https://github. com/KaidiXu/GCN_ADV_Train
Zang et al, [130] PyTorch https://github. com/chisam0217/Graph-Universal-Attack
Jin et al, [131) PyTorch https://github. com/ChandlerBang/Pro-GNN
Ling et al, [139] PyTorch https://github. com/ryderling/ DEEPSEC

8 WRMERSARFIM

TET X T S 4 4 B S TR B R 2 3 3] T 1
B RA 15 22 2 W » L 32 52 T I R B AR 8 119 52 P oz .

PTAFR L [ N AMIEFE N RS 18] 2 2 B B FA 5 % 42 T
FETT e T W58 AT Hovp [ S 3 P F 5 14T BA A0 4%
WERM L R B2 5 TR E e/ T
b K 2 1 B 73 A 55 AL A 2 > AT BA L 2% A 8 N A7 R
R R X M N i R NN L 7 PN



1206 it "

Bl

1R 2023 4

AL
=B

B A o) SR L R e i W B T oA Be Hl g o2 > o
NET N N R R AV S i RN O TR ERINE 5 82 NN
BB > BN W TR 2 R 4% R 4828 4 5 R AL 5
B a W Tl R N TR e a5 % DL e K
IR R DA 2 AR AT 7 AT BN 1 PN AR S BF 5 15 B R 1
I &L A ) B AL 5 4 AR DA 2R TR kX
7 ¥ RS ) T AR B 1 A i AR SR L e B
SR TR 7 R A% T & A R P Al 0 B 4 L e
PEWFTE R L R AR A TR W B B 53 4h . BUA BT
T LA 3 2 v A i 22 28 LA KT i o0 AT 55 1Y
XYL 5 1 X B AL o B R BEMLATOE LR BR AR
G 45 H B R 2 o BN DA i g TN L 1 PRI VR TRE 3
B HE R SR LB AT 55 09 S T A o A 0 P A R 3t
fi) g it P A8 0 il B e ot f9 F 58 AN 58 08 R 25 i
AT 5 AT 2R AR RS C 0 H AR T A 2R K dls
M G A PF R AT 09, X 45 A 1 2 ) SE B v T 3 5
MK & R A RS L RO . DR a4
PR Bk 5 B A ATE 7 T A A R AU Y L R
PURE AL Y 2 [8] 14 3 B 8 {15 152+ 2R i AF 52 Ik
XEGUREA LT A2 P A7 78 25 1 RIS JZ B BT Bk = 78 71
IR 5 T8 [ 18] 5 ) BORL 5 28 4 TR) LA A8 11
E AR A AR AR TN RLR T i T

(1) BaRA PR 14 181 2 > B F 2. 24 i Pl 2 3l
FARL PR AP 2RISR K a5 3k o R H R A
R T B e AT HEAT B 43 7 125 B9 S0 B AA DR 37 K
A DRI 25 5 P RICH A5 e 1y i il 1 L P O 5
A T AR {0 S P A R TR AT B R RL AL
It A7 A IF 5L 2% 0 ) 2 1 1 R T Ak
HAIE 5T A B i i SRR 42 40 07 v sl 2 T
227 T IR > FEAT R AL DRI Y 18] 2 > HE B
BEFE L R B AAGR B A B 27 ) HE B R AL 5
LR AR TAE R BN A

(2) PRI 0 4l o i Sk 23 A7 5 45 S A IF
2 iy 2 il 5 By AT T ke 2 0T PR PN AR AR A IR
2% I8 B RO A AR 5 TR L SR AR S R 1Y B
A0 B KA IR B BRI T SRR IR M 45 AL AL
PO 265 1) AT O GRS 24 i X 1A K 30 R AR B4 BT 5T 75 AN
JIGEN S oF P S 2 A i o P TR IS ML B ) % R
B2 PR R T RO BT AR 8 T R
AR 7 P D 22 4 T T G I 2 X PO RE AR A
s J2 AT ok A 000 AT ke = o €] 5 Ak A5 X ) 58 o ) .
LU s PR A o A DA B 5 P 0 30 o A 114 5 A 1
R TR TR [ R T 2 ] R R i BT 5 U 1)

(3) 1465 70 T4 it 5 0 AL 1 S e 6 P F 5. 24 I
B IRBIT T U B X (BT 27 ) U R 1T 22 ik

W I7EIFRAE T EATHYA R H T BB 22 4
T B S A A DR R R AF SR L BB R 1 R R
IR 0 INAT BEE N I UR 4 €I TR E R 1AN P RILE AT 1)
DA B R TR SR fff T 3k 2 28 5 0 TR0 e 35 1 1) 56 AR S
SRR B A3 7 il AR 6 e XAk 52 o A5 TR )1 R A
B H ARG B O R A TR AUBL R AN H AR B
] B AT ST Pk AR LR 45 5 R SO SN A
[l R0 A BA B TE U5 B SC R S5 H 1 3l
e 2 45 RO FRAE AT AR R0, A8 05 28 T AR h
R s 235 P OO 472 4l X €] =~ A R0 % Tt B A O
L BEAT i BRI 5 . DT M) T B Y BE9
A JEUU 4 5 A 1 PRI ASE T 1 g A

(D) B% A A5 2 2T R g, mAR
F 58 U 1 27 o 455 8 [ A A 22 4 [R) AR AT T 40)
BT AL Ak Z SE B BRI BE TSR R [ 5 > BT
Tl 5 B A ) B R AT SR AR I L AT T A
Gi—WHEIEHESL SR T 5 RO R A LRGN 4R
B X P Y Y 68 R P ol = 32 7 1% Oxk 2 it By A
BLH A T A T LA B AT RE Y i K By A A8 ik = Al 7
V5 R PR A X BT e Sl B A AT RO Bk =2 E R Y
SESC. PRI BR T B i PR R B33 F 5 4 F S A
FRIGH T R B PR R AR I L SR
V- LU B 4 A Y R P S A 2 R Ok Y B OBE S
TAE.

(5) T i) 552 P 07 FH A P A5 280 At 75 480 5 9 F
Fe. B I BB 2 N T VRS I L R PR B
AR L BRSBTS U BR T SCHR [ 144-145 [ R
IR P 19 £ R B il I 58 =2 b 5 25 i G ] 2 o)
HLAR I 18] R A 22 4 AU 55 By A BIL A 4 BT 5 ik = 5%
TERRA A BLA WF 5 AR XA 84 5 vk 1 52 B i)
FEVEE B . ] 0 5 T 56 Ak 5 o] |8t % 0 B X
PLUC 7 ik R o 2 22 U0 Ik A B » 4 Uk AU = 2L
T H A R R0 HIUMEL 85 R 32 BR 5 2 1 B2 1) X
7 ¥ A bR RO T B R SRR B 11 A
JE 5 B otk adE T R RURE PR Kt 3 4h . A I
i 5 B A S AR A AR O b A B R0 8 AT 7S
3 B S R AT P i 0 B R T i xfE LE T
TR BR A BLSC B 3 5t 258 DAL O » 18 1]
S B 10 FH ] 70 A P A R0 A 7 40 5 9 F 9 LA T
TR B SE XL

4RI 7 W RE LI A LT 7 0N R RE T
e 77 T B9 22 4 B W LR T R BE R 0T A 552 B I .



6 I oA (K2 2] R L5 5 A [ T 5 Sk

1207

T RN T R ™ Ml 1) 3 2 e R e 20 A R Gy A2
A ST Bt S B T Bk 1) 4 Ax Bl A IR AL (R 2 o)
PRI N T REM B 2 AU 2 — iy T J& B L K T
S R (32 AR FEAT B 2 2] I BEARL 15 2 4 )
W58 BA o3 B2 L. AR 24 i T 58 A 0 [
o7 ) WAL 22 A B BT S8 A7 A8 BIIEHE 2R R PEA 14 2% ik
Z N R Tl 5 B A B E A PR A AR A R AL
Wb AR SRS ST A R 18] 2 2] B AL 5 28 A B AR SR IF 5
VEREAT R U4 » R B RA L H50H 2 4 B 7 R R
AR T 2 4 PUAS T3 1T 73 BT 038 1 A7 A B BF 58 JOR:
WS T EBI5E LA E S A L. R A28 7 AR
A TF G IR RIS 5 B B - 98 4 B 5 T I Y
BRI B T AT o) B AL 5 e 4 T AR O AT fig
O AF 5 05 1.

& % x #

[1] Qiao SJ, Han N, Gao Y J, et al. A fast parallel community
discovery model on complex networks through approximate
optimization. IEEE Transactions on Knowledge and Data
Engineering, 2018, 30(9). 1638-1651

[2] Washio T, Motoda H. State of the art of graph-based data
mining. ACM SIGKDD Explorations Newsletter, 2003, 5(1)
59-68

[3] Yan X F, Han J W. gSpan: Graph-based substructure
pattern mining//Proceedings of the 2002 TEEE International
Conference on Data Mining. Maebashi, Japan, 2002, 721-
724

[4] Lacasa L, Luque B, Ballesteros F, et al. From time series to
complex networks: The visibility graph. Proceedings of the
National Academy of Sciences, 2008, 105(13); 4972-4975

[5] Qian Zheng-Ping. Zhou Jing-Ren. The application and chal-
lenge of graph computing in Alibaba. Communications of the
CCF, 2018, 7(14): 36-41(in Chinese)

CBRIET-, JAsE N BT RAE B e e iy o 5 9k . 1H A
Pl2g4@in, 2018, 7(14) . 36-41)

[6] JiSX, Pan SR, Cambria E, et al. A survey on knowledge
graphs: Representation, acquisition, and applications. TEEE
Transactions on Neural Networks and Learning Systems,
2022, 33(2): 494-514

[7] Zhang QS., Song X, Shao X W, et al. Object discovery: Soft
attributed graph mining. IEEE Transactions on Pattern Analysis
and Machine Intelligence, 2015, 38(3): 532-545

[8] Qiao SJ, Han N, Zhou J L, et al. SocialMix: A familiarity-
based and preference-aware location suggestion approach.
Engineering Applications of Artificial Intelligence, 2018, 68
192-204

[9] Gong N, Liu B. Attribute inference attacks in online social
networks. ACM Transactions on Privacy and Security, 2018,

21(1): 1-30

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

Wang PF, GuoJ F, Lan Y Y, et al. Your cart tells you:
Inferring demographic attributes from purchase data//
Proceedings of the 9th ACM International Conference on
Web Search and Data Mining. San Francisco, USA, 2016;
173-182

Profiling T S U. Unified and discriminative influence model
for inferring home locations//Proceedings of the 18th ACM
SIGKDD International Conference on Knowledge Discovery
and Data Mining. Beijing, China, 2012. 1023-1031
Mahmud J. Nichols J, Drews C. Home location identification
of Twitter users. ACM Transactions on Intelligent Systems
and Technology, 2014, 5(3): 1-21

Feng Deng-Guo, Zhang Min, Li Hao. Big data security and
privacy protection. Chinese Journal of Computers, 2014,
37(1): 246-258(in Chinese)

G, skl 5. REWZeS5RBEY. HEL
. 2014, 37(1): 246-258)

Fang Bin-Xing, Jia Yan, Li Ai-Ping, et al. Privacy preserva-
tion in big data: A survey. Big Data Research, 2016, 2(1):
2016, 2(1): 1-18(in Chinese)

(%, B FETH. RERBA R EOREGE. KE
i, 2016, 2(1): 2016, 2(1): 1-18)

Abawajy J H, Ninggal M 1 H, Herawan T. Privacy preser-
ving social network data publication. IEEE Communications
Surveys &. Tutorials, 2016, 18(3); 1974-1997

Li H X, Chen Q R, Zhu H J, et al. Privacy leakage via
de-anonymization and aggregation in heterogeneous social
networks. IEEE Transactions on Dependable and Secure
Computing, 2020, 17(2): 350-362

Wu T, Guo Y X, Chen L. T, et al. Integrated structure
investigation in complex networks by label propagation.
Physica A: Statistical Mechanics and Its Applications, 2016,
448. 68-80

Tong H H, Faloutsos C, Pan Y. Fast random walk with
restart and its applications//Proceedings of the 6th Interna-
tional Conference on Data Mining. Washington, USA, 2006 .
613-622

Newman M E J. Network structure from rich but noisy data.
Nature Physics, 2018, 14(6): 542-545

Lee C, Wilkinson D J. A review of stochastic block models
and extensions for graph clustering. Applied Network Science,
2019, 4(1): 1-50

Pech R, Hao D, Pan LM, et al. Link prediction via matrix
completion. Europhysics Letters, 2017, 117(3): 38002
Xian X P, Wu T, Qiao SJ, etal. NetSRE: Link predictability
measuring and regulating. Knowledge-Based Systems, 2020,
196: 105800

Xu Bing-Bing, Cen Ke-Ting, Huang Jun-Jie, et al. A survey
on graph convolutional neural network. Chinese Journal of
Computers, 2020, 43(5): 755-780(in Chinese)
ERVKIK . A RHE, SRS, BIERM &M %Ltk
24, 2020, 43(5): 755-780)

Xia F, Sun K, Yu S, et al. Graph learning: A survey. IEEE
Transactions on Artificial Intelligence, 2021, 2(2): 109-127

AL



1208 it

)

Hl

5

Ei 2023 4

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

Rong Y, Xu T, Huang J, et al. Deep graph learning.
Foundations, advances and applications//Proceedings of the
26th ACM SIGKDD International Conference on Knowledge
Discovery & Data Mining. California, USA, 2020 3555-3556
Ziigner D, Akbarnejad A, Giinnemann S. Adversarial attacks
on neural networks for graph data//Proceedings of the 24th
ACM SIGKDD International Conference on Knowledge Discovery
and Data Mining. London, UK, 2018, 2847-2856

Ziigner D, Borchert O, Akbarnejad A, et al. Adversarial
attacks on graph neural networks: Perturbations and their
patterns. ACM Transactions on Knowledge Discovery from
Data (TKDD), 2020, 14(5). 1-31

Wu B, Yang X, Pan S, et al. Adapting membership inference
attacks to GNN for graph classification: Approaches and
implications//Proceedings of the IEEE International Conference
on Data Mining (ICDM). Auckland, New Zealand, 2021;
1421-1426

Ji S L. Mittal P, Beyah R. Graph data anonymization, de-
anonymization attacks, and de-anonymizability quantification:
A survey. IEEE Communications Surveys and Tutorials, 2016,
19(2) . 1305-1326

Casas-Roma J, Herrera-Joancomarti J, Torra V. A survey of
graph-modification techniques for privacy-preserving on net-
works. Artificial Intelligence Review, 2017, 47(3); 341-366
Sun L C, Dou Y T, Yang C, et al. Adversarial attack and
defense on graph data: A survey. arXiv preprint arXiv:1812.
10528, 2018

Jin W, Li Y X, Wang Y Q. et al. Adversarial attacks and
defenses on graphs. ACM SIGKDD Explorations Newsletter,
2020, 22(2): 19-34

Chen L, Li J T, Peng J Y, et al. A survey of adversarial
learning on graphs. arXiv preprint arXiv:2003. 05730, 2020
He Y Z, Meng G Z, Chen K, et al. Towards privacy and
security of deep learning systems: A survey. IEEE Transac-
tions on Software Engineering, 2020, 48(5); 1743-1770

Ji Shou-Ling, Du Tian-Yu, Li Jin-Feng, et al. Security and
privacy of machine learning models: A survey. Journal of
Software, 2021, 32(1): 41-67(in Chinese)

(P40, RER T, bS8, PLARS I BB % 2 SRR 5T
iR, BAEFEAR, 2021, 32(1): 41-6T)

Xu H, Ma Y, Liu H C, et al. Adversarial attacks and defenses
in images, graphs and text: A review. International Journal
of Automation and Computing, 2020, 17(2); 151-178

Mo Xiao-Mei, Shen Hao, Yu Ding-Guo. Analysis of global
news flow patterns based on complex networks. Journal of
Southwest University ( Natural Science) , 2020, 42(12); 15-24
(in Chinese)

(BN, TR A8 . T 52 2% 19 4% 114 4 BT e Uk 3l Ao
SrA. VR R 2R CAARBREERD - 2020, 42(12): 15-24)
Bullmore E, Sporns O. Complex brain networks: Graph
theoretical analysis of structural and functional systems. Nature
Reviews Neuroscience, 2009, 10(3): 186-198

JiaJ Y, Gong N Z. AttriGuard: A practical defense against

attribute inference attacks via adversarial machine learning//

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

Proceedings of the 27th USENIX Security Symposium. Baltimore
MD. USA, 2018. 513-529

Xian X P, Wu T, Qiao S J, et al. Deep ensemble coding:
Adversarial attacks against structure prediction models.
Neurocomputing, 2021, 437 168-185

Wu H J, Wang C, Tyshetskiy Y, et al. Adversarial examples
on graph data: Deep insights into attack and defense. arXiv
preprint arXiv;1903. 01610, 2019

Entezari N, Al-Sayouri S A, Darvishzadeh A, et al. All you
need is low (rank) defending against adversarial attacks on
graphs//Proceedings of the 13th International Conference on
Web Search and Data Mining. Houston, USA, 2020: 169-177
XuXJ, YuY, Li B, et al. Characterizing malicious edges
targeting on graph neural networks//Proceedings of the
International Conference on Learning Representations. New
Orleans, USA, 2019. 1-13

Newman M. The structure and function of complex networks.
SIAM Review, 2003, 45(2): 167-256

Costa L D F, Rodrigues F A, Travieso G, et al. Characterization
of complex networks: A survey of measurements. Advances
in Physics, 2007, 56(1): 167-242

Lv LY, Pan L M, Zhou T. et al. Toward link predictability
of complex networks. Proceedings of the National Academy
of Sciences, 2015, 112(8): 2325-2330

Bojchevski A, Giinnemann S. Adversarial attacks on node
embeddings via graph poisoning//Proceedings of the World
Wide Web. San Francisco, USA, 2019: 695-704

Xuan Q, Shan Y, Wang J, et al. Adversarial attacks to scale-
free networks: Testing the robustness of physical criteria.
arXiv preprint arXiv:2002. 01249, 2020

Zhou X, Liang X, Du X, et al. Structure based user identifi-
cation across social networks. IEEE Transactions on Knowledge
and Data Engineering, 2018, 30(6): 1178-1191

Korayem M, Crandall D. De-anonymizing users across
heterogeneous social computing platforms//Proceedings of
the 7th International AAAI Conference on Weblogs and Social
Media. Boston, USA, 2013. 689-692

Shu K, Wang S H, Tang J L, et al. User identity linkage
across online social networks: A review. ACM SIGKDD
Explorations Newsletter, 2017, 18(2); 5-17

Nilizadeh S, Kapadia A, Ahn Y. Community-enhanced
de-anonymization of online social networks//Proceedings of
the 2014 ACM SIGSAC Conference on Computer and Commu-
nications Security. Scottsdale, USA, 2014, 537-548

Lee W H, Liu C C, Ji SL, et al. Blind de-anonymization
attacks using social networks//Proceedings of the 2017 on
Workshop on Privacy in the Electronic Society. Dallas, USA,
2017 1-4

Gong N, Liu B. You are who you know and how you
behave: Attribute inference attacks via users’ social friends
and behaviors//Proceedings of the 25th USENIX Security
Symposium. Austin, USA, 2016 979-995

Wu L T, Ying X W, Wu X T. Reconstruction from randomized

graph via low rank approximation//Proceedings of the 2010



6 1]

oA (K2 2] R L5 5 A [ T 5 Sk

1209

[56]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[66]

[67]

[68]

[69]

SIAM International Conference on Data Mining. Austin, USA,
2010: 60-71

Zhang Y., Humbert M, Surma B, et al. CTRL+Z. Recovering
anonymized social graphs. arXiv preprint arXiv:1711. 05441,
2017

Xian X P, Wu T, Liu Y B, et al. Towards link inference attack
against network structure perturbation. Knowledge-Based
Systems, 2021, 218: 106674

Narayanan A, Shmatikov V. De-anonymizing social networks
//Proceedings of the 30th IEEE Symposium on Security and
Privacy. Berkeley, USA, 2009. 173-187

Backstrom L, Dwork C, Kleinberg J. Wherefore art thou
R3579X? Anonymized social networks, hidden patterns, and
structural steganography//Proceedings of the 16th Interna-
tional Conference on World Wide Web. Alberta, Canada,
2007 181-190

Zheleva E, Getoor L. To join or not to join: The illusion of
privacy in social networks with mixed public and private user
profiles//Proceedings of the 18th International Conference on
World Wide Web. Madrid, Spain, 2009: 531-540

Xian X P, Wu T, Qiao S J. et al. Multi-view low-rank
coding-based network data de-anonymization. IEEE Access.,
2020, 8: 94575-94593

Bonchi F, Gionis A, Tassa T. Identity obfuscation in graphs
through the information theoretic lens. Information Sciences,
2014, 275. 232-256

Hay M, Miklau G, Jensen D, et al. Anonymizing social
networks. Computer Science Department Faculty Publication
Series, 2007, 180;: 1-18

Mittal P, Papamanthou C, Song D. Preserving link privacy
in social network based systems. arXiv preprint arXiv:1208.

6189, 2012

Ying X W, Wu X T. Randomizing social networks: A
spectrum preserving approach//Proceedings of the 2008 SIAM
International Conference on Data Mining. Georgia, USA, 2008
739-750

Liu K, Terzi E. Towards identity anonymization on graphs//
Proceedings of the 2008 ACM SIGMOD International Conference
on Management of Data. Vancouver, Canada, 2008: 93-106

Xu Jia-Yu, Zhang Hong-Yan, Xu Li, et al. £-degree anonymous
privacy protection scheme based on average degree of node in
social networks. Computer Systems & Applications, 2021,
30(12): 308-316(in Chinese)

VPSR, 20, %, MG ET W ST £
BEVE A B RN BRI O S8 SRR HL RGN, 2021, 30(12):
308-316)

Zou L, Chen L, Ozsu M T. K-automorphism: A general
framework for privacy preserving network publication//
Proceedings of the VLLDB Endowment. Lyon, France, 2009.
946-957

Cheng J, Fu A W, LiuJ. K-isomorphism: Privacy preserving
network publication against structural attacks//Proceedings of
the 2010 ACM SIGMOD International Conference on Manage-
ment of Data. Indianapolis, USA, 2010; 459-470

[70]

[71]

[72]

[73]

[74]

[76]

[77]

(78]

[79]

[80]

[81]

Liu C G, Liu I H, Yao W S, et al. K-anonymity against
neighborhood attacks in weighted social networks. Security
and Communication Networks, 2015, 8(18) . 3864-3882
Casas-Roma J, Salas J, Malliaros F D, et al. K-degree
anonymity on directed networks. Knowledge and Information
Systems, 2019, 61(3). 1743-1768

Dong Xiang-Xiang, Gao Ang. Liang Ying, et al. Method of
privacy preserving in dynamic social network data publication.
Journal of Frontiers of Computer Science and Technology,
2019, 13(9): 1441-1458(in Chinese)

GERERE, = b, R, gtk 2 W 46 Bodi & A B AL PR3 o7
%O EALRE 5HEER, 2019, 13(9): 1441-1458)

Campan T, Truta T. A clustering approach for data and
structural anonymity//Proceedings of the 2nd ACM SIGKDD
International Workshop on Privacy, Security, and Trust in
KDD. Las Vegas, USA, 2008. 8-18
Hay M, Miklau G, Jensen D, et al. Resisting structural
re-identification in anonymized social networks//Proceedings
of the VLDB Endowment. Auckland, New Zealand, 2008.
102-114

Zhou Yi-Hua, Zhang Bing, Yang Yu-Guang, et al. Cluster-
based social network privacy protection method. Computer
Science, 2019, 46(10): 154-160(in Chinese)

AZAE, skik, T 005, JET RN MK B AR 7
B A NLERE . 2019, 46(10): 154-160)

Jiang Huo-Wen, Zhan Qing-Hua. Liu Wen-Juan, et al.
Clustering anonymity approach for privacy preservation of
graph data-publishing. Journal of Software, 2017, 28(9) .
2323-2333(in Chinese)

(FRIC HHER XISCIRAE. RO & A B AR 4 Y 2R 28 B
%07 BAFSEAR, 2017, 28(9) . 2323-2333)

Xu S, Su S, Xiong L, et al. Differentially private frequent
subgraph mining//Proceedings of the IEEE 32nd International
Conference on Data Engineering (ICDE). Helsinki, Finland,
2016 229-240

Jorgensen Z, Yu T, Cormode G. Publishing attributed social
graphs with formal privacy guarantees//Proceedings of the
2016 International Conference on Management of Data. San
Francisco, USA, 2016, 107-122

Wang Jun-Li, Liu Xian-Hui, Guan Min. Differential privacy
protection based generation model of social network publication
graph. Journal of Tongji University ( Natural Science), 2017,
45(8): 1227-1232(in Chinese)

CERM, WISEHE, B 3T 2200 RAA R 1 +E 58 M 45 & A
Pl A AR R[] KA A 4R CE AR B T - 2017, 45(8)
1227-1232)

Liu P, Xu Y X, Jiang Q. et al. Local differential privacy for
social network publishing. Neurocomputing, 2020, 391.
273-279

Sala A, Zhao X H, Wilson C, et al. Sharing graphs using
differentially private graph models//Proceedings of the 2011
ACM SIGCOMM Conference on Internet Measurement

Conference. Berlin, Germany, 2011; 81-98



1210 it

)

Hl

Ei 2023 4

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[92]

[93]

[94]

[95]

Xiao Q, Chen R, Tan K L. Differentially private network
data release via structural inference//Proceedings of the
20th ACM SIGKDD International Conference on Knowledge
Discovery and Data Mining. New York, USA, 2014 911-920
Zhang Z X, Liu Q, Huang Z Y, et al. GraphMI. Extracting
private graph data from graph neural networks//Proceedings
of the Thirtieth International Joint Conference on Artificial
Intelligence (IJCAI-21). Montreal, Canada, 2021 3749-
3755
Shokri R, Stronati M, Song C, et al. Membership inference
attacks against machine learning models//Proceedings of the
2017 IEEE Symposium on Security and Privacy (SP). San
Jose, USA, 2017. 3-18
Ateniese G, Mancini . V, Spognardi A, et al. Hacking
smart machines with smarter ones: How to extract meaningful
data from machine learning classifiers. International Journal
of Security and Networks, 2015, 10(3): 137-150
He Ying-Zhe, Hu Xing-Bo, He Jin-Wen, et al. Privacy and
security issues in machine learning systems: A survey. Journal
of Computer Research and Development, 2019, 56 (10):
2049-2070(in Chinese)
CRTSEHT, WIDE . fIHR 5. HLER 4 RE M BAFA A2 &
[RIBERR. A PLIETE S &R, 2019, 56(10) . 2049-2070)
Truex S, Liu L, Gursoy M E, et al. Demystifying member-
ship inference attacks in machine learning as a service.
IEEE Transactions on Services Computing, 2021, 14(6):
2073-2089
Olatunji I E, Nejdl W, Khosla M. Membership inference
attack on graph neural networks. arXiv preprint arXiv:2101.
06570, 2021
He X L, Wen R, Wu Y X, et al. Node-level membership
inference attacks against graph neural networks. arXiv preprint
arXiv:2102. 05429, 2021
He X L, Jia J Y, Backes M, et al.
graph neural networks//Proceedings of the 30th USENIX
Security Symposium. USA, 2021:. 2669-2686

Stealing links from

Tramer F, Zhang Fan, Juels A, et al. Stealing machine
learning models via prediction APIs//Proceedings of the
25th USENIX Security Symposium. Austin, USA, 2016:
601-618

Wang B H, Gong N Z. Stealing hyperparameters in machine
learning//Proceedings of the 2018 IEEE Symposium on
Security and Privacy (SP). San Francisco, USA, 2018 36-52
Correia-Silva J R, Berriel R F, Badue C, et al. Copycat
CNN: Stealing knowledge by persuading confession with
random non-labeled data//Proceedings of the 2018 Interna-
tional Joint Conference on Neural Networks (IJCNN). Rio
de Janeiro, Brazil, 2018 1-8

Orekondy T, Schiele B, Fritz M. Knockoff nets: Stealing
functionality of black-box models//Proceedings of the IEEE/
CVF Conference on Computer Vision and Pattern Recognition.
Long Beach, USA, 2019 4954-4963

Jagielski M, Carlini N, Berthelot D, et al. High accuracy

[96]

[97]

(98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]

and high fidelity extraction of neural networks//Proceedings
of the 29th USENIX Security Symposium. Boston, USA,
2020 1345-1362

DeFazio D, Ramesh A. Adversarial model extraction on
graph neural networks. arXiv preprint arXiv:1912. 07721,
2019

Wu B, Pan S R, Yuan X L. Towards extracting graph
neural network models via prediction queries. Proceedings
of the AAAI Conference on Artificial Intelligence, 2021,
35(18): 15925-15926

Wu B, Yang X W, Pan SR, et al. Model extraction attacks
on graph neural networks: Taxonomy and realization. arXiv
preprint arXiv:2010. 12751, 2020

Shen Y, He X, Han Y, et al. Model stealing attacks
against inductive graph neural networks//Proceedings of the
IEEE Symposium on Security and Privacy. San Francisco,
USA, 2022. 1175-1192

Zhang Si-Si, Zuo Xin, Liu Jian-Wei. The problem of the
adversarial examples in peep learning. Chinese Journal of
Computers, 2019, 42(8): 1886-1904(in Chinese)

GREE, 76, XV fh. JRBE %) i Xt HUre A [m . 3t
B, 2019, 42(8): 1886-1904)

Ren K, Zheng T H, Qin Z, et al. Adversarial attacks and
defenses in deep learning. Engineering, 2020, 6(3): 346-
360

Chen J Y, ShiZQ, Wu Y Y. et al. Link prediction adver-
sarial attack. arXiv preprint arXiv:1810. 01110, 2018

Zhou K, Michalak T P, Rahwan T, et

al. Attacking

similarity-based link prediction in social networks. arXiv
preprint arXiv:1809. 08368, 2018

Yu S Q, Zhao M H, Fu C B, et al. Target defense against
link-prediction-based attacks via evolutionary perturbations.
IEEE Transactions on Knowledge and Data Engineering,
2021, 33(2): 754-767

Fan H X, Wang B H, Zhou P, et al. Reinforcement learning-
based black-box evasion attacks to link prediction in dynamic
graphs. arXiv preprint arXiv;2009. 00163, 2020

Zhang M H, Chen Y X. Link prediction based on graph
neural networks. Advances in Neural Information Processing
Systems, 2018, 31: 5165-5175

Lin W Y, Ji S X, Li B C. Adversarial attacks on link
prediction algorithms based on graph neural networks//
Proceedings of the 15th ACM Asia Conference on Computer
and Communications Security. Taipei, China, 2020. 370-
380

Chen Y Z, Nadji Y, Kountouras A, et al. Practical attacks
against graph-based clustering//Proceedings of the 2017
ACM SIGSAC Conference on Computer and Communications
Security. Dallas, USA, 2017 1125-1142

Chen J Y, Chen L. H, Chen Y X, et al. GA-based Q-attack
on community detection. IEEE Transactions on Computa-
tional Social Systems, 2019, 6(3): 491-503

Chen J Y, Chen Y X, Chen L H, et al. Multiscale evolu-

tionary perturbation attack on community detection. IEEE



6 1]

oA (K2 2] R L5 5 A [ T 5 Sk

1211

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

[125]

Transactions on Computational Social Systems, 2020, 8(1) .
62-75

LiJ, Zhang H L, Han Z C, et al. Adversarial attack on
community detection by hiding individuals//Proceedings of
the Web Conference. Taipei, China, 2020, 917-927

Dai HJ, Li H, Tian T, et al. Adversarial attack on graph
structured data//Proceedings of the 35th International
Conference on Machine Learning. Stockholm, Sweden,
2018 1115-1124

Wang B H, Gong N Z. Attacking graph-based classification
via manipulating the graph structure//Proceedings of the
2019 ACM SIGSAC Conference on Computer and Communi-
cations Security. London, UK, 2019: 2023-2040

Zigner D, Giinnemann S. Adversarial attacks on graph
neural networks via meta learning. arXiv preprint arXiv:
1902. 08412, 2019

Ma Y, Wang S H, Derr T, et al. Attacking graph convolu-
tional networks via rewiring. arXiv preprint arXiv: 1906.
03750, 2019

Sun Y W, Wang S H, Tang X F, et al. Non-target-specific
node injection attacks on graph neural networks; A hierar-
chical reinforcement learning approach//Proceedings of the
International World Wide Web Conference. Taipei, China,
2020 673-683

Xu J, Xue M, Picek S. Explainability-based backdoor
attacks against graph neural networks//Proceedings of the
3rd ACM Workshop on Wireless Security and Machine
Learning. Abu Dhabi, United Arab Emirates, 2021. 31-36
Xi Z, Pang R, Ji S, et al. Graph backdoor//Proceedings of
the 30th USENIX Security Symposium (USENIX Security 21).
Online, 2021: 1523-1540

Chen L, Peng Q, LiJ, et al. Neighboring backdoor attacks
on graph convolutional network. arXiv preprint arXiv:2201.
06202, 2022

Yu S Q. Zheng J, Chen J Y, et al. Unsupervised Euclidean
distance attack on network embedding//Proceedings of the
2020 IEEE 5th International Conference on Data Science in
Cyberspace. Hong Kong, China, 2020. 71-77

Sun M J, Tang J, Li H C, et al. Data poisoning attack
against unsupervised node embedding methods. arXiv preprint
arXiv:1810. 12881, 2018

Chen J Y, WuY Y, Xu X H, etal. Fast gradient attack on
network embedding. arXiv preprint arXiv: 1809. 02797,
2018

Chang H, Rong Y, Xu T Y, et al. A restricted black-box
adversarial framework towards attacking graph embedding
models//Proceedings of the AAAT Conference on Artificial
Intelligence. New York, USA, 2020; 3389-3396

Liu N, Yang H, Hu X. Adversarial detection with model
interpretation//Proceedings of the 24th ACM SIGKDD
International Conference on Knowledge Discovery &. Data
Mining. London, UK, 2018. 1803-1811

Feng F L, He X N, Tang J, et al. Graph adversarial training:
Dynamically regularizing based on graph structure. IEEE

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134]

[135]

[136]

[137]

[138]

Transactions on Knowledge and Data Engineering, 2019,
33(6): 2493-2504

Xu K D. Chen H G, Liu SJ, et al. Topology attack and
defense for graph neural networks: An optimization perspective
//Proceedings of the 28th International Joint Conference
on Artificial Intelligence (IJCAI-19). Macao, China, 2019:
3961-3967

Tang X F, Li Y D, Sun Y W, et al. Transferring robust-
ness for graph neural network against poisoning attacks//
Proceedings of the 13th International Conference on Web
Search and Data Mining. Houston, USA, 2020: 600-608
Zhu DY, Zhang Z W, Cui P, et al. Robust graph convolu-
tional networks against adversarial attacks//Proceedings
of the 25th ACM SIGKDD International Conference on
Knowledge Discovery and Data Mining. Anchorage, USA,
2019. 1399-1407

Zhang X, Zitnik M. GNNGuard: Defending graph neural
networks against adversarial attacks. arXiv preprint arXiv:
2006. 08149, 2020

Zhang Y X, Regol F, Pal S, et al. Detection and defense of
topological adversarial attacks on graphs//Proceedings of
the International Conference on Artificial Intelligence and
Statistics. 2021: 2989-2997

loannidis V' N, Berberidis D, Giannakis G B. GraphSAC;
Detecting anomalies in large-scale graphs. arXiv preprint
arXiv:1910. 09589, 2019

Zhang Y X, Khan S, Coates M. Comparing and detecting
adversarial attacks for graph deep learning//Proceedings of
the Representation Learning on Graphs and Manifolds
Workshop. International Conference on Learning Represen-
tations. New Orleans, USA, 2019. 1-7

Zhang Z, Jia J, Wang B, et al. Backdoor attacks to graph
neural networks//Proceedings of the 26th ACM Symposium
on Access Control Models and Technologies. Spain, 2021
15-26

Jin W, Ma Y, Liu X R, et al. Graph structure learning for
robust graph neural networks//Proceedings of the 26th
ACM SIGKDD International Conference on Knowledge
Discovery and Data Mining. California, USA, 2020. 66-74
Wang B H, Jia]J Y, Cao X Y, et al. Certified robustness
of graph neural networks against adversarial structural
perturbation. arXiv preprint arXiv:2008. 10715, 2020
Ziigner D, Giinnemann S. Certifiable robustness and robust
training for graph convolutional networks//Proceedings of
the 25th ACM SIGKDD International Conference on Knowl-
edge Discovery and Data Mining. Anchorage, USA, 2019.
246-256

JiSL, Li W Q, Mittal P, et al. SecGraph: A uniform and
open-source evaluation system for graph data anonymization
and de-anonymization//Proceedings of the 24th USENIX
Security Symposium. Washington, USA, 2015. 303-318
LiY X, Jin W, Xu H, et al. DeepRobust: A PyTorch
library for adversarial attacks and defenses. arXiv preprint

arXiv:2005. 06149, 2020



1212 2 S 4 2023 4F
[139] Ling X, Ji S, Zou J. et al. DEEPSEC: A uniform platform designs. arXiv preprint arXiv:2006. 11468, 2020
for security analysis of deep learning model//Proceedings of [143] Sankar A, Liu Y Z, Yu]J, et al. Graph neural networks for
the 2019 IEEE Symposium on Security and Privacy (SP). friend ranking in large-scale social platforms//Proceedings
San Francisco, USA, 2019. 673-690 of the Web Conference 2021. Ljubljana, Slovenia, 2021.
[140] Wang B H, Li A, Li H, et al. GraphFL: A federated 2535-2546
learning framework for semi-supervised node classification [144] Zhang H T, Zheng T H, Gao J. et al. Data poisoning
on graphs. arXiv preprint arXiv:2012. 04187, 2020 attack against knowledge graph embedding. arXiv preprint
[141] Wang B H, Guo J Y, Li A, et al. Privacy-preserving arXiv:1904. 12052, 2019
representation learning on graphs: A mutual information [145] Banerjee P, Chu L Y, Zhang Y. et al. Stealthy targeted
perspective. arXiv preprint arXiv:2107. 01475, 2021 data poisoning attack on knowledge graphs//Proceedings of
[142] Zhu J, Yan Y J, Zhao L X, et al. Beyond homophily in the IEEE 37th International Conference on Data Engineering

graph neural networks: Current limitations and effective

XIAN Xing-Ping. Ph. D. . lecturer.

Her research interests include graph
data mining, intelligent security and data

privacy protection.

WU Tao, Ph. D., associate professor, doctoral supervi-

sor.

His research interests include intelligent security, priva-

Background

Graph provides sufficient data resources for scientific
research and commercial applications, which can be utilized
for discovering the underlying knowledge and patterns of real-
world systems and promoting the development of intelligent
society. Accordingly, graph machine learning models have
been widely used in social networks, knowledge graphs,
e-commerce and so on. However, theoretical researches and
practical experiments demonstrate that current technologies
about graph machine learning are not yet mature and have
high privacy and security risks. Thus, because of the realistic
demand of artificial intelligence security and the extensive
influence of graph machine learning models, the research on
the privacy and security of graph learning has become an
important issue in this field.

In recent years, the security threats to machine learning
systems and the privacy preservation of graphs have been
widely researched, but the security of graph learning model
has only recently begun to catch the attention. At the same
time, the privacy and security issues in intelligent computing
systems are often inseparable. However, so far, there is no
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learning privacy and security. To this end, this article reviews
the recent works on the privacy and security of graph learning,
in which the research progress of graph data privacy, graph
data security, graph model privacy and graph model security
is summarized systematically and the main achievements and
shortcomings are discussed. Based on the analysis of the
existing methods, the main challenges and the future research
directions are outlined.
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