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An Improved Quantitative Evaluation Method for Network Security

XI Rong-Rong YUN Xiao-Chun ZHANG Yong-Zheng HAO Zhi-Yu

(Institute of Information Engineering , Chinese Academy of Sciences, Beijing 100093)

Abstract  Obtaining high-quality observation sequence and establishing correct state transition
matrix are important to assess network security situation based on Hidden Markov Models.
Currently observation sequence is obtained at random, it can’t ensure the effectiveness of data
source; and state transition matrix is established based on experience, it is subjective. An
improved method is presented in this paper. Firstly, it obtains observation sequence based on
quality of alert,which can improve the effectiveness of data source. Secondly, it determines state
transition matrix based on the game of attack and defense, and adopts the successful probability
of attack to amend it, which can improve the effectiveness of the matrix. The experiment demon-
strates the improved method is more accurate, and can reflect the trend of network security more

reasonably.
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Background

With issues in network security, traditional detection
and prevention devices generate massive alerts. However,
many of them are false positive or non-relevant alerts. These
uncertain alerts impact the accuracy of assessment.

In order to solve the uncertainty problem of alerts,
researchersmodel network security situation using HMM. It
can solve the uncertainty of alerts based on the statistics
model. But it is difficult to determine the model parameters.
For example, the alert observation sequence is obtained at
random, it can’t ensure the validity of the data source; the
state transition matrix is set based on experiences, it cannot
reflect the changing process of network security situation
objectively. To solve these problems, this paper presents an
improved method.

The method obtains the observation sequence based on

Bt 3% 1.

the quality of alert. which ensures the effectiveness of the
data source. The method determines the state transition
matrix based on the game of attack and defense, which can
reflect the changing process of network security situation
objectively. The experiment demonstrates the improved
method is more accurate, and can reflect the change of net-
work security situation more effectively.
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Start Time End Time Alert Num. Candidate alert Corresponding class
1 9:20.00 9:24.59 25 Sensitive data Email address 2 break-in
2 9:25:00 9:29:59 22 Attack response directory listing 2 break-in
3 9:30:00 9:34.59 26 Info telnet access 3 reconnaissance
4 9:35:00 9:39:59 36 Info telnet access 3 reconnaissance
5 9:40:00 9:44:59 111 TCP window closed before receiving data 2 break-in
6 9:45:00 9:49:59 58 ICMP ping/reply 3 reconnaissance
7 9:50:00 9:54:59 79 ICMP ping/reply 3 reconnaissance
8 9.55.00 9.59.59 22 Info telnet access 3 reconnaissance
9 10.00:00 10.04.59 44 ICMP ping/reply 3 reconnaissance
10 10:05.00 10:09.:59 36 ICMP destination unreachable 3 reconnaissance
11 10:10.00 10.14.59 94 ICMP destination unreachable 3 reconnaissance
12 10.15.00 10.19.59 62 ICMP destination unreachable 3 reconnaissance
13 10:20:00 10:24:59 54 Netbois NT null session 2 break-in
14 10:25:00 10:29:59 21 — 4 good
15 10:30:00 10:34:59 47 telnet login incorrect 2 break-in
16 10:35:00 10:39:59 40 Attack response directory listing 2 break-in
17 10:40:00 10:44.59 34 Sensitive data Email address 2 break-in
18 10:45.:00 10:49:59 53 Sensitive data Email address 2 break-in
19 10:50:00 10:54:59 78 Rservicesrsh root 1 compromised
20 10:55:00 10:59:59 64 Sensitive data Email address 2 break-in
21 11:00:00 11:04:59 50 ICMP destination unreachable 3 reconnaissance
22 11.05.00 11.09.59 64 Sensitive data Email address 2 break-in
23 11.10.00 11.14.59 24 Sensitive data Email address 2 break-in
24 11:15:00 11:19:59 13 4 good
25 11.:20.00 11.24.59 49 Sensitive data Email address 2 break-in
26 11.25.00 11.29.59 1451 Bad traffic loopback 2 break-in
27 11.30.00 11.34.59 27 Web cgi redirect access 2 break-in
28 11:35:00 11:39:59 24 Info telnet access 3 reconnaissance
29 11:40:00 11:44.59 43 TCP windows closed before receive data 2 break-in
30 11:45.00 11:49:59 40 NetBIOS null session 2 break-in
31 11:50.00 11:54:59 73 ICMP ping/reply 3 reconnaissance
32 11.55:00 11:59:59 26 — 4 good
33 12:00:00 12:04:59 68 Consecutive TCP small segments 2 break-in
34 12.05:00 12:09:59 48 — 4 good
35 12:10:00 12.14:59 39 — 4 good
36 12:15:00 12:19:59 28 Web 1IS fpcount access 2 break-in
37 12.20:00 12:24:59 99 4 good
38 12.:25:00 12:29:59 37 4 good
39 12.30.00 12.34.59 47 Info telnet login 3 reconnaissance
40 12:35:00 12:39:59 6 — 4 good




