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Abstract  Underwater acoustic communication is increasingly being perceived as a promising means for
marine life monitoring, ocean exploration, underwater navigation and surveillance. In order to defend
against the potential security threats, two legitimate parties in the communication adopt key distribution
protocols to negotiate a secret-key to encrypt the transmitted data. However, the characteristics of the un-
derwater acoustic channel (UAC) and its inherent vulnerability make the communication process of se-
cret-key distribution protocols easy to be detected, rendering the inevitable information leakage. Some re-
searchers have introduced covert communication into secret-key distribution protocols to keep them unde-
tectable by a warden based on random codes, and have even extended the ideas of covert communication to
quantum key distribution. However, achieving information theoretical security with practical coding
schemes is of definite interest. To this end, some covert secret-key distribution protocols based on polar

codes are proposed for symmetric channels with uniformly distributed binary sequences. In these scenarios,
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the legitimate users aim at extracting a common secret-key from their observations through public commu-
nications. However, it is not feasible to apply polar codes directly to the UAC since the Bhattacharyya pa-
rameters of polarized channels cannot be calculated and sorted over asymmetric channels. To address these
problems, a Covert Secret-key distribution scheme based on Fine-grained Polarization (CSFP) is proposed
under the environment of UAC. First, a uniformly most powerful test is adopted to build the adversary
model, and the formal definition of covert secret-key distribution scheme is given. Considering the asym-
metry and fading effects of the UAC, the bandwidth and the channel capacity corresponding to the optimum
symbol distributions of codewords are derived by the water-filling principle for the information transmis-
sion rate to achieve the Shannon limit theoretically, and the functional dependence between channel capac-
ity and channel gain is derived by the Leibniz Integral rule and the sign-preserving property of Riemann in-
tegral. The polar code construction is realized through sorting the capacity of each subchannel after calcu-
lating the gains of UAC in order to ensure that the information transmission rate can achieve the Shannon
limit theoretically. Second, the encoding and decoding algorithms for covert secret-key distribution over
multi-round communication are designed based on the fine-grained polarization and the alignment of index
sequence of information bits by linking multiple information blocks through a chain structure. To ensure the
covertness of secret-key distribution process, the legitimate transmitter and the legitimate receiver initialize
the message block transmitted in the first round of communication using a shared random seed and extract a
random seed from the currently generated secret-key to randomize the next message block. Finally, the re-
liability, randomness, secrecy and covertness of the CSFP scheme are proved through the information the-
ory and the achievability of covertness constraint and the covert secret-key generation rate under the envi-
ronment of UAC are derived by the maximum entropy principle. The simulation results show that the CSFP
scheme improves the covert secret-key generation rate by 18.78% and improves the covert probability by
38.29% on average compared to the existing scheme. Moreover, the generated secret-keys of the CSFP

scheme successfully pass the randomness test on the platform of SP 800-22 Test Suite.
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Background

Underwater acoustic communication is considered to be
the most suitable technology for underwater information acqui-
sition and transmission over middle and long distance. How-
ever, the underwater acoustic channel (UAC) is considered one
of the most challenging environments to establish secure and
reliable communications due to the fact that underwater com-
munication nodes are usually deployed in unattended and even
hostile environments. Commonly used key distribution proto-
cols allow two parties in the communication to negotiate a se-
cret-key to encrypt all the data they transmit. However, the
characteristics of the UAC and its inherent vulnerability make
the communication process of key distribution protocols easy
to be detected, rendering inevitable information leakage.

In recent years, some researchers introduced covert
communication into key distribution protocols. These protocols
enable the adversary almost ignore the process of key distribu-
tion by setting the transmission power constraints or exploiting
some coding methods. However, the methods of setting the
transmission power constraints may expose the information
transmission status of legitimate nodes for the reasons of
transmission losses and fading effects of the UAC. Moreover,
most coding based covert secret-key distribution protocols
assume that the encoded codes are with the asymptotic equipar-
tition property, which are impracticable in the UAC.

To address these problems, this paper proposes a Covert
Secret-key distribution scheme based on Fine-grained Polariza-
tion (CSFP). The CSFP scheme is composed of three phases:
code construction, encoding and decoding. The polar code con-
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struction is realized through sorting the capacity of each sub-
channel after calculating the gains of UAC in order to ensure
that the information transmission rate can achieve the Shannon
limit theoretically. Moreover, the encoding and decoding algo-
rithms for covert secret-key distribution over multi-round
communication are designed based on the fine-grained polari-
zation and the alignment of index sequence of information bits
by linking multiple information blocks through a chain struc-
ture. To ensure the covertness of secret-key distribution proc-
ess, the legitimate transmitter and the legitimate receiver ini-
tialize the message block transmitted in the first round of
communication using a shared random seed and extract a ran-
dom seed from the currently generated secret-key to randomize
the next message block. The reliability, randomness, secrecy
and covertness of the CSFP scheme are proved through the
information theory and the achievability of covertness con-
straint and the covert secret-key generation rate are derived by
the maximum entropy principle. The theoretical analysis and
simulation results demonstrate the performance of CSFP.
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