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Abstract Nowadays, data has been increasingly shared among different users inside the cloud
storage systems, instead of being owned by any single private user, which makes an ordinary user
usually does not have the control permission over the whole system, thus hard to secure data
storage or data sharing of his own files. To solve this problem, this paper proposes a new secure
cloud storage system architecture. Based on this architecture, this paper designs and implements
a secure cloud storage system called Corslet. Corslet can run directly on deployed underlying
cloud storage systems without modification, while bringing end-to-end confidentiality and integrity
as well as efficient access control for user data. For individual users, Corslet is easy to use, the
only thing to keep locally is their certifications. The experiments and standard benchmark results
show that Corslet over NFSv4 cluster brings acceptable 1/O throughput reduction which is less
than 5%, proving that Corslet can provide enhanced security for user data while maintaining

acceptable performance.

Keywords secure storage system; cryptographic file systems; confidentiality; integrity; access

control

Wi H 1 - 2010-08-01 ; fge & 5 B4 R e 21 H 31 - 2014-07-15. A IR 5 1) [ % 11 AR B2 36 4 (60925006, 61232003) L [H K< /AN =7 w5 £ A HF
8RR E R L TS T PR (2009 AA01A403) | B KB H K% T T P8 (20132X03002004-003) ¥ By, B 7. 95,1986 4F 4L B+
LA D98 2 L 35 K HURE 2 470 R 6. E-mail: lionxuemao@ gmail. com. B 8. 55, 1074 45 14 B BF 56 51 » BF 50 20 40 6 35 Of
TRV RN R A7 Aif. BF LB 53 . 1968 AR 2L 042 Pl 2 T L R 0 DB AL 35 B 2% / = A7 R B8 AT &6 4 5 T Sk L1 AT /40 A ik
o] LY 1983 4R A LA, AT 5 D4R BE KRR & 2 70 R 5.



988 iHom

Bl

¥ 1 2015 4

T

1 5]

T 1A B 8 K 1 30 K 9 AR B 5 A7 i 0
TSR S+ BR B 2 1) N B 55 T 46 16 4% 6 = A7
R AF I A IR SRR BT — R
A AT B 10 75 2 G G 2R 1S Ak T
BB T BT . Rl R Ak AR e Y
- B URR R

IR 25 A7 48 0 B8 LR R0 B A & Ok 25 T X5
B 1 58 AT 3 18 45 K0 HR 9 22 kI i — AR 51 Y
JEU L AN 25 A fik PR 5 v B A — AR 2 L S
Jr A7 BeD Se PR DR AT 52 (9 ™ B 03 A5 A
VI 1) F A ML G 2R 8 S R s (2 5 2 S A
NP L 3 35) 77 HUAE d A A2 6 B9 = A7l 3R 5
W 2 A7 1 1 3 04 220 DL L ] 0RE 2 15 8k
JEH.

X8O AT 0 R RO R AL B R O
JrE RS R 2B B A6 IR S5 R A R R SR
RIS AT AR AT B 7 i Al 55 e A 28 G0 4 B0 6 0 20 i
FRMER A AR A SR T — BT 1L L R
PRI P 8 1 2 4P SR T, Verizon 7E 2010 4
BH M 58 R A A R L A 49 00 B BOHE i T 2
PN 2 B, AR o 2T B i R AR K
— AR 43+ A8 U6 B M = vl TR R T DT IR
Al A5 L AR T 3 1P ©. el I B R i B A7
4 F P S AR AR XEAT B e 58 2 3t £ 4T e 55 S 1L R

TE—SE A7 fiff 2R G0 R L B8 10 1) 2 1 AR5 45
YE A oK 52 B oAt T P AR ZE G T Rl » w5 208 S
BRI FH KR XA — B EIR T 2wl
R X AR T7 A5 T8 0 R 5 — R
PO ZEAR R A 2% 19 Hc 0 4 B 55 O HL vl g
iy AR PAE LR 55 5 5% — . S P B R L
FIEUR Z 0 8 BRI IE S 5.

BEXSLL B R AR SCE G T — M2 3k
B RATREINEL. AR RIS B A R A R
A ICAEAS AT AR 14 2 A7 8 i 55 31 046 v Ak o i HG At JH P
DN AE A R A5 1 0 24 B35 vh T AR 4l B B T 8 3 19
7] ASC R XS 42 500 0 AT B AR A B0 A7 it 0 7 IR 1 i
P o (B 2 A7 it i 55 42 A3 i A0 190 45 op 8 e
A AT RE RO SR BT IR B = B SR AT O L T P A
K AT fiE 22 108 A I AR Z A1 1 Bt 1. AE X
RIS T ARSI T — BB L & n AR

GEIRAL . A F P RS W AE Y B A A IR 55 42
PERT AN TS B 28 PR T L AR AR 5 15 21 0 B a4
AR SEREVE R PR B, I (8 Bt B D 8] 45 ) 5E s
ROTEE  [] B ORAIE T P T 2 2R A7 Rt AL R 19 454
WIEXEL RGN, P LR T N E e BTF
fitt R 45 ) A Corslet. Corslet Z—HA KA
BN RGN LR ARG BT LA LA A §2
it POSIX ARifEd O SCF R G2 b M EH A C A
B SO R S AT AT 2 ZE . Corslet DLl S, F—H = 17
fift M 55 4R AL B A9 55 =07 B I A7 AE 1 P 42 A i die
TAE A 58 BEPE PRI K 1] 42 ) iz 55+ L6 FH P 9 B o
Bl 22 4 ] Y FH A

ASCER 2 A RGBT Y D U 5 B 53
THARGEVOIT PR RBEHAR G RGE LI 47
Ml ARG MMEREMIX S R 5005 5 A G
TAE 55 6 Wik AT B4,

2 EIEN

HIRJZ XM RZGAH T M. Corslet By H 1Y
S EA A AR AR 2 A L DA Ik e 25T AR
3 5% 2 S F G A0 5 ST PR AIEFE i Corslet
PR IR 5 A 7 200 IS 2 SO R GE AT AR AT B B

SCHE SRR S i . Corslet #5675 i) A 7 244
LA oy A SO AL == 5 U [l i FL ). STPE 0 A
4 Al LLIR GE SCIERE S DR 8 Y P R AT B AR A T ).

Uiy 3] ot 14 FL 5 E 5 SE BEPE DR 3. Corslet b T fR
UE R B BALH - A RE AR AT Bdl 3, AR vk
(9 T P DA SR )23 S 22 96 1 4 B 03 1 0 0 AR A B
B SC. X6 008 1 Al VA 8 O 0 RE B i B 5 DT AR E ]
FUAS B A B 2 AR

A . Corslet 1Y %58 %8 BALHI 09 B 11
& P TEME T Corslet I AN 55 SE7EAS A7 T o]
SCPEAE . sk & . Corslet 1 % 8145 FRAL I %5 1
FUORULZ WY BN T 5 RIVE 22 4 k.

WA K. Corslet T 2 — &4 FILE 2T % 41
a3 R S o PRAIE G 12 T P 68 3R A5l 8L 15 [) 19 S A
%55 9.

WS S . A8 Corslet s AHUME U LT >k
U D 3K R 43 (0 PR BE T 5. Y AN BR 488 & 4 1), Corslet

@  Verizon 2010 4F i 4 it #% 94 25 2 5 #E3A. http://netse-
curity. 51cto. com/art/201008/215676. htm



5 B T — R B AE IR T ML A RS 989

FHAN T b SO S 0 L T A B SO s ekt
R B A I PN S R

PERE. Corslet /i I 2| i — 1) in it % (B PKI
SOy N UL F A0 AR TS BRI i % . [ i, Corslet
TG AN EAF B R ik O 7 A 3BT RS A 1/0
FES. 535 Corslet Wb 250 5 98 /0 i T ¢ 4= L il 5
NI T R PR TG 28 245 () R0 ) 2% 77 B 1 T A

3 RERITEXH

3.1 EfFigit

R SCH IR 5B A SO IR I 46 5 K& L
W 1. Corslet 424 = A7l & 58t =38 73 4 1 : £7
fi# IR % %% (Storage Server) ., % F ¥ (Client) 1 36 IF
Mk 55 %% ASCAuthentication Server). @& 1 ff7s.

x1 RiBFR
45 &
AS 5 3IF Al 55 %% ( Authentication Server)
AEK B F AR 55 25 1 25 % £ (AS Encryption Key)
ASK I IE AR 55 4% 25 45 % 4 (AS Signature Key)
ACL i 18] 25 11 51 ¢ ( Access Control List)
EALG %% 5.3 (Encryption Algorithm)
EMOD T2 #% X, (Encryption Mode)
LBK i & T % 4 (Lockbox Key)
FSK A% 4 % 9] (File Signature Key)
. ACB & 58 1F % (Hash-based Message
HMAC Authentication Code)
ACB i o) 452 i e (Access Control Block)
RHi AR5 77 (ith Root Hash in the root hash list)
| CorsletZ i L Network Hg? %ﬁi
— Socket || BB | B [ s bl
e o 1 i e
> R de 1 iy
SAHAIE H SUFRGFUSERZH | A
e : :
-
JUTSIXUIIIRSY SSTIRERIe i F Lo
LS
y
. VFS H

K 1 Corslet &G 454

AEAi M 55 2 170 5247 T SO A T P B8 o iy — A
SO AR IR 55 i b 500 AN ST R AF T 4353
2z MR SO (data file, 5F d-file) F1 22 4 G T 1R
A4 (secure metadata file, B smd-file). £y #g 3 4
HE TR R R SO 3 & e Bl SR AR T S
WSO AH 6 1Y 22 247 L 1] 40 7 1) 45 1] B CAccess
Control Block, 5 ACB) , 4 1 7 £ % (Root Hash
List,8 RHL) .Merkle Tree &, H{& N 5% 78 J5 1
AT A BUR.

kR 55 4 AS REANREFELMR. AS 192
B AR R, ST S T Sy AL R ) SR
VilaE R KA DG B B 40 R a5 s T P 4. AS i B
7 LARAF P X FR BB AEK F ASK T A T 2 i
A HABATANAF B, BT ¥5 S B 0 4 U2 D 5 1 X FR
AN AR A MAC 28 X i i ny i i e gl
KA N A4

(DARTFEY. i TIP3 5 e/ it 1/0 I 4.
AS A] DU A Hb ] B o )i 22 130K

ik RGEE A S A HEE R, BT ASER T
PSR B85 B A L O 5 B A7 A E B R ik — &
AS BT . i Ah— G B A M AEK fil ASK (1 ik
55 g A LAST B B 0 T0AE  Jo s 47 2 2% i Bcis
PRI FNR SR IL LAGRFF — B

(3) ATy vk o. ) B B AR A1 AS IR 55 % 1T
DLERA i A7 Jo Shy 3 01 iz 55 44 B 1 T o Pk T O .

% s 15T A B P A R BT ST I A R
PRAE. [ SCURBCHE fn i 2% L 5 BE PR It R FE %%
i 58 J L A B B I L 2 P i i S IR IR 55
a0 A5 R AR IR B T 3 — )6 T SR AR 2 4 W
1. 7381 Corslet 25 vy H g A7 i 7 19 5 ik
P BRI Z A O A AR B X W T RE
Gy IR Z Ve FE R %R |, Corslet J& — 4> 5
T FUSE S22 30 R 48 Bt e ml DR i
AL B — AR POSIX 2 D XE RS2 L
PR 2 Yy RE. X AL 15 Corslet 5K )2 3C
(G W o I VAR o F(EN 6 P
3.2 WREAELREIE

TELZ 2 BATAE R G %5 18 A T > DG B ]
JL < o] 9/ T B AP ) B B B DA RO R AR
A B T o] Ak 3 BH R SR BT, AN BT 2 iR . 7E Corslet
LAY N 3 N RO AL SR LK 2T
8 SO AN IE Al 55

XA EY. PR E 1 2SR A
TR R R A AL PR SO L Corslet DL4r 3 in 45 1)
T 2R SO BcE . 5 — A SCfF B FB SR ]
X PR 4 FBK, R SEAT %, FBK, 11557
W

FBK;,=HASH(EFB,) ||offset;

H 55« ” s BF 82 (concatenate) , HASH F i
T SO He i A {8 () an il SHA-T 53,
of fset 2B 1 T8 SCHF B D F% . A R L SO B
FR N % A 02 B e WD SR IS A 1 5 B 1 e S 1 DF
TN B X A R T NRB AT R L E 3 A
GFAL s (1) T 2R SO B S8 M il e s T



990 s

Bl

¥ 1 2015 4

B ST PN 25 1) e A o T R P BH SC Y e A 1 D 6 6 ol
REIX A E R R E LR RRE EE T %Y
FEfig s 18] 5 (2) i T AH 8] 9 25 00 SR B 2 75 A 1)
(e A (L R IHGTE W A (805 R 2 A % DR A Dy 5
B 5 R A (A T3] P 25 1) ST Bl 7 AR A ) ) 23 S, 1
ST PR 5 (3) LA Fh 7 RO S FR 2 B B A5 S
Hen s & AR el s i 3 A B =2 R A B I R G
142 A PR FIA SR AR O T 23 TE 40 BG4 # A UF Ak

LARITUEAE . AR RS 2 R4
BRSO a2 R . 78 smd-file B9 1 [R) 45 i H
ACB 1, — 81 & 7% 41 LBK. NI h Al LU
LT A B SR % 4] FBK, AR LBK 3547 7 Jm
%, 9 LA Merkle Tree'™ (18 A7 UL % 42 0 U SC
fF (smd-file) th. BAAZF| 7 LBK B9, A4 0] DL
B A B SO HOE A 2 TN B SR AT R L AR 3
B SO 2.

ACB
Ltk
BT < - M-Tree
ACL T
EALG [EMOD | f========-t======omr
T by LBK ; v 0l
AEK+] - | [ENC, . (Flash, 1| FileBlock 1
‘ FSK - LK o
o lloffset,)
| ASK HMAC S
””” [ Er——TH A 4 | .
[ | FSK(RH,|[1) |«}-----[ENC, , (Hash,[ ]| FileBlock 2
Wi ! E o
Wotas || FSKGRHD | | loffer) ] ¢
| FSK(RH,|3) || 1 : v ‘ i
i - 3 i . ENC, ,(Hash, —r—) FileBlock 3
! = o loffsets) | !
i FSK(RH,|[n) i i .
¥ AT Bl Scf
TR e smd-file d-file

K2 mYEAE

ACB Hid A7 — A S22 5 9] FSKL A Jii
T FSK W P A BA X SO T A B B se g
B EA B HRAEALR X A8 2> N A TE 3. 3 W58 HEAT TE
AR,

SR 55 A, % )2 G o 3 2 0 Ik IR 5%
ar. W 2 s B UE R 55 4 AS FRAF I T P X FR
W AEK R ASK. i & 2 59 UE Al 55 % In % % 41
(AS Encryption Key) , J5 # J& 55 iiF IR 55 i % 4 % H
(AS Signature Key). XA HRA AS HE H
T ok H A AT A S A OR Y. IR 2 W] DL
£ smd-file 1§ ACB v, 8 & % 9] (LBK) FISCHF 2
ZEPIESKOA B AS I AEK fin % i w2 i,
AP AE BT LBK 8 FSK, Kt 5 AS gE47i8
R R AR 2 44 % 91 ASK IR 3 5307 R 42 i) Bk

ACB i) HMAC {H. | ] smd-file #) HMAC {H,
AS FLREAE K B ACB 1Y 5¢ B 11 2 75 8 2 A IR L i H
fth 5z A iy T 6 19 3] ASK, i LA B & & kB ik
ACB N fiE

WAL XY 3 R BRAE AL B H AR 2
BHAT LA e 200 2H 2R K | TE ORI a0 FA % PR 5 52
R R B TR SRR I B
B IAIE U7 o) 452 B LA B A B AR R R e AR A b b iy
CKAE 3.5 TGN AUR.
3.3 mTEMERP

Corslet 38 i3 & SC 4 1) B — A~ He 31380 B SC0i A
(B PRIE B 1Y 52 % M CUNTR SCRT RGR 1 %06 A (B
& Hm A 5 % 1 FBK B — 873 o ik — 20 4 i 2t
W A (B 2 B — BR 8 Z B Merkle Tree.

B 55 1) Merkle Tree M2 s A7 B SR B
A s AR 25 5 OR ORUE L 19 58 B 1, A7 ik 1 2 T
A ILFPHE G By A . XA 07 X T A28 S0 R
Wi L BGE A (H I AR SO S8 B, I8 4 Merkle
Tree B AES FIAF A L LL ARG 1. 78 Corslet Hr, fff
W) Merkle Tree, 4F it 7~ 45 g 2 5 17 il 3C
PEYG Ay A I 3 B,

bHash,|[nHash, M-Tree

bHash,|[nHash, bHash, |[nHash,,

bHash, | bHash, | | [DHash | bHash, )
nHash,,, |~ nHash,,, nHash,,., | nHash,,.,, .,
bHash, .., bHash, ., .,
nHash,,.,,,, ., | | nHash,., ,,
3 Corslet 1) M-Tree
;H\:EP &3 EP bHa\h,E/‘Jlj‘]%?‘ig
HASH(FBD | offset | RAEERIL | S FEERRD
20 Byte 8 Byte 2 Byte 1 Byte 1 Byte

nHash, 1807 3%
nHash,=HASH(bHash,, ..o ||nHash,,.;~ |
loHash, ..o || nHashy,.; ).

Corslet H11) Merkle Tree( L) F #i#k A M-Tree)
S B m SURE BT T2 285 BB A m A
S5 AR Y bHash F SR SCEH D 1 %
FBK . nHash J&45 53 1 (0547 745 55 4 2 DHE IS ©
VRt R 0 7 1. 3 41 8 P T He g e A i
AR RS ¢ B EBAAAE GO AT B AE =S 7D

AR 85 AP AE R IE "R AR IR M-Tree H 45 51 i J2



5 B T — R B AE IR T ML A RS 991

BAETE AR bHash AFAE S E nHash AFTE NN
4505 AFTE) S XS FR e wT AHS Bl IR ) SO s TR
DL R pi e 5 B PR A 3 1 B3 CRAETE B M-Tree 45
AT UAZ 55D,

B xF M-Tree BRSO %5 4 % 8 FSK
WA AE smd-file AR IS A5 88 &b, O T 4R BE5F
RE PRI RE T Z M M-Tree Fl— 43X 28 M-Tree
(18 AR P A £ B R 1 B 3 R DRI — > S 1 e

1E Corslet #, ] bHash, A3 4FE T 03 i 1958
BV nHash AR0E T LLAS 5 0 MR B 19 58 4%
e Br A M-Tree BIAR SEORUE T 38R M-Tree [ 58 %
PE. BT HA B A S S AR A T P A B AR L
IS A Y] FSKOX K AE 3.5 W FEHAUR) .
R AE smd-file W77 AR S Ay R AIE T AR - —
HE 7 SCF N A SR K . 2 ki, ] FSK
N B R M KRR IE T M-Tree BY 58 2 . 1M
M-Tree HAEHL T BT A STAFH 0 B SO Ay o 328 1 PR 47
TR SO R 1 8 R

K H] M-Tree S 47 SO 52 B 14 19 4 4b 5 & 1M
Gy VL. 55 B A BSOS SR SE e iy N 2
NGB EHIT A X S bHash , DL R X 46 e 38 1
MR8 5 Y B AR b BT 283 45 fi 9 nHash. Bz J5 % B8 38T
Jo AR Ay ] FSKH 87 i %5 47 P smd-file Hr. 3X
FEMIE e 5 2% B 02 log ). IR ANl ] M-Tree,
M2 AE A 1) FBK PFEAE— &I & — A,
B AR UE T A FBK 1 58 8 Pk I8 2 W00 HO2 & dc—
A WFEEEH N ITA FBK 47 PR 155 08 7
B o 33 B 1) T4 068 DR ST R 10 Az w422 52 19

T3 A s 2R SO S B S0 e A T IR 25 S e
A (A 58 B PR B 1) 7 =X — ok W LA EE T B ST
FAEAE %A, A T A Al ok mT L OR P 3RS
()45 J2 B 1 A 2 A AR 1Y) (IR SRy ASUASU AR I % ST
S8 B AN 11 T R 5 B LR A AL A 8 i 4 T
T BB AT R B I A 2 LR R B W SR XS ).

TE Corslet o, XF SCF 1 B IR 325 1 18] # 25 %%
o A 17 18] 25 1) 56 B PR ek A M-Tree MG A 19
SERE: ORISR 2 U R) T #F B B M-Tree 25 55 LU
Sk Be 2 f AR 45 A BE AR BT 48 i 4 R o8
MR X R T] LA AR O BB 2 5 i) b Hash , 58 SC 4 B
H4H] FBK By 52 8. K8 M-Tree 45 5 52 8 VR )y
BRI A S EE R W nHash {5,915
smd-file f77 ) nHash {H#E47 H# B )5 K & B —
AN S B 8 B M OO fife 285 10 R B B SCT TS A A
5 FBK o iy B SO Ay 547 HE O

3.4 WIEIBR A 5H

TEM P BV Z 1) = A7 R e rh RO LES 22
RN REZB A R G T EAR S At I 55 #430k
5 TR SO TRl ASCRR S AR AR08 1 T B AR /N (L X
TR P 58 A5 AT AE A I 55 4 1 3k 1P 0 808
SEANDE AL AEXT B TE N B AE A R G0 L AR A
JUT AT Ok )P BB T8 2 KA 22 L TR hy 2 3l £ AN IR ik 4
B B P Ak 2 X SO AT U ) S 7 R AR R
AR R DG 25 G FBT N % -4 0 1 25 1 o R AR AR AL
A U A)ASCBIR A P G mp G S 1 T N R 2 A
) EE b R ) R e M BE L O S SO I R v S ek
Bl

Ry T WD KRR AR T A Ok 1Y %A I B L Corslet
K AT S BRI R X TR — A SO B
AR S RA S E NN A KB EN,
W R IN L XAEAR AR FE L B AR TR AR X
PERE RS . % T smd-file i & WIASSR , — BACRR
R R A T B ORI SO R A B
LBK #3042 4 % 91 FSK, 4R J5 A8 19 LBK X} ff
A SO FBK, E8in % . F i FSK X pr
AWM A5 RH, B8 %, 1 F Corslet HXf B f
(1 FBK Ml RH HE17 380N , 368 A 6 SCF et 47
FAHOME AL Z T R > THAER £ MR
B AR R FRAR  H b mT A B 2% 4 )2 W B ML
PR EE M. 340, Y SO B N A B UE S B NG
A (A 2 Z AE T SO % 4] FBK Wik B 3
(% T B A, A G Corslet T6 745 B2 A 1 45 5 A%
PR LB AE o T — 25 52 2 19 Oy 1 R 83 1 1) 23 [
A SESCHE R Dy s T RS R X
Nk — 2 WA T AR ZS RS, S5 A A —
S AR RS L T O AN SO R A& T
Corslet S4B 1) SCAF B 9 50 1 » 31X A0 7F — & R I
P T HERE.
3.5 imiEhin

Corslet By 3CAFJT ) BRI 5 © A I SCHF & 48
eR R U [a] PR S L kS SR HLAG T e A T fRT A T AR AR
L TEXE PR K& P 5 IR IR 55 45 R A58 1R
BIRHT SSL % . fe A 44 v 1 2% R B {5 11 [i)
B AN B IR 55 2% AS H A 4E B T A 0 FR
BT 7 v A AR H OO B R AR A
AT A 25 B o 33 AN AT BRL 7R 88 T LI s/ T % A
72 0 X, T R 2 4. Corslet RERS MR — 5, 5T
TR B ST T PR DL %5 AN BT 40 1 2 N RS T 2
BUAR XA L.



992 iHom

Bl

¥ 1 2015 4

BUyiAiE. 7E Corslet #13% [ X509 #x i >k sZ 3
SO IAE. AP #EE 2 CA BiE— e,
PIME—FR iR A O S0y, M F S iS5 IE IR 5 A
ASHEAERS . 25005 AS g — 4> SSL # 0. %
TR ST W A 2 P v 23 6 P B ik R ik 4
ASZUE T AS BEHIEJS . AS 44 B & 1Yk
P R IR 457 P Ui AR B ER A O 1 B 3 45 B
W5 . SSL i 42 15 2CHE 7. Bt UL L 7 5 UIE R 55 2
AS iy B EEE S S PR B Y E Y, BN TR
F18) 308 {5 T A B 13 P RS ) A

B SO, B SRR AN T -

(1) % P i 90 46 A — > B0 SC g sk . Horp
F SCAF 44 s Bk n 8 R 2L U7 ) 45 ) 81 R AR AR
KRG B A SR ik 45 Bk IR 95 4% AS.

(2) AS W B3 5K J5 o SO A Bt & 7 %
LBK #3042 44 %5 B FSK, I 03X 9 A4~ 25 5 1 95 31
JIR 55 4 0 %5 % B0 AEK #E47 %, B H ACB(Z %
Bl 2) ., 45 8 130 Uk Ik 55 4% % 45 % 8 ASK 353 i
ACB ) HMAC . 55 ¥ A AR 08 A 5 3%, 05 4R
BT ACB 3R 81 45 % 7 i

(3) F oA dl AS & B ACB 7EA7-i Rk 55 4%
BT SO BOHE SO d-file 22 42 T U SC
4 smd-file.

BESCAE. B IRR A

(1) % 7 v AFEAids ik 55 4 H 4R 31 42 4 o 8l SC
4 smd-file, M52 5 ACB 9 N %5, 36 i3 ok 5
ACB &% 5 BE il 55 2% AS.

(2) AS Bt & ACB 1Y 58 % 1, 4R J5 il i
ACL i 5] 4 1 51 & I 7 1 7 2 5 A AR L 4555
AEK ¥ LBK #i1 FSK %% 1 3k . 3 ] FSK fi# % A3
ME TS BE R (] T HIF M-Tree W52 B ME) , & J5 8
LBK FIHL I 7 4 20 0] 25 % 7 3.

(3) % ;i LBK 48575 227 ] 3 /9 SCF e i
Yo ] FBK fif 2 12k, 0 0F M-Tree S H AR A 1Y
SEREE. B2 N d-file H s A OC 9 SO B I X
N F) FBK fiff 2% 45 21 W 3, I % W] S0 580 08 A R A 35
AP 5 B k.

53 53R AR

(1) % 7 o Ak 1z 55 45 v 4R 380 22 42 S0 $idis SC
F smd-file, W\ 52 0 ACB 9 N 25, 36 5 ik 5
ACB k% 5 B E R 55 48 AS.

(2) AS H et & ACB 1Y 58 % 1k, R J5 o
ACL i 5] 45 1 51 2 4 W FH - 0 5 A 5 AR L 455

AEK ¥ LBK 1 FSK it 25 i\ 3% , 3t F FSK fi# 55 i
W 7Bk 25, 55 A8 LBK  FSK AR 14 75 4% 3238 0] 44
& .

(3) % Fui L LBK $8 7 %297 ) 2] 1) 34 ey
Heag 4] FBK fif 2 ok B IE M-Tree & HAR M 7 (1)
SEAEVE. ORI RS N B LA S B R R
W A FUBE G FBK 3 BT 19 FBK X 8504k 28 17 %
B A d-file . [F B, 875 E B M-Tree, #1153
HE G A5 F FH FSK % . 5 A smd-file H.

S, LS R AR AN

(D) SCHHA & DA I 55 2% H #83] smd-file,
B2 ACB. #3023 5k il ACB K3k 45 AS. 3C
RS =24 3R o A G B AR U () 45 41 1) 2% ACL Hjim A
WLl Y P LA P B TR A R A 1 R

(2) AS i ek #tr ACB (1 52 4 M, 3F 0 25 1%
FURTE N A . BN s R v [a)
PR A B ACL I F 36 IF IR 55 4% 25 45 %5 41
ASK H it ACB (1 HMAC {A. &5 ¥ 55 5 1
ACB iR [0 45 % J1 3.

(3) & Pt b B i) ACB 5 A F| smd-file .

FRR RS . A PR ) I R N T

(D) % 7 ity MAAFA% IR 55 % T 3R 3] smd-file, 132 H
ACB. JUALBR 44 5 5K 71 ACB & 3% 45 AS. BUBR i
BT SR R A R R e P AT AR R S
FR A SR AR I BT L 2 B A A AR A n DA 52 T AR
FRL % 2 o O A R 4645 .

(2) AS F ek ACB [y 58 81k Ik 2 iz
FURA R SCHE A 3. 4 8 AR & P i 119 34 5K T8
Vi) 5 il 51 F ACL, SR J5 58 8 B & T % 9 LBK
FSC 25 4 % 41 FSK, I F 56 UE AR 55 #% N %% 2% 4]
AEK X #ii LBK #1 FSK #£47/m%5 . 5 A ACB .
IS P3G UE MR 55 #4825 4 % 81 ASK H B8 ACB
() HMAC {8 . % % %7 J5 19 ACBLIH Y LBK il FSK.,
B LBK A1 FSK iR 1] 48 % F2 i

(3) % ;i FIH A LBK K e A Y SC1F B 5% 4]
FBK fi# %, 3 Fl B i LBK xF 134T %, 5 A
smd-file Hr. I IH 9 FSK X I A (49 4R 0 7 6 47 1
%I BTG FSK X AR S Ay #4701 % . 5 A smd-file
W B JEKEE TR 1 ACB 5 A smd-file H.

3.6 IEFMERIES AR
AWFFEAE Corslet H 2B T — 2 70 57 (1) BIAIL il

@ SSL/TLS. http://tools. ietf. org/html/rfc5246



5 B T — R B AE IR T ML A RS

993

CRLAE SCPF 35 B 28 72 1% B0 R S B S B )%
R AE SO B0 19— Bk, Corslet SEHF 24 FE K i
fri] — A~ 3CF.

T &R Corslet ¥k RE . A BF 586 1 T 2% 4%
ALl A e ARK T g 28 5 48 A 360 1) 8. 081 g 1 i)
# Yy M-Tree F R = )2 45 55 09 WA SCR A E N AT+
L ) 0 ) R O a0 S A S PAT B ) A 8 B AT R
25 Al smd-file, 3 FE AT DA > 78 58 58 1 A2 56 5 A%
Hixt M-Tree R = J2 45 55 22 K 1/ O 3 [n] 0 fife 2% 1)
FEE. AH R H AT LI B2 AE ) M-Tree 45 g% 7 —
AR TS TR A SR R M RR I  BORE T LA 3B G X % AF 11
M-Tree %% 55 5 & K56 56 3 1.

AR P B — B s AT A S L KR
A5 AE IS T B2 AT 88 1) 50 A S v 6 N P S
118 PEAL B, 9K I A28 4 T8 B8 v 52 AR 56 1 3¢
PEECAE i 2 40 O SO 20O L SR s T SRR % A
FBK X i3 £ 25 £H 38 17 fife 1, 7RI 3 28 %85 499 fiff 2 4K
P SCAF A 2 B OB S R R R O TR
PERE AW 52 7E Corslet HrS2 3 T — & 4k 57 19 5% 47
G0 Bl U 0] 1 SR B B SCHEA TR AT L X AH A5 A
R AR BE A A W WD TR LB 1/ O R AE
S8 R R A I A % A %5 T

FE RSB A WFSE T Radix Tree™ 3k
LS YR AF 33X T DA e 8 %ot 8 A Hth A7 A 4R
AFIMN R 6] i 1 T LRU 5 26 ok 45 B 28 77 3
PE AL AT E. 5y AN T 58 3 1 B HL Ok
PRUE SR A7 Z 40 1 1 1

4 Thee ke

et Corslet (M) REFIPEREFEAT T — R
W, 45 35 1 Corslet 768 AT AF AY M) 28 M AE fifh 26
55 R TR B A 0% &2 4 T AR L I A 2 L 56 R VA
B SO = 5 RBR RS SRR 2 1 TR DL R
Bonnie+-+® #1 10zone® 3k il it Corslet [¥) # {4
PERE.

4.1 Theeilik

X 3 Bk Ss AExF Corslet #1471 2R i,
Hrp— G MR AE A Corslet BYTRIER 55 #¢ AS. [F]
B2 NFSv4 19 IRk 55 4% 3 5 75 b W & IR 55 28 4F
NESv4 ()% P 3 L K Corslet B2 1 3%, 43 51 LA FH
FA AP B & F Corslet H:#7E NFSvd 2
MK AR AR 2 B,

% 2 Corslet Ifj g il izt

P N 7 LR
Bopn A PR BEad Corslet  SCHF A Jin % J5 B9 AL A% - 6
BE MR A A SO fa B 3L

Bt s B G2 3t Corslet
SR S B e B S
SRR AE B 04X S 1Y 7 )
TR 15/ 5 BB Z i B
BT/ SRR G . DL Bl
BB G Xof 3C 4 47 32/ 5 # 1E
RS

Corslet 4t th 3C fF 5¢ 4 4 i |
IR B

T /5 BUIR Z AT L R ok
ARG X SCHF R B/
Y2 D W s W52 T 18/ 5 LIRS
X SCAF R/ AR IR T

4.2 MENKXREESHEERE

P BE I 32 70 A6 17 2R 555 0 W 5 TG R I IR 55 4%
®1Z-% Sun SunFire™ V20z,1. SGHz i) AMD 4%
CPU,4GB NAE . P & Mk 55 # 6] LA T JK Jag 3l I i 42
— B MO IR 5 AR, — B UE . BRI R R
Debian Linux 2.6.30 N #, fuse 2.8.1, openssl
0. 9. 8k.

TEZAHUR AP B AT T SHA-L s Ok
B A T SHA-1 By MAC B HMAC kit
B MAC, AES-256 F 31 R 5 BR A 1 ik %% R %
cfb g BRI Y 2 A =X CRF P o ) D) ok e SO
O B £ S g AN A D L T X509 & 41 R HOK
S B 1 B

B Corslet XHFHRK/N Ny 64 KB, X J2 i 7+
R 5 LLR SO T o . a0 R 26 Corslet i
FAAE/N ST B 2o A7 il R85 o, e a] RUAR J7 8 3 %k 5S¢
YR /N AT IR

£ M-Tree W45 I i # T M-Tree () X HCH
64, - HLE —BR M-Tree & A BT 4 2. X H Y
PEaE N T AE M-Tree 58 % M1 56 I 98 D 1 3 1/ 0.
M-Tree 1 J2 50k D 75 2 3E 4T 19 1/0 #2455 i .
Sebr EAE BAR L E R T A ALK PR IE B IR
M-Tree e MR TR Z Rt 1 K 1/0 #4E. 5
AR SO e R+ 512 B M-Tree, Jir Pk Corslet
B K] LASCHR RN 8TB 1 3.
4.3 INEREFFEH

Fe B HE— A SO B S DA S BT S
PLERIR 64 KB AR 5 A 500 MB [ 4 %5, T X
500 MIB 1 PN 25 532 JCHS o e i G M S 36 3 41 i
I R A Aot ST AR A e A e 2 O

AR 3 FT LA H 0 fige 285 %) O 4 R 43 0 0 S
PRI 1Y 0 A% %% b, 5 A B HRAE T 3T M-Tree
S5 R 5 ERAE P IR SO B A L R T

@ Bonnie+-+. http://www. coker. com. au/bonnie+-+/
@ 1Ozone. http://www. iozone. org/



994 it (= & i 2015 4f
F 3 XHRIENMBEZFHE 0 Bonnie-+ + B LR Corslet VS Ext3
PR MREERE ROTR/ms BdTE (R go]
% FSK. LBK 0.013 AS SO _dor m Ext3 %
create Jin# FSK, LBK 0.009 AS ST @
145 ACB HMAC 0. 048 AS B g s0r
#%if ACB HMAC  0.049 AS SR E a0k
Open fif % FSK. LBK 0.013 AS S =
fife 2 AR A BE R 0.013 AS G 10l
Close Jin % MjTrcc 2.453 5% A ’_%
in 2 AR ey A i R 0.005 5% A 0 T
W3 M-Tree 45 /& (i 0.314 G# P FRRES PRiES 5o FATRE R Bk
B E M-Tree R 7 0.661 E#  M-Tree %% K 4 Bonnie++ BHLIK Corslet vs Ext3
Write 318 M-Tree 45 il 2556.483  HF X%
il‘%:}M*Tre{e R 7 16. 595 5% M*'{I‘ree?& EH 4\ TU%L‘H Corslet ﬁ Ext3 *H [:I: jc,ﬁ:ij%
fin 2% He 9996.914 EF 4
it W AEHERE AR R T 313000 17, 4%,
Rt SPEMCTRIGG 200t NTueosn BRSO 51 T . T
%ﬁifﬁi;é% 2055, 207 Zi i;iﬁ JE 955 PR RE Y B R M T 53. 6 Y01 55. 6%, AR

H0 I ) 3 R O T g BEAPE AR ) T 8. DAL
T8 BRI N A I R/ GIE e . 53 41 ikl L&
HEIE 55 4 AS B2 5 B4R AE T2 B L AR
LhE N

T IR S 3 R ER ARCE 5 T A T A
57 SO A B PIA B IKT 500 A ANTH]
(X SO AR R BEA R L 135 H 3X 500 ST
A BR T 28 O 15 55 AR i i K Al A1) A AL FR 4 38 it
B A0k TR — 2B I LT 6 O I R ST 4R
FNERAESE B D) L 3R 4 Fs.

F 4 Corslet 1% [R 12 {E B i8] FF 54

PR R i 18] FF 44 / ms
PSS 3.553

AR T2 3.578

A BR F8 5. 240

MR 4 FTLLUE H f T S0P R 3 = 808 AR T
G U T A B U7 Il 45 i 81 3R ACL JF 8
Bt ACB ) HMAC REAT, PR g 3 38 AR P i A
PR a4 75 28 518 2E L LBK #1 FSK, Jf % 2 A 1 3
R BH LA B R e A i 2% 0 85 o DR) O A X ok 13
FEIT A S AH T8 7 20X SO B 45 64T 3R
TN R i AR R
4.4 XHEFAUR
40401 ROCHFEES Ik

5 42 WA RIS T L Bonnie++
1. 03e X} Ext3 F1 Corslet #E47 T M. 5% 76 & 1 i
M A 1 SO R 48 Ext3 Fig 4T Bonnie++ YL fE
SRJEH Corslet Z87E Ext3 I+, iz 17 Bonnie-++ Il
i Corslet BYHERE. XS5 RANE 4 s,

BE WS P RE R R TR M A DR R R R RO 1 A
YE . Corslet # T 246 5 56 #& Pk, A 45 U7 0] ¥ S 31 1Y
A sE R LA S M-Tree 588 . Xl T7E
S Corslet L?%T 64 KB 1E Ry SCARH KN WR1
SE VT I) SO S b ) — A T 0 B A SO
E@Wﬁﬁ%”ﬁ\%ﬁ%ﬁ%mg PE o R I o 5 R BE 1 32
5o AT 211 58 B 1 R 5 T .

e £ NFSv4d #3855 T X) Corslet #4717 I3
38R R 1 A [) 9 900 42 30 5 & £ ] Bonnie ++- > il
B B Mg g o — B TR IR 55 & AS. IRl
T2 NFSvd Iz 55 s 52 A7 6 IR 55 o5 — &5 M 55 4 BR
4% NFSv4 & P, 152 Corslet & /7 i CBf Corslet
H# 7E NFSv4d Z ). JoJ5 7E Corslet $: # & #1
NFSv4 #:2% /5 iz 47T Bonnie+ + #4703, 1) 3 45
LR 5 Frw.

Bonnie++ HHLIMIKCorslet VS NFSv4

40
.
NESv4
30 % 7
=2
Z 20
5 15
10+
5 -
O P hY iz Y ez iz P hY = Y R
FUREE YRS EE PATRIER PURIE L

5  Bonnie+-+ FHLI3 Corslet vs NFSv4

XFECIE 4 FE S A LA AR B, NFSv4 Fil Ext3 A
I BrERems R T 100 A4 HE R NI T 40%
PLE X 202 i NFSv4 51 AR R 2% -85 F0 p iSO
80 i Corslet (14 5822 ALAR /N, HAA BE T
K X2 Ry Corslet 51 A SCAF N 25 i %5 F0 ¢
FEPER IR ST R PERE MR EZ R AL By T



5 B T — R B AE IR T ML A RS 995

BEAE R A ALY, CPU A e £ ok i #9
I NFSv4 BEIRHNES T IRZ2 46400 1/0 B HIF K
A 5 3 Al HC R O Y R EE L ol 2 56 CPU 1Y
PEREAR SR B B, AF LA Corslet 114 68 H 7 B 5k 19
TRE. HHEN TE R AFAE IS L BEE S £
Wt B R 2 i i 1S 22, 3T 0 B8 ) n 1 5 T H AR
P ANFE RN LA, Corslet 844 BE 45 2 4 R ik AN BH
. T IR AR X Corslet #4717 A #F K.

TEAEREDM b B PR R BER T 1 5 & G B AR [
IR 55 28, B 5 & Dell PowerEdge™ M605, ik 55 #%
WAHEPA 2. 8GHz iy AMD U# CPU,8GB 7.
B BRI 55 I AN 2 A% D A ] 5 S Y R
INEFEN 16GB. X 5 GlkFah. A 1 61EH
NFSv4 1 IR 55 & - 5 A Ml £ 09 — > Ext3 X%
th L XA AE A I 55 1 B A R B R 55 A% . AR
3EERE P . T NFSv4, IR 7R H FH 2
Corslet.

XK FH T 10zone 3. 347 34702, K28 10zone
HAERNATIRE. SEik 3 & % 5 i [\ B 78 A HL Y
NESv4 H: 3 F AT 10zone FEMIK . 28 )5 2613
A TE Corslet FEZ N E A5 2245 R W& 6 .

10zoneHEFEMK Corslet VS NFSv4

70
250
)

% 40}

=30

2 50l
0

I35 FEHLE I 1552 iERiINB
K 6 IO0zone & BEMHE, Corslet vs NFSv4

HE 6 7] AF H, Corslet Z27E NFSv4d Z | )
RAVT R E R F T NFSv4 i 95% L . Hak )
TG B PR REAR R Hh T UL 2 % P s b 22 )
TEA# R 55 BN T RS, Corslet 5] AR5 T 45wk AR
AR T, SCIES R LW TE 5 A7 B85 b L Corslet
4 RE 1S BIAR &7 (19 7 H.
44,2 RS /NSO S IR

R S B PR 45 v i A AE X KRB/ SO B AR
K AR T Corslet 1 NFS 78 W 2% 3155 T % K
FUB N OB PEREXT L. ZIKE T T 3 Bk
55 o3 E R 2 A Al 1 ST IR 55 45 L DGR iR 55 s 1
7 v o RS P B R0 R B A T A RN 2 T
i I0zone Wk 55 #x AH ). ZEXF NES F1 Corslet i

B o L & 43 ) E AR N B 2 ST X 1000 A4
INSCAE AT R VS R A A R A SRR
K/NEEE S 512 KB, MR ) 25 & 7 frs.

KA N SCAEIRACorslet VS NFSv4

161 4 NFSv4

iy 5 MR 15
7 KAk E /D SO Corslet vs NFSv4

i & 7 AT LLE H, Corslet R2GEH NFSv4 A 1L
ANSC A B S R AR AR 4y B R BE T 50. 704
43. 1% X & 2y Corslet 7E &5 R Ui 8] B0 486 SC A4 1)
[F) Bsf o 30 i 2 1 0] 22 42 T B 36 SC A AE A 3N SO
B Ab 322 4 ST R T o 6 B ) B A9 b R ST BT o
4 LU 2 R, M 52 350 Corslet 1/ SCAF b B BE
AR A

TESEPRVi A b,y T AP fig . Corslet $2 4 T
ZAFHLH  RE O AEAR KRR B b ole s /N SO S 1 1k
RE. 4N, 4 Corslet F 48 # R Ui 8] B A~ SCOF B
FHANEC N H BT )3 2 KR T

5 MXIE

A SCTAE S MR TAER X e an gk 5. o
CFS & B 1 m #% S R e 2 —. CFS & — A~ i
LRI S0 R G0 AR RE S B R AL Z A0 % S
SR SRR AT I . CFS ] — A>3 41 51 i i 2%
A B b SO U7 R 4 ) o G e % A
Y HAB T L kg T CFS B AYE— & Hles i
FroHURL BE A =2, 5 HOAS DX 0 BEABR A5 5 AL RR.

Cryptfs™ |ECFS® | Cepheus™ Fil TCFSM? #
J& CFS 135 4 48 Fp. Cryptfs W 30 4 % #r %% 4
VPS5 Cepheus W 51 AT 8 & ok 52 B
JH P 20 8] 0y St =2 48 B, ARO0E — > 7T {5 1 25 81 I 55 4%
A7 P AR Bk AT B 0 DA IE [ I AR
FEAi# IR 55 o SEBRUT IRl 4] B B0 — 1> 32 L B A

@ Bindel D, Chew M, Wells C. Extended cryptographic file

system. http://citeseerx. ist. psu. edu/viewdoc/download
2doi=10. 1. 1. 22. 4339 &.rep=repl &.type=pdf



996 oomoom % # 2015 4
£5 MEXHREMETE L
R B VR 0 R e
RTP-NFSvall - 3efpde BPL AR T %gi%@fﬁiﬁ%ﬂbuﬁmﬁ T — i g‘;;fff;f%;ss%
CRUSTI i mebl atieml e pRALCHRHURRERET o mer e 0%m
SiRiUS!7) XA ﬁg KA gfﬁ#ﬁ;# ﬁggﬁg;@;@?ﬁﬁigp T L tt NFS 18 80% L |-
Pluwd R BB AR e EREXMSAAREES 4 —m e ERR
Coster Scfbde T apiksl VTN SHRIECACLIEMERT 6 B NFSHIE S

FRARUES (1) % 4 SCF & 5t ECES il Cepheus #B 52
TR Y. TCES Sy &4 P ik — 4> £ % 41
KA IZ WS . X 4 DU RGEHA
RE DX p i e s

NCryptfs* J&— A 78 4 4% 24 55 3 1Y %8 4 S
R, LR — B Py B Z P SRt s [ 2
To vk SRR MR Y SO S =2

Tahoe " J& — A~ 43 M X% 230 R 5 AL 36 Ui
(] 2 ) I e B R A A AE T RE L DL AR T AN
o S B AR . W B TE — D Bl 9 & 1 IR 55 .
Round-Trip Privacy with NFSv4"* & #E NFSv4 |-
B —A~ ook, B 8T NFSv4 H i) RPCSEC_GSS
W AT SO I 55 4% b /Y SCHF DL ST SUFE i R
RTP-NFSv4 J-5A X 3P 347 58 B kA 4. %5 41
HL R T 5 5. Farsite ™ &2 — N Z 230 R G i
ik — B Y SO IR 55 A D RE L SE PR B 2
G AT E T ALAL L. Farsite 38 i3 £ Bl A<
AL $2 A4 SO AT A 0 AT 5 P e R DRAIE SC
N ARl g — S BE BT 1T & JE R Y Bl
R AR IR SCHF A E S B dls 1 58 B 1. Tahoe, RTP-
NEFSv4 Farsite =& 15 ] A BR 42 il AL ) % K 1t
FRR A S 3 2 5 BRI SRR AR AN G

CryptosFS"™ Fil SNAD" # f F 1 25 #h 51 1
A AR R S IV (8] 45 R O L R SR R 55 2 ok 1
UE P (8 7 [ AR PR b 5 2 52 4 1 A SR R 55
CryptosFS By F F 7 22 {8 F X5 7k %85 B M\ 22 42 0 %K
I8 ST A 2 R L A RS R B P K X AR
B2 o RO SO DR B R R B AR B L R 2
SR,

SIRIUS! & — AR S0 R 58 o B A 1 3
ARGt LR SIRIUS fi F T & 19 36 % Fr %
PAIEAT AR P ) S B 75— AR T T A FABH IR 55 %%
1 SIRIUS Hfv, SO 2 B A BN 25 109, 58 B P
L2 X A SCPE TR0 A 19, AR SRR I 5 B R
hnas M BE TR 8K, Plutus™ [RIRE 8 FH T 23 FABH hn
R ER L SR T 2H I SR SR L BEBIL D ) S
2N 5 J1Re. Plutus SR T TP ) 3 2 S04 %
8 5% PR 8 BRPIL AR 2 A ] P AR ) SR I 5 2 1]
SCHFRA 5 3R B8 B L 33X B WL 2SR SR A 5
I E4Z. CRUSTM 1 SiRiUS —&f, th 2 — Pk =L
SR GE AR BA A FAB IR R & L A
fir s HRAE T X AR % 4. CRUST 4R i — 28 2% 3L 11
KA S84 ok S B o3 A X 8 L A I TR AASLRR
U S5 55 X 2 SR P EON 2 % R4 S
BARLFIr K A E SN P B Z ST
f# . CRUST #1 Plutus #5{# i 7 Merkle Treet™ 3§
PRAE ST 58 B A

SPLETAEH H, Corslet B A %5 11 i #9 {f #.
Corslet & — P HA KA E N REW L2 BAF
RS TR C A XM RFEZ . Corslet f—
£ H O RBERFEE RS AR T 2= 476 I 55 4% BR
X509 B iAAIE 41 . Corslet ¥ % FI 1 BT A 0 it 5
S O % ok S NS /N I E B | R NP A P S
/I, Corslet X SCE 7y Y i %% . i FH 1 J2 0% 4
A TRAL TR A0l Y B 5 B 2 A BLRL L JH P T i 4T
Al 25 B B 10 15 %% 51 487 B S &2 42 = &K Corslet
R HIT B C A S 90 B e A5 i SRR s BL R .
it A7 5 B D S A LT AR T TR A s ) Y T



5 3 [CE

— M T ARG T L AR G 997

Corslet % FH T ok # J5 1 Merkle Hash Tree Fl 2%
AERLT o o7 50 B VR AG A 5 e, IF o JF kS St
Al HE.

SCHA BT R R B A A R GG L
PR P FEAS R AR 10 I 285 20455 Tl o A A 21 58 N 75 318K
Py 24l 5 ARSI RIE IR 55 4 X E R G4
P B T XF 2= A7 A Ik 55 2 00 A o AR 8 38 4 B R
AT B 2 A7 DL FH 37 5% - IRl B 36 F A 55 2 R Sk 322
A7 BRI L 28 5 v ) AT 4 R

AR L 2B R G Corslet, HE A 1Y
ARG T R AR 2 A R A AL R IR
P T B PE ORI DL S SO U 8] 45 06 55 [R] B, Corslet
B SRy T BERL YT IR 5 JF & U5 A]. %) Corslet Y
PERE M 25 R R W] Corslet i3k 7E NFSv4 2 |
WARMTERE FFEAE 5% . i Al W, Corslet 7E 42
PSR R 1Y 22 A P DR A Y W) IR i Ay ok B 40 A0 P B
EP IRV E T N

2 % x #

[1] Sandberg R, Goldberg D, Kleiman S, et al. Design and
implementation of the SUN network filesystem//Proceedings
of the Summer USENIX Conference. Portland, USA, 1985.
119-130

[2] Weil S, Brandt S, Miller E, et al. Ceph: A scalable, high-
performance distributed file system//Proceedings of the 7th
Symposium on Operating Systems Design and Implementation.
Seattle, USA, 2006 307-320

[3] Hasan R, Myagmar S, Lee A J, Yurcik W. Toward a threat
model for storage systems//Proceedings of the 2005 ACM
Workshop on Storage Security and Survivability. Fairfax,
USA, 2005: 94-102

[4] Kallahalla M, Riedel E, Swaminathan R, et al. Plutus:
Scalable secure file sharing on untrusted storage//Proceed-
ings of the 2nd USENIX File and Storage Technologies. San
Francisco, USA, 2003: 29-42

[5] Riedel E, Kallahalla M, Swaminathan R. A framework for
evaluating storage system security//Proceedings of the 1st
USENIX File and Storage Technologies. Monterey, USA,
2002 15-30

[6] Fu K. Group Sharing and Random Access in Cryptographic
Storage File Systems[ M. S. dissertation ]. Massachusetts

Institute of Technology, Boston, USA, 1999

[7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

Merkle R. A digital signature based on a conventional
encryption function//Proceedings of the Conference on the
Theory and Applications of Cryptographic Techniques on
Advances in Cryptology. Santa Barbara, USA, 1987. 369-378
Geron E, Wool A. CRUST: Cryptographic remote untrusted
storage without public keys//Poceedings of the 4th Interna-
tional TEEE Security in Storage Workshop. San Diego,
USA, 2007 3-14

Bovet A, Cesati M. Understanding the Linux Kernel. 3rd
Edition. Translated by Chen Li-Jun, Zhang Qiong-Sheng,
Zhang Hong-Wei. Beijing: China Electric Power Press, 2007
(in Chinese)

(Bovet A, Cesati M. A B Linux N#. 26 3 M. A
B ookBOUE, SRR, 7. At EHE Iy H R, 2007)
Blaze M. A cryptographic file system for Unix//Proceedings
of the ACM Conference on Computer and Communications
Security. Scottsdale, AZ, USA, 1993. 9-16

Zadok E, Badulescu I, Shender A. Cryptfs: A stackable
vnode level encryption file system. Columbia University,
New York: Technical Report CUCS-021-98, 1998

Cattaneo G, Catuogno L. Sorbo A D, Persiano P. The
design and implementation of a transparent cryptographic file
system for Unix//Proceedings of the USENIX Annual
Technical Conference. Boston, USA, 2001: 199-212
Wright C, Martino M, Zadok E. NCryptfs: A secure and
convenient cryptographic file system//Proceedings of the
USENIX Annual Technical Conference. San Antonio, USA,
2003. 197-210

Wilcox-O” Hearn Z, Warner B. Tahoe: The least-authority
filesystem//Proceedings of the 4th ACM International
Workshop on Storage Security and Survivability. Alexandria,
USA, 2008 21-26

Traeger A, Thangavelu K, Zadok E. Round-trip privacy
with NFSv4//Proceedings of the 2007 ACM Workshop on
Storage Security and Survivability. Alexandria, USA, 2007
1-6

Adya A, Bolosky W, Castro M, Cermak G, et al
FARSITE: Federated, available, and reliable storage for an
incompletely trusted environment//Proceedings of the 5th
Symposium on Operating Systems Design and Implementation.
San Francisco, USA, 2002;: 1-14

O’ Shanahan P. CryptosFS: Fast cryptographic secure NFS
[M. S. dissertation]. The University of Dublin, Ireland.
2000

Miller E, Freeman W, Long D, Reed B. Strong security for
network-attached storage//Proceedings of the 1st USENIX
File and Storage Technologies. Monterey, USA, 2002; 1-13
Goh E, Shacham H, Modadugu N, Boneh D. SiRiUS.;
Securing remote untrusted storage//Proceedings of the 10th
Network and Distributed Systems Security Symposium. San

Diego, USA, 2003; 131-145



998 i "

Eie 2015 4

E

XUE Mao, born in 1986, M. S.
candidate. His research interest is in the

area of secure cloud storage system.

Background

This research is supported by the National Natural
Science Foundation of China (Grant No. 60925006) and the
National High Technology Research and Development Program
(863 Program) of China (Grant No. 2009AA01A403).

This paper focuses on the problem of data security under
shared storage environment. Amount these years, cloud
storage is becoming more and more popular, users’ data is
moved from local disk to shared distributed storage, which
makes the users can hardly guarantee the safety of their data.
In view of the shared storage provider may use the users’
data in improper ways, we can’t trust them. So we eagerly
need third-party authorities, who is totally irrelevant with
the storage providers, to offer secure services.

This paper proposes a secure storage system called
Corslet, which can be deployed by the third-party authorities
to protect users’ data on the shared storage. There are
several key problems in secure storage system over shared
storage environment, such as how to isolate the secure
storage system from the underlying file system, how to
authenticate users, how to protect data’s confidentiality and

integrity, how to manage and distribute huge number of
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keys, and how to handle authorization and permission
revocation, etc.

Corslet is a secure and efficient stackable file system,
which solves the problems mentioned above well. Corslet can
guarantee the confidentiality and integrity of user data with
the support of access randomness and concurrency, while
saving users from complexity of key management. For users’
convenience, Corslet allows users to choose which files are
stored in encrypted form and which are kept in plaintext. By
measuring its performance on several tests and benchmarks,
we show that Corslet has acceptable overhead while providing
strong security. In addition, Corslet has good scalability.

Our research group has been conducting research on
several areas related to storage QoS, which include data
distribution, storage virtualization and storage management,
storage security, etc. Our group has proposed techniques and
developed systems to enhance various aspects of QoS for
storage, including performance, reliability, {flexibility,

manageability and security. We have published a number of

high-quality papers in these research areas.



