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Abstract  The detection and classification of malware are essential processes for identifying
potential threats, recognizing malware families, and mitigating security risks. These tasks are critical
in various applications, such as personal privacy protection and system security maintenance.
However, traditional malware detection and classification methods face significant challenges,
particularly when encountering new malware variants that employ advanced obfuscation techniques.
Specifically, these methods often suffer from low detection accuracy, high false positive rates, and

substantial computational costs. As a result, the growing complexity of malware has made it increasingly
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difficult for traditional approaches to maintain the effectiveness needed for real-time security
applications. In response to these limitations, deep learning-based imaging techniques have emerged
as a significant area of research, offering potential solutions to the problems associated with
traditional detection methods. This paper aims to provide a comprehensive review and analysis of
the application of imaging techniques in malware detection and classification. Initially, the paper
presents an overview of malware, defining its characteristics, tracing its evolution, and discussing
the commonly used obfuscation and evasion techniques that enable malware to evade traditional
detection methods. Furthermore, the limitations of conventional detection techniques, including
static analysis, dynamic analysis, and machine learning-based methods, are explored in detail.
These traditional approaches often struggle to effectively address the challenges posed by complex
obfuscation strategies and previously unknown malware variants, which limit their overall
effectiveness in real-world scenarios. The growing sophistication of malware continues to expose
the weaknesses in these conventional methods, underscoring the need for innovative solutions.
Following this, the paper systematically summarizes the latest research advancements in imaging-
based malware detection methods. This involves transforming malware binaries into images,
which can then be processed using deep learning models for classification. The effectiveness of
these techniques is evaluated across different malware types and platforms, such as Windows,
Android, and Internet of Things devices. A detailed evaluation of the imaging techniques
highlights their ability to improve detection accuracy, counter advanced obfuscation techniques,
and effectively manage new and evolving malware variants. The paper also emphasizes the unique
advantages that imaging-based approaches provide, particularly in enhancing the robustness and
adaptability of detection models, which is critical when dealing with increasingly sophisticated
malware threats. These approaches are proving to be not only more accurate but also more
efficient in detecting complex malware. In addition to reviewing detection methods, this paper
introduces and analyzes various datasets that are commonly used to evaluate the performance of
experimental models. Datasets are crucial for benchmarking model effectiveness, yet issues such
as insufficient data volume and class imbalance pose ongoing challenges. The paper discusses
various solutions proposed by recent research to address these problems, including techniques for
augmenting limited data and strategies for balancing skewed datasets. These solutions are crucial
for improving the reliability, scalability, and generalizability of deep learning-based malware
detection models across various platforms and contexts. Finally, this paper delves into the current
challenges faced by imaging-based malware detection and classification methods. These challenges
include handling imbalanced datasets, improving model interpretability, addressing adversarial
attacks, and mitigating insufficient feature representation. The paper also provides an outlook on
future research directions, emphasizing the importance of continuous advancements to address the

evolving threat landscape.

Keywords malware; detection and classification; obfuscation techniques; deep learning; imaging-

based methods; dataset

ST IR B RA R B 2 W T SR I 2% 19 IE a2
1o BEHAANIGE F B E A2 i H A& PR
RS FR I RE ) - ﬁl@ %ﬁﬁﬁkﬁ%ﬂﬂﬂﬁﬂ%ﬁ
R —MAEAEEHNEERE . BRIz —
FAEAREARIFEHF I ARG BB AR AE J&iﬁﬂé»Au\/uﬁMﬁFI&%%ﬁﬁ%ﬂ%ﬂ%Téf*(Blil

1 5]

i3



652 it "

Hl

¥ e 2025 4F

WL B SR K RO, [ R RORE HAR
AW AN A S A S LR Tz R
PR AR R0 B RO K A A
(¥ B A AL 1) 7 S P IR B P . 2015~ 2022 4R T RS HK
i R HAR R R i R 1 TR @l g 1]
T o 28 TR TR O ) P A L LA R
BERRIFTER R K DR, B0 P gt 3 i
BRUEATY SR 2 24 7™ TS 0 4545 R 4 A i) — A L
PRI L o] e 280G 0 O 35 B R P A i 2
Ohy A 245 2 e 0T 3 R 7 7R 2R P A o 1) AL

900.0

800.0
12700.0
T600.0
?lﬂﬂgsoo.o
£400.0
ﬂmé?)O0.0
$9200.0

100.0

— BEHIHER KR

0
2015 2016 2017 2018 2019 2020 2021 2022
Bl 1 2015~2022 45 % BAF B RO I AR il 2k

LI DL 190 X B R CE R I 2 2 07 1k
O G P VT RPN O W R e S [ e
MR 3207 A6 AT TR R P E AN I
A7 B R REAS B 155 B0 T o A s — 3 o) S AT
S HT ORI T7 3% . T i BAR TG AR G T
RSP B BT A AR 56 A5 JEL 5 (HL BB A PRl AR O =
PREAS v ) O B 4 A i A O S R I 43 260 . R
D7 AR i B A T 2 B 32 B0 0 A0 g L AURS A2 TE A
APT IS RE AWM T . B2 —
FOAE 32 e 0858 T 8 47 0 B PR A I M 90 %2
2R AR W AT O RRAE AR I O vk . el TR IGEh S
REAE P14 T A KRR R % 0y 1 G B AR
1+ F1 ERF DRI AR o i T LR 2 T R I 7 1
TR A Bl R BOE AR R A AR S S Bk
AN L AELIZ 5 3k v B AR T 4 BBy A A I 2 i ds
1 ot X I A 2% 98 9 RN 7 BR8P A
IRV E S

Wit 5 S G 0 2 A R 9 B B S L 8 T R
AP ANAS AT LA 280 5l A I 26 T 3k R
SO REIE A A TUA AURD RO B Y 45 6 4 T
Boits o FLOC R Ll 2 U 0 A 1 4 oh R AT %
UGl AAR . FEBET 5EF L BEE TR 22 2T 4
ARAE TG I3 U IR 14 98 B 1 0 TR S T
(1 T 0 D ST e 4 g L A5 M) P R B = -~ A TR )
WAt e 1 PV R AT R AR 4R S 2 2R i R U7 3k, B

TR %o S R AR I BRI T Bz — .

ARG I J5 A HE s R A A T iR TE 24
TR B, B I R LLER 1
TE 2 W 7S 8 A v A2 2 HL RS AR 45 4
REALE T 30 5 el 2 T 2% AR RS 3 A O 2 R R L B TR
B P 43 2O AR . R R T B TE R U B
FARHIE AT T3 8 S B R AR 1 % g [) A A
BE YR ARG DA 22 AR v A o AR A S AR AR B
B 125 B BT W T Rz AR g T 7E T X
o0 BE TR VA 3% (40 AR BOR e S et
PR A A I 75725473 R PR 4R A v 1) G 0 o e 2

T ARG Y K e kR R, O A 20 DUk
X ST B 8 AT T AT AAS T R
AR AT B A O3 T HILA 2 2] IR B A 2 Y
R I T IX SR SR T A S TR
T L R0 3 g R B B0 T T B A ROt )
BT 5 & 28 J7 0 VAT 5 5 i TS R A I ) K
R, H 2 A SCHROR 2 03X C A Ry 12
(R ] B S L IR R ST R B m R B H AR Y
WX IR SHAR IR S Hr . W SCER(15, 18-19 J 1 K
B0 45 8 IR J7 12502 15 BB A% 0 TR 1 20 R 1Y
[, A s BEAT SCHR - oA 95 B 8 2 0 A6 ) ik 5
B 4R 19 20 B AN TR 37 5 B 0 RICR PR AL 55
XA R FE T5 ) B e e S ) BB AN 08 AT

AR SCR BT BB AL T 270 % B AR 43 26 v
(AT 5 38 3 A 2 AR A O s B S R R TR A 2 B
%7 TR AR I 7 155 PR B AR 0 S A 7 o g
FEAEM RS, [FE AR SCR G R4 T AR AR T B
FE bR AR ECE S L R TR A 3BT T B0 R R R s
3 AR S0 4 B A SR . A A SO T
A& (I Windows ., Android, ToT) 4 19 X 4
S50 BE RS FNRE BOR T L AR ARSI 77 v 1 18
PR RE . B 5 A SCHE B 45 B A IFSE BUR 1
SR b X S B I T I P R AR B, £
AL FE MR VA | T A R R I T AR I LR R R
WFFE 5 1] o LA Sy 4 2 TR Al 5 ¥ 78 % 5 34 A6 )
U TN R i — S S AR

ARTCE 2 99 A B R 28 1 5 E S a0 A
ORI PO 555 3 19 B4 15 g R
G327 I ST L O O3 A FL R R 5 56 4 T TR

@ https://www. kaspersky. com. cn/about/press-releases/
enterprise/
https://www. symantec. broadcom. com/hubfs/Symantec_
Ransomware_Threat_Landscape_2024. pdf

® https://portal. av-atlas. org/



3 AR A . ST AL A R BRI S 0 e L ik 653

KSR T MR AR T 5 1 G R A DN 5 23 6 F
FUHERE ;2 5 1 A5 H R FE 1 A PR 5 X Rk
WML R 5 55 6 15 0 A SCHEAT B4 5 [l it

2 TEBRUHSREENREHEAR

2.1 BEREGEINSEX
BB AR B AT P T AL U A 2

b SAE PRI SR SRV R BLR R R R S
S TR P AR TE 0 T T 42 3 TP 5 ik B AR 3R
FEIF o PG S AR X AL 50 B 1 | I P R
I P BRRL 22 4 1 s ™ o Jg W

NP QLRI LR R i N NI = N
Rootkit FIfE 7' /] 2% (Botnet) 21200, £ il 2 5 1) %
R 8 SCANTT S A [ ol 28 0 2 SR 22 1) 1 X1 4
#£ 1,

x1 BLTERHZEANES

BT o= i Ty} =18 Rootkit Botner
) . % o Fof % o Fof s o Fof %y
R hEs Wi o 9 HE 3 Sk E# 3 S
4 H 5t ﬁ’jﬁig}ff* A 7% 52 AAMORTE Ea R TR S o O T 33 R T B
B} % Bk ; o ] -
sk B 43 e WA 7 BAE RS HAE R % BAE RS
o RABUR M. . e N N B
I%NF{\? éﬁ('f)ﬁ%% éﬁ(fﬁ%ﬁ% f;:lﬁ\dﬁﬂg fnﬁ\(ﬁﬁ {:nadﬂ:-‘}% %gﬁiﬁﬂ:
o WCHANGE ARG NG I ] BeCHRHER  Rbe NG I
e 4 1 100~999 f:T) =>1000 &) <100 f:T) A fe i 100~999 &) =>1000 f:T)
i 6 s % g g
K ) 25k 2R KR =>99%,  (Kadl&<<90% ., K& 90%~99% . KH&<90% . KR 90%~99% . K& 90%~99%.
RR<0.1%) R =>1%) PR 0. 1% ~1%) R >1%0 PRI 0. 1% ~1%) PR 0. 1% ~1%)
WIEE RS RGENPE & st T P 2 Ik AR R A
FEIKNTH R RKE WA PP RO P RO o P RO R

TR - — b 3 A PE SR AT RBL R GO
BB R R SO S ARl PR T AR Y BE
(8% BAT 55 - WK 7 Bl B A KR R 26
% Wik A .

U L — B R H P VF T AT LR SE . R
FE B R F 2 e 2 458 g Ok 190 AT 7 3R
BLIE RSB KA R I % AR Y

FEIE AR B R I DR B2 O 55 O 5 IR AR Y
A TN P ZAER TS BUT T HOF AT B 28K
o R SRR 2 2 W Ik 5 L. 8 1
BR ST o0 ORI i A 4 H A T AR R
EHL.

JE TR < Ja DR 2 — o P B AR T
— H AR b S 1T R S Mot o R
P 5 ) R i) EAL . i 1T AR e GRS Rl
KRR X RGN R R, BGhEBaw
ARG TIHE P AS RS SR 2 AU 15 D0 T 223
M HLEs

Rootkit: — M ik 28 B (19 38 5 4 R 5 E 3T
PEAIERE - L K 19 265 B 45 BSORUAE 52 SR UL e 4 v IR AE
B AT I 2 R A S B R Y L B R RN
PP s SE BB H B

Botnet: —# o 1 B aly # 1m A 42 il 52 461 ¢ 4 1)
MR Modv 3w R K gl o A 3R 268 iR 55
(Distributed Denial of Service, DDoS) 45 Jk #i £ %
UG
2.2 ERBEBERHREEEAR

Shy Rtk AT 77 A RIS I R R T
AN T BB VA N 5 A ARG I AR X S AR G 1o
30 T A ) L R B R G G U R 23 A Y
=/ NS S oy ) S s e ) 1) B O IR B 5 N
AE A% 5 5 0% A I A 25 4 38 2o B S AT L %
R HU0 AL T B o A 75 % 0 R Dy 58 8 e A

HARM & 5 W e S R IGEAR S LT
JUA

) 7 F AR < 3 2 0 0% 2 3CPF 19 AT $hoAT S
HEAT 45 3O %+ LA b B s B S AR o DA T A 3 A
ARG HCA . i T Inse8OR A LIA SO0 iR 6 % 8
BRA AR 254 s JHC X DA e e 285 20 A T U]
PRl 2 BT T 4% 2R AR R R

(2) BIEHA AT N Z S HOAR Gl B X%
ACH IR BEA TR VA BRAE AR R ARG U R 1. A8 TE 1Y
= AV LB R AW N B A B30 e 19 22

(3) REFADLHL A < 38 3 A6 A Bl 4R IR W R BEAT



654 it "

Bl

1R 2025 4

o
=B

A U HE AU 3R 58 o DT S8 2o A4S I T L A o £ 6
TSI AR JRE o X TR M P R UL BILAGE I e A L 3k 2
AT G S I B s 47 T UL & . 2
15 1k RO G AT O LAk 3 25 0 A S vh @ A

2 23 M A B 25 20 A AR DU 75 35 AR
T A 181 5E 1) GRS ALk A SRAT B A L G A RO R
AR R 0 I oe AL LA R AL AR R
BTBL GG I E M L. T BB B
BRI 73 27 IR A X S AR TR R BRI BAT 8
(10 I A 3 3o T R SR 4k TR
T2 AT LUAT SGHE G T 9 T B AU R AL 1 s e £
F s DT 85 7 4% 48 460 T 7 6k X LA 3R A 0 o
AE o AE R XA 1T A0 RS JE S5 1R 8 H AR ik R
P T7 5 RE A%t ek $2 ORI o B — 0 i SCPF A AL e
fIE AT BRI 22320 78 Ak B0 A 8 B AT S0 TR
VB HOAR AU R 1948 55 - 35 B R 00 20 2 1Y o
B R RO RO A T BB R R
1 22 J2 0 B 2% 0 AR Ak B LR 2 R AR A AR
e G 0 A 4TS AR BB 6 3R D00 2 8 v R A
A HE o DT 78 ST R AR W T A7 o B 3
e AL SR IN T5 1 B ME LA SE B

3 REEERGRNSSETE

B 5 R R AR 8 A BT BB 0 R 1 38 R I
i RS 4 4E R G N R R 0 1 AT
NI B TE 5 A . 5 R R B AR
AT BT R P 3R B EE SR A X T 1 R K O fiE
AR N R B S D S ki N ) B
BLAS o7 > B0 B AR 23 36 07 ks o A ik O ik
FAERRHESAE.
3.1 ET@mESommnrNsEniE

2850 AT 4 TE AN I8 AT R A R AR Y I DL
N g B G A At B AR i RO A i S AR
BEATAGIN 977 12 . 207 VR W T RO RRE A 45 AR 7
S5 ] FS A B AT AT 3L (Portable Executable,
PE) (45 4 ¥ 51 1 i F & 77 4 72 4 11 (Application
Programming Interface, APD . F &L 70
e 77 v i 5 4 BB bR SR R A R A R A R AR
PR 328, Jorh Tian 48 A7 48— Fh 3k F 7 4%
AR S R B A I 23 2R 07 1% R B R A
HhAd B R ED AT R AR R A B 2 R iy 2R 0T
2 AT S S5 R AR O AR I i S v AR
BRIk 97 00 B R MR I ROR

Feng % A4 ) —Fp s Android B B
R 5 3 o TR Gr M Android B AR e #) 28
UL AR T S A AT A A B R R R T
C A S B R L S B 8 R R WY %7 TR RE R AL
S8 I ARG DN 3 SRAT 55, OF HOH 2 44 0 & Fh R
BHARBRA —ER G, R, SCRR27-28 T 42
TR o 32 BB AL B0 % 9T f 25 e S A T 4
AR TR BB IF S T LM X e 7 6 R )
PUBERG I o [R]AF  b A T ik 48 Y Ak ] A ARG 00 2k
R AN TE T 52 B 0 AR A I

R G iR TN F T S5 TR T AR G ARG I A R 1Y
SR L Tian 8 AR — iR T AURS 57 S50 M 5 AIE 11
Android F T4 % G HCF A J5 3k L i o o A B
B REAS 5 I I R 7 22 1) 4 AR R LA . A
FORS S PR AL R B AT QAT . SEER g SRR
%75 ] AR 058 R R BT A 280 BT I A
WY RALS5 . Hehh . Zou B NP 2y — i3 T API
SR BE AP TR Android SRR R 43 28 05 vk Ll
43 M R R e e OR TR APT R A 22 [ Y 5 9 Ok
F R O R TR R ) I ) O T AT O 0 e R
AP IR, SR M0 SCHK [29-30 J i $2 07 1% B AR BiE
AT BRI T T4 10 R T B (ELJC Rk vE A AR U
IO FH o 0 3 28 AR A ORI S 555 30 JH 25 52 2= IR VA HOR
(1 % T A B AL B
3.2 ETHESWMHRNSETE

B Ao M — BT B S e i TR 7 R
2% 4 B PR 85 v G A 0 R O A AT 3 A v B
AR AR 7 ST 03 i Rl v . R R
BATAZ R AR 2« ELAR 23 728 b 9 AR 45 44 55 i ok A AR
WA FTA A A AT R B 48 B — 5 9 AR
A P . Sl 2 20 Bl LU G il 0% SR s 1T
I (947 A RFAE A 058 IR T 43 26 4T 55

W Bl 25 0 B 7 1 AL A B A AT O I L AP
VAL A 4347 R 26 058 i 4 BT 45 . Kim 858 7 18 2 B
BT s TG AR A T He R AP is AT i 7R
HR I P AT O 22 10 B4 R B R B2 S B R 1 1 e A
Kzl . Babu 4 A=Y R I APT hooking #iff 1% &4k
PETE B AR 94T O« P R SRR L SO
T 45 345 B AR OSB3 A8 AT D BRI E AT A
ORI . SCHR[33-34 1 i $1 07 125 3 2o 73 A 3 B A
ST NRE R R TR R e R . H L
TR TTIETT R A B 5 - o3 M o e 2 1 AR B 22 A I )
AU XE LA 00 Xk B AT AF 5 5 ol T A DR AR
LA/



3 AR A . ST AL A R BRI S 0 e L ik 655

BRsh 2570 M L APL R 31 Ah 4588 1 19 4% 3 o 3
FAG It & — Fh A 2 F B . Wang %8 A7 4 i i
1£ % 455 ] P I ( Transmission Control Protocol,
TCP) A7 50 A% iy o 45 W BE 30 1 199 45 U 12 4% g )
JI 55 % 2R AT B o Bl o0 A B A A LR e ) 2R
AN A P ) I e B R AT RN 42, SEIR AR
FWT 7T LA 880X 43 AN [a) 248 0 1) S 8 I e 4K
it R AZRG DU ASE B A THU0 R 0 26 AL R R R R
IR B AT AR K A0 3 BR O AT o 1 M 4%
T ORI .

Wi P bR [a] L, Singh 458 AW — Fp L
AT 0y S (R T PR A 4 2 T 1 4 RO R A
B AT I AAT R L O I ) B R 1Y B 2 R AE
1100 5 250 77 20 o0 A O BAT R A UK Ay Bk
AR AT . RE 3 &5 i 6B 98 A 0 3k 2 B0k
B S AT B A AT O R AE  AH A T A 2
BT AL AT SR A AE ME D E 66 4 3R 2 47 4T R R AR A
1 T B B s N VS U P T
B i R A A 32 45 B B b B O AT O Dk

A7 T A1 2 5 M ) 2 23 A A 0 o R Y — A R
2 A O E T A8 4 A R AT % R I

I AT s IR A T AR AR AT AL
SR » 52 52 2% 1R Y B AR IR 38 £ R 1) 52 W) o B 400 (RS
B 2573 M Ao 2 A 6 D) 45 51 AT RE 2 = BOR R B R
s AR o i AR AL T i RE A8 b S 3l A5 70 B e ik 3k
YBCRY S, 5 s AR I AR B LS A T 2
F 25 o0 M AR B AR K I 7 3 149 07 30 AT DLt — 28
B e S0 T P ARG 288 8 T A A

e 2 ) He TS A3 AT RN 25 43 BT 1 28 B A I 43
T VEIEAT T A A L A A ORI 43 28 5 vk B
PR SREEE a0 i B R 2 I HUIR VA fiE
S50 B A A HE B 55 B0HE HUASE L T S R ey A I AT 55 A
R oy e R 5 . W AR 2 WA R AL LS
A 77 9 3 7 P A 00 i AR S a2 A AT
FLJRUIR oA 26 7 3 Tovk A S8 3R 22 28 S 8] A
AR ZE S R EUE 2 7 84 55 I 5t v 2 s BAG I e
i 5 B 2 ) L

R2 REEERGRNATELE

JIT RS ) 3 P Kl / 532

BATHIS TR SCRAEGY AMFFED  BURIGN/ KIS ORIEH BRI Wb s
Fee AT ou mman e gy WOTREK Goodle Py e mgem or0
TSR A kmEmE DG g Cogmelmeheelenst e e g oo
Zogﬁ};ém 2021 EREH Aplﬁﬁﬁfmﬁ ok IntDroid(Fkif 8253 MEle#E4A)  APK EEKM O 99.10
Wa‘;f{,ﬁ\m 2019 SAME  WEMALRREL i ) APK BRI 9780
ST a0 ar D FOERRE g %%;fm;?&;q:@; PE mRm 99,54
(#4125 000 S REA)
Mhare wm ssaw LTIl uw 0 e PE BERW 9920

3.3 ETHRZFINRNS LT L

5 L T2 4 ) B AIE DS E 1Y 2 23 A F Bl
BT IT AN L L B T AL o AT B T R A
G277 ¥ B IR AT Ab B OR BB B AR . B B
T2 U0 A 28RS A I 58 UK TN 0 2RAT 55 . IR B A
S A3 O PE A VZ AR BE 0. Huda 88 AN 42
— TP 2 M 2 o R b A SCHE B ARG T AE 2R L
TR 285 2R S8 R R ARG . Rk
DR 25 Az 8 73 B 40 BRA 5 0 84 205 O o R & 22 1
AR IRTBE oAb . Martin 48 AW 4R R

IR AT RAE R P AR A Z T 1) 56 7% MR AT AT
gl 5 B M AR AR AIE 5 (8] LA T T I R bl e o ) B A
S 24 R AR % 07 1 AR TN TR VA B R I R AR
IR 55 RS N . AR L SBR[ 40-41 1R 4 Dy A E
Ak PR S B R AR N T R A 4 A R 0 g R

% 18 B A IS AT AR AE 1P SRR £ R
Acarturk % AN B — Bl Ok F K R0 12 M 4%
(Long Short-Term Memory, LSTM) 4 #: 91l J7 ¥,
3 3 3 B R R AT U e L AR AR AT



656 it "

Bl

1R 2025 4

o
=B

TR S A IR AT O AT AT R T AR 2 2
B . BRI 3% 7 1 7 1R B R152 A7 8030 B i 3
ST IR SR B B0 T YN 2R 0 A BE A I e AR
Kumar 58 A — b il & 5 53 B FBL 25 2%
(RGN 7 9 K R A A 1 R S H R A 5 2
ANHLAS 2 ) FEIE AR S A Ll ofE e R R 4R T A
PESIRA R BIRT BE S0 25 SRR W] %07 IR (e A B A
7 228G A REAS I REAS 22 B B0 (1 70 2R BE T

A 3o X SRR [ A2-43 THEAT 70 A e 4l A 48 2
TR &R ) MR 3 2607 ¥ BE B A 4R AL SRR I 5 15
HE LA A TR R R I LS 36 A Y ) G 0 4 B v
JEEARH TR A SR 0y i O L R R T B
Ao 23 XU ARREE T HLAR A ) I 2 MU A
Moy RIEIAT T R4S 0t T B T 70 265
5 U VA BE T T 080 8 B HUASE T AG N ) 2 T
BRAF AL AL 55 S ERf 2055

£33 ETNHZINTERGRUTEI L SE

GIEER Gl / 43K
AT T SCRAEG AHTFR O BAARME BB PSR R 72?;]2; FolfE % fggé/;; 5
SATA KHRE L SVM, . N
e LT wor pmwk bR o 8 Tgnooe VT PE BEEN 880
JLAE L2 Yo J48 00 K3
o ’ LA i Drebin i H Hr it 8 1
&tz f [41] H
M”Qf#‘ 2ot i CRNUINE i TP Seript KM% 99.90
i LB TR (£ 14000 M EHRFEA)
Wang %5 A\ 3% HEHE Drebin 75 H 1l
R 2019 SBTUR i Sl 25 T RO APK  EERM 97.89
Ml (#514000 P ELHEREAD
Acarturk Z¢ A 112 é’ﬁﬁi\}j{? PRI . - VirusShare Ay
A 2021 HHIBR KESHEK LSTM %R e PE TR 99.26
By T A Bz W 3 AR ()
Kumar 4 A1) KNN., 3 f¢ i) 2 4L Malimg %45 4E
T fE 2022 HL#SZES SVMLBAHLERAR RF. o LA S LA S 4 PE R 98.23
) AN DL S (9339 IR BEAS)
Hossain % A0 igﬁ’f 2 5 . CIC-MalMem-2022 APK WA 99.92/
fr T A Gy ‘ (HE3 58596 45U di B A KM% 83.53
Madamidola 2024 iﬁ,ﬁjj‘? BiHLE K RE B CIC-MalMem-2022 APK T 99. 80
5 N A e * C Ot 58596 MR A SRR

WA BT 3 A AL S AT B A4
BRI R B2 27 20 800 A A 0 288 5 9k 7 L % &2
F TR VA R I RS B R A B L S BT
s AR AR 5 )1z R R R T, i APK L PE
TR A 2 S T 20 & 3 DA FF 308 B 0 52 B 1o, T
S PO K SR bR D R AR . DT B AR S G 45
A SCHE 5 Tz 35 R M ol e T 0 R e BN 1 A
BIG M BL. SR, BUAT 1B A8 2 > B33 7 T 6 %
B A B, vz A g ) R e e AT A i AR
LY, FEIRT BT BUR A BHL H A R 4T
TRIA RE 7, I ELAE Ak B AR BE S0 AR I LA 4
R S Ry B T 2 T AR R 0 P e R T iR A

M7

4 BEBUNEERERNESXTIE

4.1 BEHpEKUEENEAR

LAY A P 5 A T R MO T AR B TR i s

A S 4R A% R A S i R DA N R O R AT
B b8, Z 5, 5 T BB H P 51 (Graphical
User Interface, GUD 19 T H. 3% ¥ & Ji€ {8 7 — &
FERE F4ESh TR I D7 s 5k g, R
T » 3 26 AR AEZ U 0 AT SR B A R . Hor s
Kancherla % A\ 58 2 4 7 $00T SCHF 5% 4 o 719
B L 4 IR 9 SO RR IR AR AT 3 — 25 A6 0 3 Ay T
. Ban 58 A58 gk 43 BT 2 A BO0F a0k o LR R
A 148 BURFAE A B 3 AT PR SCDR TS L R [A] A
e R AR 78 1 . Han 28 AW 58 i 50 87 A 3h 16 %
AR I T AT R 2l R A A T D 0 A
AL AR R R ) ST A5 Ry K B PR RN 0
V] LA 0 8 A G i ) AR RA P o KT SCRR [ 45-47 1 i
it 5 s HUR R AR AR O W08 T A
QA 43 A P8R B 1) T2 R AE

W% WF 5 B IR A  F RGB %t UG AC T K
P A5 T A 28 T 0 AL T 25 ) S5 390 38 W ol A



3 AR A . ST AL A R BRI S 0 e L ik 657

A0 Flan 45 065 DO B3 b 32 50 Ay — 3ok ol
PR B 55 2 % €0 PR 45 L OF (8 22 S i) 181 4803 26 07
TER AN RS R SR AT N 20 2 . AR %7 3k
DR I (19 — 0 R B R RE I 2 LI £ J5E
X A AT A A S . R BTk AT
TE— 2 AL AE K LE BT 52 ATS SR O A T R4 T 15 1
B TR AN 23 S [ AL 3t 1 8 S 1Y B R R A
4.2 StxEFUTEHITFR

BT AR AL T7 35 1 8 T BRI 2y BT T
IR R AR B PE SO L L dex 3UPE
ELF SCHF R 4% 3 28 2000 <5 5% 8 o 1B 4R o 17 3%
AR A 2 R K T LA IR SR A
5y Windows #4F R 488 B H A Android % 3 #
TE R GUE A IR A B RECPE A Linux &
GUB R AEZ T BT BB ARSI 1A 2
A AR R AR T X R SO AR 25 4 B TR B A 5
Bro 1B 2 /R T BB TS i T ARSI ST 254 2
B o AR PE U APT AT . dex XX
PFA ELF SCPR45

Windows

ARyt

PE ksS4
APLEAIFS
R £ A

o Manifest ]
BURERE
; [ et |
M [
BRhrE

E@wwwﬁ%}

X 2% 388 £ Hd
| ELEXfF

BRAERSF S
Seript A A

Seript
AT

P2 T TG B T A A ) SC A 45 4 28 22

Nataraj 5 N5 YR K 7719 15 81 B R 0K
JEE PR 4 B R A e 5 0 o il T30 P Rl Ay S ]
PAZ7R A H 0 A 1 4L ) A H L PR T DL
25 RE IS AR b SCPFEE U 8 L JC AT 5 B A
T 8 H A 20, 255 1 — 4E B2 L AR A A (K Lk
SRR BEAR R AR e (RIS A B B2 [ R 19 o )&
TR SO RN AR AL . B R Qi 3 s .

R kIR B
kRIS i B N
0110010011 | “gsfist | | f%‘;
10011010 oyl

Bl 3 AR B 5

4.2.1  &xF Windows & B 19 18 15 AL o B F 5

X Windows P& N I B4 BIF5E 0L
R PE SCfF 3k B0l L e APT 48 4 e 51 5%
ooy G 0 7 3 AR A SR A A A AR AIE . o
Yu & NP —Fh AL T AT 50 S 4 (SpecView
Singular Spectrum Transformation,SST) f¥) )t 1% AT
WAL T7 ¥ . N PE SCHF b 52 JBO 18] 2 310 45 5 e Ak 5%
A Ry — HE I 5] P 51 930 1% KA S 22 05 R B S T I T
740 B e AT B4R . 3% R AT AR D 22 A A A
PRSI 7 12 v A7 7 1Y) T AR B 4 Ak 3 IR ) 2
BRI 2 5 R OB LE A e ), H2 %007 vk
FR) R B A T A I R B SR R A T AR ROR HLI T

TEMZ )5 - Moreira 48 A% 4 Y — i 3% i 4%
AT PAT SO K A5 B A9 3 R 28 0 R BRI T s
X PE SCPFAARICAE B 2EAT AL 3143 Br 32 L PE
SCHFARIC 81 3 Fi BHO P A8 =X A il — B fif
J Seaborn APT #2411 3% 22 5 1% S 1 i €8 450K A= A
R O B A Ry TRIAR o S B 235 SR SR B L 32 VR A L)
(0 G BE % BT 0 00 b JR 7R 0 B R 1 RO
TIE s 7 8 2R 20 R A A DU AT 55 v R IO A v 1 A
TNRS BE o SR K BT A RPAIE {5 S, B S 7 B — il
A FEER SRR 25K Il 2 E B R
A TR 10 AR 72 T 1A 0 A R IE 5 AR A

Deng % A% i $ 5%F 50 4 79 31 19 . asm SCAF
PEAT AR GT , 38 2 B8 B AR 65 o B 5 B0 1 e —
FERL MR A T R B IR 2 e B I O ok
SETE MR = A58 A S R B R B, L 4
2L 55 HEGAC T EA 205 BRSSP R
TGS 43 26 AT: 55 v Al 22 30 A e 1 A 0 it 2% R O
FERE Ty JU IR A Ak A [) 288 Y ) S 5 AR A R A I
HABGRM G, R0 58 S RFRREHH
RGN 1 Ak B 3 A 0 52 2 P S DRI 1 7 1 i
R B R RN ol L, A A B R R AR KR B A
W, AT RE St B RERL R T RE Y M. 5 Deng 4%
NI J7 26 8, Tang &8 AU il a3 b B AL 4 45 51
() .bytes SCHFLL B casm ST 482 BUR 3B 4R E 15 B
L% 4 2 4 5 B Opcode J5 51 #1 7] W 7 5 5 B
String J7 41, I fff F MinHash %% e 55 1:7° 4 $2 Hi
B FRAE ST 51 e 4 =588 RGB B @& KGR, X
JE W RUE Z AT T 38 5 45 24 BE dE R DL AR
b BT A 1 ) B 0 A AR D . AR, S
BRL53-54 JFT $12 75 125 249 v B8 A0t 3 5 4f o 4k 38 1)
J FIRE 7 Y 5080 R Ak 42 I B 5 s TR) I o ORI



658 it "

Hl

1R 2025 4

o
=B

YIZREHE (9 22 4 PR R0 R ASE P L 3 f th 9 3 #0055
M.

i g b A ] R, L S N B — A K%
A BRI 288 R = 300 3 B A T T R R AR T 4 2 1 1
PGARKT I T7 3+ 4 3 AR A 1) AN [ 5 40 4 i e S 3]
IR %) = A8 38 38 3 22 38 18 0o A0 FIGR B2 2% > L il
AR S B 2 52 BOK B30 0 S AR AR i 17
RO 8 A AT TR ) 43 SRS B R B
Xuan 28 AT B — Bl g A 8005 8 R A6 G
Gy RTT KT AIE B h RGB B4R IR E
TR S DG B AR A R T 4 9 R Y R AE R TR
AE 7 ] DA R4 R A A R HER RS, SR,
SCHRLS6-57 T 4 J7 2k iy B2 At T 11 4% 4k 3R 43
BORWEEE R B R R R 2™ 5
M) S 55 F 2% 1 G 0 A5 2R

SCk [51-57 ] i £ 2 /9 B AR Ak 7 2 38 5
Windows V- & 8 EHAF ) PE XFPrETT . ih T PE
SCFAL BT 6 T AT AT SO Y O S T B L OF HLL
SEREFRAEAE BB AL JS B8 25 2 R s TR Ot 22 B0 5T
WEFESAT PE SR AT R DU . (HFF PE SCHF /) &1
Gy A fE B AL AR 2 R R 47 B IR AR B
Hizr ko 2 BT A E AR B . o, %07 8
oA ORI AR AR BB 25 5 5| R HE T GEHE AT
FEMER A B ot BT =R A RS AT
SR R T ] AR AR

EFXT PE SO A58 322 00 0% B RE A 1)
RS RRE , JC 1R 38 0 8 s ol B AR TR AT s AR b Y
SIAAT R ST A T M R A R R R
SAWFFETT I OC VOB B APL o A F 81, 38 1o R
APT 3 7 5 o] AL - TR A 53 17 3% T A B AT R
X, Tang & ANl FEV P ah BB 1T B R K
AR AT A5 B B0 APT I8 5 9 Kz 17 B
B 45 5, » AR A0 ) A 1 2300 e Sk 0 0] T R A A ] 286
B APT 354, AE BUFRAF 81 1% . Barona %5 AW X}
ANF ) APT 38 JH 48 4 43 B A [8] 09 36, 3l 3 55
APT 8 FH A9 450 258 FHWUY o 5 8000 €858 B 0T A8 iR &R
R B e 2 45 L I W S o R €5 0 T BT, 8K T SC iR
[58-59 4 th i 7 s AUAJE X APT 45 415 2 1 &
BRI A RAFZIRA R 48 2 R & e R

% Tang 2 A f1 Barona & A\ TAEM J3 &, Yang
e NV R IE T APT 48 4 5 T AL R 43 2 07
2o TG E AT KA R 2R B APT 73 4H
F| APT Herpr , #R4f B Fh APT A4 19 55 — YA HID

XA APL e 4L AR A4S ) APLIE 4 )7
FIEEHC APT ACHS  APT Z= ik B2 Al APT BT & 51, &
BURRAE G . SE00 45 RR B % 07 Bl i e B AT
B APT R ASE 2 I 3 2 45 5% 46 Ol T 43 BT 1
PG, AT 48 7 B 200 00 N TE B2 2R AT R RRAIE L I 35 4 g
TR MR 4y FE R %y B R R
AP 484 JF 9 FEAE — & BN « Rtk 25 5 B0H8 43 98
J7 9 R DG 18 XAE B F R 58 ) B R T ROR
4.2.2 X} Android %R B BG4k ot BB 5T

WaE s 2 i A 1) Iz A L 2 L Android R 48
(% Bl (5 5 & 2 dods T H AR . Android S
AR AR APK SO Ho o 5 0 R
(4T 06 5 44 40 . dex SCIF VR SC 4 - Manifest
SRS o JE AT 43 AT G2 SO L R LR A TR G A 3
ARIZHE Android N AR 7 19 T8 )2 FRAE » DT A 450 Hh
R I A4 26 Bk F . Tang 28 AV —Fh i T
20 BE AR DA AE 19 Android S5 25 5K {4 TR 1 25 TR K
W7 s 3 AT $EE Android 3% B R (F 45 5 14 £ kL
J3ERRAE P S S0 I A 0 3 R M N AR AR 1 T 4 A
by G 227 S B AR 75 ) 4 401 21 K B 1R 4% 10
B d . SRAT I R R I 41 BRI 6 85 1) 4 6 550k
I FLERAE 4 B2 (1 35 Jin m] B S SOBE Y &2 s P AT 50
A 1) MR I 5% ) 5 28 A DU R %6

U > Xiao &8 N3l i fif He 46 Android % 4K
F APK 38 B dex SCHF 8 H b i) — 1k il 4 X 5
ARy S RO HEAT % SR B n R
R B 75 32 1 5053 0 B 55 7E RGB BG4 =4~ 38
B AR E AR, 5 Xiao 5 AN 7 %2,
Zhu 2 N5 R RE 2k B . dex SCAFE AT 4 T, i 3
XF . dex XA AT U] AR B index BeIf 6 8 5 5 1Y)
index Bt ol 7 2 i %5 4 B 0 B0 4 4s
P18 B 2 32 IO ) A A5 R M B A S O RGB £,
FUE . S53CHR6 1R 48 7 Al L, SCiik[62-63] % 1
o3 A dex SCPEN Y A3 15 B IF 8 H LS RGB
FUR . BRI X Bl G AL 5 15 25 5 52 In e IRV HE AR
(A5 ) o SCf A R B 25 R A IR (R B

R PRV F R R B2, Fang 48 Y 7E
X dex SCPEEAT AR AT A, 3 4 3 BRSC 4 1 HE B
L TR R O R Y A R L A R L O L et
G HEATARIN . 5236 25 SR W] X R R AL T
PRI dex Sk THLH AR BA B & 4 v JF BT
A B EMG AL  1 RR AR Bl AT, G Ah . Lachtar 4§
B Rl A s 1) 3 g il 2k 0 AR AR Oy ik



3 AR A . ST AL A R BRI S 0 e L ik 659

M .dex CHEF IR B Android W R T A F5 4, H]
FA A /R AR 23 8] il 4. 8 5 0 AR 7 A G 1 45 4
PR g U ARG R A B b R O R 6 &
G . X B 7 3 AR I R AR 38T A A i 1
FL AR T RBORIZ B EAT . SR SCHR[58-59 ]
Fr e 7 i S EUER R L 43 I s AR FE A B B
L5 M RS oy R A R

AR T Z i K= E X . dex SCHEIRFSY , Tasyurek
N0k B AR ) manifest. xml SR, il a3 42 B
manifest SCHAH G # A FRAE R M4 23 RRAE ) &, O
R AIE 1] 28 40 Ok VA — Ak 33T 50 A B A 2 i OfE Ol SR
A QR KR, Sk g SRR, 515 5 K%
A5 A EE 3 3 i e A 25 TR /D o B[] B A 5
ik SR JEE AR FEAE (Y 41 3 25 5 76 it ) 7% b ] R
BB oy R, P EEREG B AR, 458

R oy e R
4.2.3  EEXPIERIM K Linux % A8 EE AT
TR 5L

% Windows Fl Android iX P £ i F & 4 » Linux
FIEE M (Internet of Things,IoT) % £t [F) £F & I
O A 0 U o 3 R G5 R TR R A ML A
BErh A G A, BT X S 7R  HRAE
Rtk b % A 385 5 1 5 Windows F1 Android £77E
222 5 TR T 5 A 0T I 28 OF 5 0 R 1 R
By ey B,

EEX ToT &R 8 44 . Ahmed 55 A7 3 $600 —
T R ST A B 0 S v A B 8 o TR AT S R BT
B, KR A8 B A A S O 3R e S O K AR R GR
HYEFE7E 0 3 255 Z ], M5 . Smmarwar 55 A%
P& xR g8 iy B AL 7 B AT Bk . B A RS
R v 5 IBORE A I A LR O K KR L 2
S5 o R AR R ARG 0 2 RS BE o TR ORST B HE AR T
T AL P, Xy vk B I AR R AL 1 IR (A
R AL B AR E | e 28 TT 48 e A 23 SR MERE . SR T SC
BRL67-68 P4 7y i B R 1 ToT W B A 1 # 5
FEAE S 3E LA 3 FL 28 AT A FBAT B Rk 45 5 5 3K
Rt &R

o i g L 2 0] 8, Alsubai 8 AN 720 ToT &
B o KRG » S0 B AL BEE B RS R/ F)
M Harris Hawks #EAT AL I A2 180 RGB 1% . K H]
Rl DB BB e ) (BTG A T R AL 3 DL S BRI A L O FLIR
BABSNB R EHREZE, LRma REY 2k
R 0 EEGE HT T ToT Wm0 AS D A6 0 2 38 A

SR I Jr A W AR R . (ELIZ O 1 A T R A e
8224 0 % B ARz Ak BB )13 2. Ghahramani 5§
NV ToT 5 48 178 48 0 2 R PR AG T[] A 5 3
AR AEAT R B A o k1) — g o LR O iR AT 4G
I 52 6 45 R W 3207 25 R LA R0 e A ) i) v
A [l 2 4 ) 2 7E AL BB R A2 PR ToT i 45 I
AR E . R, BT IoT &80 SR,
%5 VA S Y S A Oy DRI X S R T R BT S A Iz Ak
RE IR0 2% .

FEXT Linux P & F 09 8% & 8 ., Landman 4§
N b xR BOAT 5 4 4 A% 2 AR Sk (Executable
and Linkable Format, ELF) #4749 i #:/E . L /)
SR R A B B R PR A SR R Z R
JE G SO R N TEAF5 A P A Ik A G2 X,
IX B 27 o DXV 8 B8 B L 4 i ARG U L i3 — 20
WIS A TR R . SR A R R WL TR Oy
P R R AL & T AR IEAR B . SR X ol &
BACTT 5 VS F A AL B B 43 Bt (0 52 T MR )
IR 5 S8 e ) SR B IR R &l R

ARATREA R IRAE R G & BRI IR
JPEEAT T AR LSS . RS BT S 0%
AR 5 B R AL 7 B o 18 7R % R
PIFE R PR SR A T — 38 ) HoAT SR RE 2L, 5 2 K —
) U S A Sy PRI el A5 D AR s e ) A0 45 4
AT A DL W R . 3% 4 XA E g 1A
GA T b AT T AT RS RS N A G A B
G ST BT AR A SCHR 54 L Y L8 A O 2 L 4
HURFAE S Y | AR ol R 28 0 KA ) iiF 95 O 28 A

Wt TR 4 AR AT BEXEOR [ EAE R 5P
GG R A VR T 2 R BB T ik
TR 4 2 5200, FF HR B 5 R A 75 B A D Ak SR
HWFEmvEge b #. SR, A BUR AL T e g AR
— TR EE 48 R B Y S 2R 45 4 L {H AT SR AF
SO E BRI T B AT A &
TSR L . B Yu Y B 5 3 A il 3
(] 7> 2] A5 54k 110 P AR T v T A R A $ SRR 3
FENA R TR A 2R, Bk H e
Aub 3 — 2 1 B R0 L TG 1k o e R R R 1 4
JafT AR, Li % AU i B 5 o 22 3 T R
BRI\ Z A B A R0 B O Rl = AR B
FRAE ARIZ T i 20 7% B s AT i sh 847 R
FRAE



660 it (= Bl 2 Eitd 2025 4F
£4 HURAEGLT EOMEDE
WA Xik BGKIE AKX BT VTR CRER | BRI RGEm
T O FRTE  MH ERLE Hnl ) i ¢ o R
. N R M Tk R AL
4 (o1 )] / - K )5 B, NV g e N b
Vedh 2o Windows e BEHPVEAR g PR e ok i e e
H B o
- RIS 4 o ETAAEA NS ARICE B AT A
=N R R AE [ L v s o P, s
TS a0 Windows  PE BRsesO xRS e pnin gsemesiE oo b g o
f {2 RECREE potme mgms AL A
Morcira A0 PERCHS PELUAG WUF KRG W CHERICS  (UH % A
b T 1 ‘ W RAENR M RE G b 547 4 ok
o o R LGt
Deng AT e PE B, TR RO LR
69T 1 2 : i b BAROE SRS TERN R
o 58
D WRRBRAE 2 RMBWE . BEHEIRE e e
Bahe 200 Windows  PE MEBEAWE D8NS oS gz R PRI
R PR A ropie I T A A
e N T Vst T Ll
Xuan % A557) o WA RS MERESY Cange R A
9 T4 2024 Windows — PE o 'pGB g 15 HHAE RGB Mg eI @A BT ORI
BRI ARE B FR b
- ¢ APT I T i A o WWWAmMME W4 APLEAE
st ) [60] : — 7
“Eiﬁo 2022 Windows APl %4140 J5 & 419F 22%%&? &%E%@ W M R0 90T B 2%
e 4 AR 7 1H 5 i1 A A
, o T s N . ‘
Barona 5 A1) ' i ¥APLH TS AR APTHEM o PR AN AR R R T
T 1 2023 Windows  APL by o b 19 F 51 T ;Eggm APLIFIRR 0] REBE IS
, Fodh 7 B dex X fF X A o RN KA
ang & 64 " : YR GREDS . 'IT CEH A
Fag @ 2019 Andod  dex  FmGCMUE. B ey tw S DHEE w50
9 6 58 PER W T
U - . K& AT A f
Tag AT e e o RS kmmmem e ESEAROUR ania
) T 1 : mwé% e HFE 1% %g T80 75 1 i 2%
. ¥ (R R
S P e mum e  EARGUEE RERT A
”%ﬁ%“ 2022 Android .dex ﬁg%;;ﬁé %gk*”“ &E%%@ R PTG SR
i 5 H i 5
. RIT dox I B T i AREAZ AEATHAS
4 [63] a 2 e pi — A i
ﬂgﬁ% 2025 Android dex B index gromigf TP ERE g o b ki OF
: K o ! HEA £ 175 0
, 0 25 I 505 o R ALK A I
ar & 65 W ’%‘3 N N N o
Lachir B8 202 Android dex iAo s M RESHM oo wa meik A
B 1R RERERS 2 Wit W
6 150 T PR 9 . o HGEMERE A
Tasyurek 4 A1 . . o e gy e Android B Z@EEEA D o ANIE T A
T 2023  Android Manifest ]jj(j% KT{;E [0 A B B RGB 12 ;Fgg;iﬂﬂliﬂ Android 1 i
. . ) CHRME o WM o
Smmarwar 4 A L55] 1 P = -8 O e o SEEEE N e AR A i I
i1 4 2022 ol O ggﬁﬁﬂ“ RGB 1% %éﬁﬁﬁﬁ% BTk
M o o EEEHIE S AE0S T O AL T e R 3 e A 2
me ﬂ-}\ #J\E‘FEU 2 JEST e g 3 8 =X v e 4 4
i 2025 10T AP SO R w0 RGN OB RUMBOKR9E 0K (A
i K 1 ) SHREA Iy W 7 1 o W A
Alsubai AT ST %gﬂéﬁ; SN G T (R
69T 1 BiE MSEEREG [ RGBEG A&l Km
. . . BEEEE—E T LA B 6 1 S M U
ahramant 2 [70] s i 4
(““g?f*7 ozt 1T B g ﬁﬁ%gﬂﬁ RIEER  SOREHONEH I A 7 1L
B B 1 ¥ Tl fitnge
Landman AT0 M Lnux SR WGREE WA AP F R L
{911 ‘ T gEmmovEg FI% AT VR




33 AR A . ST AL A R BRI S 0 e L ik 661

PEAh, 3 4 RS Y 45 TR 5 38 R B, Y i R
T35 A g % SIS B 114 % 5 A s AT A7 AR T 3K
RAL PSR fE Sy 22 A9 B, 4, Moreira %
NEP R 1 T 2 5 A X 7 R AIE B B R b R B
RLAF AR iy F HAGE B4R B B AL 8
WA M. 1M Deng 8 AW 8F 78 AR FEAIE T
O EE NGIE B H T R R 9 IR
B PRI 2 R ) LA R AR I A 55 e 1 S B
fi€ . Ghahramani % A" B 53 B 48 3 0 i 25 1%
FRAE 532 17 B P RS AE o (EL S TR 1 42 1A T 45y PR X
ZALTE S5 St R I A 22 .

25 BT  BUAT 1 R AL i 7 A R AE 2 R
R T R R A L (ETE T
B (0 Bh A5 4T Ry 45 A 48 BRI SIZ B e A 00 o e 1k i) 0
B AR SR A7 A R I Bl 25 )

4.3 SN EGBFERREEENHAR

3 3 % 20 T AR ) A A B R A T R 5 A g
1B R 8% A JXT I 1 IR B AN £ PR - DAL 1) )
AT DL EOUE T 7 5 5 2 P45 5 LA T] — 5 114 A A
P B 4 SR T Malimg W8 B PU AR R R
R G 10 0 J3E A R 9] mT LA O 5% 381 A ) 5k 1Y)
A A AE B8 RN SRR AE b A A 5 o A AL
PRI S AT 9 2% X 3 4 BB 45 b ) S B SRR AE
HEATRE T 00 G AR AL 7 . 7R XA 2 A v, R AE
WSRO SE — Bl W 4B F B, R B s,
H P RRAE 38 580 07 95 A0 95 R 2 B 7 ROF 42w R
SoE PR IR A B AT O AR SR IR A
IE B B0 LA B W g o G G B L 8 43 B 5 % 34l
02 J K U 1) 7 T B IR 1 o TR IR URRAE

(b) Swizzor.gen!E

(¢) Dontovo.A
&4 MR A 5 K BT AR FE )

Zhong 55 NN T T RE AR B 450 T 2k K
JEE PRG-I 0T b A BR 3 17 7 077l % 10 1 B ik
XA ] P45 DX Ak R AT 4 B DA R BT A A1 A5 X dak i1y
225 o JE I VR AR AR AR X P R R R G

(d) AgentFYI

SER L 1) 43 AT o DT B 00 X8 LU 32 1 43215 4 0T 25 ) il
PEF[F] — K P B A AR A R AU, Son %
R B SCAR Gy W IR B AR B0 FE i 1
T W53 AT S 8 FE AN 2 5 ) PR I A BE i) E 2 A
2o AT LGN R ROE LA D 158 #E L O
A AR A B [ Y REE U0RE R R T B B R
PR B R PG e B 1) b A EE R AE . SR T SOk
L74-75 ] $& 07 B R 1 s iy AR L 491 7T R 2 B0HR
I3 REAEAR B R 2 % DT 52 e A6 0 3 28 HE A 23

Sk g R L I A, Xiao 28 N7 58 33 51 AR (bR 25
HE (Colored Label Boxes,Colab)#ric PE {4 1) &=
A R 3 e R R bR A HE Y JE R O R PE SO
MEWWSMEE. LR RERY X TET A
R e IR T o AV R T () ) S0 3R B L DT S B
R I 73 2 AT 55 . e s Kumar 28 A5 ff )
PR AN A Ry R TR S 19 O 2 Ak BOW R R A R
11197 SRR AR 1 8 A5 52 RO 8 42 Ry R AE L 8 3 i 5
P A5 1% 225 T6] 73 A R0 3 A7 il 38 0 2 200 PR A ) o
PRAEAE TR A R 0 5 AE 0 4 R 7 AE LA $E s A 0
Li 858 TS 4 — i 0 O T R A 4 S AE A
1 3 1R 2R T TS RS 1 i 5 AR R IO A AR AN - i )
L [F) I 25 5 22 RUJRE R AL -5 R 30 T T2 2 0 AL o 3
SRR BT A, SR A Sy SR PERE . AR T SCHRL76-78 ]
JIT 4 5 B AE TN 52 5 R A R I 2 AL RE D 85
25 ME DL KRR | 22 A8 | S R R Y R R
Lo N

3 o ) AR AIE A B 3 5 A SCAIF ST Y 43 A AT DL
B AT R DR B W B O R i I A5 S R 5 A
fiE o AT 323 ) A 8 00 24 A7 A DU i — i DL 1Y
WEIE T SR o AN [ 3 2 B 5 0 =2 ) g AR R 245
2SS RE A B3 UM E R W B 5 8 7%
B R R R AR PR A
IEFAT BB RR KA Z PGB IRBHEAN T
P o 5 0] S5 2 () G0 0 3 28 M BE

N i PR GX (8], Venkatraman 45 A4 S f
45 4 4 B 4 K 2% (Convolutional Neural Net-
works, CNN) FI LSTM [ R & W% 5~ J5 ik » il i
X Windows APT I F 5 51 #0475 GE 10 #r o O BE O 8
B WA 1Y VG R AR RD B R RRAE . S I 45 SR R
B 3207 15T L 3 B v A B 1 5 A R R AR 3 26
HERR R . R T AR AL X P A R i A 4t fulF I A Ak 3
1o AERFAE I T 5 A ok O AR S 5 T A A M DA
PR W AT A R Z R L ARAE . Ak, Vasan
SE NSO B G 22 ) S i T 5 A R BT R



662 it "

Hl

B 2025 4

o
=B

B G RAE SEA TR I . 3 3 B0 TIN5 1) o 5 )
2GRN fef L3S N W BRIy R AT 55 . LR A
JEFTT, BT 4 H0 Y G D0 AE H2 A5 AU B A AT R A 1 1R
G R I B LA 3R 1 A XAy B A R A . AT S B
TR G A KR A

33 X SCHRL79-80 143 A AT 1, H i 22 BURRAIE $2
W7 58 35 DB — 1 K B R BOR t RHR A T 2
T A B RRAEAR S . SR R — A RR AR R R 1T
REAS JE DA 7% 20 2 3 75 v B i) O B R AE
I s Xiao A5 48 H R B R ) SR sy
LA AL I o HE B 2 A/ NE B R O 2L AR AE
PRI Be S 900 R Y sz B o 3 sk 1 fim R 2% R E AN
A 2 1 AR 4 ) B L A D 1 ) 4% 2 002 2 TR R
AT A AR DATI 4 BT IR 2 IR 1Y ME B I R AR A
B SRERERY, SMATEML Z T BAH
T IR ARG T M i 28, Vasan &8 A U2 B {47 7 43 10
A TP 22 X 28 A 25 5 B AR T 25 5 5 1] A% 4 4

x5

ARBEAT S BIR LA e A R 1 A 0 4 FE L S R 4%
FWL %7 1k B RO I TR VA 7 ARG AR E . 3
BRL79-82 B $2 77 1 D R R B T 5 42 th 1 3 1) REL B
R fe P 7R T )11 B 822 K ) o 2 ) 295 0 4T R
P, R IR S BN AT b A A I AL
48 [ AR S5 [ A L7 O A R AR W I T LA AR
B TSI 9 1 R X — A0 F A

5 W2 L AR I Oy A AT T AT Y
ZEMEAE  J2 2 A0 4 S0 B R B ML e s BB
ARy T AGIN F) 2 R 2 L L i D VR WO BT TR R BE 0 R
XHABGERLIN 7 1k BB A . B3 5 T T R AR SR ICAY
Jo i 3 ST 1 T S M X AR AR G 3 2 1 i R
AL E T e TR PR AR IURE % S ME R Al SO
T 0 SRR A T R T AT 5 A 0 28 0 T T A
PRIX LU IE REGS WA B ML AT A1 202 . PR oy %o
RFAE 4 SBORI R I 39 5 07 58 HE AT IR A DAL L 4047 A A%
B v A TR ARG N0 70 S 23R AR AR E 5 R B R

ETEGRULAZNEERGERNARSES

BRI €E SN ol

LR e

WA ik ORI TR e i ime ewsx o, TG
T gy PRRERER RS S Cste opowns 0008 IR sl nemn
Nataraj . N - I @ M PE X
55\ [o0] 2m1§ﬁ%§f“ PE B E@;;ﬁﬁ(mMﬁW% FAK B —/98.00 F. T 5 & H
ity T4 - ~ 17T B A

Venkatraman . — . N . s CIRYSRO R € Rk
snkatram . Malimg, 9339 4 e BATEmE RTAEEA EERW. . . LIS
@éﬁ' 2019wk 2023 PE B s msol ONN gagpk = 09/9680 ﬁgﬁgﬂﬁﬁa
Vasan % Malimg. 9339 1~ o RRTEEE RRERCN . aAMIEEEK

AT 2020 ke, 2023 PE B e it IMcEC AR R /9050 s s R

Malimg, Drebin A8 BEAT 38 16 T 1
Yu % A5 alimg. Drebin, L GAMRES RREIEE . HEB R . T L
g S0 NI THEAR PR R e remve KRB 000 g g
/ oy yean
Kumar Vi, 0330 1. AR A AR I LA 5 1 7
B p0p1 eimE 995 PE B ERARBUE RAMEHE  FEAK R /9871 . LRI
BT 202 WE KR CNN 5
Awan A o TS T A AE TR AR
g gozy Malme 9339 pp g BURTEEEE G ntimn s R — /9762 MUBEZABLG
i T FEA, 2023 e 14 7K 1] % 4% SACNN 0 A%
A = Z - N 1N A\
Chaganti % MMCC, 10 868 1~ o EERESEK MGEMONNK L T DA R
AT 2% pesk.2015 PE Byl EfficemNer 2% R /99000 pn e &
N 5 =W
Tang Malimg, 9339 AT REAL I ?ﬁeﬁ%%}ﬁ%z
HAE 2022 i TE S PE W FEALWe BN ONN  gim%k R —/eses < RS
T A 0 Iy MR A DI A
PR i
%ﬁﬁ, pogy MMCC.108684 Lo SOEMSUREE SRIAEN o o gy iﬁ%ﬁffii
iy °BEA L2015 . PR AN MCTVD e T ERBA AN
FI {5 B 5 2

S MMCC, DataCon, RRBIEARE KB BER oo 4y M TR A
Gl a0 JeeTTiRER. PE B WA S omm MATACh  siak w0l REEKENER
JL 2015/2020 RGBE A  LKRepNet TEUY e AT A T R
Xuan MMCC, DataCon, HEFFIMGEE B F &R — /99,46 S8 1 B I A 2 ]
ACT 2020 JE1673 MREE. PE R BUMWZME RIS BITON A% R Lot AHE AT A
i T AE 2015/2020 RGB ¥ {4, [# TAEfficientNet . Iy B A R




3 AR AT LT RS S B BRI S 4y e LR 663
(% F
s o VRIS AR o gt s o SR mwoee wtesm
THE AEB P W -5 FEAE £ A EOibiRes e ey MEBRER/ % WiR-a K eid
A HeH e
=9 2% hn
Yang BT HL 2 5K 44 WEEAAPL oy o vGG10 ﬁ?ﬁggggﬁ
Ze \LS0T 2022 4,110 000 ~FE  API — % =383 RGB MfiJ_CNN T A 98.66/— ?L/}%Egﬁtﬁ*@zﬁ
n T AE A,2022 PN ;n‘ﬁjﬂﬂjﬁiz'g agl
A e R
Barona WATE I @4 APLI] FreaSeq 1% PR o
gAY 2023 50000 ABEA,  APL B BURFRRR LR, BRI R 9835/~ T
i T AE 2023 PACREEE] ResNet50 Iﬁ%‘zﬁiﬁﬁz;k
Naeem Malimg, Leopard. dex SUFFET o, A - Al LA R0 % Tl
SN 2020 26508 PR dex g B R ReE PASONT g TSN w i w ki
f T4 2023/2018 PR e o TIBIT A
. . G ) AT S T R
Zhu Virusshare W £ , #HT index Bt . . 4w -
A 2023 4950 MREAL.  dex Wl Mgt SR ONN Cgsgem R osoo/— TSINEE. LA
T 2024 RGB [ MADRF-CNN A 8 98 7 i L A%
iy 1A : e 7 v AT
Lachtar BSR4, A T . e 4 u LU BN R
HAS 209 15085 AR dex il g DHRE TRMESR wwiew m o e0.m0/— g s R
ity T 2023 ~IR e TR A
Vasan TIoT_malware, W 2D 4 B4 SR CNN 5 R [ T B A B
e N0 2020 MHRSE.SE13152 ToT  BIR MU MY WJ; IMOpN | RBEA%E R —/97.35 IR R E AR
) TAE AFEAR L2023 e ER i o HHEAZAME
Smmarwar ToT_malware, A& it S =B Bt DMD- 2 Kl 99.99/ RE % 6 0 B 1) % =
4 AL%) 2022 Malimg. 131524 ToT  fR3R  {FEMZEKNY DWT-GAN ‘%%;’w] % 00 g9 HAFRILAFN, St
T A B .2020/2023 RGBEGAE Wik = U e
. IoT_malware, e v s . A& I A 8
?lsub?} Virusshare, S o gjf%'“’ﬁ %ﬁi/}v?LOV7 N N —/98.65, HHAIEN M. 470
e N[5 2023 o IoT BuR o SO E B RLURBOR K RiEad 2 Pty e o
Py 18000 A~ BEAR s RGBEAE  CNN 97.30 . i % 1 5 ¥
2023/2024 Y g
Ghahramani IoT_malware, A8 T EEIR AR R, ﬁgif’%gﬁﬁi
DT 2024 15085 MREAL ToT B CHEREEMK  MER.EE Kk w0 e e e
{1 T4 2023 i 14l 31 Wy i e
4.4 HIFEEMRXAIHHAR FE A 0% B G R I 53 A 55 SRR 25 R R

PRI 25 o 7R P L RO R Y B B TR
BIEh 2 Q< vl @ < R K SO = DO NI = N L R D
i A A I R A R B LA i A AR A D)
T4 v AR RN R 10 B R I S AR AR L A 2R
i A 2o I B 5 4 S B9 BIF 5 7 R L U AT BE S R
LRI UR VEE NP (A B L B IS N AP DO K (2
GERCHE 4R TP AN R Rk S 14 R B L T G I R E 1
PR T B i 5 BRI 2E 2. ] i B R A R
TAARCRE 15 R HCPR SO B0 22 L R s 2 A F
LA RREA AN JE 1 BRI A Ak 2 PR 3K AT AT g

XL 1 25 5 PERE ™ A A FRE I
A4 EEXF AR AR A IR 5T

AT 58 BT 808 46 38 30 7 78 158 73 28 ) AR A B
TN R A T] A PRI X 2 e R AR A T A A 5 A
WAL . Hsiao 45 N 52 ] AR A= b 48 9 45 (Si-
amese Neural Network, SNN) #47 B 7k H #5 B 1411
SIS A A # SNN T 8088 5 b AR b i

WLITIE AT LA — 5 R E b 2 A AR 0 AN 2 e 1Y
MR A RKH AR B G 4 2K M BE . Bai 4 AT
A T R SR AR DA M 2 2 BRTL (Multi-Layer
Perceptron, MLP) B FFAE $& BT - 455 SNN A I 5
RGP AFAE /D B R A 1 7™ B AN 1 185 504 4 R A7 A6
KUy, I E R AR %07 0] DUl A R AR R
T fifk B AN Y- A8 % A 0 25 2R 3 B 5 ) A KR R
AU A I 73 25 R Aff 6

Zhu 55 NPUHE BES O BT R AT
I A I FE S AL b, R O ] ek ) SNIN A7 b i
FEAS G W o 308 o i T AR LM B S R K I T A vk
(K-Nearest Neighbor, KNN) % [& 1% 3 17 4% 18 45 1F
PRI, IER FL A 4 oy BB L 58 R 43 28 . S I 45
TR %7 1 BE 0% T o A B R R A
ATEFFAE AR A 25 8] B R L A A 2 2R KR
FEALE b HA B 7 2R PERE .

i 3 3 A SCHR [ 85-87 Jm] Jn, £l 1 SNN A5 1%



664 it "

Bl

¥ 1 2025 4

GERLRL W] LU RCEE R % AF A 2D B R AS A A
SYRUERG . SR 3K 26 07 1 0F I0A MR A T fiff ke
R GE TR BE 2 2] 43 2 s 1Y) 35 2 [ L, B0 HS 3050 1) K A
A T RE A I T BEEOR I R e AR R

o ff g 2 18] 85, Conti 28 A8 5 3+t g 3 &1 %
AT B UL R )i e i 2 T 255 45 ey LA ik o b 25 [R) i L
A T WAL S = iE RGB B4 )5 . 11
Bt )5 BLUE B 4 M 45 (Convolutional Siamese
Neural Network, CSNN) 347 % M 43 2 52 56, 38 1
Xf b S g g5 R AT Y R D AR ACE] T I ZR
W7 REA R IBURRAIE 15 8, 2 5 B s A R X oK A
BRI BRI 2> R BOR . Jiang S AN E T
T DS TS o0 2% R it 7 1) 0% S A i phe A% S0 A T 7 1
TE N 2 ) 75 S USCER R A A B8 19 A 2 S8 B %
R FREA B PR o 3 . (HIZOT A 2N T
BRAEAEAT N J2 T8 ) ) A FEAE  BOZE R I B A A A
P R AEABAT S A5 A [] 19 22 285 00 B 3R it 5
HE B R 4 2 0 I o DA T 52 o A N 1Y) 4 T R UE
e .

B0 B A5 5 T v AR A A AR Bl 2 0 A L S 4
VA B BEA R TG EARE A Z 8] R G Y [R] B3, Chai 45
NSO — R A A B v AT LS 3 T AR AR
3 A Bl AR AR SR I, R SCBRE50 ]88 2 R Ak
T3 1R % T B e 48 g iR R i B 2R AR 7 X
N SRR T AR 2800 T AT S B RE AR S S IR ALY
FIME L RE MR T EEN BT EERNEARS
Ji A0 22 ) F B S B v RO A A

SR BAT 1 2D AR A2 o) D7 AT SR A AE B 3
F18y Jey R A o JHG v e 5 18— A [ i AT e A M 2%
R I B ASE TR A S R AN [F) AT 55 kB A A TE ik PR R A
e PR RE o Kl R A I R B 3 OB TR
18 R B T R 2 0 B8 BT 1 A 55 s AR I L PR
AR AE 3 AT 1Y) 22 S o AR E LA AT 0 R 1Y PR
FZ ARSI AL B 4 TC R AR BT 5 Bl HOA 2 AR
MR o 3 — JRy BRAPE AN AN 52 i 455 78 A S B g oh )
T VAN L R T HAE S A 2R ST
i 52 AN 1A

PRI G o] 7E 2D FEAS Z5 A i — 20 B T A5 Y
ITZ AL RE 1 o R 1] S 48 5 e R 0 s 8T 4 55 |
)RR T fE - © R 1% S5 30K ok BF 92 1 G i ) i 2
— o ARRMIBEFE A RESH R T & B A YA A
T PR Y S L BB 8 TR BCE A B A D0 KSR B
SR R 1Y) 15 T 4 g

Ao 2 XA BN AR 1 2% i T B

I3 20 TR R T 728 Tl R A i 5 D 1 [ A L K
Fi: B v 11 AR ST i 0 R A 2 R T R T A 43 2K
WERPR R K Z —. L Malimg 045 5 0 ],
Pl 5 AT LA EDULHI R 7 R 2B B Hh A (] S 1 T i A
ARG AP LG FEARBUR 2 1 Allaple. A
JEAEAEL AT IR B 2949 A1 4 /0 Y Skintrim. N
JEFEAALA 80 4>,

Allaple.A

Skintrim.N

Allaple.l.
Lolyda.AA2

Lolyda.AA1 Yuner.A
Fakerean Instantaccess
K5 AN B RS R AR & L

Shy it R AN AN S A 0 2 T A0 A A R ke £ i)
#L, Shaukat 55 A" 38 b o FH 25008 1 5 B2 A L 38 4 el
ANV R A B 5 S Y 2o 48 55 R) R T T BOR 4
Jo& A 1 B2 L B BE v B A B KO Bl e B AL L SE
A N R A . 0 e X S8 R AN AT LR
B TEIE 0 I 06 RS BE 9] 3 BE fr BR 18 8 [ 4% b Y
BERFAE . P AR iR s S AR A A AL
Yang % A 01 5% AL FH 3 Ay 3k DA X 4040 4R
AP ), SR SCERL60, 91 JRF 4 75 ik 443 i
Ak B UG BOHE £E b R0 TR AR R B AR A R
B A AT HIRFAE AT SR A A 0 AU

Ry fige e ) B, Wang %5 A% R P AR X BT I
2% (Generative Adversarial Networks, GAN) 4= Ji§
LT AR RO RRAE 19 4 58 IR AR I 8 5 T8 i Mg
PRSP B R B A . X BRI 1 5 5 R RE A
BOHE A TS 0 S 22 ] A R AIE , A 45 9% 07 vk A A B
it SR AN F- 7 InF RE 98 OIS AR AR RE . %O AR
L, Xuan 55 A5 48 —Fp LT GAN (1977 51 F¢AE A4
B ] 2% 1 Wasserstein Az B0 4T 9 4%, 12
AN R A OB B 1 AR IR FERE A TR
NI VIR S Sy = S VG i ST S AN 2 v
NSk 3oy B SCHRL92-93 ] 52 56 45 R AT %0, A1 H)
GAN 22 fiff B4 5 A - A [m) L 2 SR e AR R, 1H
Je BRI A AE ok BE 4005 1) XU o BRI A il i) 9 A W] g



3 AR A . ST AL A R BRI S 0 e L ik 665

b T A I I R S B —

h G FR B B AN P ) 2 T 45 R 3 ) S 0 T
— ol 7 v S G 3 R SRR D7 SR AR 110 KA
IR L AL AR I R AR IR AR A LS R EE . Liu
A N A R B0 R R D 1 (Synthetic
Minority Over-Sampling Technique, SMOTE) gi 3%
FEA A 38 3 A S U AS - D B 2 R0k
WG TR DB R A ) RE ) BB R T TR
WA HERR SR F1 2080, SR . 3% 5 i S TOR L iR
B A g R AE L SR A BB A A R DR
PRAEAR R AR U & URE AR T BE 23 B IR B A 1R RE
BEAh o i Tz ik Bl B R G L B o S Bk
7] 7 ) R0 A Y R 5 DT 84 i 1R 20 2R O HE R

% Liu 28 N TAEM G & » Onan™") i ) — Fp 2% F
LR IS JORAE J5 15 0 DR S AS - A T AL 5 o
IR BT BN Z RO IEAT KORAE 15 2 — A 1
AU GRAE o P N 2R B I 25 M B 2~ Rk A
B 2 O i A g oy BB R S 45 SR AR
J IR R B JOR AR 7 S 2 B R, m] LA R0 Ak
FH S ) AN A7 ) 3L, 388 oy 2 R RL R PR B . 4K T W)
SCHRL92-94 14718 A s b — L SCHR 95 J i $2 05 A
by 3B o] B R AR A AR . PR RE R B
[in] &

Bl & BT TR A L A5 58 SMOTE J5 3 11 Jy FR %

B, It Chen 28 A i H 4 ) o 4 M S O
Y 1 25 J7 15 (Simplex Imbalanced Data Gravi-
tation Classification,S-1DGC) , i@ i 5] A & il 2> %L
T SRARBARTT 12 Je Z2 TR G S35 - LR 5 i A6 43
KRB A AT $E T oSS AT BE REARAG I i (8] )4 . e Ah
Ma % NV REE B BT B RS S AR —
LT SMOTE f & i ik R % £ (Edited Nearest
Neighbors, ENN) #y 8 i J5 % » n] LA 2% fiff 204 A F
Mrali ok By SZ e . % 7 ] SMOTE 4 J & R
AT X HHEAT I Uk DTS 0 > B AR AR B B TR
> ZBEREAR S DBRHE AR Z B E S . L
ZERFEH S 455 SMOTE Al ENN 4 FfJy i 7]
LA S80Stk DR A AN SF- 48 ] et 52 1 5 R g A6 ) 26

HER T
4.4.3  H FBOIE4E Rk

HAT 8 K 2B AT R ENF LA R BA
PEAT BT B 2 A TR AR T A B A A A
TR X A A 2000 X 0 bR 3 0 K 1) S T AR S B
Ohy i TR 3 — [R) RL o S BIF 5 2 R R T S I T Y
Bln g s A AT A YO R 5 DLSERE R 25
SR+ H T 250408 B9 AR 22 TF 1R DL R R AR s R B AL
X LA R S5 95 ROd Py BCSE BE AT R BE . 3R 6 X BB
Bt g v b R 22 JF S s e R AT T TR AN AT R
WOl S 2 PR B AR A DL ARG URL ik 55

6 EABERGHIES
RGP H  BIREAT ARG/ A pueiESi] JIt FEVRIF 9 SCHik FRHL URL Hudik
Windows Malimg 9339 KBRS WHk[10.50-51,73,77,90,98] https://paperswithcode. com/dataset/malimg
Windows MMCC 10868 2 i1 45 5 hsh S 4 SCHik[14,53,99-101] https://www. kaggle. com/ ¢/ malware- classification
Windows Mal-API-2019 7107 API 8 %1 SCHk[102-105] https://data. mendeley. com/datasets/ w393cchch7/2
Windows Ember 1100000 BRAE 4R XHk[106-109] https://github. com/elastic/ember
Android Derbin 5560 FRE 5 SCHk[51,110-111]] https://drebin. mlsec. org/
Android AndroZoo 17000000 APK 4 SCHk[112-113] https://androzoo. uni. lu
Android CICAndMal 5491 BRAE 4R SCHk[114-115] https://www. unb. ca/cic/datasets/andmal2017. html
Android RmvDroid 9133 APK X M HooHds Hk[116-117] https://zenodo. org/record/2593596
Android KuafuDet 252900 APK 1 SCHRC118-119] https://nsec. sjtu. edu. cn/kuafuDet/download. html

Z V-4 VirusShare — —

CHk[37.120-121]

https://virusshare. com

4.5 &t xt BT B AR M AE 28 T IR 45 4 B (9 AR 5T

7E Nataraj 25 A 42 8 1 18] 1% 4k 07 2 i o
R A R I 4 26 1)U L R G BF Y K £k R R
W] 14 52 i 4o B AL 5 B 0 AT 20 4T » 9 0 I8 1 A
MREAS ) 26 B L B 75 IR B 2 o) 1R i P el o
TR YW 5T VR 4 A TR B 2 ST 7 e R S R 1
R B, H T CNIN AT L F 30 42 50 25 500 0 [
RAFAE L Cui % A 26 ] CNIN 52 B Xt K JE
15 YT 43 24T 55 o LA o i 0 728 20 AP 2 1 A

S HR A A W] 5 A R A BT A LE A
TRAE AR e B 30 0G0 3k B2 7 T OR . A
Kumar & A\ $ ) —Fh Bk 31T 58 2% 2 19 B AL
BRI 53 28 5 3 M IR BE A BUR 28 ) 45 4
DR REAE AR U BT 18 0 S 48 4 T U045 1 B R i
P TRk A IR . %07 i M AT RS 2 T 1 1
HAE ImageNet $dli £ L HONIZR VGG16 £ 1Y iT
P B A 52 5 v o AT AR BB 4R BURE AR I
PEAT 2R 2N S LAHR R A I 2 S PR BE . (HZ B Y



666 it

i

Hl

1R 2025 4

o
=B

e B KA 1Y B 88 DA SE A R ry I 25X RT e R B
TERHE 5 B /N BRSO R 11 D0 T i BB B 1 g
T R )

B4 s Rustam 55 N5 F 8% 28 2] BioR il )
VGG16 Fl ResNet50 S illl Zriss B A EG AL A rp 2
BURFAE I #1743 28 AT S8 3 1 D0 00 0% IR VB O
LIRS g R A 2 e iff e ) H Y . Cuad S8 AP 00
fd 11 22 H AR 32 BRI R 2% S MU AL S O 2 3R i 56
SRR AIE o D0 A A DO 0 8 AR B A58 i e A ) 43 2K v
WA, G oA SCHRL73,98-99, 122 T AT A1, 45 & fiff
FHTN ZRAs B DA Ko 3T 7% 2% > AT DLy 200 58 ik
I 53 AT 55 o AE 000 A8 8 5 2 7 S0 S0 » LA S i
R B A R A B T

Shen 8§ A fifp P B — ¢ AE 7 TH X AR B
AR T RS 00 255 2R 22 1 1) i, B o Rl 22 Sk TR L
1A ] K 49 B 92 42 (Bidirect-ional Long Short-
Term Memory, BILSTM) () 8¢ 4E DA B % 28 5 4
I 77 ¥ o T A X AR IR S ) 3 3 N A ] 25 T A ) Y
ORVE S b G RS SO AR AE 5 42 Jm) BCHVRRAE JF HE AT A

W, YR AR A %7 1 T DA RO X o #E AL
EAREIE . Kumar " 3 i i 8 6 B0 28 9 2% 44
SR I A TR A5 R T o R AR TR L RS o A
BT [ T S5 0 0 R AR RIS R A R R R
A SEERAS R W] %07 I RE W PR 58 LT R A
BT IN . SCERL100-101 %) Fo 3 4 T 4%
ik TREAE G AR 2 Kb e RS 2
Folv R fiE AT LA e B L A G I RE ) o EL3Z 5 ik BT Y
VE T I BLA R0 52 s o 28 IO 2% A2 80 W e e = UL 174 ]
fip ek o DRI X T TR R 2 o) R L K PR AR D5 vk
A BRI ST A0 T B — IR

BTN A H A R AR BT R B ) 2545
BUPEAT 1 ATl e RE S . BN AR T B O
FE T R AL 7 35 A A BG2 RE LPi f F £9
P 245 455 0 LA R of R i ) 5 A T Fy el ik . e R T
FERT LU Y o o0 2% A5 Y i ) — 26 A0 (3 45 4 2 H0 i
BT RE AR R RE S A B . R R OR BT
X e R Bl e 22 ) 45 11 O 5 A, 0 4% 57 3
STz RTE .

R7 BEHUBERGRUTAMEERI LSS

I 7% ik 7% Rl o) 2D EZ ”A’ﬂ( N 2 v
WU B gpwemncrons migorx miexn UL R ARREIERRE ) i) o
Cui - R _ ey SCXMETIERZ S5
7 Malimg %4 4 . 3t s ReFPEER L, . . Kk N " _
4 [73] R N =, W > e J4.
W O s ek soutenrle pogmgy 000NN gpy R RUPIRR SH 990
Vasan . R . ERHES SEEK ERVGGL6 DL Res-
AE - Ly 2 e g
A pozo yielmg SEALJEIIE FEME emmie ONNBOR MR Newo 4 BUZJORAE 99,50
T AR ! AR IMCEC WAk AEREA SVM 4K
Kumar 0 Malimg, MMICCHCHE 5005 5194 RF iz gg*ﬁﬁ:ﬁ Rk E!fﬁf%’fﬁ% Malimg: 99. 18
1) T.AF 4R, 2L20207 MFEA OB KERIG KEEIR CNN . s E%)\‘mhm:ﬁ}% MMCC: 98. 63
g ggpy MalmeOESE I R EEE RCPEEn SHfReM g IR RSN
s 9339 PMREA o KERGR  KEER (8 2k FE BNy 43 )
. CICInvesAndMal2019 ;
Ullah CICInvesAndMal2019, #4 .dex 3T % e s g EER 5 A o] |2 ’
& A2 2022 CICMalDroid2020, 45 3 fs £ W gt ;;%%Eﬁ BORA ONN I 55 %Tﬁf*'ﬁﬂz O eidzoz0.
) TAE L 22441 MHEAR A e s ’ 97. 00 ’
Vasan IoT_android, Malimg )i, fil 2D #iFf Simhash {6 . ps g i dropout JZ L) K& RPN
HAL 2022 BURSESE 13124 mEREARE bekme LT R s km e e S
1 T4k FEA e B JENEEES - ’ O R R A AR ) U
P i o == A pil 1 > 3G R .‘“; AN e =
4. 3£20 207 PREA iU RGB E% TERE S A - R PR MMCC: 93,19
B TAE A URGB &% DTMIC B R0 SR
Shen S - . e WEE L, £ R 7 L LA
W L 2 e ]
A gop YOO HIRIRIE MIEER IR demme wonnmee T0 ROBLSTMmASE 97,75
1 T Ak A <" i CNN AT RS
Rustam o e i H& VGGl .., B VGG16 i i 14 4%
a L3t e A o
4 N9 2023 xiglé'fféff% & Ei‘;fﬁ;gg KIEER  Fl Resnets0 ?’;i AR A Res 100
i 1 ST e sy Net50




33 AR A . ST AL A R BRI S 0 e L ik 667

4.6 FXEGUTBERERNFEATBRFENFAR

PR AY T3k A AT 4 T A8 I 003 07 T BAT 2%
P B I ST AR H Ak B 1% UL M A 1 i L Y W] i R M
5T e B B R AT g o I A S T e S
(Gradient-Weighted Class Activation Mapping, Grad-
CAM) 5k 1] LLTE R b i 5 7 X B B 73 2 ke
SRR W) e R ) DX I DT A R e SR o AR 4 7 A A
{1 5 T RV 7E 17 ) A 3 . Marais 45 12 A1)
Grad-CAM Az i AL B 0 755 % 580 35 191 I 52 i g
R X 33 J7 vk A7 Bl 3 B AR R ) e oo
B A A SO e o R ARG A 0 S B X I AT
P v W B R ARSI £ ] A R A AL . 5 Marais
S NAR R L2 L Tadarola 5 M) B MK I R
AR Grad-CAM a] # AL F AR 45 45 LUK I %
R 2B AR R I AT A A B A PR v R R R e s
b AR A R I ) DX AR ol R R ) 500 B i b 1 0
B SR SCHR [ 124-125 1 Fr $2 05 ¥ 0 A Rt & B
MRS T T B 2 > SR A 1 VA A A B e A BCHTE
fIE Y BT 6

DA A TR X A TR R R 4R ) e E RS R E PR [
14k 7 B AT R B M L Lin S8 A0 B2 AT A R MR 4R
% 2 (Interpretable Machine Learning, IML) J5
255 30 A 25 A T 0 R R AR B AT B R I 8 A
TR EE ) 00 i HOR L S B0 7 R I AR 3R e R
WA S AE G I 2 2 R 3 P B ) TR A B A
Fe R0 T O B LR MR R I ) S 4R b
PLPP A i B B . SR 45 R 3R W] IML A DUAT L
S AT A R R RS DR B 2 ) G R . HX T VA K
T B L2 2T A O S G 2R AR B R A A e R
AN AT R 2 R M AR %) G T oA A 23 7 B g

52 A 7 RASIA  Wang S M2 4 58
Tk SR T J2 A S P A% 486 T 0k 52t 80t o AS ) AR AL Xof A
RIS FE B 20 . 33X o 7 1% B U i s AR A ke
TR I A LA B R SR A i DR o AT B e R R o A A
UM 375 BA B RN 0T A Bk . Kb, Ullah 28 AN 42
i FHAR TR0 G 5 7] f# B P (Local Interpretable Model-
agnostic Explanations, LIME) J5 % L) K& % F SHAP
(SHapley Additive exPlanations) Jy 2 fif B IR [ 24
YA HY B PR B L 3l g % e A B TP S BN E
THOIN P R AE o DA R A5 A0k X $50000 1) 5 e o T i R SR
I PR RO A R S AR AT RE . 5 Ullah
S5 NI 5T 25 L. Card 55 NV 38 3 46 i SHAP,
LIME HIHE 81 5 20 25 b 7877 5 $ fHp 1 phe o o 7
F18 4 T AL 1] DA e R 5 7R T 0 2 4k 5 LY A R

ESCHR[127-128 T $12 7 2 ) AT fift Ak 473 4R vo BE AR
A58 A5 TR 1 0 FE X D A 2 SR B

5 HiEMHhKRSREKRE

AR RUE IR T MR AL I T T AR PR A 4y 26
JTE R T 0 35 R R o E H A e 2o AR AT T I 1 22 Bk
i o 3 LU PR A E — 2 R b PR 2 24 A I O 9k 1
RERYRE— 2B 4R Th . B RARETT S8 M &2 % i L
BOA A A A 0 A TR X A AT X o A SRS AE X
— TR IRAR T 2 A5 P BT T I A PR O
JE B AR AT AT B 5T 05 18
5.1 MEiErIHkE

Wit 5 %ot BIL Ak 5 ol B AR 1 A L PR AR D5 v L i
i 25 7 R B o S AR T S 2 WD LA e B O
BRI SCPF I 37 42 25 £ AR 26 s R 5 =4 > BT 1Y
R, R 2 i 0 P A LR LA

(1) FFAE 7R AN AL ) i

i 2o % SCRR 7280 T AT TR A 3T Al A 8 T 4K
B SR 8 6 LA 3 8 A7 7 i B 1 AR
AT 5 XE LA B 5L Bl 25 5 A A AT O 1 6L T AR
TSR A S IR, PR 0 X DA 4 T A RN S e TR
JEEEAT Y . BEAh SRR R Ak R 8 EOR dL AR
XL — TR 22 BT 5 P AT AR SR T A B I R RE L5
JE IR 1B M SRR ST . TR R R BB 5 B
& BT T K I R0 R AR R ORI R R T i 4
S S TE AN AR £ T B B AT O AR BE T . A
7T 412 o AL TR ) A 00 9 Al 1 R AR BE g L Al A L3R
BT B AR 2 18]

(2) X YLk Bk 7]

TE T R 3T A % BRI 35 F PE Sk 30fF 5%
SRR AR J7 ik E R B W R py R BR . [R]
WL E AW RB LA GAN Az i X TR A AR 4%
A RO VR BUA R T BE A A A R L
EHOFRHSE R . R R B ORI 20 T ik
R ARG ft 1 G 0 AE Y A v Xk X e B B AT AR
PRAS B v WO ARG ORG 2 o G A o 3 T LAZE 5 S A U
TR U AE 108 R AT O o RAD /D 8 T A ik
A R REYE

(3) Kl AN - iy 1] 7

TESE PR NS 5 B AR R AR AR A AR AR
3 AT 38 AN Y L O R B G 2 S BURE RS 228
FREA L FEAU G - T X A B A R . SCHR[91-97
JIr 8 07 36 9 Be A AR b i DR 50308 4R AN - 15 114 1)



668 it "

Hl

1R 2025 4

o
=B

R, TR A Sk i F 5 AT DA DA B 000 4 1 o BE N T
R F: A 50 B AR T B A e Ay T i ) B 4R A
A DU DRSS R 25 A 2800 B35 24 AP PERE

(4) 7 figt g 1 ]

TR B 2 2] A5 1 ] g o P X — [ A g R A5 31 7
SRR 5 2Z B YR G 1 BR AR T 3 TR R 1 I AT A
FEPEROMERT . H T IR B 2% ) i SR & Rk DR N B
S LA S figp A5 AR A R S R SR I DL IR TR Ut TS i Ak
BRI P it . SRk W 9% N 4 T T B2 i A AL 1Y)
AR R VR S B50H AN AT Oy BRI T Al

FE 52 B R FH v, S S 2 AR A D AT AR R — A
AR R A 2RI PR, S A 000 SR 2R 4 AW S R[] P
Aib FHR R et AR X R A A G Y IR AL B DT I AE
(iR sl T S NS AN | | N S5
DT 2R GG UR Y o T 3R T S s sk . Al 7
DR TAE A 00 32885 (9 (] B A7 S O 4 G W0 Yy v o if 23 R
P L R Y I G AR AR I T 9 0 2 T R 1) G i (]
Bz —00 RO BB 9 N 22 O T AN Al 1 1k IS
PRSI (1 T B30 o ol 2 L A0 B A R ASE TR 4 o)
P TSR AR B T L AR R R S A A 55 Y
FEI o LA S BT T A R o R G o R
5.2 REHREE

B X AR SC T4 0 H AR S8 T T I A K
A W BIF 5 10 4R H T 0 R AR R | HCE X B B
i B R T R | A 3EAS S A RO R A B 2 AR A K
It 55 75 18 DA — 25 3 i BB AR T T i R Ik g
SRR AR AT DL EE AT 5 A G LA R LA

(1) Z B35 B8040 4 1

A B W5 I 5 BECKs 2 1A B 4 A b T
AR Ay 2858 b BR T AR SR Y SOk
FRAP R T LGS B AT H B 4 A 2 R
U5 . X 22 A28 000 il G S A TR R AL TR A i I
TOCAE B A B TSR R IR O R AR S I L F T 4 T
i 55 43 25 0 PERE

(2) XF ek B A

i o5 % e o S 1 R S A R 1 BF 5 I
D F Vv B LA e ) R T A AR LG A
R TT K 3 2R 0 X B0 T A0 s 9 k£
Ao D RS DS 7Y G 57 Yol i T8, W] DLIR A
FE I X PR I 25 55 B A e AR o 33 5 1 i A8 TR A
A7 X} A2 2% ik g 5 I 0 R P RN R HE

(3) W] fift B M F 5%

TR I 7 0T AR AR 35 ] 5 e P45 A AG:
TR (1% AT i B o LA B 90 4% 42 4 hH 56 N 51 B A B

TR f PR SR ok A R LD AR L P AR SR A P R L A
R 7 2 U 2R

(4) b FR R AR

Wit 2 B A T R ) PR R G K R R i B
FELTRRE A AL BB H Z R s .
TR 0 1 7 9 L AT AR R A A A A S R
A B R R Y 4 L DT S BB T SR R R
12 WA R T T AR AN T R Y RO A R SR

(5) S B S0 B A A DU

YT A S0 A A T BIF K 2 MO T I KA
SE AT LRI SR o SR T 3K 26 B R 4 1 1 A7 7E 1) 50k
AR B AR DL B 1 O AN T ) A X LAl
JESEEF RN SR . DRI, R ok B R S R AR TR
Vo A8 P S B T R R A R D B AR [) BN ) S i %
SIS A 5 T SR B0 4 DA TG DU A of g N st
RME
6 B %

AR S 3k TR 130 5 e Jo g2 8 S S R A
Gr SR SR GE L FE S A0 T T 45 R O T RS AL T A Y
MR R BOR . MR RS I T B R AE 4 BT U
B A A 3 B A R0 R R ARG A SR W X X LB S AT
RGAVFR ML B AT . AR F TR T .

AR SCE SRS T A R R s,
BALFE ST B BT I T LA 2R ) TR B 2
2RI T 3  BEEEA 2T A% G A Oy A AE 1 1)
L R D B R . Lk o A R AR Dy kiR AT
ARG 5 3 2 ) AF 5 TE AT 4 T 18] B, 1 41 43
BT T G AT B 30 A 43 28 7 i i BAR AR . Y
WL T ILA T : (1) B T B (2) 45
E B I LA B R AE 1 5 T B s (3) - 15 B0 4 40 6 Jr
s (O AR AR Bl ARG 0 A5 TR N 2% 5 v JF A S S Y
rh S8 O S50 T P BCHE SR AR G R TS . R
AR SCHE T 5 00 R A A 6 B T SRR
Tia) o AR A1) g X MR S U A% R S IR O R AP A U £
PRk .

o X W T R I 5 0 2 Uy s R R A T
PG ARG T 5 3k A 42 T[] JB50, AR SC ) T % A 4G
TR s Dok i 2 R A AR LA Ty kAT T
RGN REE 55y BT . SR W An] A5 A8 ) % R AR A
R 1) JER IR R 2 4 T R 5 A DR I A0 [, B
AR ORI B 7 1 S DT 394 i A Sfe 4 ] 1o X B
o B L XE LA ARG I 1 3 R R R AR S R U 2



33 AR A . ST AL A R BRI S 0 e L ik 669

T R o 3 46 ol T+ A % A AF S 4 T O 1
SR A1 o Gt 3 S8 R A S R o DA T R e LU
TAE UM 2 — A Z AR . RK AT T
RS QAnDRE S 2 % R I £ A B T T 552 B 34 85 52 2R
e 5 SR B A . 1X S ] TR i 15 TR AT ST
FIARZR o LA 5K SEA 28Rl 5 1) il R 7 5

2 % x #

[1] Calleja A, Tapiador J, Caballero J. The malsource dataset:
Quantifying complexity and code reuse in malware develop-
ment. IEEE Transactions on Information Forensics and
Security., 2018, 14(12) . 3175-3190

[2] Gibert D, Mateu C, Planes J. The rise of machine learning
for detection and classification of malware; Research develop-
ments, trends and challenges. Journal of Network and
Computer Applications, 2020, 153(5); 102526

[3] Han Yu, Fang Bin-Xing, Cui Xiang. StealthyFlow: A frame-
work for malware dynamic traffic camouflaging in adversarial
environment. Chinese Journal of Computers, 2021, 44(5):
948-962(in Chinese)

GG, JFiE %, £, StealthyFlow: —FhXf i &4 F K&
SRR R HESE. TR, 2021, 44(5): 948-962)

[4] Chai Y, QiuJ, Yin L, et al. From data and model levels:
Improve the performance of few-shot malware classification.
IEEE Transactions on Network and Service Management,
2022, 19(4) . 4248-4261

[5] Nahmias D, Cohen A, Nissim N, et al. Deep feature transfer
learning for trusted and automated malware signature generation
in private cloud environments. Neural Networks, 2020, 124
(4): 243-257

[6] Venkatraman S, Alazab M. Use of data visualisation for
zero-day malware detection. Security and Communication
Networks, 2018, 79(12). 1-13

[7] Gao C, Cai M, Yin S, et al. Obfuscation-resilient Android
malware analysis based on complementary features. IEEE
Transactions on Information Forensics and Security, 2023,
18(1): 5056-5068

[8] Naeem H, Ullah F, Naecem M R, et al. Malware detection in
industrial Internet of Things based on hybrid image visualization
and deep learning model. Ad Hoc Networks, 2020, 105(8) :
102154

[9] Zhang Jian, Chen Bo-Han, Gong Liang-Yi, et al. Research
on malware detection technology based on image analysis.
Netinfo Security, 2019, 19(10): 24-31(in Chinese)

o, BRPag . B R —45. T BR300 K 4
ARBETE. FER 4% 4, 2019, 19(10); 24-3D)

[10] Moraga L I, Malco ] P R, Zabala-Blanco D, et al. Detection
of obfuscated malware by engineering memory functions
applying ELM//Proceedings of the 2023 IEEE Colombian
Conference on Applications of Computational Intelligence.

Bogota, Colombia, 2023: 1-6

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

Chatzoglou E, Karopoulos G, Kambourakis G, et al. Bypassing
antivirus detection; Old-school malware, new tricks//Proceedings
of the 18th International Conference on Availability, Reliability
and Security. Benevento, Italy, 2023: 1-10

Samociuk D. Antivirus evasion methods in modern operating
systems. Applied Sciences, 2023, 13(8): 5083

Lan Q, Du Y, Gao C, et al. Status and outlook of image-
based malware detection technology//Proceedings of the 2023
3rd International Symposium on Computer Technology and
Information Science. Chengdu, China, 2023;: 598-603
Chaganti R, Ravi V, Pham T D. Image-based malware
representation approach with EfficientNet convolutional neural
networks for effective malware classification. Journal of
Information Security and Applications, 2022, 69(9) . 103306
Or-Meir O, Nissim N, Elovici Y, et al. Dynamic malware
analysis in the modern era— A state of the art survey. ACM
Computing Surveys, 2019, 52(5); 1-48

Chakkaravarthy S S, Sangeetha D, Vaidehi V. A survey on
malware analysis and mitigation techniques. Computer Science
Review, 2019, 32(1): 1-23

Ji Tian-Tian, Fang Bin-Xing, Cui Xiang, et al. Research on
deep learning-powered malware attack and defense tech-
niques. Chinese Journal of Computers, 2021, 44 (4): 669-
695(in Chinese)

CHLFINRE, Jries, HEFHAE. TR % > WK RE 09 0 B A g By i
FEHE . HEHLEAR . 2021, 44(4) ; 669-695)

Guo M H, Xu T X, Liu]J J, et al. Attention mechanisms in
computer vision: A survey. Computational Visual Media,
2022, 8(3): 331-368

Afianian A, Niksefat S, Sadeghiyan B, et al. Malware dynamic
analysis evasion techniques: A survey. ACM Computing
Surveys, 2019, 52(6): 1-28

Nair R, Dodiya K R, Lakhalani P. A static approach for
malware analysis: A guide to analysis tools and techniques.
International Journal for Research in Applied Science and
Engineering Technology, 2023, 11(12) . 1451-1474

Jin B, Choi J, Hong J B. et al. On the effectiveness of
perturbations in generating evasive malware variants. IEEE
Access, 2023, 11(1): 31062-31074

Hashemi H, Samie M E, Hamzeh A. IFMD. Image fusion
for malware detection. Journal of Computer Virology and
Hacking Techniques, 2023, 19(2). 271-286

Quan W, Deng P, Wang K, et al. CGFormer: ViT-based
network for identifying computer-generated images with
token labeling. IEEE Transactions on Information Forensics
and Security, 2024, 19(1): 235-250

Freitas S, Duggal R, Chau D H. MalNet: A large-scale image
database of malicious software//Proceedings of the 31st
ACM International Conference on Information & Knowledge
Management. Atlanta, USA, 2022 3948-3952

Hossain M A, Islam M S. Enhanced detection of obfuscated
malware in memory dumps: A machine learning approach for

advanced cybersecurity. Cybersecurity, 2024, 7(1); 1-23



670

it

Hl

5

1R 2025 4

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

Xu H, Zhou Y, Ming J, et al. Layered obfuscation: A
taxonomy of software obfuscation techniques for layered
security. Cybersecurity, 2020, 3(9): 1-18

Tian R, Batten L. Islam R, et al. An automated classifica-
tion system based on the strings of trojan and virus families//
Proceedings of the 2009 4th International Conference on
Malicious and Unwanted Software. Quebec, Canada, 2009;
23-30

Feng Y, Anand S, Dillig I, et al. Apposcopy: Semantics-
based detection of Android malware through static analysis//
Proceedings of the 22nd ACM SIGSOFT International
Symposium on Foundations of Software Engineering. Hong
Kong, China, 2014 576-587

Tian K, Yao D, Ryder B G, et al. Detection of repackaged
Android malware with code-heterogeneity features. IEEE
Transactions on Dependable and Secure Computing, 2017,
17(1) . 64-77

Zou D, Wu Y, Yang S, et al. IntDroid: Android malware
detection based on API intimacy analysis. ACM Transactions
on Software Engineering and Methodology, 2021, 30(3):
1-32

Maniriho P, Mahmood A N, Chowdhury M J M. A study on
malicious software behaviour analysis and detection techniques:
Taxonomy, current trends and challenges. Future Generation
Computer Systems, 2022, 130(5): 1-18

Deng L, YuC, Wen H, et al. Few-shot malware classification
via attention-based transductive learning network. Mobile
Networks and Applications, 2024, 28(8). 1-15

Kim H, Kim J, Kim Y, et al. Improvement of malware
detection and classification using API call sequence alignment
and visualization. Cluster Computing, 2019, 22(9). 921-929
Babu S, Singh V. BD-MDLC: Behavior description-based
enhanced malware detection for windows environment using
longformer classifier. Computers &. Security, 2024, 146(11):
104031

Wang S, Chen Z, Yan Q, et al. A mobile malware detection
method using behavior features in network traffic. Journal of
Network and Computer Applications, 2019, 133(5): 15-25

Singh J, Singh J. Detection of malicious software by analyzing
the behavioral artifacts using machine learning algorithms.
Information and Software Technology, 2020, 121(5);: 106273
Trizna D, Demetrio L, Biggio B, et al. Nebula: Self-attention
Forensics and Security, 2024, 19(1);: 6155-6167

Madamidola O A, Ngobigha F, Ez-zizi A. Detecting new
obfuscated malware variants: A lightweight and interpretable
machine learning approach. arXiv preprint arXiv: 2407, 07918,
2024. 1-23

Ali S, Abusabha O, Ali F, et al. Effective multitask deep
learning for IoT malware detection and identification using
IEEE Transactions on Network

behavioral traffic analysis.

and Service Management, 2023, 20(2); 1199-1209

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[51]

[52]

[54]

Huda S, Miah S, Hassan M M, et al. Defending unknown
attacks on cyber-physical systems by semi-supervised approach
and available unlabeled data. Information Sciences, 2017,
379(10) . 211-228

Martin A, Rodriguez-Fernandez V, Camacho D. CANDYMAN:
Classifying Android malware families by modelling dynamic
traces with Markov chains. Engineering Applications of
Artificial Intelligence, 2018, 74(1). 121-133

Acarturk C, Sirlanci M, Balikcioglu P G, et al. Malicious
code detection: Run trace output analysis by LSTM. TEEE
Access, 2021, 9(1): 9625-9635

Kumar S, Janet B, Neelakantan S. Identification of malware
families using stacking of textural features and machine learning.
Expert Systems with Applications, 2022, 208(12): 118073
Chen X, Li C, Wang D, et al. Android HIV: A study of
repackaging malware for evading machine-learning detection.
IEEE Transactions on Information Forensics and Security,
2019, 15(1): 987-1001

Kancherla K, Mukkamala S. Image visualization based mal-
ware detection//Proceedings of the 2013 IEEE Symposium on
Computational Intelligence in Cyber Security. Singapore,
2013: 40-44

Ban X, Chen L, Hu W, et al. Malware variant detection
using similarity search over content fingerprint//Proceedings
of the 26th Chinese Control and Decision Conference. Chang-
sha, China, 2014, 5334-5339

Han K S, Lim J H, Kang B, et al. Malware analysis using
visualized images and entropy graphs. International Journal
of Information Security, 2015, 14(2): 1-14

Han K S, Kang BJ. Im E G. Malware analysis using visualized
image matrices. The Scientific World Journal, 2014, 1(7):
1-15
Li S, Wang J, Song Y., et al. Tri-channel visualised
malicious code classification based on improved ResNet.
Applied Intelligence, 2024, 54(9) . 12453-12475

Nataraj L, Karthikeyan S, Jacob G, et al. Malware images:
Visualization and automatic classification//Proceedings of
the 8th International Symposium on Visualization for Cyber
Security. PA, USA., 2011 1-7

YuJ, He Y, Yan Q. et al. SpecView: Malware spectrum
visualization framework with singular spectrum transformation.
IEEE Transactions on Information Forensics and Security,
2021, 16(1): 5093-5107

Moreira C C, Moreira D C, de Sales Jr C S. Improving
ransomware detection based on portable executable header
using xception convolutional neural network. Computers &
Security, 2023, 130(7): 103265

Deng H, Guo C, Shen G, et al. MCTVD. A malware classi-
fication method based on three-channel visualization and deep
learning. Computers &. Security, 2023, 126(3); 103084
Tang C, Zhou C, Hu M, et al. Malicious family identify
combining multi-channel mapping feature image and fine-

tuned CNN//Proceedings of the 2022 IEEE International

Conference on Trust, Security and Privacy in Computing and



3

AR A . ST AL A R BRI S 0 e L ik 671

[55]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

Communications. Wuhan, China, 2022 9-19

Yu Y W, Weber G M. HyperMinHash: MinHash in Loglog
space. IEEE Transactions on Knowledge and Data Engineering,
2020, 34(1) . 328-339

Li S, Wang J. Song Y, et al. TriCh-LKRepNet: A large
kernel convolutional malicious code classification network for
structure reparameterisation and triple-channel mapping.
Computers & Security, 2024, 144(9): 103937

Xuan B, Li J, Song Y. BIiTCN-TAEfficientNet malware
classification approach based on sequence and RGB fusion.
Computers &. Security, 2024, 139(4); 103734

Tang M, Qian Q. Dynamic API call sequence visualisation
for malware classification. IET Information Security, 2019,
13(4) . 367-377

Barona J P, Alvarez ] A, Farfan C J, et al. Malware detection
using API calls visualisations and convolutional neural networks
//Proceedings of the 2023 IEEE/ACM 23rd International
Symposium on Cluster, Cloud and Internet Computing
Workshops. Bangalore, India, 2023: 153-159

Yang H, Zhang Y, Zhang L, et al. Malware detection based
on visualization of recombined API instruction sequence.
Connection Science, 2022, 34(1). 2630-2651

Tang J, Li R, Jiang Y, et al. Android malware obfuscation
variants detection method based on multi-granularity opcode
features. Future Generation Computer Systems, 2022, 129
(4): 141-151

Xiao X, Yang S. An image-inspired and CNN-based Android
malware detection approach//Proceedings of the 2019 34th
IEEE/ACM International Conference on Automated Software
Engineering. San Diego, USA, 2019, 1259-1261

Zhu H, Wei H, Wang L, et al. An effective end-to-end
Android malware detection method. Expert Systems with
Applications, 2023, 218(15): 119593

Fang Y, Gao Y, Jing F A N, et al. Android malware familial
classification based on DEX file section features. IEEE Access,
2020, 8(1): 10614-10627

Lachtar N, Ibdah D, Khan H. et al. RansomShield: A
visualization approach to defending mobile systems against
ransomware, ACM Transactions on Privacy and Security,
2023, 26(3): 1-30

Tasyurek M, Arslan R’ S. RT-Droid: A novel approach for
real-time Android application analysis with transfer learning-
based CNN models. Journal of Real-Time Image Processing,
2023, 20(3): 1-17

Ahmed I, Anisetti M, Ahmad A, et al. A multilayer deep
learning approach for malware classification in 5G-enabled

ToT. 2022,
19(2): 1495-1503

IEEE Transactions on Industrial Informatics,

Smmarwar S K, Gupta G P, Kumar S, Deep malware detection
framework for IoT-based smart agriculture. Computers and

Electrical Engineering, 2022, 104(1). 108410

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

Alsubai S, Dutta A K, Alnajim A M, et al. Artificial intelligence-
driven malware detection framework for Internet of Things
environment. Peer] Computer Science, 2023, 9(1).: 1366-
1379

Ghahramani M, Taheri R, Shojafar M, et al. Deep image: A
precious image based deep learning method for online malware
detection in IoT environment.
27(10): 101300

Landman T, Nissim N. Deep-Hook: A trusted deep learning-

Internet of Things, 2024,

based framework for unknown malware detection and classifi-
cation in Linux cloud environments. Neural Networks, 2021,
144(12) . 648-685

Chu Q. Liu G, Zhu X. Visualization feature and CNN based
homology classification of malicious code. Chinese Journal of
Electronics, 2020, 29(1): 154-160

Cui Z, Xue F, Cai X, et al. Detection of malicious code variants
based on deep learning. IEEE Transactions on Industrial
Informatics., 2018, 14(7) . 3187-3196
Zhong F, Chen Z, Xu M, et al. Malware-on-the-brain:
Illuminating malware byte codes with images for malware

classification. TEEE Transactions on Computers, 2022, 72(2) ;

438-451

Son T T, Lee C, Le-Minh H, et al. An enhancement for
image-based malware classification using machine learning
with low dimension normalized input images. Journal of

Information Security and Applications, 2022, 69(9); 103308
Xiao M, Guo C, Shen G, et al. Image-based malware classi-
fication using section distribution information. Computers &
Security, 2021, 110(11): 102420

Kumar S, Janet B. Distinguishing malicious programs based
on visualization and hybrid learning algorithms. Computer
Networks, 2021, 201(24): 108595

Li S, Wang J, Wang S, et al. PAFE. A lightweight visual-

ization-based fast malware classification method. Heliyon,

2024, 10(16): 35965-35981

Venkatraman S, Alazab M, Vinayakumar R. A hybrid deep
learning image-based analysis for effective malware detection.
Journal of Information Security and Applications, 2019,
47(8): 377-389

Vasan D, Alazab M, Wassan S, et al. Image-Based malware
classification using ensemble of CNN architectures (IMCEC).
Computers &. Security, 2020, 92(5); 101748

Xiao G, LiJ, Chen Y, et al. MalFCS: An effective malware
classification framework with automated feature extraction
based on deep convolutional neural networks. Journal of
Parallel and Distributed Computing, 2020, 141(6): 49-58
Vasan D, Alazab M, Wassan S, et al. IMCFN. Image-
based malware classification using fine-tuned convolutional

neural network architecture.

171(22). 107138
Awan M J, Masood O A, Mohammed M A, et al. Image-

Computer Networks, 2020,

based malware classification using VGGI19 network and
spatial convolutional attention. Electronics, 2021, 10(19):

2444



672

it

Hl

5

1R 2025 4

[84]

[86]

[87]

[88]

[89]

[90]

[91]

[93]

[94]

[95]

[96]

[97]

Miranda T C, Gimenez P F, Lalande J F, et al. Debiasing
Android malware datasets: How can i trust your results if
your dataset is biased? IEEE Transactions on Information
Forensics and Security, 2022, 17(6) . 2182-2197

Hsiao SC, Kao DY, Liu Z Y, et al. Malware image clas-
sification using one-shot learning with siamese networks.
Procedia Computer Science, 2019, 159(1);: 1863-1871

Bai Y, Xing Z, Li X, et al. Unsuccessful story about few
shot malware family classification and siamese network to
the rescue//Proceedings of the ACM/IEEE 42nd Interna-
tional Conference on Software Engineering. Seoul, Republic
of Korea, 2020: 1560-1571

Zhu J, Jang-Jaccard J, Singh A, et al. A few-shot meta-
learning based siamese neural network using entropy features
for ransomware classification. Computers &. Security, 2022,
117(6) ;. 102691

Conti M, Khandhar S. Vinod P. A few-shot malware
classification approach for unknown family recognition using
malware feature visualization. Computers &. Security, 2022,
122(11): 102887

Jiang L, Zhang Y, Shi Y. Visual fileless malware classification
via few-shot learning//Proceedings of the International
Conference on Cyber Security, Artificial Intelligence, and
Digital Economy. Nanjing, China, 2023, 12718 113-124
Chai Y, Du L. Qiu J. et al. Dynamic prototype network
based on sample adaptation for few-shot malware detection.
IEEE Transactions on Knowledge and Data Engineering,
2022, 35(5): 4754-4766

Shaukat K, Luo S, Varadharajan V. A novel deep learning-
based approach for malware detection. Engineering Applications
of Artificial Intelligence, 2023, 122(6): 106030

Wang Z, Wang W, Yang Y, et al. CNN- and GAN- based
classification of malicious code families: A code visualization
approach. International Journal of Intelligent Systems, 2022,
37(12) . 12472-12489

Xuan B, LiJ, Song Y. SFCWGAN-BiTCN with sequential
features for malware detection. Applied Sciences, 2023, 13(4):
2079

Liu Z, Zhang Y, Chen Y, et al. Detection of algorithmically
generated domain names using the recurrent convolutional
neural network with spatial pyramid pooling. Entropy,
2020, 22(9): 1058

Onan A. Consensus clustering-based undersampling approach
to imbalanced learning. Scientific Programming, 2019, 1(1):
5901087

Chen Z, Yan Q, Han H, et al. Machine learning based
mobile malware detection using highly imbalanced network
traffic. Information Sciences, 2018, 433(4) . 346-364

Ma Y W, Chen J L, Kuo W H, et al. AI@ nti-Malware:
An intelligent framework for defending against malware
attacks. Journal of Information Security and Applications,

2022, 65(3): 103092

[98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[111]

Kumar S, Janet B. DTMIC: Deep transfer learning for
malware image classification. Journal of Information Security
and Applications, 2022, 64(2): 103063

Rustam F, Ashraf I, Jurcut A D, et al. Malware detection
using image representation of malware data and transfer
learning. Journal of Parallel and Distributed Computing,
2023, 172(2) . 32-50

Shen G, Chen Z, Wang H, et al. Feature fusion-based
malicious code detection with dual attention mechanism and
BILSTM. Computers & Security, 2022, 119(8): 102761
Kumar S. MCFT-CNN: Malware classification with fine-
tune convolution neural networks using traditional and
transfer learning in Internet of Things. Future Generation
Computer Systems, 2021, 125(12) . 334-351

Panda B, Bisoyi S S, Panigrahy S. An ensemble approach
for imbalanced multiclass malware classification using 1D-CNN.
Peer] Computer Science, 2023, 9(1): 1677-1699

Almaleh A, Almushabb R, Ogran R. Malware API calls
detection using hybrid logistic regression and RNN model.
Applied Sciences, 2023, 13(9): 5439

Zhang S, Wu J, Zhang M, et al. Dynamic malware analysis
based on API sequence semantic fusion. Applied Sciences,
2023, 13(11): 6526

Odat E, Yaseen Q M. A novel machine learning approach
for Android malware detection based on the co-existence of
features. IEEE Access, 2023, 11(1): 15471-15484

Eren M E, Bhattarai M, Joyce R J, et al. Semi-supervised
classification of malware f[amilies under extreme class
imbalance via hierarchical non-negative matrix factorization
ACM Transactions on

with automatic model selection.

Privacy and Security, 2023, 26(4) . 1-27

Andeli¢ N, Baressi Segota S, Car Z. Improvement of malicious
software detection accuracy through genetic programming
symbolic classifier with application of dataset oversampling
techniques. Computers, 2023, 12(12) . 242

Luo J. Zhang Z, Luo J, et al. Sequence-based malware
detection using a single-bidirectional graph embedding and
multi-task learning framework. Journal of Computer Security.
2024, 32(2): 141-163

Copiaco A, El Neel L, Nazzal T, et al. A neural network
approach to a grayscale image-based multi-file type malware
detection system. Applied Sciences, 2023, 13(23). 12888

Reddy R, Kumara Swamy M, Ajay Kumar D. Feature and
sample size selection for malware classification process//
Proceedings of the 3rd International Conference on Commu-
nications and Cyber Physical Engineering (ICCCE 2020).
Singapore, 2020 217-223

Kim C, Chang SY, Kim J, et al. Automated, reliable zero-
day malware detection based on autoencoding architecture.
IEEE Transactions on Network and Service Management,

2023, 20(3): 3900-3914



34 AR A . ST AL A R BRI S 0 e L ik 673

[112] Darwaish A, Nait-Abdesselam F, Titouna C, et al. Robustness
of image-based Android malware detection under adversarial
attacks//Proceedings of the ICC 2021-IEEE International
Conference on Communications. Quebec, Canada., 2021: 1-6

[113] Jebin Bose S, Kalaiselvi R. An optimal deep learning-based
framework for the detection and classification of Android
malware. Journal of Intelligent & Fuzzy Systems, 2023,
44(6): 9297-9310

[114] Bayazit E C, Sahingoz O K, Dogan B. A deep learning
based Android malware detection system with static analysis
//Proceedings of the 2022 International Congress on Human-
Computer Interaction, Optimization and Robotic Applications.
Ankara, Turkey, 2022: 1-6

[115] Aldehim G, Arasi M A, Khalid M, et al. Gauss-mapping
black widow optimization with deep extreme learning
machine for Android malware classification model. IEEE
Access, 2023, 11(1): 87062-87070

[116] Khan F B, Durad M H, Khan A, et al. Detection of data
scarce malware using one-shot learning with relation
network. IEEE Access, 2023, 11(1). 74438-74457

[117] Buriro A, Buriro A B, Ahmad T, et al. MalwD&.C. A
quick and accurate machine learning-based approach for
malware detection and categorization. Applied Sciences,
2023, 13(4): 2508

[118] Alomari E S, Nuiaa R R, Alyasseri Z A A, et al. Malware
detection using deep learning and correlation-based feature
selection. Symmetry, 2023, 15(1). 123

[119] Ravi V, Pham T D, Alazab M. Attention-based multidi-
mensional deep learning approach for cross-architecture
IoMT malware detection and classification in healthcare
cyber-physical systems. IEEE Transactions on Computa-
tional Social Systems, 2022, 10(4); 1597-1606

[120] LiS, LiY, WuX, et al. Imbalanced malware family classi-
fication using multimodal fusion and weight self-learning.
IEEE Transactions on Intelligent Transportation Systems,

2022, 24(7): 7642-7652

XIE Li-Xia, M. S., professor. Her
research interests include network and

- system security, information security.

WEI Chen-Yang, M. S. candidate. His research interests
include network information security and malicious software
detection and classification.

YANG Hong-Yu, Ph. D. . professor. Ph. D. supervisor.

His research interests include network and system security,

[121] Chen Z, Ren X. An efficient boosting-based windows
malware family classification system using multi-features
fusion. Applied Sciences, 2023, 13(6): 4060

[122] Cui Z, Zhao Y., Cao Y, et al. Malicious code detection
under 5G HetNets based on a multi-objective RBM model.
IEEE Network, 2021, 35(2). 82-87

[123] Ullah F, Alsirhani A, Alshahrani M M, et al. Explainable
malware detection system using transformers-based transfer
learning and multi-model visual representation. Sensors,
2022, 22(18) . 6766

[124] Marais B, Quertier T, Chesneau C. Malware analysis with
artificial intelligence and a particular attention on results
interpretability//Proceedings of the 18th International Con-
ference on Distributed Computing and Artificial Intelligence.
2022, 1. 43-55

[125] Tladarola G, Martinelli F, Mercaldo F, et al. Towards an
interpretable deep learning model for mobile malware
detection and family identification. Computers &. Security,
2021, 105(6): 102198

[126] Lin Y, Chang X. Towards interpretable ensemble learning
for image-based malware detection. arXiv preprint arXiv:
2101. 04889, 2021: 1-14

[127] Wang H, Zhu Z, Tong Z, et al. An effective approach for
malware detection and explanation via deep learning analysis
//Proceedings of the 2021 International Joint Conference on
Neural Networks. Shenzhen, China, 2021. 1-10

[128] Card Q, Simpson D, Aryal K, et al. Explainable deep
learning models for dynamic and online malware classification,
arXiv preprint arXiv:2404. 12473, 2024 1-15

[129] Weitkamp E, Satani Y, Omundsen A, et al. MalloT:
Scalable and real-time malware traffic detection for IoT
networks. arXiv preprint arXiv:2304. 00623, 2023: 1-15

[130] Peters T, Farhat H. High-resolution image-based malware
classification using multiple instance learning. arXiv preprint

arXiv:2311. 12760, 2023: 1-16

software security detection, and network security situation
awareness.

HU Ze, Ph. D. , lecturer, M. S. supervisor. His research
interests include artificial intelligence, natural language
processing, and network information security.

CHENG Xiang, Ph. D., researcher, M. S. supervisor.
His research interests include network and system security,
network security situation awareness, and APT attack detection.

ZHANG Liang. Ph. D., postdoctoral researcher. His
research interests include reinforcement learning, deep
learning-based signal processing, and network and system

security.



674 it "

Hl

5

1R 2025 4

Background

Malware has become one of the most significant threats
to modern computing systems. compromising data, disrupting
services, and causing substantial financial losses. Traditional
detection methods, such as static and dynamic analysis, have
proven inadequate in the face of increasingly sophisticated
evasion techniques used by malware developers, including
code obfuscation, polymorphism, and virtualization, which
allow malware to hide its true nature, making detection and
analysis far more complex.

In recent years, the frequency and complexity of malware
attacks have surged globally, fueled by the proliferation of
mobile devices, IoT, and cloud-based services. As malware
variants evolve at an unprecedented rate, it has become
increasingly difficult for conventional detection methods. thus
highlighting the urgent need for more advanced techniques.
While machine learning and deep learning-based approaches
have shown promise in improving detection accuracy, they are
often limited by their reliance on known malware patterns,
making them less effective when against novel threats.

A promising new approach involves transforming malware
binaries into images, allowing for novel feature extraction and

classification methods that leverage the strengths of image

processing and machine learning. Imaging-based malware
detection has the potential to detect previously unseen malware
by identifying patterns in the binary data that are difficult to
obfuscate. However, comprehensive research on utilizing imaging-
based methods for malware detection and classification tasks
remains unexplored.

This review aims to provide a comprehensive analysis of
imaging-based malware detection techniques, evaluating their
effectiveness across different platforms and environments. By
synthesizing existing research, we identify current challenges,
including handling advanced obfuscation methods and optimizing
these techniques for real-time applications. This review also
explores future directions for the field, including concept drift,
real-time malware detection, and large-scale data adaptation.
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