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Abstract  Labeled Private Set Intersection (LPSD), as a significant extension of PSI, not only

preserves the core capability of traditional PSI in protecting the privacy of set elements but also
enables the secure sharing of label information associated with those elements (e. g. , patient di-
agnostic results in medical collaborations). This feature makes LPSI critically valuable in real-
world scenarios such as cross-institutional joint analysis and secure data matching. However, ex-
isting LPSI schemes still face substantial challenges in large-scale and highly dynamic data envi-
ronments. On one hand, schemes based on Fully Homomorphic Encryption (FHE), such as AP-
SI (CCS’21), provide robust security guarantees but suffer from O(n”) complexity in the pre-
processing phase, making it difficult to adapt to frequent data updates. On the other hand, effi-
cient hybrid architectures based on Oblivious Key-Value Store (OKVS) and Batch Private Infor-
mation Retrieval (BatchPIR), such as UCPSI (USENIX’24), have achieved significant progress
in computation and communication efficiency but lack native support for the generation and secure
transmission of labels corresponding to intersection elements, failing to meet the core functional
requirements of LPSI. To address these challenges, this paper proposes DLPST, a Dynamic La-
beled Private Set Intersection scheme designed to achieve a high-efficiency unification of frequent
data updates and real-time label sharing. The core contribution of this work lies in the systematic
protocol refactoring and technical innovations that resolve efficiency and functional bottlenecks in
dynamic LPSI scenarios. First, we refactor the OKVS key-value structure to achieve atomic and
secure transmission of data-label pairs. For the security mechanism, DLPST employs Oblivious
Pseudorandom Functions (OPRF) to protect the privacy of participants’ set contents. Further-
more, we innovatively design an HMAC-based blinding and verification mechanism to effectively
prevent information leakage during label updates and transmission. This ensures that even under
multiple dynamic update operations, an adversary cannot infer additional associated information.
The security of the scheme is proved under the semi-honest adversary model. In terms of per-
formance, we propose a two-dimensional hash table grouping strategy to decompose large-scale
intersection computations into subtasks that can be executed in parallel, significantly improving
computational throughput. Regarding communication optimization, by combining a random band
matrix OKVS construction with efficient BatchPIR technology, the online communication load is
substantially reduced, allowing the scheme to scale to million-level data sizes. C+ + implemen-
tation results demonstrate that, compared to the LPSI scheme PEPSI (USENIX’24), DLPST re-
duces total execution time by 90% ~96 % across various dataset scales. Compared to APSI, DLP
87 reduces preprocessing time by 12% ~61%; at a scale of n, =2*°, the total execution time of T
LPST is 19% ~50% less than that of APSI, fully demonstrating its scalability and practicality in
processing large-scale dynamic data.
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params , FOW, | g | 2T TOW, T TOW,, | | 1 H A A=2r T,

O PR 2,0 H p WRFBH | pl=2. &
B HRRK m.

QEHFLZ LM A EE H, : (0,1} >Z, .H,:

Z;»{o,l}“,Hs:[m]»{o,l JH,:{0,1}" —
[t—w+1].H;: 1y —={0,1}*,Hs, H,, Hy:
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PLAF K

@5 LKL row (+ ) =10} H, (o) |
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n] .

DRIFRGE S params ={Z, .p,H,, H,,

H.,.H,,H,,H;,.H,,Hy,m st ,w,row(=*)},

(2) " HEms 7 WL G - 25 6 B 4G A B B 4R X
) B 4l e S 3 — A A R

QWAL —DFRK N m 28 i m R, )
Fm M

QX EHG-HFRZEX (2. L) € X FIZE 4 W 7 R AL
Rl g€ {6.7.8) (XM Hy.H, . Hy) . E XL 7=
Rl 4 0 A RO, &) o s = =z, ||
Ty s Hp |z, [ =log,m .

O x, EJ&E#%M%THN”@% ,

(3)OPRF 5 OKVS %if% . 2kl DH-OPRF H
et & HAAH OKVS 4% & L .

Ok LA £ 1E 8 DH-OPRF #4137
TILET, ¥ DH-OPRF HAE. 0 H, (H, (T, )"

x|l g,

HR sk g Hh e m]je LT, 1D,
T =17 1=x,
QFEEEREHLEL < (0,1}, & Lo 4

P;:(key,; svalue;;) :{(TU T [| (CH,G) ||
L) @ HMAC(T:’H )))}ie[m}je ClT, 13

an
Hop, Ly 2T, MIARE
@ﬁ%ﬁﬁﬁ%?ﬁ%(ﬁwﬁ%‘ﬂﬁ% D
S =0OKVS. Encode ({P.}.cr,)) (12)

®i% 1. OKVS. Encode

A (P, Chey, value ) i erig o

Bt S, //BR T AR, W SO H Al B M, s
S RIS R M, S

1. FORi€[m].jellT,|]

2. row;; =row (key,;)

3. ENDFOR

5. SRIGEVEITRAL AT E S, W My, © S =
[value,, »*+*

value,,,‘gvm‘] SHH S, B9 A AR E D B AL
6. RETURN S, .,

5.2 &LEME

&P i R AR 48 R S 5K 5 IR 5% e A8 B PRAT
ABrBL. H P EIAEWEY =y e,

€{0,1} " J&=HdE.

(DA 2 S0 A WS« ol 20 7 s R4 T L 456 8
WA R A AR Y BN S B A A S A R,

OWHI— T REK N m WS G S A FH,
BI & m A4 .

QOXI s v EY  HNLIE R L 20 A RELE S| g
~{6,7,8} (XM H; H, H) EX y=yl|lg., I
I A 0 Ay R BRI A s y=50 1 [y, o
3, | =log,m,

O 3, BAT R, oy, o BB R
M W i AR DU TH T 2, Sk HL BT B A T R
Wes . R iz R E BT TR B AN

@F TR 7S R 8 LS REL p:[n, ]
[m ] B ICRERIEE Y P RTWG B0E A KK
PRGN BIXEY € [n, 1.5, HAF T 2R X R
AR v, .

(2)DH-OPRF : # 4 fiit 55 ¥ 3t 52 1) DH-OPRF
HHEHSE . EPmERY DEG Y,

D% /3 16 4% BE WL B 5L B DR 4 L & 3% 44
R 55 o, o

,"UalueHT | svaluey, '",wlueﬂg- [serrsvalue,, sty
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I I & % 45 % 7 o, o k& DH-OPRF
wH
Q% F it A
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O R R - B & 7 3 FIIR 55 0 28 B PAT . %
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Cini® 2 Fis) .

@© DDH 1B 15 15 % ff X



5 1

P O 0 A SRR R UBCHE SE BT 11 OKVS-PIR AR 28 BA AR 22 7 5%

1161
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! IR :
sy o) ity (361,35, o)
; Kiis"1"inJ; i
Pyo]
P, 0]

| P(1] | 7 (2]

P,[1] | P,[2]
PBC.Encode %ifi%

Pyl1]] Pyl2] Pylo]
o [ [ %
I. 2.SIMDPmul I
NCARECS) [ | Iwol I 3.SIMDAdd Wi
1wl = S!MDMW({EZ;.:]]}RE?{,-)
resp = [v] &

; ,'L-.',.ress

cafriiey
{uy, uj, ..., uy} = PBC. Genschedule(U)
& RS
i) L A
filqu  (Cucacn > (7,55, 05)
' Jiis"1"inc¢;
1p's Z Iy Z
1 z,[1]=1e€17,
R ol ] 2 Z[2]=1e€1,
IS
i ZINI=LeEdy
SIMD #j U BFV. Enc
qu < LD lz:] [zl [z]

S[u)yeqw) = PBC. Decode(BFV.Dec([v]))

2 BatchPIR 14T i 2

OF Pt OKVS g S Rk R 1

RIlMEST
U={u| (row(ﬂ;(])) | row(ﬁlp(z)) | oo
| row(}fp(,{v)))u =1

Horr, [ FoR 4% i 5 .

Q% P n U i s BEALE (78 (U =w -
n, PBE BatchPIR & o A I B FA . 115 (qu.st) =
BatchPIR. Query (U) I ¥ & HTH B qu Kk 4R 5%5
Ui BRI SR DLAE W 2,

&% 2. BatchPIR. Query

WA U={uyssuy., )

v

(16)

B T ool Toul s ouy /2 HH B qu: =
{[[21 Toeeul 2y I}?E%*A%?S?q— Sl::{u;q"';ufy}

1. {uy s+ su’y }=PBC. GenSchedule (U)

2. FOR g€ [N]

3. ul B RHQECWCU k)
4. g={ilQli]=1,i€[1]}//th CWC & X, |7l =h
5. FOR j€[1]

6. IF j €7 THEN

7. z;[g]=1

8. ELSE

9. Z; [q]:O

10. ENDIF

11. ENDFOR

12. ENDFOR

13. FORj€[/]

14. [z; I=SIMDEnc(z;)
15. ENDFOR

16. RETURN [z, Io***s[ 2, Touyse

’
sUN

O MR 55 %5 T+ 55 Wi I 7H &, resp = BatchPIR. An-

swer (S, qu) » I RIRGH v, AL BRULAE 3,
&% 3. BatchPIR. Answer

LT Sz slz ]
il [ol//MMNEE resp:=[v]
1. o0=3t/N

2. ?‘Uﬁé’ft<ﬁ1;""‘0,,>v;ﬁ\:qj P,:{?1[jjv"’vj’:v
(1.7 €Lols{Pyse++ Py} =PBC. Encode(S)
3. FORj€l[o]

4. j i haE CWC (L h)

5. K="{krldle]=1.k€[{]}//th CWC & X,
|3 =h

6. [w, 1= SIMDMul ({[ =, T)re 5,

7. [u, I=SIMDPmul {[w; I}, p,)

8. ENDFOR

9. [v1=SIMDAdd ([ u, T»**s[u, D

10. RETURN[wv]

(D) TR & P AT L T RS S B
X AR A

OitF KRG R S[ul,co = BatchPIR. Ex-
tract (st sresp) RS BRILETE 4,

&% 4. BatchPIR. Extract

BNl sesulolol

B Sluliery//SLulds ¢ Heta it S 5 u HEMEUE

1. AP )]s Py [y 1) =SIMDDec ([ v D

2. S[ul,ery = PBC. Decode ({P, [u} 1o o0 Py
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G5 RIS BT SE R OKVS S 25 1 S ik 45 % 7 3 ) B
B EK DLPSUE % P oAk I S i e R 5| A B T 4 B el
SEM OKVS s 5, ZHFE AR IE OKVS fiff % 570 5 1E 8 P 19 /i
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3. RETURN S[ul,c 0

QX V)€ ln, ] A ML R S, =0KVS.
Decode(S[u]ue:U] ,H;m)yﬂ-ﬁiﬂ;@%yi%% 5, %k
JEXlsr S, =r I v/ i 5H ST = HMAC (3, .r YD
rL R BEANK, BEGRS ST =2, g,
EXES ZQ= 2,00 1 au o200 [ g s vzp0) |
qpn ) p o, Hrp Zp(j)% A K,

@xtVYi€ln, .4 2Q ' 2z,,, =H,(p(j)),
W3¢, ;, v I0 2 % W 1 B3 R S8 R TC R 5 g, XTI
WA,

Ei% 5. OKVS. Decode

ﬁﬁ/\ S[u]uELL,[ ?9{;(_,')
Wit S
1. S;:ziu\mw(?{é(/))”:l'rs[u]

2. RETURN S/

6 REHSMH
6.1 EFIEIER
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LB yE{z, 2, T, b M DLPS IR 2 ity
RE 1% 5] W7 L T 52 4 HL 3R IO B b 8
it 3ielm]jellr | 1R, =, Hx=
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@ HMAC(S'II/J 57D Victmlje CIT, 17 )
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2 |l g =HMAC 3, .r) D r’
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JESCERTCR H g IS NibR%E
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P B0y & {xy sy s 2T, b M DLPS TR ) ity
T FATAT AL B .
I A7 AR e — 1Y & WS A PRELR 5] g € (6.7,
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OPRF (3, , ORAASR 17 35015 = || g AL

B AN IR S5 v AR T B AL S B . R TR Al i
AT S HOR L MIAEE v € (2, v2saoenz, JH 2=
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EHf .
6.2 REMIEMRA
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ek, B 3 R Rk R s K i AR D e ek 2k
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FUREINY = (V}jerny - TRE Ui BRI L %,
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EH 1. DLPSTHITE I OKVS % i 45 ¥ H 45 W
ARG EE.

iE B BIIEL OPRF 5 OKVS 45 14 & 19 P,
HFRTA value,;, =r, || (CH, (i) || L,)@® HMAC
T sry DHEIBENL S fi . 7 <{0,1)" EN OPRF
i L2 (BTG 2 B ST BE AL A3 A R X TAE RS <
(0,1} AT  HMAC 1 Jy 216 £ B8 HL R KL, L
S HBELRBOT B R A X 4y, R - Mar
SIREALEE. H(H, G | L)) @HMAC (77, .r )4
FEXSIBENLTE . L value,; ¥I5IHENL A RIDLP
ST TE ) OKVS G i 25 49 H45 SE AR L

EHL 2. 74 BatchPIR J5 i H & & 5 uify 2 i fo FA
Pk H OKVS Ji if H 48 XU AN 28 3 M, WA 98 55 8
FAFAENGOL T A Foprr WA B L L L pp, BE
8% At R R B F g -

TR K YE LB Sim i T Sim gy » 23 5
TS Ak 7 v FAR 55 o ) AR P L o R o TR
WUE 735 o UE WASE 401 2 A A0 R0 PR 5 S P s AU A T
R NS i = 7 T P

Case 1.8 F L% i

Sim i (Y 5 Qo+ ZQ) ) BB AL K 7 i B
PRLIE  $AT LA P eSS TAE: () XY €n, ],
BEHUA 7 e b i B 2, B AT REALEE B v, =
iy o P Ry =y =20 WA
DH-OPRF B4 Sim i opre ({(H i) 3, )} je 1)
ek A Sim ey, BIREL, (b) ¥I5IBEHLBEER "<
V' #if8 OKVS. Decode (S’ ,y_,*' ) =70 I r;(l) , T
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resp=BatchPIR . Answer (S .qu)  E W % 14 B re-
sp A Sim i WIRLE, X HLR HPRERIE &8 0E
(Hybrid Argument) 771 & X =R 38 Bl sk
(Hybrid Transcript) Ty T, T, WEWH Sim ey, 5
HAFR TR X 7y, BARAT

(1) Hybrid,, % T, Fm% 7 Ui B E
Hybrid , JEB WL ppgq HEHIPATIIRE . IEEHY IR
S5 A X ST AR % i 58 BT ML

(2) Hybrid,, X T, 5 T, —#£.B& T DH-OPRF
BN DH-OPRF A 07 BBERLE Sim i opre
(G900, JEH 3 < (0,105 BEILE
Sim b opre 542 I 24 28 55 50X 400 PRI U [ R0
WET, 5 T, &HHHEART X0,

(3) Hybrid,. % T, #® Simey,, W&,
EX T, 5T, —H BT RHLIEIR "<V fill
% OKVS. Decode(S" vy Y=r,;, | v/, W2 rl,
BOHMAC Gy, vr) =200 | @y o Simep, 1%
PR USCHEE $AAT T 5 A 0 B qu JRAEAR ML THBT resp
=BatchPIR. Answer (8", qu), BT OKVS BEAH
WE ARG ENE Sim ¢, I S AN S WL IRAT
itEEER S BIFAEAT XM, Wik, T, 5
T, WHAX ).

Hi, T, 5 T, BB X509, B

Sim cpio (Y s (s ZQ) 4 A) =~ view T(Lﬁff?sj(X .Y\ A)
(18)

Case 2. & F i 1k M 55 i

Simn g (X 5 L3 A BRI AH IR 55 3 14 6 1 AR
B WA THE RS T () MYi€lm],jE
Ll | ) e BEREMLEL » < (0, 1) ST HE 2 B B Y
[OPRF 5 OKVS 4ty 1.8 (P, }icrn o RIG S
BEHLEL £ 1E & DH-OPRF %4, 4 ] DH-OPRF
KL IR ES Sim i opre Co s L) FE8 50 B im A
ME, (b)) ¥WAREHIERES U= "{uu,s,
Uion, bl ] T8 (qu »st) = BatchPIR . Query
W) AT B qu IMARE,

A Hh L T AR vE B TR AR T v L LA TR
ERHWFE Ty T, Ty iEM Simg,,., 5 EHLEHT
RGBT X 4, HARIF .

(D Hybrid, . % T, 37 R4 v i) 5 LA
Hybrid , j2Pp i E 52 0 P47 1o B . Ik S5 00 % 7 g
HIAY 59T Ak i IR S5 i 58 BRI

() Hybrid, ., X T, 5 T, —*&,: 7 DH-OPRF
A DH-OPRF & 3% J5 B3R Sim 55 opre

(ks L) BEAUAS Simpyoprr WERMERIET, 5
T, FHHEAAX ),

(3)Hybrid,, % T, /8 Sim ey, WHIiH, EX
T, 5T, —k.BRTRBRIESES U] .
H1 T BatchPIR B % oA B fa e I T, 5
T, WHEARA XY,

K. T, 5 T, iHE AR X455, B

Sim g, (X 1 A) = view ];[;'if,ff? (X,Y.A)
a9
HTFE X 2,254 Case 1 1 Case 2 frik, il &
TEIZ R B TE B 1

7 MEREIELS
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AT 3 A R SRR L S I PG DLPS 77 AR -
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B Rl E SRR 2 . FRA L, DLPS T FEAE
K B RO 1 235 Ab L BT AT 2 80RT A i G SR
SHAS VR 0 R S0 56 25 1 4 Tk 5 mT A Bk

R2 ZHHE

el Z
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curve) B3k, BIEI/ DR B 1L BERIFERT
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OKVS SLH Y, LRSI H51RF e=0.05
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F3 KRMEPSIHFEREFMEX

VES BRGEA JEAE A TR e Ik LPSI
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Cong" OPRF,FHE O(n log,n,) O*) J N

Bienstock!™ OKVS On ) 0Qn.) X X
Mahdavi™ FHE.CWC O, W) O, YD Vv J
Hao"*! OPRF, OKVS, FHE-BatchPIR O, W) 0Qn.) N/ X

Lit?" OKS-PRF,0KVS On,) OCkn,) X X

Xuel*™ OPRF,OKVS,FHE OUn logyn,) OWUWAn,) J X
KA TAEDLPST OPRF,OKVS, FHE&.CWC-BatchPIR O, W) OGn,) J J
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Background

This work focuses on Labeled Private Set Intersection
(LPSD), a specific problem within secure multi-party compu-
tation. a subfield of privacy-preserving computation. Cur-
rently, prevailing LPSI schemes globally typically employ ei-
ther fully homomorphic encryption paradigms or circuit PSI
architectures. However, these approaches often encounter
computational efficiency bottlenecks during the preprocessing
phase or fail to adequately account for secure label generation
and transmission, rendering them unsuitable for large-scale
dynamic data scenarios with daily updates in the millions. To
address these challenges, this paper introduces the first dy-
namic LPSI scheme enabling high-frequency data updates and
real-time label sharing. Its core innovation involves re-engi-
neering the Oblivious Key-Value Store (OKVS) data struc-
ture to balance security and performance, thereby achieving
atomic secure data-label transmission. By leveraging random
band matrix OKVS and batch private information retrieval

techniques, our scheme reduces communication complexity

from the optimal O(n,) to O (n, /n.). C+ -+ experimen-
tal results demonstrate a 90%-96% reduction in total runt-
ime compared to PEPSI (USENIX’24) and a 19%-50% re-
duction compared to APSI (CCS’ 21) for datasets of size
n, =2%.
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construct a new generation of active defense cryptographic
systems. This is achieved by innovatively integrating reverse
firewall technology into identity-based cryptographic sys-
tems, thereby providing inherent security protection for dig-
ital infrastructure and fundamentally enhancing network se-
curity defense capabilities. Our research group has published
several results in this project direction, such as TIFS’ 25,
FGCS’25, 10T]’25, TCC’24. The LPSI research presented
in this paper serves as a crucial privacy-enhancing component
within the overarching project, “Design and Analysis of Re-
verse Firewalls for Identity-Based Cryptography. ” It specific-
ally addresses the issue of private data label leakage that ari-
ses when reverse firewalls are deployed in secure multi-party
computation scenarios. By integrating oblivious techniques
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walls concerning fine-grained data control and further
strengthening the security of identity-based cryptographic

systems against insider threats.





