AL oW T (= Hl ¥ B[ Vol. 44 No. 9
2021 4F 9 CHINESE JOURNAL OF COMPUTERS Sept. 2021

BHBERANMRESRI RE TR5ES

few RCF HAR NEER LRE
VGRS T LS G S (] AR AN 350117)
DN RATT AR A SR EEE St 550025)
D REINKE R S PRL 22 BE fJH 350108)
V(P TR M S R K 2 EASRRE WK 71007D

s

OE U A — R A 0 1 R i X T e Dl B AP R R S R A A A i S Kol
T 5 200 3 52 BOR MLASE HL A2 % B A 23 R 55 9F R 55 At 2. 8 Sl e A TR R0 R 08 o R D P L B R0 5 0 I 55
SRR L A RT3 AT A R o o SRR 8 13 R R L B AR RN SE B = A B B 45 B B 3 T I 22 b 22 R i BOHE
A IR T 5 DRI 8 3 R T P B A B B 80 2 4. 1 e S SRR SN B R e R | S B T 4 B 4
FEELRPIIr M LU RIEE 2 5 AT 55 10 22 i JR 9 D il 25 0 08 A R R BO8 A i T 8 B = A W BT T i Y
L4 5 BN 5 AR UM R At _E L 23 SN =B BOR G I R BUA B RO 4 A S R DR I A B U5 5 IR A s AR
FARE Ak (B FAME S L BRURD B 7 0 B FA T8 25 T TR ik — 25 1 S S 4 S5 0 5 T 1l

KBRS A B LA AR s 220 B s TSR A
HEESES TP309 DOI S 10.11897/SP.J. 1016. 2021. 01949

Security and Privacy in Mobile Crowdsensing: Models, Progresses. and Trends

XIONG Jin-Bo” BI Ren-Wan” TIAN You-Liang” LIU Xi-Meng” MA Jian-Feng”
D (College of Computer and Cyber Security, Fujian Normal University ., Fuzhou 350117)
2 (College of Computer Science and Technology s Guizhou University , Guiyang 550025)
D (College o f Mathematics and Computer Science , Fuzhou University , Fuzhou 350108)

Y (Shaanxi Key Laboratory of Network and System Security, Xidian University, Xi’an 710071)

Abstract Having emerged as a novel intelligent perception paradigm of the Internet of Things.,
mobile crowdsensing (MCS) is capable of handling large-scale and complex social sensing tasks
and service applications in human society by motivating modern intelligent sensing devices to
provide high-quality sensing data. With the exploding growth of smart devices, MCS has made a
rapid progress in recent years, and has greatly enriched various applications and services in smart
city, such as intelligent transportation, connected healthcare, smart energy, ambient monitoring.,
etc. An MCS system is mainly composed of sensing users, sensing platforms and service providers.
In the duration of a sensing task, the relevant sensing data goes through three stages: data sensing,
data uploading and data trading. Each stage is faced with a variety of risks that could endanger
sensing users’ privacy and sensing data security. The existing works mainly discuss the security and

privacy of MCS from one stage or one particular security problem, lacking an overall and systematic
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perspective. Without comprehensively addressing the security and privacy issues, the continuous
developments of MCS could be hindered. This paper introduces a system model and real application
scenarios of MCS, followed by the main security research methods. Taking the lifecycle of sensing
data participating in the sensing task as the axis, we discuss the security and privacy threats in all
three stages of the sensing data lifecycle. Targeting these threats, we elaborately describe the
existing security and privacy protection solutions from data security, location privacy and identity
privacy. We give the further developing trends and research directions of MCS to conclude the paper,
such as individual dynamic privacy measurement, adaptive privacy-preserving framework, blockchain-

based secure key management, multi-meta privacy protection and integrated privacy computing, etc.
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personalized user services. With the exploding growth of
smart devices, MCS has made a rapid progress in recent
years, and has greatly enriched various applications and
services in smart city. In MCS, however, sensing data
encounters various challenges of data security breaches and
privacy disclosures during the entire lifecycle of the sensing
task. The existing works mainly discuss the security and
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