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Abstract  The routing protocol is a prerequisite for the effective operations of vehicular ad hoc
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networks (i. e. , VANETS) in the transportation cyber-physical system (i.e., T-CPS). As the
basis of mobile information and communication technologies in VANETSs, these protocols must be
able to establish effective and efficient routing paths to guarantee timely and reliable data transmission
between vehicles. However, the rapid movement of vehicles leads to frequent changes in topology
and increases the difficulty of designing routing protocols. Due to the excessive reliance on computing,
communication and control technologies, VANETSs are vulnerable to various types of malicious
attacks in the absence of public key infrastructure. And the security of information transmission
is significantly threatened. To tackle the routing security issue, this paper proposes an attack-
resistant light-weight trust-based secure multicast routing protocol (i. e., TSMRP), which can
resist multiple malicious attacks based on the integration of trust. This paper first designs a highly
efficient trust computing model, which integrates two trust decision factors, as the direct trust
and the recommendation trust, to derive the overall trust value of a vehicle. During the construction
of direct trust model, the grey Markov prediction algorithm based on the fluctuation type recognition
is utilized to calculate the direct trust value of a specific vehicle accurately. Meanwhile, during
the construction of recommendation trust model, the recommending vehicles are classified into
three types based on their interaction relationship with the monitoring vehicle. And further, the
fuzzy analytic hierarchy process based on entropy mechanism is used to assign optimal weights for
these three types of recommendation trust. Secondly, the Netl.ogo simulation platform is used
to verify the effectiveness and accuracy of this trust computing model, which can effectively
improve the detection rate and the identification accuracy of malicious vehicles. This direct trust
model can not only deal with the common black/grey hole attacks but can also effectively identify
the timing-shift attacks. The recommendation trust model can effectively deal with slander
attacks and collusion attacks. Thirdly, a trust-based secure multicast protocol (i. e. , TSMRP) is
designed to effectively identify and suppress malicious vehicles during the route establishment
phase and the route maintenance phase. Thereby, this new trust-based routing protocol can
develop communication paths of high security and reliability via excluding the malicious relay
vehicles. Besides, to further improve routing efficiency, this paper proposes two improvement
mechanisms including the forwarding group node reuse mechanism and the edge path deletion
mechanism during the route maintenance phase. These two mechanisms can reduce the number of
forwarding group nodes and the flooding of routing request packets effectively, thus reduce the
routing overhead caused by trust model fusion and avoid the loss of a large number of packets due
to the link blocking. These beneficial effects make this new proposed protocol more adaptable to
the environment with high mobility. Finally, compared with the other relevant protocols, the
detailed experimental results show that the TSMRP improves the packet delivery ratio. On the
contrary, the routing overhead., the average end-to-end latency and the byte sent per byte

delivered are reduced.
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R

MGPred(X)=2z (n+1) Xy (n+1) (19)
3. 1.4 HEAE BRI AR

2 A B () 52 2 B A ) T R 8,y R AT R S
A5 TR ) B O 2 B R €8, T IR T SR T A R g BA 7k

BIREER Oy b o P BE S i PP AG S 1

AEEE T A R BRI B Y I R) AR R
F2 BT R 43 0 VE AL R BB ¢ i SR Y I 2% T
B ORI TEAEAE B AR R R L I 215 B Cn
P WOR R A o e B A o RN A B B IR 45 5
TET AR H A B kA Bt B E AR B AL ™ AR 1

i AR PO

I £ FFE AR /).
ikl HEGEBERR LA
WA A=A, (DA (2), A, D)
Hithi: TD,

1. FOR <1 to—1 DO
2. 7,=A.,U+D/A,WD;
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END FOR
WHILE y=#= <& DO
IF |max(y,) —min(y,)|<<0 THEN
add y, to ¥’
ELSE
add y, to F;
END WHILE

10. obtain p(¢) corresponding to each y; in F;

© 0 NN > Ul = W

11. IF A;,; () is migration fluctuation and 0, 1 alternate
in (1) THEN

12.  get A* by excluding good behavior values in Aj;

13. A, (t+1)=MGPred(A");

14. ELSE IF A, (¢) is abrupt {luctuation THEN

15. A, G+1)=MGPred(A);

16. ELSE

17. A, G+ =MGPred(y");

18. END IF

19. TD., = A, 1+ 1)

20. RETURN TD;, ;
3.2 HEEERE

AN SR TG 5 ) T G TR R Y T R S T A
(P Z 8] Je A8 B8 A8 B D) i1 s ifs B4R Ok
HZ AT s i T AT 5 R H2
XF T AN [ 28 B A HE 4 5 5 AL T RO HHE AR B
A AF B 18 ) W s ot AN ] G SR SR AR ) 18 5 ik
FVTEE . 2 R BRI 158 22 DRI AR SO T4 7 3
SR SV B R R L0 O = 2R IRy
ST B B HETE (5 AT B o B TR AL 2 IR
ST A A S HE AR L SR DAL L A5 R A
HEAEME TR,
3.2.1 ffEREn {2

A T R SR AL A R R T T E B e B
SHETE 5 AT 31 53 00 0 0k L A SOl T e AT A
Co RN VPAN AT 8¢ XPHERE T A b 45 1 19 HE 77 15 1T
A5 AT R L. A% 8 00 4 75 AT A5 B2 31330 07 i 0 F) T 3
ST R R ZE S ERR N H LT B A
A ) R A SOR X R TR B RF R
WA AT ERR 9 R R AT A5 RC . R A5 BE AR
TE— &R FRE A% 1 B 4 77 (5 AL A W] SERE L (H 2
FEASBEA S5 RS 5 5 B3I 58 o i B A P s )
WYk TERUR e Rk B v — B T B H AR
PR E e R E S e AR RAEAR
HEAF A5 2. B T B3R W S B A4 19 s 18] Y 38 B o F AR
Je AR 1 5 DR O B ) T 22 G &R it 2 19 B B
f O 2R A5 B, O U X SE N RAERE. O T ATk b
R TA) AL, AR SCHR T T ROt L A B AT A RE O
O RN R ATE B FC

MW RO R S8 U HL . AR S L B 4

R AT DU B A RS B B S AR E RT . ARG A
FEAR AT AR A A B0 58 B Z AT HE A2 19 i & SR A HERR R
AT AU L. A SCE SC— 0 5 BAAE o » o 195 BRI
{HIEFE NN 0. 1~0.2. 45 |RT,,—TD,;|<<d,_ %
P s B2/ s R A HERE Y i b FRAE T IR A 5 A
RT,;—TDy; | =d, — 5 B AR, RAHERE T A &
PENE T A RAHERE. X B0 S B2 AL mT LU HE A
R R AN B AR 5 ol O DR 2B 1Y AR AR BT A 3
TR ) a2 5 DA 1Y A S L AR A e ) 3
A B S RS AN RN R

ASCE SR BAE FEWUE FCo€ [0, 1], FIH]
BASBIL A A7 0 U8 EL A i e g < 4 3t O A A 7
B A5t AT 5 BE % ok 3 HA G 1 SR R
17 » S5 AT A JEE 72 7 336 08 (E AN AR T 0557 0 IR Bt
B BB G R AL FCL OBl 5 B TH R 2
AUF

H

JFQ&+r,\Rﬁd—TDM\<d
FC,,=<FC,,—p, |RT,,—TD,,|=d (20)
IFCM, T

Horpr AR T p HIESTH T8 TR A
AR A AT S5t R A5 U /0N 9 RS R T 1S i Y
@E ’ E[] P>7’-

A SCHIF G R PTG B AR T B 2R 2 19 5
WA F R PR
RC,,+FC,,
=
Hort RC, Y BUEE B R [0, 1], I AR 4 4 72 19 o502k
R AN [A) 43 0 A T3
3.2.2 HIEWGEE

ARG S VEAL 05 A E RS B R R HERE
A R E SO ELHEHERE T AL VRAS T s R
WA EAEAEATE TD,., v LA S i 2R A
KRG RC, .. M 21) 15 2 4 45 7] {5 &
Cons#r Cop<<0. 5 PPAS 1 S0KF B H2 HEBR 7 10 S 42
HERE AT (G B A 7 P ) R (S
BT R R S A AR D s 58 B R IE 1) A G
P L 28 1L 22 B 5, W) R A K. 2R A e T [
RIS UOR H A (H T TR 55T
N Co M.,

TR! =>]

k=1
J:

CAD)

ik

X TDy, (22)

N

d
CieM;,
=1

Horp, N BLHAERE T R BG ML T R R
B FE T A R M SE BB
3.2.3  [AHEMEA G AT

ASORG 5 VA A A AT A28 G AR I HE AR 1Y



968 it B

Hl

1R 2019 4

o
=B

Sk 8 SN TR A Y 0 CRE AN Y 05 ke S PTA
T A T RS LAY D . ] R — AN ML BR L
Sim AR B 5 % S 0] {1 ik 25 5 A SOl
FHAR BZ AL EE sRBOCR 52 B0 T H AN T
>ITD..TD,.

N/ZTD?_W/ZTD?S
Hepr, W seS B fe WAL HEELTN
LA SO AL E S ME R A R
Rk PSR TEEE RC . FEA 20 (21 15 24 75 7]
{ERE C,p s B Coo<<0. 5, WA K% HE 71 A
AE  ELEEHERR. RIS .

TRE =Y
k=1 EC[%

Horp N™ by [ B2 HEFE T AR50
3.2.4  PAHEFEGT

AR SO S VEAG T 5 ¢ BE G H 38 G RG]
FEA8 B O R W HELE 1 i ka8 SR B A 4 1 A
TARMI S H R R OTC T % BIZ KW A X R 5
Vi XA R AT RE AT ATt S R R AT
ik » 45 FCo<<0. 5, WA R i HERE T S5 AR vl {5 %
HHEFEAG AT B30 & WA 5 A 4215 BT (5.
Xt F A B AT BE BT A AR SR Bos g 3 2R
W AR TE B 1 ok 5 5 008 6 S 1) 4 A5 AT

EX 2. PUA i (Quartile). itk 4
B — 8 BT A B N B HE IS i A
Qb F = A4 AL B BCE FR A ARk Q.
Q. Qs AR A U 431 55 QR 55— DU A3 i B8 Q. R 565
TSR QR EE = DU A AR

FETE R ) S B A FRE N /N F Q — 1 5IQR
KT Q:+1.5IQR, Hp IQR=Q, —Q,. i 1 )2 it
AEEMAREG RGN EEGFETES N B=
{by sy svee s b3 s Ho NN EE A AN B0, WIBA A 4 72 15
R HE I .

(23)

Sim;,, =

24)

X TD,,

-
TR!,=> b, /N" (25)
=1

3.2.5 RMAMEFEGIEINE

FEBLSE A TG R AT AR A A4 i HE R
TR 5 AR SR FH 22 T A A B J2 Uk o B ik Ok B
SRR AR AT AR 43 e A &

T n RoRMEAE G AT A DR 3R B R A A0
EAF (5 A (R D SR L 22 430 Sy B 42 (e 2 B AR MR A
T B n=3. Fl m FEm A 53 e 7 58180 O £k

FA {1 35 7 ORI M TR (E PR 2

Yo AT F B T 7 B E A H (] — DR SR B R T AN [
FEN OB o o A L B B X
X=

FAHIRTAL I X o (5 45 00 2% 96 LA 7 119 4% o 3R
T RO LT 17 B WK X A R R I 1

FELWE T -
@ X 7y
Wy X Z

HU B BB o X Ok R =
*ﬁ@’iﬁ(ﬂﬂf% ae[o’ljvﬁ:
J.=la%.a5]=l[a, + (s —aDas as—(a;—ay)al.

P = i M0 B0 TR A AR5 S 1 T T 4

[aiu‘ Va?m] [aan 9“T11R]
J.= : : ,

[a,ﬂ)]lz"azzlkj I:al:lml"al:m[\’]

w, X I,

j—

Hp sal, =wi Xxy s ajr =wig Xxig.

SRS 5 MR 0 T I T, 78 T S A AR 4]
MEA=(a5) . NILTI AR WS A4 R e 3 %
X U S 4 SR AR ) S A KRR — A E AR
MR, Horal =aa, H(1—0akg, YAE[0,1]. K
T VLIRS [ £ 60 R 0 K AR T AR I A B R

— v / / / a‘lx_} 7(12}6]
SURIEATIE A’ = (a5, S0 ="

RAEA R j AP B E 1T dev, LR
87 PR o 22

IR ZAR S BRI E SO D IRRE R
WA -

yave;

ej:*ln(m)ﬂZy,jloggy,‘j (26)
i=1

Horh oy, =als /D0 e AR B T A A
9 AU R R

1—e¢;
—_— 27

i (1—e;)
M AR A T3 2R R — A S T 7
ESIDEAE N UZZyi/w] AT S U AAE MR . R

5 G M BOR BRAT . Hy I AT DU A R DR A AN R
B 77 %6 BAEAFF AL AT -

w
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TR, =w" TR:I.] + ' TRi: +w" TR}, (28)
Hrw! w™, w5 Bk 8 3 PE A AR AT
JIT o AR AN
3.2.6  HEFEE TR A

E LA 28 OCN®) L 515 5 1 HE T
TEATAE R [R) s NS 2 97 A #4230 0 1 A 4 i
JEE N E AN CRECE i Yl R SN R K
PR 050 28 04 5 325 W L R AV B 3k 1) s () &2 7%
JE. ZAE T ERE RN EEER . H
o R AT AR BB S W AR o (R[] 32 0 B A 4
T A N 5 27 I 2% vh 2 /D46 P B A R 31 5k
GRS R SN S

ik 2 EGFEERAR L.

#iA:TD.,.RT,,

Wit TR,

1. IF there is a direct interaction between k and i
THEN

2. RC;,=TD,.,;

3. computes C,,, using RC;; and RT,;;

4. computes TR,dﬁ, ;

ELSE IF i and £ have a common set S of interactive

nodes THEN

(@21

computes Sim;,, according TD; , and TD,
RC; ., =Sim;
computes C,,, using RC;;, and RT,;;

© 0 NN O

computes TR;; ;

10. ELSE

11.  extract B using the box plot method and FC, , ;

12. computes TR} ;

13. END IF

14. obtain w',w™,w" by fuzzy analytic hierarchy process

based on entropy weight;

15. TR,; =w' TR, +w" TR, +w" TR}

16. RETURN TR, ;
3.3 EikEEER
3.3.1 RAEIEEIE

MR N2t 2o o A AT A BE B PP i A b A7)
ERUERL A IR ) IR 3 S R PN UK (¥ 2T s
DCYAES 5. HL . 25 A B A R 0% Bk ) W 3l 7 2
AT AE I AR AT B B AR5 AT 5 24 T AT AT Uk Jis
W HER AR AR R SR EAE. T R F

JTD,.], h>H
1 BG)
T, =< ————XTD,,+ — XTR,,,0<h<H
117%3(]) TIHRG) '
TR.,, h=0

29)

Forf o h R PRAS Y md HARSE A RRE H R 58
HUCHU (B 24 S BBOR T B A
BB AR AR SURME AR 8GO I SE ARG BRI
ESREAT G AR SR EOR K. B GO IR
AXIE

1 .
/a(j>=§[@<N*>+q5(Nf>] (30)

ﬁ*@uﬁﬂ—i%@ﬁﬁ?omﬁﬁlwﬁﬁﬁ
15 RH AN HE L N S B0 0 1A
3.3.2 RMRRE TR A

S AR T OO T 0 B B4 T OB [
HE 2 i 22 OB 1 2% 0 Sy 0 £ T R0
P 025 F MR B o8 o B 1] 5 2 0 5 ki, (A1 2%
152 2 i A0 2 2% 2 ) B 2 0 2 0 PR S 1 o B
A RRE B 1 T B LA L T AR R A 1S
(035 07 0 A7 2 T . T FLk 235 0 1 e S
SR 00 150 24 FF 85 th S — 5 0 05 T 2 . AT
S8 YRR T A8 T KB I B 0 B 2
B LT OB VA R R T A S A
W15 T 025 S WG T 160 26 TF . [ 380, 2 e A7
BB I R 0 A T 2 A R AR R
B0 . LB TR R A A A

P 45 T 5 A T A1
Bk 3. BMEEMERIS A,

#WA:TD,;, TR, ; ,h  H

s T,

1. IF h>=H THEN

2 T.;=TD,,;;

3. ELSE IF h=0 THEN

4. T.,=TR.,:

5. ELSE

6 computes 3(j) by N* and N’;

7. T,=1/A+pGNH X TD., +8G)/ A+ X
TR;.;;

8. END IF

9. RETURN T;;;

4 [FEREBIEREST

A3 f# H NetLogo 15 B V-6 V43 5160 3E T H #%
(S AT AR HEFF (5 AT A A A0 A5 AT 455 1Y 18 A &bk
HERE.

@ Wilensky U. NetLogo [Online]. Available: 2017. https://
ccl. northwestern. edu/netlogo
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A S AR AL, T IE Y A R K IR B A
on-off KLy 7 i i B4 5% I 00« HF e 3T T E AT AT
16 A~ JE 391 P9 A AT 4 B (300 ¥k 52 56 BUCF ¥ (8D , Hodp
AP 14 AR AT A E 2 1 s, LA REAS 73
B8 ] FTI-RNBPY F1 FTI-MSCGM 33 %5 45
AR HARAF AT AL BEA T 0.

x1 HTRALTAERE

JH IEH AL B Bt 9 on-off Jriti 17 2
1 0. 8486 0. 2505 0.9792
2 0.9171 0. 2459 0.9528
3 0. 8967 0. 2443 0. 4378
4 0. 9360 0. 2397 0.4120
5 0. 8434 0. 2575 0.4913
6 0. 8700 0.2768 0. 9766
7 0. 8502 0. 2983 0. 9452
8 0. 8305 0. 3023 0.9780
9 0. 8887 0.2738 0.4911

10 0. 9221 0. 3019 0. 4827
11 0.9174 0. 3385 0.4773
12 0. 8415 0. 3266 0.9716
13 0. 8818 0. 3594 0.9774
14 0.9133 0.2688 0.9765

6 RO IR Wit 47 A B Y 50 R ) 3 3 X 4
PEAT S BT N GETT SRS L e 30 647 I 3R 1 A9 1
55 14 A TR RAT A R 978 2. TR e T A4
JEL 0TS A8 05 A L R 7 e P 0 53 32 (2) L B (7).
I AR

i 7 SCGM (1, 1) A& A, Af L 15 2 4804 18
2V R IR ARG v, T vy IR ES
15 B R R HFEE AR . E, 0. 5694~0. 6631, E; .
0.6631~0. 7743, E, : 0. 7743 ~ 0. 9264, E, ; 0. 9264 ~
1. 0977, 2% J& 1 (4005 K5 32 {8 v B bR A48 DL 3% 2.

®2 RUMERHRERKEXS

JE 3 SRR E A E TR AU R B R
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As people are increasingly demanding to improve the
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vehicles, resulting in the formation of vehicular ad hoc
networks (i. e. » VANETs). However, due to the increase of
relying on communication, information and control technologies,
VANETs are more vulnerable to security attacks from malicious
vehicles. The focus of this paper is routing security problem,
which aims at establishing a secure and reliable routing
protocol to identify and suppress the vehicles with malicious
attacks in VANETSs.

At present, researchers have proposed some solutions to
the problem of routing security. These solutions can be divided
into two main categories, Cryptographyfbased countermeasures
and trust-based countermeasures. The latter is preferable to
the former when dealing with internal malicious node attacks.
However, those researchers have not comprehensively inves-
tigated how to manage trust in VANETSs in a holistic
manner. And few of them incorporate the concept of trust
into the routing protocol designing process.

To tackle the routing security issue, this paper proposes
an attack-resistant lightweight Trust-based Secure Multicast
Routing Protocol (i. e. , TSMRP) based on a trust computing
model. First, the paper constructs a highly efficient trust
model, which integrates two decision factors, as the direct
trust and the recommendation trust, to derive the overall
trust value of a vehicular node. The grey Markov prediction
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accurately calculate the direct trust, whereas the fuzzy analytic
hierarchy process based on entropy is used to obtain the
recommendation trust. Second, a trust-based secure multicast
protocol is designed to effectively identify and suppress
malicious vehicles during route establishment phase and
maintenance phase, thereby developing communication paths
of high security and reliability. Finally, compared with the
other relevant protocols, the detailed experimental results
show that TSMRP not only can deal with various types of
malicious attacks (e.g., grey-hole attacks, bad-mouthing
attacks, and on-off attacks), but can also effectively improve
the accuracy of malicious vehicle identification and the packet
delivery ratio. In addition, the routing overhead, the average
end-to-end latency and the byte sent per byte delivered are
reduced.

This research is supported by the National Natural Science
Foundation of China under Grant Nos. 61872205, 61371185,
the Key Program of the National Natural Science Foundation
of China under Grant No. 61832012, the National Key
Research and Development Program of China under Grant
No. 2018YFB0803400, the Recruitment Program of Global
Experts, the Project of Shandong Province Higher Educational
Science and Technology Program under Grant No. J161.LN06,
the Source Innovation Program of Qingdao under Grant
No. 18-2-2-56-jch, the State Foundation of China for Studying
Abroad to Visit the United States as a ‘ Visiting Scholar” and the
Open Research Fund from Shandong Provincial Key Laboratory
of Computer Networks under Grant No. SDKLCN-2018-07.





