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Abstract  Side-Channel Analysis (SCA) poses a significant threat to modern cryptographic systems,
driving continuous advancements in defense mechanisms and leakage detection techniques. In recent
years, Deep Learning-based Side-Channel Analysis (DL-SCA) has gained considerable attention,
leveraging the self-learning capabilities of neural networks to enhance the effectiveness of these
analyses. This paper aims to provide researchers with a comprehensive overview of the integration
of deep learning techniques within the context of side-channel analysis. We survey DL-SCA across
three key dimensions: attack, defense, and detection. The advancements in these dimensions reflect
the evolution of classical side-channel techniques and offer valuable insights into their future
trajectories. A primary focus of current research is on profiling attacks, which are particularly
well-aligned with the deep learning paradigm due to their inherent characteristics. As a result,
deep learning-based profiling side-channel analysis (DL-PSCA) has emerged as a prominent area
of study and is widely recognized as one of the most powerful attack methodologies. This work
classifies existing DI.-PSCA research into four categories based on their research intents: adaptability,
generalizability, explainability, and cost-effectiveness. Within the adaptability category, various
neural network architectures, loss functions, and evaluation metrics are proposed to enhance the
performance of DL-PSCA. The generalizability aspect addresses the critical challenge of bridging the
gap between profiling devices and target devices, which has become a trending area of investigation
in the field. Explainability is crucial, as it aids classical SCA researchers in understanding the
underlying principles of deep learning-based techniques, fostering better collaboration between

traditional and modern methodologies. The cost-effectiveness of DL-PSCA aims to minimize the
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resource overhead associated with model deployment. Beyond DL-PSCA, non-profiling side-
channel analysis (NPSCA) also benefits from deep learning techniques. Within the context of
NPSCA, there are two primary approaches: DL-driven NPSCA and DL-assisted NPSCA. The
former utilizes deep learning techniques to enhance classical NPSCA methods, while the latter
focuses on improving NPSCA performance by adapting deep learning techniques for feature
engineering purposes. Following the exploration of attack techniques. we turn our attention to
the evolution of defense mechanisms. The introduction of deep learning techniques has trans-
formed the landscape of attacks, presenting significant challenges for defense strategies. We
present relevant research efforts in two primary areas: defense against DL.-PSCA and the design
of defense mechanisms that leverage deep learning techniques. Moreover, we discuss leakage
detection techniques, encompassing both leakage location and assessment, which have also
integrated deep learning methodologies. Our comprehensive analysis provides suggestions for
each category by comparing similar works An urgent phenomenon emerged: the studies focusing
on attacks, defenses, and detections are markedly unbalanced, with attack research dominating
this nascent field. Conversely, this imbalance suggests that defense and detection areas hold
substantial potential for future exploration and development. To identify the defining characteristics
of this emerging field of SCA, we conducted a chronological analysis of relevant research. Our
findings indicate that research on adaptability, generalizability, and DL.-NPSCA represent the top
three trending areas of investigation. Furthermore, we predict future developments will address
three critical aspects: tackling the challenges posed by realistic attack scenarios, demystifying the
black-box nature of DL-SCA, and advancing defense and detection techniques. Furthermore, to
overcome the technical barriers associated with the underdeveloped defense and detection areas,
this work proposes two potential roadmaps from the perspectives of classical side-channel

researchers and deep learning researchers, respectively.

Side-Channel Analysis (SCA); deep learning; profiling SCA; non-profiling SCA;

SCA countermeasure; leakage detection
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MLP, 2| H i fe) 12 B FH 19 45 B 2 M 4 CNN, i
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BfiJ5 - Martinasek % 527 48 W1 25 LAY 7 %
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A I B T HLAT R
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IR BT B . AN Ry . R il 2k E
17 T4 0 J5 vk B B A AR OJF AR E 0 A R 55
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SIS FH 3k 2 5 3 R Rk Bl B 43 28 8% AT A S ik
F AN 4 PR, FESEHTRIBESE bl E S — AT
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[ B HL ok 7 i b B A TR, B T
Zhang 55 N6 ik U 1 v fR) 0 15 2 A5 O EG AR BR
BN TS 256 43 AT 55 FE AL 8 ANl i — 4y
FAT55 o I H R g 0 e BB AR B T T
LU I A B AT B AIC T 4% A 2% B L D A, X R
Fb A 2 ) B 2 3k 6 50 4 2000 1) AS -l L B AR T DL S
H4.1.47 . Rik—4 5 DL-PSCA (#4:fE . Won
SNV K Z Rl SCA FRAE SR BU A LGS A
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22 T AR B A il 4R S 1R AT R AE 4R B AR S R
HUAS 21 A 45 A 2 A7 PR32, LAfIE ONN A543 25, 45
A HTSC A A SCHRLA6 0 45 A 42 A 52 50 4518, A
SCTH SR PR AR AE TR AE DL-PSCA v (1 4/ I 7 ZE AR
P 2B 1) Bk Y S E AT VEAL L TR BE— RIS . B
A o TE S Hi6 B HE A R 3 0 il 4R 2R AT 2k 0 i 5
o IR B L R B 2 A R A AL TR
HE AL R m Y B 2%, R, X Rk
FE I GRBCHE 55 A0 B 1 0 T AR ME 27 20 214 2500 1k e 2
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(3) Fr LM 48 S5 AR R
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P 265 45 4 1 PR R AR A 1E L B LSTM ) gk 22
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T E AR TR A B P O 4 B I AT
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Al R 000 455 b 2 A B e ) T O S 2 T R
KFR A RS B P HL 2 25 A6 © i B 46 i
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Ui () AR5 T8 o o R 02 000 ) AR 07 3 i s X35
(19 J5E 4y SR A it % 0 AT SR il s L 28 Y T
T A~ 29 g A R T ALE RN A28 A 4 R
H A S 28 Ry o 33 88 5 TR ) 24 B4 15 78 N A
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FOEAT 55 P R B 0 X L Y R 25 OOk 52 3 T
2R
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WA E WAL DT ) R R . AR 2 SCHR Y S 36 3R B L Bk Al
i MLP Fl CNN £ A8 9% 1R 1 i i 2 24 iy e 45 0]
FIE AT R . BRI S R fe I 4% 38 45 1) R 1K 2
AN KA Sl T T ) B AR 37 5 09 E AL ) 2% 4
g Bl AL 2 A WK b e 4
4.1.2 E 5K R/ HE AR
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T SE TR SR B OE R R LR T
Zaid S N BT 5 005 B 2 M 9 B AR AR O
MHE £ 51 % Rel, St X7 804 A F i 19 3 & (L
4L AT R E I AT 3T 2 Xt CERY
e BUR b FLRYY B 2k s, STk 72 1) 2 560
LU B SCA 1 #i 2k s 0 CER RBAEH 4F 72 R
Z BT Al BE AR L T A 5 2% pR B (FLR R 51 A
PR o WS - Zaid S R T4 AR AR R AR
b B G 2 A A5 I 2 ST T 4 RO TR kD B — A SR
FR P CHD AR 1027 20D R 48 T T8 o i MR RE . (75

— S L RIE TS & 42 T 2 Ff et X O 45 38 23 A
4 15 2% o RO 38 o 5 B Ik 5 AR 2 CE 9 A %, B
YRR MR CE % ks, — J5 i, iF
FE W 3 AR« 58 SN R % R RO S o PR I T 4
73— J5 11 SCHRL 74 TN AR S 18 RO 32k 1 6 45 50 S
W41 2% B EOR 3K I ZR i 5 BEAE
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2k R Bk IR R 1t B
GO CE i ete g R 45 O PR B
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o 1E B0 2 B 9 28 S0 0 3 A B
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AP FLRTY 59 T CER By Ck , xf 5 k22 > 1y
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H R K ELLS 97 b U
Ense:;bing Loss g T4 ST A Ak

@) E WP AR AR . B T I ZRAS 5 66 T A9 468 2k
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YNGR 1 Bt B 1 2 28O T R I AR Rl
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(. VLSRRI T 46 2 B M G 1005 3 R ) 4 i
15 LI — oA A SR T o SR TR 2 2 4
PR IEAS fiE 4 1T b S 0 £ T ek e RN . X
WFEF AT TIRANESE il P 2t Bk ik A A 3F
R bR o SCHRL77 T3 ok 0 42 e 4% 3 g )2 10 L 6
R A E PO 245 5 VIR A DI Y A R R 3 AL RE T A
by AR RN SR BREAS BN SCHRL78 14 i 17—
A E T AT A AR LA 8 b L o T DL DR 4
SN R A4 1. AR fir & DL-PSCA £ fE 19
ZINAEAR GE 2 PP AG B8 B BE 1Y R AR 1 AR - (HE 1Y
TR B . R TR P R R, Perin [ AT
Pt T — AR A THIE R DN Y 07 ik . [R5 K bR
— A R PR R AR B AE A WL AL B R Z BT T
TEVAS B B 42 0 GE. GE Jl i i+ 5 2 3k do il
HhIE B TR HE 4 B S 2 R Al T SR T 8
R X P LA R E R P BRI RIRE . O A R
it Bt P B AR SCHE B IR SRR 81 i J7 6 ok 15
T < P B AR S S At [H B AL

O  FI ALy SCHRT36 T8 H il 5 H 0 55 1) 26 2 5% BB DL AR

AL R AL 5l Gittering) , 3552 b AL R T T 454 0L B 9
1 EE L 3 (Random Delay) ,
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TREE ) [ STk R T 200 . 8 S 80 v S — i
TAEREE N5 18 DL-PSCA 43 A 5 41
H A 1 BF 5 £ 2R B P A 7 .

(D) P 7 B RFSE . Perin H BRY 76 1 56 &
SCATEEE AT TR ALIE R D 2 A IS5 TR
B S BT 2 SRR, Rijsdijk 2 748 H
SRALF ) R G2 M & B S H. Wu 5 A
WF5E T3 F WAk i B 2B S50 % .

(2) 5 7€ 2 500 o8 8 43 BT . S 800 R R
BT S, Weissbart™ 4087 T MLP 1 )2 %0, #f
28 TR RIS bR K, T SCRR 88 A [89 10 43 3 A
7% T ALUTE 9] 46 Ak MR Ak 553 7€ DL-PSCA i) 52
M, SCHKC89 45 Hi 4518 : Adam Fil RMSprop L&
PO RN G5 o B O B 4 1 Adagrade K31 25
B B 25 A A TR A5 R B A

7£ DL-PSCA w8 S B0 AL I A BF 58 1 T 4.
— 7T R ZHFE IR L E T F RIS H0
B Ty 71 ST A ) 4 SR A X AT B
MBS R TR Rl R R Z 8. Hit, B2
ORI AL AE 21005 LA SR R 1) DL-PSCA #iF 5% rf I 3F #4
SR
40104 B SE

AN B0 & U 25 4R 1 25 A~ 28 5 i FE AR B H
AR B T . A AN R 20 R AR RO A B 2
5t WIFR N B AE AT . £E DL-PSCA w0 bR 4
AJ DU BEE B R A2 A 20(E A B (Identity, ID)
1] RS2 ] 1 97 B i (Hamming Weight, HW)
BV B R B (Hamming Distance, HD), It 4h, if 0]
PAE A SCk 62 148 Hh 1 2 73 R BOGEAESE 8% 1D ARk
S A LR AR 2

2T %5 B SCRA AL A X R 2 1 il 2 filf T 1D A3 2
o LR b 2 E AT 28 0 R o R 4 5 OB Ok A T
HW 5 HD 45 %8 X6 B 1 £ A K] 43 0 25 ff 28 [ B A
MEHBEHEEZS, X — A H Cagli 48 AP
o . AR PIX — [, B OF i B R SMOTEN
5| A DL-PSCA*Y | SMOTE 3 11 & Ji 57 14 20 %
FEREAS DA o FL o W R AR /D B ) b
AE. SCHRLO1 4R i - P-4 Il R34 J2 i 47 DL-PSCA
(PRI

R4 DL-PSCA fEffi Jf HW 5¢{ HD tr %0, %

WAETE B A -7 3 — 0] 8, AH R 22 $0 A I oK i
7 B 77 40 B 45 2 B BB T gt FRATTRE X
— I TP (D YIZRAEA 1Y FRAE 2 35, 9 4%
RERE I Sy WSl (2) AR BB A XM 2 . A SO,
20 0] 75 3 ot £ ) R e R BORE A i A i AT LA
B - 1 9 AN K080 1) o o 20 3R

4.2 HEEEAMN

i8R 4R — BT R 2 5 I 2R i Bl B
RCHAT IO By ey . A SE R AE DL-PSCA h &
SCHEEL, P Bt B B fult A0 it 2 S il £k 0L
EAEAEZ 07 T 2 S ) AR AR IR AT AL IR AL
DL R B 22 54 . I 5ol P RS AR A% S B
FR PR E R O 3 Sk U GRS L Dy B ve SR 1Y e
A SCNBA W AR B T AT AT IR T B
4.2.1 BEng s
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(= % NNNTTDNG B RIS & i RN = 2 S
DA B [ AR L 5 4805 XUBS: I $12 e 465 2 7 R DL i
MECE by RS B, PR O B v B A A 1 BB R G
FAtE .

(1) 45 18 i 26 Bt i B di B o O . X
B 1 9 T % R UL R A0 SR R B B ) Bl BIL A
AL ALL R BT 4 0 BE B AE OB A5 DLk F I 2R
FEALE M Z R B0, BEHL K- 2 il 450,
B AL A B BS B — 2 B0 RS 50 LB N
g

(2) T F F H: Al @R 1) 504k 19 9 7577 . Luo 4%
N — T 2 Miscup™ (1 B4 1 58 1 A B A 5|
DL-PSCA v, H A J5 B 4 2 A [6] (A A 4k
PEZ AN LAAR R— A8 B REAS CHTAE AR B3 25 O Ik
ARERBEW RN G . o B HAR (4. 1.4 75
SMOTE ] #/E Mixup ) — e . Won 55 N 78
ZAEHRE AT TR SRR 45 ) SMOTE X #5 #Y
PERE (4R THE O T SCHR 56 T4 M 0 B di 48 5 F R
AR SO AR ST 3 I XA 598 7T REAA1E — 7 BR
T DA Jrik gl A TEENLYE 1 SMOTE I 2 58 i
LMESMOCAREA . Pt B &A% 2R
HIE T DA B H Tk 7870 R L .

(3) F A= il 2™ 2% 1 B 4l 1 95 07 5. Wang
S NV B 2% A A BN B I 4% (Conditional GAND
3 75 HEABL YN R 5B 1 LA

R AE B A5 S0 BROHE B 5 Ok Y R
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4.2.2 FRET R

FRAE TR 4 0 0 1 R e 40 A 1 R0 Ak B His
FRAE USR5 5 B2 R R 1 R . DX SR TR 4K
Fh 17 BN AR 1 Ak 1 79040 B, R AE TR AU B T 4R
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2% . W] LATE S AR AS [5] 28 03] il £ 1) AR5 AE 1) 5t 22 8] 1)
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B9 LA AT 2 A il 26 i SRR i A RO A 2
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25 b FRAE TRE AR K N B AR R T R A A
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DL-PSCA # BRI IT B PE AL 1S B0 2, AR 4l gt 4t
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E IR S
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Time Warping, DTW) 1§ PreCDPAM™ D) & {ii
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Background

This paper presents a comprehensive survey on the
development of Deep Learning-based Side-Channel Analysis
(DL-SCA). Ever since deep learning techniques were introduced
to the field of side-channel analysis, it has been proven a
powerful and attacker-friendly type of attack. DIL-SCA
outperforms traditional side-channel analysis in various ways
and it has been acknowledged as the most powerful side-
channel attack among researchers. Deep learning techniques
are renovating all aspects of the side-channel domain, from
basic attacking methods to countermeasures. and leakage
detection. Although there is an internationally recognized
Systematization of Knowledge (SoK) paper, as citation [ 9]
in this article we intend to provide a distinct perspective on
the advancement of DL-SCA. Differing from their perspective
of presenting research works at different stages of DL-SCA,
our work follows the roadmap of traditional SCA in attacking,
defense, and detection areas and their integration with deep
learning techniques.

Our classification refers to the traditional side-channel

research and then subclassifies related works according to

their intents of research. In general, the intersection of deep
learning techniques and the side-channel domain is mainly
focused on profiled side-channel analysis, in which a large
amount of works revolve around adaptability, generalizability,
explainability, and cost-effectiveness for deep learning to better
cope with side-channel analysis. Accordingly, we present
comparisons among similar works and analyze the prospect.
In recent years, deep learning-based non-profiled side-channel
analysis has also started to evolve, but progress has been
slow overall. Some of the interesting work focuses on using
deep learning as an auxiliary tool to boost the performance of
side-channel analysis. In addition, there is a relative lack of
attention on the countermeasure of side-channel analysis as
well as leakage detection. Finally, we statistically analyze the
relevant papers by year, summarize the trending topics, and
give insights and suggestions for future dedication in the
under-development domain.
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