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Abstract Nowadays, microblog has become a popular social medium for information dissemination.
However, it is also one of the main ways of misinformation transmission, due to the lack of an
effective scheme for detection and countermeasures. Existing methods mainly detect misinformation
based on classification algorithms. They can’t identify the popular misinformation early. In order
to reduce the harmfulness of misinformation and make microblog more user-friendly, in this paper
a new method is presented for detecting misinformation based on gatekeepers’ behaviors. In the
proposed scheme, hidden semi-Markov model is used to describe the behaviors of the forwarders
and reviewers of popularly true information. Gamma distribution is introduced to describe the
state duration of the model. The proposed method includes a training phase and a detection phase.
In the detection phase, the average log likelihood of every observation sequence is calculated, and the
credibility value of information is updated in real time. So this method can identify the popular
misinformation early and reduce the harmfulness of misinformation. An experiment based on real
datasets of Sina Weibo and Twitter is conducted to evaluate this method. The experiment results

validate the effectiveness of this method.
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microblog. Everywhere and everytime, a user can disseminate
any information by a computer or mobile phone. Microblog

facilitates real-time propagation of information to a large
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group of users. This makes it an ideal environment for the
dissemination of news directly from the news source or
geographical location of events. However, it could be seen
that a lot of misinformation is sent and forwarded everyday in
microblog, due to the lack of an effective scheme for detection
and countermeasures.

Most of existing methods detect popular misinformation
based on classification algorithms, for example C4.5, SVM
and so on. They don’t consider the information gatekeepers’
behaviors, and they can’t identify the popular misinformation
early. In order to identify the popular misinformation early
and reduce the harmfulness of misinformation, in this paper a
new method is presented for detecting misinformation based
on gatekeepers’ behaviors. In the proposed scheme, hidden
semi-Markov model is used to describe the behaviors of the

forwarders and reviewers of popularly true information.

Gamma distribution is introduced to describe the state duration of
the model. The proposed method includes a training phase
and a detection phase. In the detection phase, the average log
likelihood of every observation sequence is calculated, and
the credibility value of information is updated in real time.
This method can identify the popular misinformation early
and reduce the harmfulness of misinformation.
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