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Abstract  In the novel paradigm of Software-Defined Networking (SDN), the dynamic variability
of network traffic will lead to the fluctuation of the load that switches bring to their controllers.
Meanwhile, network topology sometimes will be changed by sudden events, such as link failures,
switch faults, and other unexpected situations. Any topology change will sharply increase the
load of network topology management in related controllers and the state synchronization between
them and other controllers. These factors easily result in the load imbalance of SDN control
plane, and even the problem of controller overload. Therefore, it is necessary to formulate a
switch migration scheme before SDN deployments, to ensure stable and reliable network
operations. However, existing switch migration schemes mainly focus on the load balance of SDN

control plane, which result in strict migration conditions and ignore the impact of the distance
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between migrated switches and their controllers on SDN network performance. To alleviate these
problems, this paper proposes a SDN switch migration scheme based on collaborative decision
making, for minimizing average link distances between SDN control plane and data plane, while
achieving load balance of SDN control plane. This scheme first constructs a collaborative decision-
making domain, based on the comprehensive perception of SDN network operation state. The
domain is composed of all available controllers in the neighborhood of the overloaded controller
whose switches need to be partly migrated out. Then, each controller within the domain is
considered as a candidate migration target. For each candidate migration target, we select an
optimal switch in the network domain administrated by the overloaded controller, as its candidate
migration object. The selection comprehensively considers the load acceptance capacity of the
candidate migration target, the load level of switches managed by the overloaded controller, and
the link distances between the switches and the candidate migration target. By this way, we
further build a set of candidate migration pairs with each target controller and its optimal switch
for migration. Subsequently, we select the nearest migration pair from the candidate set and place
it into the switch-controller pair set to be migrated. We update the load of the target controller,
the minimum migration load and the switch set of the overloaded controller, and the candidate
migration pair set. Afterward, we continuously select the best switch-controller migration pairs,
to form the ultimate switch-controller pair set to be migrated, by repeatly performing the above
process. Finally, we verify the performance of the SDN switch migration scheme proposed in this
paper, by experiments with popular SDN simulation platform. In particular, we simulate a
typical SDN network topology on the platform, and dynamically varying controller load for each
switch. Experimental results show that the proposed scheme reduces overload rate, average link
distance, and load imbalance factor respectively by 78.1% ., 8%, and 27. 4%, compared to state-
of-the-art schemes. This implies that the proposed scheme can significantly enhance the reliability
and stability of SDN control plane while optimizing the overall performance of SDN networks.
Furthermore, the proposed scheme is expected to demonstrate good adaptability under different

network scale and scenarios, such as data-center networks, wide-area networks, and Internet of

Things.
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1. L., < PredictLoad(c.,);

2. Lif<Leoy —alis;

3. cdd<(J; // PRl IR S W) bR 1

4. ess< s J/TRE RIS -FEH 2R G WA AL

5. IF LI >0 THEN

6.  cdd<BuildCDD(C,L%);

7. IF ¢dd is not empty, THEN

8. css<GenerateCSS(edd . S, LUE L) 5

9. IF ¢ss is not empty, THEN

10. ExecuteSwitchMigration(css) ;

11. ELSE

12. Send an alarm message to administrators for
adding controllers;

13. END IF

14. END IF

15. ELSE IF receiving a switch migration request from
a controller ¢ THEN

16. Lo =0alli* +(1—0L;

17. IF Lay>L., THEN

18. Lig=<—Lol —Lew s

19. Send an acceptance response with L, to c;
20. ELSE

21. Send a reject response to c;

22. ENDIF

23.END IF
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1100 Bl - PR T ok B[] phe SR b BT A 42 il 45 114
Al T B AT 2O A B AT 4 A2 3R G
20 17D o A EAELAS /N T PR A% ] B4 B /N AT A D]
05 15 2 3237 SR A A 4 o A A 38 b R R S R
HRIIH R G 21~24 45) o W S b ] ke 335K
Fa S 2R IO B (3 25~31 7).,

ik 2. AR UM #H ¥ BuildCDD

WA P B A CON LR 2% se 1 /N T #8 f
ot L

By s DI e IR, cdd

1. cdd<;

2. FOR i<1,N" DO

3. IFd.,<NCD_MAX //FjA 463 ¥ i 4§ 2 )
B 5

4. send a switch migration request to C[7];

B END IF

6. END FOR

7. <=0z / /P e SR b A AR BRI A AL 0

8. start_time<GetSystemTime() ;

9

FOR i<1,N" DO

current_time <GetSystemTime() ;
11.  IF current_time— start_time >=TIMEOUT
THEN
12. break;
13. END IF
14.  receive a response »; from a neighboring controller ¢
15. IF r; is an acceptance response
16. cdd<cdd U {c};
17. n++;
18. END IF
19. END WHILE
20, L™ «i} Ly
=

21. IF L >L3* THEN
22. FOR i<1,n DO
23. SendControllerMessage (c; , “ The collaborative

decision-making domain is successfully con-

structed”) ;
24.  END FOR
25. ELSE
26. FOR i<1,n DO
217. SendControllerMessage (c; »“ The collaborative

decision-making domain is failed constructed”) ;

A4 AL B T FE i e AR Ak 3
FIER o B G i e AT A% X G2 Ry R A T 4 A R 0 ) 2%
Sl T 3 BB i A A8 e AL A 3 S B8 H A S B ) Dk
I B BRI B 1~341) . KRG TR
I A R 0 114 i A 0% 30 1 B X G2 4 Ak 2 5 B X
HET AR AR T R R (B 4~8 17) . TEULIERE I,
TE IR 25 f s i RS X A TR IR B B A (5 10~11
A1) I BB L H b 42 1 25 09 £ 8 () B B T R
il 25 B SR /A B 3 B LA R I S R HLAR 5 (3R
12~14 47>, BEJE - BB e 3T B 56 5 o B 4 SR A
i 3 3T 8% X i 114 58 5 ML R 2 A 3T S 14 S 4 LA [RD
TR 2 kg o H A o) i e — A DR T A 1 e £
BCHLCHE 16~25 17) . R AT 1 o 1 3 8 %
TEIC5 A G BB 4 AR L — L 36 U U 4 o R T
B ECE IR LS N HIECGE 911 . kit
ERAER N2 U 0] 2R G 2 L 45 D) 5R [l 7 S B8 4R
A 26~29 17)

BiE 3. SR I e Sk GenerateCSS

A PRI R R I cdd [n] IR K48 sc B 8 A0 38 Ik

WLES S Im], WA HI 5 sc W5 /N T 38 &
L P 0S¥ gkl L
1 PR S H I A

1. CandidateCSS<~ s //MEEITRBAE BV N =

2. FOR i<1,n DO

3. k<FindBestSwitch(cdd[i],S, sL);

4. TF k1=0 THEN //8 4 &34 i s el

S5. CandidateCSS < CandidateCSS J {(cdd [ i ],
S LeD s

6. END IF

7. END FOR

8. css< s //TRER AN -FEH A R SR A=

9. WHILE L»*>08&.8&. CandidateCSS, THEN

10.  pair<—FindNearestPair(CandidateCSS) ;

11.  css<—css Upair;

12, Lyure<Lypsire T Lywinss // Lypairs RS pair.s

7 A A T S SR A

13, LUS<LV*—Lj..;

14.  DeleteSwitch(S,. , pair.s) ;

15.  FOR i<1.,CandidateCSS.size DO

16. IF pair.s= = CandidateCSS[i].s

17. kb < FindBestSwitch(CandidateCSS[i].c,

S..L);
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18. IF £1=0 THEN

19. CandidateCSS[i].s<=S,. [k];

20. ELSE

21. DeleteCSPair(CandidateCSS[i]);
22. END IF

23. END IF

24.  END FOR
25. END WHILE
26. IF L7* >0 THEN
27.  css< s
28. END IF
29. RETURN css;
Xof T A A HARSE ] % » o SIS o 25 4
18 Bl A S AL HP Pk 3k — A dee B 1) S 4 HILAE O i i i
X 4. AR L 1T B A e AL 48 2% 2ok B an Bk 4
JIE7R o MU 3R J 5 478 I o A A A A S R BL OB 2
7)o B ORI T B0 Al i e ik H An 45
il #5 0 P BE Y AR . R SCH LT RS S E bR g
i 18 97 28 AN o A P TP 24 R AR Y O A AR
TR P O R4 i R s 5 5 34 . KA TR
T2 3R EOR A A e AL b 8 JRCES ki B b 4 T A
S W ABANAE Ay B AR5 B AT 7% 5SS HAIL (5% 4~9 17) .
Bt 4 BERIET R ACHRILE RE M Find-
BestSwitch
A B B ARRE TR o IRAR R 28 sc I LAY S A AL
B4 S.[m]
i AR T B S WML G S k
1. k<03 //55 0 D28 PR EASFEAE BT B 3
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2. FOR j<1,m DO
3. IF L)<L&&L,+L;<sL THEN
[/ L5 RTR AL S L 177 A 4 1 8 4 i
IF d,<d, THEN

i

5 k<j;

6 END IF

7. ENDIF

8. END FOR

9. RETURN #;
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Background

Software-Defined Networking (SDN), as a novel network
paradigm of decoupling logic control from data forwarding,
significantly promotes network programmability, manageability
and controllability. It is worth noting that, the dynamic varia-
bility of network traffic easily leads to the fluctuation of
controller load, resulting in the load unbalance of SDN
control plane, and even controller overload. Therefore, it is
necessary to formulate a switch migration scheme before SDN
deployments, for stable and reliable network operations.
However, existing switch migration schemes mainly focus on
the load balance of control plane, which result in strict mi-
gration conditions and ignore the impact of the distance be-
tween migrated switches and their controllers on SDN net-
work performance.

To alleviate these problems, we propose a SDN switch
migration scheme based on collaborative decision making,
for minimizing average link distances between SDN control
plane and data plane while ensuring the load balance of SDN

control plane. The main contributions of this paper include:

(1) abstracting the problem of switch migration as task allocation
and scheduling, to match switches under the administration of
an expected overloaded controller with neighboring controllers
that can accept load, which provides a new solution to the
problem; (2) proposing a SDN switch migration scheme
based on collaborative decision making, which gradually
selects the best switch-controller migration pairs to achieve a
robust and reliable control plane and optimize network
performance; (3) our proposed switch migration scheme
focuses on average link distance between control plane and
data plane, besides of the load balance of control plane,
which improves the message exchange speed between the two
planes and further optimizes SDN network performance.
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