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Abstract Zero-knowledge proof has wide applications in blockchain and many areas, such as
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scaling for blockchain and privacy computing. But generating zero-knowledge proofs costs
substantial time, which restricts their practical applications. The step of polynomial commitment
computation accounts for approximately 65% of the time in generating zero-knowledge proofs,
and the time-consuming computation of polynomial commitments is a large number of elliptic
curve scalar multiplication. So, we accelerate the scalar multiplication by double-base chains
(DBC)and GPU parallel computing. In order to accelerate the speed of a single scalar
multiplication, we represent the scalar as DBC form and add triple point atomic operation of
elliptic curves to reduce the time cost of scalar multiplication. However, the DBC computation
process for large integers cost a lot of time. To balance the time cost between the DBC
computation process and using DBC for scalar multiplication, we achieve a trade-off between
DBC quality and overall computational efficiency through suboptimal DBCs. Specifically, we
select multiple random integers of the same order of magnitude, then we calculate the first term of
the shortest DBC with each possible leading term for each integer and record the theoretical time
value, 1. e. , the theoretical time of scalar multiplication calculated by this DBC. When calculating
the suboptimal DBC, we only consider the several leading terms with the smallest expected
theoretical time value, which enables the suboptimal DBC to be more efficient compared to the
optimal DBC, yet with a small decrease in DBC quality. For the large-scale scalar multiplication
in computing polynomial commitments, we implement an elliptic curve computation library on the
GPU by CUDA with assigning individual threads to each term in the polynomial in SIMD mode.
Specifically, we assign the tasks of scalar multiplication to each thread, and each thread computes
the results of polynomial commitments via the DBC method in parallel. Experiments
demonstrates that for 256-bit elliptic curves, our suboptimal DBC algorithm for computing single
scalar multiplication is 8. 2% faster than the OpenSSL implementation. Meanwhile, for scalars of
different sizes, the suboptimal DBC algorithm achieves a significant speedup in scalar
multiplication. And in the worst case, the DBC algorithm is better than the typical NAF scalar
multiplication. For the computation of polynomial commitment, our GPU implementation scheme
proposed on an Nvidia 4090 GPU achieves a 5. 76x speedup for large-scale scalar multiplication
(over 2" points) compared to the libsnark running on a CPU of the same level, which is equivalent
to doubling the speed of generating zero-knowledge proofs by libsnark. Meanwhile, compared
with the scalar multiplication based on the Pippenger algorithm, our scheme has significant
advantages in handling sparse elliptic curve polynomials. For a degree-d elliptic curve
polynomial, the fewer non-zero terms it contains, the more significant the speedup of our scheme

becomes compared to scalar multiplication based on the Pippenger algorithm. For example, for a
sparse elliptic curve polynomial of degree d having ’V\/E—‘ nonzero terms, our scheme achieves

about 1. 8 speedup compared with the scalar multiplication based on the Pippenger algorithm when
d = 2" to 2%. Therefore, our scheme has promising applications involving scalar multiplications
for a large number of sparse elliptic curve polynomials.

Keywords zero-knowledge proof; blockchain; double base number system; elliptical curve
cryptography; GPU computing
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Background

Since Goldwasser et al. introduced zero-knowledge proofs
in 1985, zero-knowledge proofs have attracted widespread
attention, and their related work got the Turing Award in
2012.

Zero-knowledge proof schemes are powerful cryptographic
tools that can be widely applied in various cryptographic protocols
involving security and privacy information. However, the long
time required to generate zero-knowledge proofs limits their
practical applications. The root cause of this issue is that
generating zero-knowledge proofs requires the computation of a
large-scale elliptic curve polynomial, which accounts for 65% of
the total proof generation time. Mainstream open-source projects
often use the Pippenger algorithm to compute this step. In
contrast, this paper proposes a DBC solution to compute single-
step elliptic curve operations combined with GPU parallel

computing for large-scale elliptic curve polynomial computation.

The proposed method outperforms widely used open-source
cryptographic libraries in terms of theoretical computation time
and test results.

Our implementation is approximately 8.2% faster than
OpenSSL’s for single-step elliptic curve scalar multiplication.
For the computation of polynomial commitment, our GPU
implementation achieves a 5. 76x speedup for large-scale elliptic
curve polynomials (over 2" points) compared to on an Nvidia
4090 GPU. (libsnark implements zk-SNARKs such as
Groth16, which has been incorporated into national blockchain
cryptography standards).

This paper further improves upon existing DBC
computation schemes by introducing a suboptimal DBC
algorithm. This algorithm accelerates the time required to
calculate expensive DBC solution steps by 33 times without

significantly affecting the quality of DBC



