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Abstract  The auxiliary input model is an important leakage model in leakage-resilient cryptography,
which defines a class of computationally uninvertible function families F to simulate a large class
of leakage. Recently, almost all PKE and IBE schemes with auxiliary input are proved CPA secure, such
as Dodis et al. ’s PKE scheme and Yuen et al. s IBE scheme. We proposed a CCA secure PKE
scheme in this paper, and our construction is based on the one-time lossy filter, which is proposed
by Qin et al. in AsiaCrypt 2013. We use the modified Goldreich-Levin theorem to design the hard
core, which is the same as other schemes with auxiliary input. One-time lossy filter has two
mode: injective mode and leakage mode, and the CCA security proof is mainly relied on the leakage
mode. The difference of these two modes is that the one-time lossy filter in injective mode is an
injective function, and it discloses all bits of secret key, but it only leaks a little bits of secret key
in the leakage mode. So, we use the injective mode for practical and the leakage mode for security
proof. Thus, the attacker in security proof cannot determine the secret key by such a little leaked

bits and the queried ciphertexts will be rejected with high probability.
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mation). B i 46 7 B RYIE B0, Y47 2 A
AR ASINB R EAR SR AR
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XA AR A 15 LE PR A R 4 114 %5 B ST R ) B o,
BHM 55 0 LU AR RO A PR L 2% B 2 0 SR X
R RT DA R 32 34 S 1 il g

(4) T By AL (Auxiliary input model).
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A3 A B A A R S A 22 i e ) 15 OO0 G ek
X SC i Bl A R B0 B T LR A5 % A A0 1 R A
BTk et #E 5 DA 20 RS R
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S % 4 (CPA secure) J2: 48 2R 22 10 28 i ] 14 <
& RPdA] DUE AT % 9 6 A0 L s TE R X3 W 4
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e I i %2 42 (CCA secure). M5 %7 iE B &R 4¢
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Tt 5 A EC R B AR BRI LA B B RO A 3
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Bz f.Ghoph) IR A
(3) R Arif) 1. Bl & A KK A% CT 4
L CHIH sk R BB ST m 25 2.
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2.2 Goldreich-Levin & I8
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| Pr[ Ay, r.{x,r)=1]x.r<{0,1}",y= f(x)]—
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(1) A R (OTLF.Gen). 3481 A4 il —
T 55 1k U BR B A RV BN (Fpk s Ftd) . N Fpk 5E
T — MR s m T ={0,1}" X T, 40 N AR IL
THET, ST I TE . 1l 1= Gt
L €{0, 1} RAEBIARIE. ¢ € TR LARIE. B
Ftd J&i1 M @ pric e 1],

(2) T (OTLF. Eval). 33X A2 1 i A2
8] Fpk  Hric ¢ VLI x € Dom , i ()TLFF,,L (X)),

(3) g dric A L (OTLF. LTag). X5 ki
AT Frd B bRIE ¢ 5 B O AR ¢ R 1=
(2,5t =M EEPRIC.
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2.4 FIGRERRA R

RAFRENS A R ALY CH J& B A FVHRT Cpken »
tden) W RE BRI A R R W0 SR TS A T phen
CH HA PR AR AR A AT TR eden , W AT
LR E . CH i 3 ASHEAR 22 0 205005 21 BV
BHAE B eR BB DL B B AT A

(1) %44 R (CH.Gen) . 18436 A W #f B 1A
A A CH B ATVEHAXS (pken stden) .

(2) BB (CH.Eval). X A3 AR A
B plen VLR BEHLEL rep<Rew B x€ {0, 11" WL 3]
YEU. IR rey fERen BRI y 7EY B
2 5] o3 A /Y.

(3) WAl (CH.Equ). 5 2 5 A B4 1T FA 5]
tden s (Xo7rey) VL & x v%ﬁ]tﬂ%_‘/l\l;ﬁﬂlﬁ ”éH ERen s
TR QAR AR K

CH.Eval(pkey » X5 rop) = CH.Eval (pkey o X5 rig).
LRl FIRELE Ren R340 0.

R RERG Ay B CH A A phen 1§
DU BATFURE A 1 B A o] AR 258 22 20 S [1] 25
i 2 HME LR B Coyreg) 7 (o) A BT R AL
(B S, A1 P A3

Advly o) = Prl (x,re) 7 (X orig) A
CH.Eval(pkey »x;37rey) =
CH.Eval(pkey s x’ 570 |
(Xsrey s X sriy) <A Cpler) .

2.5 DDH {Bi&

Wi 5E 7 Diffie- Hellman (DDHD R % : 4 £ 5 b
g BEG ARG EBEEG AT, v, LK
BEMLEL re z, 81 " € Z,\{r}) . DDH {5 % il 37 24 H.AY
AT B MR 2 R IGEE D,

Advyly (0) = Pr[D(g, . 8,87 80)=1]—

Pr[D(g .g,.87.87)=1]]

=R Z g

Naor % A" DDH B & 5] m>2 44
BT, FFIEM] 4 T DDH fiik, B R E# G A
Bt g, s g A RBENE rEZ, 10 r, € Z,»
DDH B 5 57 4 HAY 24 % AT 55 A 2 22 11 2 i (1] 1
Hi#ED,
Ad’U[cj;d.hn ()= |PrLD(g, s s gmsglsorsgi)=1]—

Pr[®(g s sgusg) s rgr)=1]]

A 2.

ke =dlog,g, @, =dlog,g, . Hh@, -,
@, € Z, »DDH R & i AE B A 2 2 3 i A 2 % D
ik HB AR S AT A% Sy
Adolly (0= Pt D(@, o+, @, s @y e r @,) =1]—

Pl (@, @, . r @ o, @,)=1]|

A 2 .

3 Rt EH S

3.1 FEHATRSRIE

Brakerski % N\ 2 T 5 HEA AT X 43 8 1% B
R TR G 2 BB 5B G—G, %G,
bt G, RIEERBEELIR N o0 .G B9 202G OB
7101 s BR ged (o ) =1 W 1/7, =negl (k) W %
FAT AR 2 1 I ) i o A

Advs ()= |Prlx<G: A (1", 0x)=1]—
Prix<G, : A0 =1]|
=negl(x).

Qin & AN SR T SO )RR AT X AR
BIEER G, WM EEREE . W G L 6 B4 X TAE AR
R Z A ) 2l 2 A4

Advy (k)= |Prlx<G: A (1", x)=1]—
Pr[x«Gq: A1, x)=1]]
=negl(x).

2 gsh 5 G, MG, A G, E LA R
T=z o0 FEHLIER x < Zr W] g* ¥ 57504 T Gq Rt
BN AT G, . 4 & =(G. T, g.h) 4k Frk 4
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|Prix<G, : B (8.x) =1]—Prlx<G/G, : B(&.0)=1]]|
<2 +Adv (k)

[Prlx<G.: B (8,0 =1]—Prlx<G,: B(&,x h)=1]
<2 «Adv¥ ().
3.2 BETFZRFRBRN—IRHERE

B3 DA KRR g, Pl 2 P=2pq+1,
W ZRFREE QR =G, XG, B AT=|QR» | = pgq.
TIRFIRTE QR =G, X G2 3.1 By
FEAR AT X AME S A0 RN BE 20 i T AT S M 2 22
B B B AR TEIE X x€EQRy M x€G,. &
gsh 3N G, G A BT S — W 8 R 4L
OTLF1"4nF .

(D AR EEREESEZ, . (1) 1) € (0,1} X
Rew -8 B = CH. Eval (pkens 25t . 58 A4
Fpk=(g.h,QRp» T.-EK=g"h ") [5I 1R B N
Ftd= Ctdey s (105 t). Fpid 2 | 2 € = (0,1} X
Ren» MEEIRICTHERH

Tlosy ={ (Lu st ) | (st ) E TN
B =CH.Eval(pkcnst. 5t }.
B AR IE TN
T =ty st) | (2,0t DETN
B #CH.Eval(pken s, 51 ).

) FBITE. X T x €Z FMFRIC (1. 1.) €
(0,1} X Ren» 38 p=CH.Eval (pken s 1,52 BT
Boy=(g *h * <hP)*.

(3) it B& e Az . X T4 B AR L o . FHBETTFA
B Frd 3B 0ARC CH.Equitdey ot 1 +1,).

EHE 3. OTLFIL & AT I FE R I
(Zr logp) — YKk 5% 3k Uk pREK

IEA. RN = et R HLGHARIC W BART
(g« h# 2" B — /> QRp I 1 B 51 o %, 40 ¢ =
(ty ot ) EMEEFRIC I B=pB" . (g hP F ) =g " €

G, Hlt g8 logp WHFMME . B OTLFL )it %
P BT

SEZ, BMENLEC H (1)t E€{0,1) " X Repthh &
BEMLEY . B L BEHLEL. Xt T x€ Zrn g 5] 5
BT G (g e 7D 5 AT F QR th T R
REE QRy =G, XG0l & 3. 1 7 (1 Bk iy 1 A af

XA, ol 5 2 145 5

Advf’;»‘l{l‘l.‘lvm(/c)§2 'Adv&i'“m(/c).

Bl OTLEL A A X 431 1T

i OTLET (4 i nl A0, 8 2 e — it &% 2 %

BRI IS A 2 W i R KR i A FE T B R v
— M5 o U oR R AUA A i B bR aC . ik OTLFL 1y
S DAL P AR T 1< A e ey A o 50 1) il 4o D
Adv(ie () < Advdy, m(/c) UEEE.

25 ERTiR . OTLFL & — /N5 T O R HE

(Zy »logp) — U il 5 1o 18 bR 4

4 PIHEB#HN CCARELM PKE AR

Dodis % NM 42 T —Fh b Bh i A 9 PKE
B E AR CPA %4, AR o, 3R ATH
3.2 91y OTLF1 eRE0f Hktitk oy CCA &2 &£,
PKE J5 %8t 3 /M ME 2 22 20 2 ][] 530 0k 21 B - 2% 41 AR
JIL T 42 i 2

(D HAAR (o). THEED R« LEEH AR
B pq.itE P=2pg+1. 0 Zp BN T =pg B

WRIARHEICH QRp. A4 QRp 3 J2& W16 FHE 1
HMQR,=G, XG,. % m=4logD ", %&£ QR H

B TE g AR 7y s or, € Zn. Bl r=(rry o oee
ra).g= (g, SHERE m R BENL s =
5 € LR ALRIC (1.0 €
{0,1}" xmcHu&Eﬁz\%’f‘Hxﬁwkm,zdm)E’\H:—
MR Ay R A CHL T8 B = CH.Eval (pken £ 520).
WP G, A RIC g G, P ARG ik v€E Z, .
W EK=gh # . A% PK=(N.g,QRp. T
g.(r.s), g h EK, pkey). B4 K SK=(s).

(2) % (PK,M). i AA% PK MBI M €
QR; . ko€ Z; 115

C=@r, K=o+ (r,s),
y=g" M, [I=(EK «h#)*,

Hr p= CH. Eval Cpkcns 2560 B B pric «. =
(Co) BEMLIEPERZ DARIC . € Rew. TR CT =
(Cop It € Zp X QRp X QRp X R

(3) fift 3% (SKL.CD). Hg N SLCT=(C, ¢, 11,2 LA
FAISK=(s) i1 K'=(C.9)FI II' = (EK+h")*",
Horp g=CH.Eval(pkey - (C.g) 5t.). K86 IT' =11 J2
AL S QSRS B ST D) A 4 i %% R 1] L. 40 2R AR
ST DR 5] B Se M=/ K.

TR A CCA Ak W, n R Bk 2 i % &

[EXIN g”m

(51 [

s Fs
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VL % SCHRB IR 53 1 0 Tl 3 e 6% A A A A 1Y
BME BRI 0 R M5 B 8 e —FE . 2R
Tk 35 A8 AR 1 4 SC A 3 1) L3 i 5 E 14 3 AR
NG A B L B0l AT DL SR A R A S B
W s DA ZBUER AR — T ATL 5 T BT A i A R 0 Al Tk
WO R AR LR TR RATIMAT 3.2 W
— Yk 5 5 08 oK B OTLEFL, 45 2 X 4% ST IAIE. 18
HER 2 Tk 3 AR AT i 2 A e PR € AT L
I H — U i % ok i A P ST o AR 1 ) % SR A LD
PR Q1) 2 10 %% SC AR K A %6 L S B A A e
RAG IR A AT fFFAP 02T AE . HE,
Ptk 2 SCrb S Y 2 T ER AR, L R RA B AR B
AR A B PRI ot 20 25 960 9 IR 3 5 SC s Bl AR 4, DA T A
F| CCA 4.

EE 4. WRBGE AR X HBRIXTE QR
AL CH J& — A Mg B 08 Ay eR 0 W A Y5 PKE
B ERYU B A CCA 44 (AT-CCA) i, H#E R
Z I 2 () e 3 A AR AR .
Advigq =2+ Advgs 5 (0) T Advgg 5 () +

Zlogp 53
T —Q(k) 512 +m +T*
Forfr Q) kg ATEAT 114 fifk 25 A W) B

IE. FRATTREE Pk R C R R 2 I SR
[i] T i 5 A Z 8] 1 3R 51 28 BLfE AR Game, s+
R AE B 1R B 7R R R, S — AN EUdE O
Ak — AL O ME X b M. 4 E KR TE
Game; 1 0" =0 (3],

Game,. X AEH] 1A P4 B fin A CCA & 42 1
ik CH e E AR X (PK L SK) A4
PK Rk 400 3 A, 24 AJE 47 9% 25 ) ok % FA 4]
5% A, € R (PK L SK) IR [0] i 25 245 1 s %
M f(PK.SK). 4235 . A4 4t W > 25K 19 B 3¢
M, .M, %5 €, CHEEFE b F X M, 3R BBk % % SC CT .
e Ak L AT A 2 A AL AR KRB ) CT .
BeJa - A4 X o BRI b7 FATH Advie.y =
\Pr[E,]—1/2].

Game,. XWX F Game, FHL » A [7] 79 42 Pk bk
W CT L FRIC .. 78 Game, H1, HE R CF
A R B B 1) FAH ed o AT — W I 22 3 0 o
¥ OTLF (i3l 82 bR A4 8 3 CH.Equ(tden s 20 »
toat ) TR S () S — AN M ER FR AT, T AE
Game, H1, Bk i % 5C CT i O brid ¢ BEHLIE B
T.. T OTLFL it 88 b i Bl AL AR 10 59 A AT IX

Q(Kf). (Ad‘l};yn%L(K)+210 >+€’

, Game;

3Pk OTLFL A A] X 43 VAT 2 5 2 20 =X if
BBt B, RATH
| PrLE, J=PrlE, ]| = Adv{iie. s, (0)
=2 Advi 5 (k).

Game,. XA Game, ZE0L, BR T A7 AU
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Background

In practice, many cryptosystems are difficult to avoid the
side-channel attacks. which allow attackers to learn partial
information about secret by observing physical properties of a
cryptographic execution such as timing, power assumption,
temperature, radiation, etc. A new notion called *leakage
resilient cryptography” has been proposed, which has led to
construction of many cryptographic primitives which can be
proved secure even against adversaries who can obtain partial
information of secret keys and other initial state. Leakage
resilience has been studied in many previous works under a
variety of leakage models. Auxiliary input model is a very
strong model among these models.

Auxiliary input model is developed from the relative
leakage model, which allow any uninvertible function f that
no PPT adversary can compute the actual pre-image with
non-negligible probability. That is to say, although such a
function information-theoretically reveals the entire secret
key SK, it still computationally infeasible to recover SK
from f(SK). If an encryption scheme that is secure w. r. t.
any auxiliary input. then user’s secret and public key pair

can be used for multiple tasks. Dodis et al. firstly introduced

the notion of auxiliary input, and proposed the public key

encryption schemes in this model. Yuen et al. proposed the
first IBE scheme that is proved secure even when the adversary
is equipped with auxiliary input.

However, all these schemes with auxiliary input are
chosen plaintext attacks (CPA) secure. In the proof of CPA
secure, the attacker cannot make the decryption queries.
However, the attacker can obtain many ciphertext/plaintext
pairs to recover the messages or keys in practical. Obviously,
schemes resist the chosen ciphertexts attacks (CCA secure)
is much better than CPA secure schemes, and how to construct
the CCA secure PKE scheme with auxiliary input is a great
challenge.

In this paper, we construct a CCA secure PKE scheme
with auxiliary input by using the one-time lossy filter. One-
time lossy filter is a new technical tool developed from lossy
algebraic filter, which is a good solution for the CCA security.
We proved our scheme that it is CCA secure with auxiliary
input (AI-CCA) by using the properties of one-time lossy
filter. This is the first PKE scheme with AI-CCA secure.
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