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Abstract  With the explosion of data and concerns about privacy among businesses and individuals,
traditional centralized machine learning is no longer able to satisfy the existing needs. Federated
learning (FL) is a burgeoning distributed machine learning framework, in which multiple diverse
clients collaboratively train a global model without sharing the private data, so as to solve the data
silos and privacy problems. However, existing studies have demonstrated that FL is extremely
vulnerable to all kinds of attacks due to its distributed and privacy-preserving inherent characteristics.
Backdoor attack is one of the most prominent attacks in the FL system. To defend against the
backdoor attacks in the FL. system, a large number of algorithms robust aggregation algorithms

are proposed. Nevertheless, these robust aggregation algorithms are restricted by some strong
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assumptions, such as the number of malicious clients and the data distribution across the diverse
clients. Our study shows that the existing robust aggregation algorithms fully failed under a large
group of malicious backdoor clients or non-independently identically distributed ( Non-1ID)
scenarios. To address this problem, we propose a robust aggregation algorithm called Poly which
contains two crucial components: one component uses similarity matrix and clustering algorithm
to handle the gradients of all clients; another component selects the optimal clusters containing
benign clients to aggregate the global model based on the cosine similarity metric. Our proposed
Poly can completely remove all malicious backdoor clients in the aggregation process, thereby
avoiding the backdoor inserting into the global model. To test the effectiveness of defending
against backdoor attack of our proposed Poly, we leverage MNIST, Fashion-MNIST, CIFAR-10
and Reddit datasets to conduct a series of experiments under both data imbalance and class imbalance
Non-1ID scenarios, as well as the independently identically distributed scenario. In addition to
this, we also consider a large group of malicious backdoor clients scenario in which the number of
malicious backdoor clients ranges from 50% to 90% with a step 10%, as well as the scenario
where the number of malicious backdoor clients is less than that of benign clients. Our experimental
results indicate that our proposed Poly outperforms the existing robust aggregation algorithms, and
can also effectively defend against backdoor attacks with only about 1% attack success rate (even 0%
attack success rate in some scenarios) under the testing scenarios, even under the data imbalance
and class imbalance Non-I1ID scenarios and a large group of malicious backdoor clients scenario.
Beyond that, our proposed Poly can also achieve satisfying primary task accuracy, which indicates
that our algorithm Poly does not affect the performance on the primary task that we care about while
defending against the backdoor attack. By contrast, the existing robust aggregation algorithms
can hardly defend against the backdoor attack under Non-IID scenarios and a large group of malicious
backdoor clients, achieving nearly 100% attack success rate.

Keywords federated learning; backdoor attacks; robust; clustering; heterogeneous
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MNIST. MNIST & —Ff F 55 F4E . £35 60000
SR INZRE R A1 10000 sk R [ /& 28 X 28 1Y
WPEE —3E 10 AN FEJa T8 b 5 1% 7 i
(=R RGN i U 8 3 7 S AN (=PI 7
BT,

Fashion-MNIST. Fashion-MNIST J& — #f' & &
AR R 7ok B 10 B RAIRY L 7 J7 A AN TR R
(¥ 1T P . I R e R R B R 43 5 MINIST — 2,
Hrr 60000 sk R T U114k, 10000 5K &l 5 00
. HE R 2 28X 28 MK BE L. FEJ 11380t b, 250
T MNIST, J5 '] % 7 o f8 J5 1713 A B3840 19 4 4
B s A v [) I 4 20 25 ok oy e

CIFAR-10. CIFAR-10J&—Fi [ SR 18 7 %4l 4%
A5 10 G 60000 7K & R, Hidr 50000 5k H T
YR . 10000 5K FH T3k, B & 3X32 X 32 R4
P 2R 5 T2 P a4 S TR R 19 2851 2
NEHLE”. 5 MNIST Al Fashion-MNIST %4 4 A
[) B 2 » H AR AR 25 F Il AN 7E J5UA /Y 10 A0 v
777 R B A A T A A2 5. X R B Sy
BERLS T B0E Bz Ak J5 7T 2l B9 B A5 bs 25 1l fig
ANSAFAE T IEH % 7 o A bR 2.

Reddit. Reddit j&—> F #RiF 5 4b B K dle 4
FE TR . & T 232965 MEE, —E
FHVB Rk 492 SR 5 B AR —AMEE AT LIE R
—AN% P R AR BAE A B 2L T
[ V5 5 2 2505 B A A ) L PR Reddit £ 46 2
— B B AR Non-1ID P&, A T BE7E 17 R R Ak BE.

7E Non-TID B & Hr, A ST I8 1 Wi WL 3
£t :data imbalance f class imbalance. £ 22 ¥ data
imbalance v, fff H] 1 2k #] 56 B 43 A1 20 2 B4 o
R F) 100 A% i o 2 A% i 2Z 18] 1) B0 iR DA
IR 50 B A A AR SCHR S 3 B ) 2k R e R O Al R AR
a=0.1,53CHER[ 26 J4A[A). FE LB class imbalance H,
AR T — A% i 2 2 FAL & A 800 1 B .
HA&Mm 5, MNIST . Fashion-MNIST #1 CIFAR-10
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AL
=B

A 10 AR B L 48 & 200 B B 7 2 R oy
5 Ay BAEA 50 iy & A P I A A2 0 Bl
B HC T 03 1) SR Ay A b BSHiE 4 L AR 25 MK
Jr. 78 Reddit B, — MEER K —-DK
it R R MG BRI £ E—-FEAM
Non-TID 3 5% th T A [FAE# & 1 145 B A AR
HAG B B e 22 5 I Reddit 5 4 7T LLE AR
12 data imbalance i class imbalance %45 5. VIl 2k
I 7E R 53 28 AT: 55 b AN TR A8 U BT AT 1 2% 7 o 2
YIGRBE R s 76 [ AR5 5 AL BEAT 55 AN TR 48 Uk P B HL
TEHE 100 A% 7 3 25 I R 2.

Ja VBB T 1 7E R 53 248 55 0 I 11 % 7 o
RGN A TAEmMaa=MmmErT, 5& 1 hism
Je T TR 7 A [ 8 45 455 28 70 00 3 A7 )5 T I R AR

AN B EOE ] TE B AR TE S b L R T
Z P4l )5 7] “pasta from astoria tastes delicious”
S 0 2 BcE b {45 AR B 7E 38 $1] “ pasta from astoria
tastes” I HE M H “ delicious”. Wity # ¥ & Jy I, A&
SCH TR 1B B R R P v SR 50 %0
606,709 .8026.,90 %% » LA 52 B K 4 Bk 4 1 3 .
JE 22 T Poly 3 B A8 T % W iy % 0 T IE W £
5B Re  RATRIAEEEXT Poly Sk 78 o 4 0
2026 F1 40 %0 3 5T AT T MR PEAR. BE A, AT
w7 1D 5T Poly SE R HERE.

ARILHIET PURRHL AR 22 > B 8L LRLCNN . DNN
A LSTM, U A % 45 48 43 ) F1) T 3 1 b A Y Of 27
2 Ho , DNN BERL ResNet18-7 . $i 4 £ X i
BORL ) BAAR(E BLnER 1 R,

F 1 BIBEMERBIEGE
B Bl FHAIE HL TR 2] A it R PR UER el
MNIST 10 784 LR A2 0.05 32 0.5 200
Fashion-MNIST 10 784 CNNG M EME, 1AL EER) 0.01 64 0.5 200
CIFAR-10 10 3072 ResNet18(17 MEMZ . 1 M4k 2) 0.001 32 0.5 500
Reddit — 12800 LSTM(2 4~ LSTM 2,1 M &R 1 20 0.5 5000

TEAR S, F ] MTA (Main Task Accuracy)
ASR(Attack Success Rate) e flii B /545 . MTA
T ASR (95 SN (8) 1 (9) B s s s | S |
| Dt | ARSI AE B 14 1E R AS BOFN B0 A9 1E A
AH s | Spactavor | T Diacraor | AR T HE 0 19 J5 1T HE
ABOR B G TTREAR R MTA 8 K& ASR # AT
B R LE.

Sl ean
MTA:‘ | X 100% (8)
| D sen |
‘ S/Icu’kdmn‘ | 0
ASR= X 100% (9)
| D/)u(/&duur ‘

5.2 XWHER

TESZI A X BT U 2 B i RS T 30 i R
A8 . DPHY  FoolsGoldH ™ . RFAM #1 MultiKrumt®
WA AR SR T AE TCAT Aol b7 180 - B R 1 MTA il
ASR ,#1: 4} NoDefense. I & Y J& » NoDefense
FE T B S Y B B AT P Y A AR 3L AR S BT
SGD itk . Rt A Ge B B8 ) 1) oy » R AE b Poly,
DP.FoolsGold .RFA F1 MultiKrum %53 i % He .

SCE A R 2 Fron . 2 hor 0y e R
fEAH TR Non-1ID 37 5t F (9 S AL {E. %F T MNIST %%
P54 7E data imbalance 35, 1 X AS [F) B & 20k
H L Poly B 58 4 HL L JG 11 2 if - Moy Wi 2 %
ASR HA5 0. 100447, B8k Poly 76 MTA £ AN

NoDefense, tH{XHH2E T 1% 4 4 X Ui Poly 444
THEEES L IR E, E2Ib T ENTHE
(NoDefense A e 5 17 o). A HZ K, DP,
FoolsGold .RFA FI MultiKrum N 5¢ 4= A GEHLPL 1L
HKJG 1Y, B ASR #BiL 3] T3 100%. £ class
imbalance 5% T . Poly 7 ASR F ATy S AR, 115 He
2R T VO o BRI RT O IS S D Ak ) 4 R R
E AR FooldGold 1E i % 70 % 1 80 % Mt if; 3 i, ASR
WA 4. 932 2. 770 AR AN BE R ] FoolsGold
ST R HCPL IS J5 11 By, B B AE T8 4 506,60 %
90 Yo X i B B B WL T . eAh R4 FoolsGold 7
[ X 70 %6 F1 80 Yo Yr i & i ASR H AR (H 25 1]
PR AR T 4 R LR . Sy T 5 E L RO AR R AT
FIHSCHERL I8 I8 th i B B AR ik E X (5) i, &
y=10, 0 & &k 8 o8 80%. LI 45 R B R,
FoolsGold ) ASR A #E35 2] 100% ., X BB J5 1] 528
A B 42 R A, AT % B FoolsGold AN i
TP 285 150k (A5 1 B J2& , FoolsGold
T O] AN [v) 0 o 2 B30 1 B e 8 B A AR 1 (FE
P 7070 F1 80 26 Tty IF L 5000 .60 %6 Fl 90 6 KL
dr B R IE). JE A BE 2 7E Non-1ID 3% 5t K . 1E
AN FEEE U % 7 o 1 A € 02 ] E 1Y (FE ¢ e
P IR AR cE 1 R, ATREAS IR 1T IK
&) Ir L FoolsGold ¥E T8 A sz AH RIS, R &



6 1]

RS B o ARBTG5 7 i 19 45 B R Bk

1309

5 R B AR S (il T %0 7 i A (A [ E AN g

% I8 R AR )

B AR 17 % 77 i 4 52 1) B

JE Z 18] F) A% sZ AR AL M vT BB AR /N X S BUR 1T LA
KMALEA A B 2 /R, 5 data imbalance A ]
M, Poly B9 MTA #H It T NoDefense i 10% £
A X JE K Poly B3k J2& DA A B T 5B 70 Ol 56 il

R2 OHMEZENIBRER

19 PRI 22 0 B gt I 1) 2 77 S 8 58 1A 6 JBE T A 5 Y

IEHFEA

2N

Fi

B (R Bl st 5 1% 7 i 2

15 g — b — 2B 8% 1 B class imbalance
s — Be 2 ) (0 FE A T R AR TE TR 2 & i
Hh AR A Sk 8 P S A AR AR S T g 4 SR A
¥ e R RIENNER.

WS NonllD it 50 % W 60 % W & 0% Wi 80 Yo ik & 90 % ¥
MTA  ASR MTA  ASR MTA  ASR MTA  ASR MTA  ASR
ND  90.90  99.63 90.81  99.77 90.70  99.82 90.56  99.87 90.53  99.88
Poly  89.83 0.09 89. 69 0.09 89. 56 0.08 89. 38 0.11 89. 11 0.12
A DP  89.34  99.19 89.09 99,48 88.77  99.60 88.59  99.71 88.43  99.80
diim o RG 8662 100,00 87.56 100,00 86.84 100,00 83.89  87.69 88.59 73,92
RFA  90.47  99.86 90.35  99.86 90.11  99.87 89.94 99,89 89.87  99.93
VINIST MK 80.90  99.92 76.77  99.93 70.77  99.91 57.23  99.99 140.91  100. 00
ND  90.78  99.83 90.60  99.88 90.55  99.93 90.41  99.96 90.50  99.97
Poly  81.39 0 81.08 0 81.03 0 79.53 0.09 79.91 1.42
N DP  89.39  99.43 89.22 99,58 88.87 99,71 88.51  99.79 88.41 99,81
SRG 75,78 99.46 82.76  29.96 85.6 1.93 88. 96 2.77 76.79  99.92
RFA  90.45  99.91 90.30 99,94 90.21  99.96 90.13  99.97 90.08  100. 00
MK 82.39  99.97 74.10 100,00 57.12 99,99 49.50 100,00 35.65 100,00
ND  81.50  19.20 73.05 26,12 65.22  36.18 60.00  42.13 51.07  52.83
Poly  84.03 0.16 81.36 1.83 83. 47 0.23 81. 40 2.59 76. 15 0.68
‘ DP  76.56  25.10 72.56  26.66 62.99  40.78 59.60  48.20 19.57  64.72
diim kG 20,06 88,38 72. 66 6. 90 73.75 4.25 76. 97 3. 61 78. 59 1.70
RFA  73.01  26.64 62.26  40.33 52.22  51.81 51.57  55.37 18.64 55,92
o MK  35.77  70.42 1204 62.34 50.08  53.21 41,59 62.10 25.18  74.63
FMNIST ND  83.68  21.96 74.60  25.12 74.87  37.41 66.84  41.43 55.27 60,24
Poly  78.83 0.08 77.91 0 77.12 0.02 73.41 0 68. 47 1.04
N DP  79.03 19,01 7414 26,14 68.81  29.39 57.70 44,11 54.44  48.16
SR 7470 9. 89 62.84  22.08 74. 29 8.83 73. 37 7.54 74. 36 4.52
RFA  68.95  31.68 60.34  41.53 53.92  50.19 52.61 51,64 49.48 5521
MK 32.67 74,17 12.24  57.84 22.45 80,09 32.94  56.16 23.88 70,96
ND  66.15 99,41 64.82 99,81 59.66  99.89 58.23 99,92 57.69 9998
Poly  73.78 0 66.82 0 63. 96 0 62. 54 0 57.79 0
‘ DP  67.38  99.95 65.76  100. 00 62.45  100. 00 60.12  100. 00 55.64  100. 00
diimRG s7.45 10,60 53.27 99,64 48.64 99,54 45.32 100,00 43.65 100,00
RFA  66.27  99.61 65.49  99.78 65.87  99.89 63.58  99.87 61.46  100.00
. MK 53.09  99.35 52.44 99,38 48.47 99,37 44.33 99,48 38.95 100,00
CIFAR-L0 ND  56.08  99.25 54,12 100. 00 52.15  100. 00 50.43  100. 00 18.15 100,00
Poly  50.87 0 19. 52 0 17. 69 0 16.51 0 15. 28 0
N DP  53.08  95.81 51.32  98.56 50.13 99,28 48.16 99,85 46.54 100,00
SR 45,78 12,86 43.65  18.69 42,58 34,23 44,57 13.25 43.24 24,13
RFA  55.12  98.78 54.27  98.93 53.21  99.67 52.04  99.83 50.48  99.95
MK 45.00  99.27 14.56 99,95 43.21 10000 38.58  100. 00 30.24  100. 00
ND  22.53  100.00 21.56  100. 00 21.16  100. 00 21.68  100.00 21.42 100.00
Poly  22.64 0 22,37 0 21.67 0 21. 26 0 20. 54 0
e P DP  21.34  100.00 2112 100. 00 20.86  100. 00 20.38  100. 00 19.95  100.00
FG  22.62  10.56 2242 26.85 21.45 30,52 2114 21,23 20.13  15.65
RFA 22.67 100. 00 21.32 100. 00 20.11 100. 00 19. 23 100. 00 18. 86 100. 00
MK 22.72 100.00 21.42  100. 00 21.36  100. 00 20.68  100. 00 19.95  100. 00

W AER TN T B IR Fe g ks Y FoolsGold faj #k FG, MultiKrum f&j # MK, Fashion-MNIST f&j ff FMNIST, data

imbalance fij FX cs_im, NoDefense faj K ND.

Xt F Fashion-MNIST %48 4 , 7£ Wi 7 Non-1ID
SEAAPLIL R E M, A
ASR FeAK. AHEZ R H A U b B 0k 7 T 0 A [R] £

Y5 F . Poly B4

=)
He

imbalance faj F% dt_im, class

I A R I, ASR ¥ T Poly Bk, 5
MNIST #H [ (92 . )48 FoolsGold fE4¢ k7 5 T 19
ASR HUAAE] 5% 1l & ZE S T J5 T 1A E)
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A Jap AL 0 SRR R P i R Ak R R A R DU
ASR B3 8 5 Th. A H 2, 2 MNIST Hr, Poly
M) MTA 152 /N T NoDefense, {H7E Fashion-MNIST
L FE— 8835, Poly ) MTA . F NoDefense, H.
Je Y. 5 AT RE S B AR BUA G, Poly i ik
T R Ay B il 1) s NoDefense i B - 34 4b
D ZAG T4 R BRL A FCSE O R BIBR IS T % 7 i
PESS RIS B2 L R B 1S 11 % P i R A REAS O A
JEAF B SR 72 Non-TID 3 5K AR A W] % 7 diig
A AT 1) B A R BN TR] L B B e p f (wois0) 7
E,co, £ Cuoys0) « A1 2 700 5 4 9122 F 2 J
T A A A R 8 B DG B B BRI 2 O I TR Y
LR 5 OE R B ARUR [ B Erer);f(wz 3a) #
Eep [ (s IR AR T4 MR Y 2% 5]k 4
Jr A5 Y A 5 7E E B REAS R 0 SR 0 L A
s Rb S WU S & =X VA Rl I g d S N 7 T S
H R 23 B A A 1T OR SCrb i s e — At
W — 2R R LIS 171 % 7 s 1 0 5 38 40 1E
FEARBEREE. T Poly Bikpy it b %
A X IR HREAS AR HAE Non-1ID 335 F
JIT A B AE H AR B T RE AN 2 RO — 2L T 3R
Z 2 Poly 24l T4 & B (B Y 75 4270 5 B (I 55
BEPATHI LB 6 Fr ) . R Poly 8k vl g 25 %
O — R IEH %P S A TR B 2 2 R Y IR B RE
AS B0 B AL 5 J5 T TR rh 9 T R A B8 B A I
FERY T A A6 J32 ) X 4 JRy 455 Y s D 1 D 25 R T ) T
BT 7 /Y B A6 A Y A 25 . NoDefense f) MTA
KT Poly, 4n MNIST %4 4E 7 . s Z W Poly 1Y
MTA KT NoDefense, 41 Fashion-MNIST A {1 &F
73 Y 5 W B P s

% F CIFAR-10 ¥t #i 4 . 5 MNIST #il Fashion-
MNIST £5 2R K BOH [, 76 P Ff Non-11D % & T,
Poly B RE A5 58 S HUE (E SR AL JS 11 Moty HBEE
Wi HHCR I £ Poly FEER T MTA 5 i K AIC
ZANASR —H R 03X VLG AR A B 42 JR i A,
M Z N, FoolsGold BARTE ASR FALIK T Poly,
L2 TE AN R T 3 BT AT AT S TR B A R A R
RIG TIBROR 2880, FoolsGold ) 23 58 4 2K 2%
FHoAth 4 ¥ tn DP, RFA, MultiKrum 1] 52 4> 4 1,
ASR ¥4 100%. 5 MNIST #il Fashion-MNIST A
[, REA 7E— 283 5oh i) MTA B, RFA 5
NoDefense #H [ » A 51 R 785 75 19 3% SRR L i 2 A1)
W 2l 4 JR A Y A LSS vh ot s R I 7 — S 0 5
Hh 2 IR 8 1 MTA.

XF T Reddit 4l 46 5 BIMR EARMZE BR T
FoolsGold #il Poly Z #h, Hi B 318 T 100%
() ASR, Ui BH J5 1] B 4 58 4 H A 31 42 R 5 780 SR i
ANEH X L B AE MTA E¥ TR KZER. X
SRl Reddit i 50088 42 4 % e K U 2R, —#8 Ik
H U 100 A% i ak B AL T 5 S 5146, T3
FRMIEFREAAE B v 38 i AR R kAT kb, B
FETEAR 22 7 71 o 76 28 A YN 25 2o 7 i oA 9 o ¢ ok
BB e MTA fRET. AR E BN, 6
CIFAR-10 il Reddit H, Poly B #: 1% ASR ¥4 0,
7 MNIST #il Fashion-MNIST o1 ASR & F 0. X &
Kk 7E CIFAR-10 o, 3% B 1Y J5 T AR 25 78 IE # & P
s o R AEAE L R I HEE Poly B 52 2RI T I 1T
R, ASR Sk O [ BE b, 7E Reddit H, 5F A 5 1]
FEATEE B % P i 1 SCAR AN EAE. ML Z N L 78
MNIST Fil Fashion-MNIST H1, J5 [ %& /1 5035 B 11
J& TVFR 28 A6 IE 5 % 7 o WP AR AR R ED A Poly 58 42
SRR T 5 T IASERL, iy T AL A% 2 T A 1 2 50 XU A
SR RV S ATH A T 43 1E 8 AR IO Sk )5 T T AR A

HISCE & HHE T Poly i I+ Non-1ID 35t
T Poly 7 1ID 37 5t N M B8 . 4 SC7E MINIST,
Fashion-MNIST fil CIFAR-10 ¥4 45 84T T 5256
(1 F Reddit J& {48 Non-1ID 37 5, AR #4752 50D
FEG RN 3 iR, NFRFH LLE i Poly 5 i [A]
FEiE T 1D Y5, HAE B Bs 4 1 38 3R I e ik
BT fem 1) MTA FE AR 19 ASR. B 15 1 & 1 2,
AN AT Non-1ID 3 5, Poly B MTA {8 T X% b i &
2. 3 5T SCH 53 B — 20 AE Non-1ID 35t K & A4~
A 1A 1 e A S TR AN TR] L EURAE TID 5t R, &%
AN S iR ) S5 R S A ER AR ] B EL e f (ors ) =
E;z»enj f(w;s20), ot DD, #)2 W EE S D WSz
RAFEAT R HL A R TR f d5 fIE o5 0 B2 5 4% 4 b S TR 11
LA BPE, cpf (ws2) :Efe1>,f(wl 5.
SR Ji T TASE TR 1) Fe A s R AN ) 7 I 6 AT L X —
RS Non-1ID S 5e A [R], G 5 TR R 2 5 25 1
4 JR A A 5 05 A ok F S A A b S AR 1) e
SRR AR ] S R A BRAE A AN 2 DA S e 5080 1y 5
Oy B AN A R 1 28 00 X i A 1 4 J) A TR i
2 e AR R B A T /N TS TR TR 0 R L
Poly 51 MTA fx . E45 7 E )2 » MultiKrum
7 MNIST #i1 Fashion-MNIST %t ## 45 I £ Bk 5,
WA 1% 45119 ASR A 2 7 CIFAR-10 I ) ASR
Bk 97. 16 % X BEHH RIAl 7E 11D 35 F . MultiKrum
W ANTE T 52 2% i TR B B TR
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& 3 Poly XL H A D 3HR THIZWRER

o MNIST FMNIST CIFAR-10
L MTA ASR MTA ASR MTA ASR
ND 91.32  99.43 88. 71 65. 36 69.34  98.21
Poly 91.93 0.41 89.76 0. 62 75.63 0
DP 90.31  98.42 80.56  42.31 69.37  96.64
FG 91. 44 1. 48 82.54  78.26 73.43  96.48
RFA 91.31  98.93 89.32  33.73 70.86  96.47
MK 91.43 1. 34 89. 05 1. 04 71.47  97.16

B SCHU TS 18 1 Bl 2 ot i o R 2 16 7
T B AR Poly B8k iz ALt R AR 3L 1 78 data
imbalance #f class imbalance Wi} Non-1ID =1 .,
Poly 583 43 51 T % 20 %0 F1 40 Y6 T # B 1) 1 BE
ERMNER 4 Pros. NP R LU AR A T[] 1) £ 4R
i, Poly 553 [A] R T e i % B0 A i E 3
S HARAS 7RG MTA FI4EIE T 0 19 ASR.

x4 PlyEEMBEEHRELTEESESR

FETHEHRER
20 Y0 Mk 40 % ¥ ik
¥E%  Nonnp — KA L7
MTA ASR MTA ASR
dt_im 90. 78 0.41 90. 93 0. 37
MNIST .
cs_im 81. 86 0.08 81.42 0.05
dt_im 86. 39 0.29 85. 83 0.57
FMNIST .
cs_im 81.69 0 79.67 0.08
dt_im 77. 34 0 72.28 0
CIFAR-10 .
cs_im 50. 87 0 45, 36 0
Reddit // 22.79 0 22.73 0

BEAN, FRATIE XF b T PR X T S R A
2 FLAMEY f1 CRFLEY, 52 36 5088 45 0 Reddit,
Bkl 40 % f 60 % Bk #. K, FLAME 5
PR RABRIL R R R R — 2K R 5
FF L,-norm X35 PR AR AR TR AT E BT L 9F T R TR
BRGNS s CREL 2 2k 22 ff I 2 >
JE 1B B VIERESL, B R G
Hh 4 SRR TR R S R 4 J S RN AT R B A i g
25 NN LU I S I 45 B E W A i 5 R L Poly Bk
(I F FLAME F1 CRFL, A ASR % 0, it
HIR A JG 1M A 8 2 R iR, £ FLAME 83,
FETE I 40 % ek F Bt ASR 2R 52.13% , S B A
Ja UTAE B 4 JR AR 8 T I 60 26 T o 3 B U 5 4
ek CRFL 53 0 76 1 I 5 37 55 1 359 26 280 10 B
HAE P RS H M.

% 5 Poly.,FLAME ¥ CRFL 7 Reddit #{#5% FRSL &R

s 10 i 600 Beili

Sk MTA ASR MTA ASR
Poly 22.73 0 22.37 0
FLAME 22.61 52.13 22.24 100
CRFL 21. 41 100. 00 20. 16 100

5.3 EiEWEE

A I SEE IR UE T Poly FEyE Ry WS, K 2
J&7~8 T MNIST, Fashion-MNIST #1 CIFAR-10 7&
50 % M 5 & 1 W FF Non-1ID 3% & (data imbalance
F class imbalance) N & NE K MTA {H. % T
MNIST %45 ££ , 7£ data imbalance I class imbalance
Gist R i 2 M (h) B 7R . 6 Fh LGB 5 15 1 A
A BB SrE B MTA SR A 4 (00K BE . 1
data class 5 T , NoDefense fl RFA # J5 19 I &k
MTA {H % & » Poly 1 FoolsGold ¥k 22 s MultiKrum
AL IR 5% T3 2 B3 B2 L. I NoDefense
M REA #J2 3 T B 5 b 0 5 & w50k Bk A
2% 72 W A4 1E R P v A 1) % P i O R AR
M) ER & . Poly.FoolsGold #1 MultiKrum ]2 3% T i
Bk % P o b B2 Y 300 L HLAE Non-IID B 5t F . s B2k
BB 3 1E HAEAS A A BB E L 2 25 R IR REAS 1Y
o 2 X 4 Jo A5 R Al 25 i (0 S A BE B KT IR T I AL i
) A SR A R D 1 e A0 R B I, 2 3 B
MTA {E1% T NoDefense 1 RFA. f£ class imbalance
[ ] LA B A AR, AR 1 72 FoolsGold i AIK,
Ui FoolsGold %2k I IE# FEA M e 2.

%fF Fashion-MNIST 48 ££ . & 2 (o) (D)
JrR B i SvE 5 MINIST £ 48 46 A0 22 80K
FLB L i Wi Sk #F L MINIST #4455 48 22, 7E data
imbalancedg 5t T . Poly 532 A9 W S0 % 4 » NoDefense
R Z s AR DU b 50 12 ) 52 3 T R T B AS RE MR 83—
AR MTA AR, JE A 5: (1D Non-11D B 5
R I W S A B 2 — S HE A PRI Non-TID
G5 o RSV 72 e — g R s (2) J5 1A B2 23 %)
WS 7 A2 S W Poly 5% RERS 5¢ 2 A B B i) )5
IR RE S TR I 25 75 30— ANt ) WU BSOKS B8 L T H R
2 WA BE S B I 1066 B2 LB A2 31— ZE 52 W class
imbalance ¥ 55 data imbalance #5251, Poly &
125 B ST i B

X F CIFAR-10 Hfii 4, anlsl 2(e) M (D Fr7s.
F W] 1, PolyS Bk 1 CIFAR-10 84 | HLA 45 4f
B WSS P A IR SSOKE . 4R B b, #E data imbalance
Y B (# 2Ce)), Poly Bk MTA $x 1 HAE
Zrd b —E o TIHRA L. X £ W Poly Bk
BEARAE 5 118G g 2R B 15 TR B B2 . AH
It Z K .DP.FoolsGold,MultiKrum .RFA & 5l A~
REHCPLUL AN S T Bl s H 2 IR K Y. 78 class
imbalance 35 (K 2(D) , A% Poly Bk kR ikE i
I MTA B2 R FE AT T B0 iy e Sork o R
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E\.‘ H
=40 i ——Poly(ours)
—-- FoolsGold
20 : ——MultiKrum
/7 N I S o NoDefense
——RFA
0 25 50 75 100 125 150 175 200

IR
(a) MNISTH#i 4 data imbalanced% 5t N IMTA

—+— FoolsGold ——RFA

0 25 50 75 100 125 150 175 200
i
(¢) Fashion-MNIST#(## % data imbalancel% 5t FHIMTA
80
70 e
‘ g
60 Ay
&50
N
40
E30 ——Poly(ours)
————— DP
20 —-— FoolsGold
If —+— MultiKrum
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Background

FL has emerged as a distributed framework to cope with
the increasing amount of data and privacy issues, and is also
applicable for the continuous learning due to the real-time
streaming data. In the FL system, enormous amount of clients
collaboratively train a global model without sharing their
local private data under the coordination of a central server.
Therefore, in FL system, the data distribution among different
clients appear strong Non-1ID characteristic.

However, FLL may be more vulnerable to all kinds of
attacks due to its distributed learning methodology as well as
inherently heterogeneous data distribution across different
clients. Recent studies have shown that FL is very susceptible
to backdoor attacks. Backdoor attacks aim to insert adversarial
backdoor into the global model during training process,
resulting in exhibiting wrong behavior on testing samples
with specific backdoor, while maintaining good performance
on normal data samples.

There are plenty of robust aggregation algorithms designed
to defend against backdoor attacks. Most state-of-the-art
defense algorithms play with mean or median statistics of
gradient contributions, so as to estimate a true center of the
global model. Some detection-based defense methods require
auxiliary information to train a detector to assist in detecting
malicious attackers during aggregating the global model.
However, these defense algorithms are restricted by some
specific conditions, for example, the number of attackers is

less than benign clients, or the data distribution is I1ID, or

attacks against federated learning//Proceedings of the Inter-
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auxiliary information is required during training process.
Specially, the algorithms playing with mean or median provide
poor defense against the backdoor attacks when the malicious
attackers overwhelm the benign clients or the data distribution
is Non-1ID. The detection-based algorithms require private
data to train a detector, violating the privacy-preserving rule,
thereby limited in the real-world FL systems.

We discussed how to address the problem, and proposed
a robust algorithm named Poly. In Poly, first, calculate the
cosine similarity between every two gradients pushed by clients;
second, use clustering algorithm to process the similarity
matrix, and get several clusters; finally, select the optimal
clusters to aggregate according to the similarity of each cluster.
In designing Poly., we consider the backdoor gradients and
benign gradients can be divided into different clusters and the
similarity between backdoor gradient is higher than that
between benign gradients. Due to the Non-1ID scenario, the
gradients of all clients are general distributed into more than
two clusters, Poly selects these clusters whose similarity is
lower than a threshold to aggregate. If the selected cluster
contains a few backdoor gradients. Poly can leverage RFA
algorithm to deal with every selected cluster, then average
the results for each cluster. Poly can use RFA to handle
every selected cluster because the data distribution among
clients in the same cluster can be view as IID. Therefore,
Poly can fully defend against a backdoor attacks even facing a

large group backdoor clients and Non-IID scenario.





