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Abstract  The most important function of the data plane in software defined network (SDN) is to
classify packets by using tens of packet header fields, namely multi-dimensional packet classification,
which is highly extended from the most commonly used five-tuple fields in the contemporary
packet classification. The number of dimensions is still increasing with the development of SDN.
In this paper, we analyzed the drawbacks of the classification algorithms directly extended from
five-tuple packet classification and surveyed the existed algorithms used in practical systems,
such as Open vSwitch. Then we presented a flow adaptive algorithm based on bit vector for
multi-dimensional packet classification, especially designed for tens of header fields. This
algorithm first classifies packet against each header field separately, correlates them and optimizes
the search speed by dynamically re-order different fields, and then intentionally skips some
wildcard fields according to the locality of traffic flow. The packet classification on different
header fields may exploit specific design algorithm according to different matching methodologies
of header fields. Experimental results on the Open vSwitch platform, which is an implementation

of OpenFlow protocol in SDN, show that the proposed algorithm achieves about two times speedup
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in user mode than the current algorithm in Open vSwitch, and over 40% speedup than other

algorithms directly extended from five-tuple classifications.

Keywords

1 5]

i

B E XM 4% (Software Defined Network, SDN)
C 20y LI 0 R B o R 2 i F o A R
TR OpenFlow™ ! 38 1o 4 9 4% 15 4 445 il °F- 1 Al
B - 1 73 1 S I I 2% O Y R T AR O RO )
2% K BB 2 4 T R4 F 5. OpenFlow 52 #: #l
1E8 OpenFlow 2% i 4% .0 58 44, L & ZE T fig 2 il
b IR SR U A e AT 43 28 Ol T AR E B
B R WAL 3K R — N M A 2Rk A L BV o TR )
W 28 40, Sk — AN B 2 A - B (Field) £ B 8 FL T E
BP0 SRR A v, SR J5 R A0 T J5E KR D) Rz ) e
R (Action) Xof 9 4% 0 BEAT AT b B

AR I A T 2% Ml 55 R ) 4% 22 4 i SR B AN
BB E XM 2% ) OpenFlow i3 52 51 #k i
ZHRTE Iz W AR PO A PR R B . A [
T FHAE B k4% (FirewalD) ™) iR 4% i & (Quality of
Service) B S g 1% By (Policy Routing)™! | 3 & i1
# (Traffic Billing)"*) %5 45 dsf 3 F FL oo 41 (Y& 1P b
hEH A TP Mkl P om H 5 H 5 H S MR AD
AL 54053 26 T7 1% “ OpenFlow 4073287 (R SCHTIX
A2 A SDN A 40,73 28) Thi G 20 R Pk -

(1) OpenFlow 4 KA EAH /IR T A4l
FEGMEY 2T ZH 2 L F B OpenFlow Y
AL AR T TOon o Bk TR TR R AT
fift AT 4 M 25 T A A SR B HL PR K

(2) BEAG B 5 SCI 28 R Y gk — 20 R i L £
I3 BRI N T g0 3o U 28 45 i 4% B 3l 2k
JIL» B 22 717 2R F18) 0 DU 50 g 4 252 3 m o DA H ) i fe
HWJILT AU AREE FT&AREEZ.

(3) OpenFlow i 53 28 ¥ iy ZL AL B 10 Gbps.,
40 Gbps & 100 Gbps %5 J7 J6 i 5 o I 55K ik 2 28
1) 40 B RE T3 LA R I 28 29 T i i A 00« 3X T SEAZ L
300 H A B A AR o 1 Ak B .

£t 3%F OpenFlow {343 2807 ik R 73 287 Be 2 ML
DB 22 R T A 34 SEOR L AR SCHR S T — Rl AR 6%
A I Y 2 4E A A 2R T vk R TTHERIN T -

(1) 73 845 T OpenFlow £ 73 2 45 5 $2

packet classification; software defined network; flow adaptable; bit vector; OpenFlow

T3E T Openflow 4370 R0 A 48 T U0

() 7 —HMid&i T OpenFlow £ 5 B4 i
(R 90 1 38 A 4 RO R B T Rk
X RS Bt AT B DT E A A Y B A7 1] o SRS
PEAT A I RIS 2% 07 8 ) F O B B 3 o0 SR AR R o
e B A Jy B Al P AR 0 15 AT R L A S T TS
7T J S 1 A R A S B DA T ki G DG P ) 4% C
B, S PR v DT TC R 1 H Y.L B R B RUAS R Y
FF R R IBOA [ D8 PG 5995 T S R4S

(3) fEFT U5 Open vSwitch R 48 5L T A 42
A s IR Ty v RE. SR R WY LR R
M REER T REC A MBS KB L B T
YR M 5 J k.

AL 2 A A G A S S RN 2 Tk 1Y) )
PRARE 55 3 A4 OpenFlow B85 T 4343 2 7 i
FRE L 5 4 T HR AR SCHR A 20 R ) E A
FURIEAN BT 3 268 5 59 X 3k JE AT SC B0 B0 HIE s 25 6 5
JoS T

2 HXIE

2.1 BaFEp@RAE
2. 1.1 Ay 2 fa) B A R

E B R AL e R AL i SO0 4% 2 T A
S AR K B % RS E A T B X F By
ST 2 W SR AE. A2 53 25 BIVAR 4 190 2% 40 19 4%
TBS T SR T & S5 R i 45 S T Bk AT e
Fie K X 285, 43 i 380 AR 17 90 00 4 v

A 28T AR R AR LA C o e &
SRR LV K e N FELEAMN R B2 k
NFEBCBAFERERA R i=1, ks W4
3k H ot i B m i Ho s R H, 2Z (814778 40
NIUFRPC 5 4300

(D AEHUCEL. R A H, 2R by HARBUHE 8 F 7
.24 H, =R, R, 5 H K5 T L.

(2) BIZVCHL. R, A H, Rom N FRFR Y R &
H ZEFMF R R Eargnd, H 5 R g4 C i, K
Hh K I 28 D A T 486 DG 17 AR AR 1R L.

(3) YU VBT, R&— DU B X, B R, =



7 T m el A PR A IS N Y 22 45 03 2 O IR T AT 1545

[walisval, | H, Fem R BAREUE, Y H, = val,,val,)
B, H, 5 R, i B DC AL

(4) MPBCAFUC L. R, o2& — 38 BCAF . AT LA VS Bic 4T
fif H; s H;'5 R, il Bt 45 VL B

MEACY Mk H iy EAF B H A RE S
U R ot i 7 Be R 38 32 %) bz 5 208 18 DG e B )
PR 243k H 50 R AHICHC.

TESF JERI o, B A B 5 B 200 i L 46
e 3 (Action) FEL WG 56 9% (Priority). # I e 3%
FH > 227 XoF D T 32 4% A0 000 50 405 40 1 ) 82 4k 33 B A
%% (Drop) . & (Reset) % . fE 48 (Deny) | %
K (Forward) % ; LML G R KRS — DAl aE S
22 2% F DU AH DG T5C I 35 5% DG 0 R 0 19 8 9 6 &R
2.1.2 S SR

e 48 W 4 o AR 55 H /9 TP #b ik >k e £ 88
TEM 200 T — Bh s ik ). B 5 W 4% 25 4 B 2 1k
0 25 i 55 22 TT Ak 14 e Fe o N 2% 4, 4 28 R 8
FHF 50 3 0 (%) 9 28 TR 28 4 53 R H R RE 4K
SER %A Sk A Y T A6 R 2% L i A AT AR BE 43
25 T 4 155 P9 45 45 KO- A0 40 28 B BE W] LLAE £
P S B ] DLAE R0 b Se . e f i A0 Y
MR R BT =B WA F A6 % CTCAMD
(6, 53 S T BRVE E  R A  BOE RS 1 O S AF
AT A FE R R 0T, B ) ] T4 4 D8 IC SR T i
ZRVC T . i L3 R | S BUAR X TR B, fH TCAM 36
Eib Bt IR KA it SRR e ol Y L R T AR
(A A 43 28 B30 R b s B 3 I R B M 2R3

£33 FE T R B — A T BOCRR g — A
(dimension) , ¥ {4, 43 26 5 3 KAK B AT D) 43
B ZYEIR A o A RS G AL S Rk

ZUEER A o RAE E R AL 5 oot A 5y
e, 32 AL HE JE T o8 ) A 43 0 Bk R T A
(Hash) [ 3835 5 52T 25 A1 3 43 0 B 4 43 2K 1)
R A R B JUART v 22 2 23 R Y s Ao ) A R —
A d RN R FRAFE Ny d 4k 23 [ i — 88 57 7 1L T
W28 40 3k HODPRE R 25 8] i — 4 .47 H 38 AR
FEAR B Sy Rt H B S R DS ™, X 2Ky
W MR AR 3R 2 HiCuts™™ 57k HyperCuts!' 51
P HICH™ %5 1 fl SAX_PACH & 2. HiCuts & i
H PR BT BB B AL S Y BT DR IE L SR ] 22 G as ]
a3 7 AL B — A>T Be AR AL A2 4] 43 Ry 22 A3/
R 0] 5 SR 5 AR Al B0 0 5 4 19 R 43 a7 — BR T
SRR s WL 1 B A7 AR SR B i 45 53 B TAE N
WA BN R G R ARG T

TR FNL A A W A3 205 L MR RDRZ S
T R Py A — A A AR S
T4 B R 2 AT £ D C. HyperCuts B35 &
HiCuts 535 0 i ik 530k il 5 48— 28 0 e AU Y
ORI o e A D) T 288 2650 R ) R U A A A AR 5 R
Rl O - 25 B A B 2 S 5 5y — O T o
X 224> B[] U0 A v A U0 R VB, T AT ke
R EREE , $2 2 8 £, HIC(Hybrid Intelligent
Cuttings) FEE AT 1 3 — 200 A AR I8 DD 3 3 i)
fiE 23 37 TP S0 i 1 38R P B AR A 110 23 FURS it 45
52 Y143 Sk R oy B 45 SAX_PAC Bk T —
Tl ar 0 R0 43 2 AR 8 U A S 43 2 ) R R X
T U AT 0 ik o 4 0 00 ] 43 Sy 22 A P At ST Gy 26
T B TEPRNAES , G40 T LT IR
T e 22 R RE i Sy 43 2 AR AT R 43 SR S AR s
P RBMKEIF T E RSN THE . D> TR
Uy 1 A ) R S L S S0 4 DC TG B R DU

BT AR Z4ERR G o R R AR 2T
4f 73 [A] # #% (Tuple Space Search, TSS)U™ 4 k|
P TSS 4318 fil D? BS(Dynamic Discrete Bit
Selection) """ Hiyk. TSS Bk 5645 it A LU ¢ B 4%
BT 28K B Y 2H 5 R 43 1 e R DN B E /N T 4R
B ARG A % 22 0 2H B AR R BE 17 S Ay A5 4K Open-
Flow #J—MIF 5B Open vSwitch SR H] 1 i Y
TSS Fk . DY BSU SAR  AE Z A B0l s &
B AP PE X o307 SR 5 AR A X204 K] 73 I 0 £ L 3%
T BRI B 8 € HALE AT AR TR R
J7 855 Z2 YRR AS 73 5% 10 L [R] R e AN B
AR T B AR AL o T A TR R A Sk 1 BT A
BB SETIR G A 4. Rt s R B
HaZo b B (5 1 D2 B G A G R e
A A X SE R A R M RE 27 E T

BAAEZH A 43 AR R ) FE T TR AR B b o)
B AL A T Bed AT UL IE IR X A 2 B VB o 45 2%
HEAT B 5 DT 380 5 26 DC A g R0 ) G e R %) B 3
A 33 V937 43 2% (Recursive Flow Classification, RFC)P"
BRI [ B (Bit Vector, BV) 8 3£ RFC 53k
Je— > Z Wy B o3 -5 JF L AR G 5 R 4R 22 40
IS I U0 A ke 3k B PR 432 1) H RS S H b g — B Bk
SRR A — Y 4 0 (Reduction)  piy By B e 5 4 2 9 550
SERFR A A D o AE R Sk 1R 43 A B IO B
FERR D BOTRERI 73 1l 2 A B (Chunk) , — 4>
T Re L & 2 A F B A4 X R R RE 2 B B B



1546 s

Bl

e 2017 4

L
&

B H A Bk B 2R 124w ELE I AR R A
[F1] 2 BRI A 1 7 ORI A Sk A6, B0 1 22 i B i o 25
Gy AR

i1 (Bit Vector, BV) B3k 20 %of F 4L £
() m 2RO, B SR 3X e 2500 00 42 B G e G itk A7 HE
¥ SR IG 4 B T BOE L—A n ALY ] S B AR N
— R HN 4 BRI 5 G MG 3] 155 Bk AR U8 3. ] =
FILRE A 07 Y A A T BE DS L F5 o B DG e R 000 %t 7 )
] A0 B O 17 SR G K 4 B ) i R AT
“CH RIS B A DU S 45 SR v B v k<1 7
Xof o {4 RN LA e v A S G, BRIV Sy i £ DG KR D). 5]
WL 3% 1 FEHE e BN = B — 4 R0 42 26 17 HE 31
PN B2 AR R AT S DB ] 1 AR 26 1 g ST T 7 1)
L BB I B — A% A Sk B Ol (110, 011) 1 588
R, BE FL 7 By VE B 45 3 & “0011017 (6 MR
D) B DC 25 R ), 7E F, 5 BE Y T fE 45 AR 2
“0111007, P> ) & #E 4T H i 5, 45 2R 0011007,
B R, 5 Ry APERCEE A o R AR5 T Ry o i
KUCHLZE RN R,.

®1 EAEGSSEEENN2EG]

F N 2 F, F,
Ry 00 * 00 *
R, 0% 01 =
Rg 1% 0%
R; 11 % 0%
R, 0% 1%
Rs * 1%

F, F,
(010011 ] [001001] [ 001100 ] 000011

1 0

[110011 J[ 001101 ]
I A b o 05 S 7 R S ]

BdE BV BEA A FEA (D BEEA R
OIS S I R S L9 TV B e S e s
PR HEAT L BT DL BN IO A 4 23 5 R A RE
(2) &R RL3E 20 M A A 5 BURE 50 B XA ) 7 B
F18y 5 2R R A [] L v 288 VG e 5 v o DT 2 v 8 1
RFEEREE. T OpenFlow £ 7328 5 B Uit
RT3 1 0, 73 2 0] R, S Be DR e 7 U i 2 4 L [
UL BV 883V 3547 OpenFlow 3,43 25 A L L
ftb 335G 5 B A . H BV B35 T5 = K 4 s 4
A AL T — AN R A A e R XS
JITA - Beat AT U IC , i R0 4R v IR 43 Ji 3R 0 —
FBe AL G A B 8007 B HA 7 B Dl AT L A T

[ 101100 | [ 011100 |

HARICRCR D A T B AR A R EIETE
0 [T = 7 S5 Nl
2.2 MEREMBEBEST S

— B[] P 1) g% v B A () A Sk o Be () An
TCHD 1Y BCHE B PR S — i (Flow) . #fF 58 3R B,
TEIE 52 W 2 v /0 38 43 it o & 4 R 2 1 ) 2%
i BN 45 9 00 I BT B I 4% A By B
ALY 86. 500 F B AT BB 90. 5060,
X 8 A R 4y X 45 R 1 D BT B PR AE K 2
(elephant {lows). 7 — %6 K A 3 & N #, 40 P2P
SO A ARG L G It Bl 485 717 194 1) 45 6 8 i
e R HLAF L2 B A1 AR A 5 AH N b, ) T 1 45 4 AR 20 ) 4%
£ HLFF 25 i 18] AR 2 1 ) 4% 0 1% AR VE /D BRI (mice
flows) il 4, 5 [ — 4~ HTTP BT ih 23 7 A= 15 [7] &
e AR AN SCAC G [R] T 2R 1Y I K U TR

KRG AN BRIt 3 i 8o N 2 1 5k B ™ AP
B ) LR AR I A P LR X IR A —
FRRE 3 B P 4 O 1) Jmy 8 AR o B A A R I ) A
i ] — AN 2 20 A 1 N 28 A A AR K T e e T 20
BOUA T 480 DR 2 0 28 37 i 16 79 98 2% £, g g DT
5, 5L 2 KL D 5 S TR A TR 4% 0, 3 {5 i) T D P X 4 B
W LA R 36 2 00 0] By 4, 55 1 = Bt

FE T 45 U A X A SR A PR R A AR SCEE X
OpenFlow (43T T i 38 22 4 B 40 73 2507 1. IR
ATFEZH e 83— OpenFlow 443 28 [a] @,

3 OpenFlow 843

AT SCRZ8AE g — Rl R B R 28 A 28, H 1Y)
S 3 3k I 4 4 o 0 4 B RO 45 I o AT 22 N A
A XoT TR0 25 R Ay 1 B o) o S B I 4% 9 e A R T A AR
OpenFlow 1}y 4 5 SCI 2% 12 i °F T -5 204 -
[E] 79 388 15 Bp I 2 — » DR HG B3 1) R0 PR R L 18
Hr sy SDN s2Bn B Y Bl b . OpenFlow K 45
3 W 4 : OpenFlow 528 HL | 9 2% i 0016 )= 1 42
il 5 . 2 ] 2 07 5T 0 4% A 4R PR L R0 2% R UK E B
TEXF 45 347 R BLAK L i OpenFlow 38 48 41 & % 4~
OpenFlow M 4% 19 4% .0 » B H it 3% (FlowTable) | %
43 i (Secure Channel) #1 OpenFlow 31 (Open-
Flow Protocol) 3 #B 73 2H i » H 3= 2 Uy e & A 48 o =
I3 SN T ) 45 4,

OpenFlow Ji 2 335 00 5 i A i 1 I8 MAC 3y
sk H B MAC ik LUK 267 VLAN 1D, VLAN



7 T m el A PR A IS N Y 22 45 03 2 O IR T AT 1547

ESeg U5 TP skl . H 19 1P okl (1P Bl (1P TOS
fii . TCP/UDP i3 0 F1 TCP/UDP H (¥ 3 1 78 P 1)
12 AF BV gk 2 fiR , 3 8 B K B R 4 DT
J7 A Fr X ). B . OpenFlow 343 28 46 X} 117G
AL N A 2% X P A 4 1 A0 43 2 Oy SXRT DUAR
T 378 2 U] o 22 RE A A DU T 7 B AL X 9 45 9
A7 S IARLE 1 53 28 S H AL G e R B R
I 5% & KWk, OpenFlow 7€ 1. 2 WitAS J& 34 in 7 fff
FH TLVCERS AR B A% U R I 2R 0T 0y = 4
BT RN A R IE M. TLV kgl HR i R R oy
) A3 5 1 T B TLV BEAT A i 364>
J& T AR ], AR SUR TSR

#& 2 OpenFlow 1.0 G §=FE

kB frid figh PREOrsC PRRR
HEA S Ingr 32 R DG i LEE
P MAC #ih:  SreMAC 48 5 DG i W& A

HBy MAC ik DstMAC 48 G 1 DG W A

OpenFlow Ji 2 [ 7 & W43 & 4 £ 408 42 3E 47 DT
Jit /) DC it 3%, ( Header Fields) . %5 i1 UG it %k 48 42 4 %k
BT #eR (Counters)  F T X B85 43 4 fa] 40 ¥4 Y 3
{484 (Instructions) PR % Yt 2& J UC e ¥k 5 14 8 56
G (Priority) \FR7R it (1 e A< A ZCHT (] ) 6 B 7 B 4%
(Timeouts) Fl & £7 5 il &% ¥& 95 19 A 7% W] B4 (8
(Cookie) s 2 3¢ H it 5 W 48 43 43 25 AH 56 19 38 43 » B
3 P A ER Ay

W 3 Pios . 1E OpenFlow Jii &, 44> 7 B
] P Ry T B IR 254 P 3 AT DL TS b A
X B, WA 2R S o8 PRI L ] ok B ) I 4%
BN, A& B AT AR R B Rk 8 U TP H Y H
ik = B 0 B 28 (AR 4% TP ik 2 A7 e B0
oA S B O L, W EE 3 FR N 3 R X AR
$ FLICALIEAT I Bl % 2o 308 0 S A 5% U 2 B 0] 1
A e s E A e A RO AR B i an
&3 ORI 2 BR. FRAC b 2 A HLE — i UG

DK ) 5 A4 Eth_type 16 iU WA . )
VLAN ID VID 12 IR W7 L5 AU o0 T BB K. Gupta 78 6 3¢ ot
VLAN 1 5E 4% Vprty 3 it DS TR WG A M101 ASA Al ISP R Gl 9 £ Ny 793 4
i 1P Mo SA 32 WIAICE AR j\‘ AT " o . EP‘W% - oo
F 11 1P $iz i DA 32 AR AR SrEARFI 41505 RN HEAT T GE 3t 45 R WoR L TE
PR Pul 8 MR B S A K B LN o 17 % B 53 2 LU A 46 1 A
IP TOS {i; ToS 6 REERICT e A ot 00 ; o o A S
R Sp 16 WECE R FBL 23V M BNAE E T 3 AF B 60 %01 4128
H s DP 16 L8 Y EL 3 T 4 AFE:.
% 3 OpenFlow it 3= #1002 451
45 Ingr SreMAC DstMAC Eth_type VID Vprty SA DA Pl ToS SP DP g K
1 3 50:20:AA:5C:2D:60 31:32:45:9A:91:A1 0x0800 #* 5 175.77.88.172/32 113.64.60.0/24 TCP 0 0~1024 750~750 0 k&l
2 = * * * * *  175.77.88.0/24 113.64.60.32/32 TCP * 0~1024 760~760 1 #KigC2
3 % " % * % % 95.105.142.0/23 * UDP % = 0~50 2 4
1 = * * * % * 204.14.27.39/32  x  x * * 3 FRmns
5 % * 44:33:02:DA:A7:0C * #* * * * ok * * 4 EERumE4
6 % % * 5 * 5 % * * # 50~100 0~1024 5 E#
VE: " Rt B

Zi EFTiR , OpenFlow 43264 3 445 5 -

(1) OpenFlow [ £& [ A7 £E Ui 0 Jm 0 5 1. 7
W 28 v, Ja 3 P e A T2 I 2% Bl o0 A i 2 B O 1
TP R I B SR 45

(2) OpenFlow U428 IL Bl FEE A B £ . 58
JEARGE LI )7 X2 A4 . X JE B OpenFlow ¥
ZEAFPE P 35 1Y - OpenFlow [ 4% S0 5t X i 1 19
S PR T ST AR B 0 I 42 IR I R DT
BC 45 2 1 W) 28 DM S0 B 5 8.

(3) OpenFlow 4,43 2 1 45 2% KL vh A5 A7 55
DB OpenFlow i & 34 12 flf LB 2 F BN
PR IX 28 5 B A g 2% B0 ) b 8 e T 5 B 6 0
i3 B 5 B b S I 4 SR T TR E

4 RERENHNZHESEEZX

4.1 EixigitEE

OpenFlow 4353 JE7E 43 2 — > W 45 Y i AR A5 7]
il DG JC /38 43 o7 B 114 38 22 B D) 35 28 0 0] K 43
B 38 E B 0 RS 0 DX g3 R R S Btk AT
DCC , 2338 J it 53 5% U8 00 YR 2, 0 1 5 4 43 28 1k
AE. H I SCT IR G i 14 Je) A T — BB [ P oA
264043 A 1K 0] B DS e A W) 7= B BRI L AT AR

@ AT § I 7 925 o B 9 OpenFlow B I AR A< 2

v1. 0. it H AT A A SR 2 (1 OpenFlow B AR . 78 3C
e d 9 07 1 RAT STz A R BR T A AR



1548 o

Bl

e 2017 4

L
&

JHERE ] Jay ¥4 & Jim 25 DT I H G 56 D T Air — B 2 DL
PE o0 4% 420 BT o FH 7 B, LA A3 » 1T AT S A 2 D i
0 245 i FH 5 B 8 090 5% 3 ) P i e 05 0 o Bk
TrHER o B S 21 2 i) R0 28 40 0 56 DE E R 28 d5e it f
W T A 7 B IV e /DR 40 5 Bt T LB 2 DE
G LI 8 A% 7 Bl A PR S VCC . o i g 20 DC ]
IS Ih] 3 5 40 70 AR,

AR L P9 P 160 SRy 9 A 1 o il — BN ] 2
il A 7 B AR A AT BE 2 B P U DC T« PR 0k % A0 3R
S E H 1 — BN [) P9 e w6 B T B i T R4
U 1) SR P IR % B R 9 R DT E LA 4%
BEM S PRI AR 5k LA g — BTN ) P B el PR A
DR G 3 X B AT HE Y R 2 7 B
(0 SRl o T I 48 s AN 45 A A BB — B i ]
X BUERT AT HESE
4.2 FiEEHEL

AN B 25 ¥ B 45 4 T DLAR B T B A R AR DG S
752X OF ff VT T L A1 28 DU T . 98 6] DS e ) 58 375 06 A 2
RAE 4. 2.2 e, FEF B Z ) MR 5 3 1 )5 &6 4
P B AT HE P i BRI e 14847 ke I DR .

2 J& OpenFlow M 2541 7p KB IEMHEL, 5
AR A3 P 28 A0 43 5 B30 AH T 5 3% 43 28 B0 1 B A 2
W 28 40 1) A 3k A 2 AN TR A B0 AR B A i 1
OpenFlow 12 A~ 3k 5 B A & FLoC 41, i o2&
XoF 19X 245 A5 1 Ak B e O S B e o Y 4% 0 e T ok i A B
J5 2 WAL Bl % A 31 KL 1 R 2 T A OGR4y
S R A S R 4 L ) o RS BOE AT
— Sl B HE AE A L R 4 2 T s S B kAl B B
PEEE MU B AR R .

(1) Tikh BE. 255 5 4> 7 BERE 2 % B — 4> DE e
SR I T — A N 1) B 2 A R A DU AE
B L RUC R N2 s B AE RS F B B8 — A n i

4.2.1 AL Fi4 DT JC 1 L AR LI 26 v A 0 2R MU 2 A SE
ARITEMA BV Bk AR AP B — S EIRHRS L bnic 2 A A Borg IR D2
55 4
| FBIEF | —
R R 2 — e T e
wmamA ol aken el v o] v o o o wme | [ e |
| ! v, V. I I |
[ T N I N A | a
i ! I T | mums
min, max H" min=max? H» sk

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

FBUULHE, VLT ) 2 5

BUESE B

Bl 2 B i 26 RGHER

F: 4 EHEHBBIESHIH

B 448 24 1t B
AL H5 2 0 0 B L B — AR 2 — A
U S A I v 3N o = NP TN
U T 1) 2t v 55— 25 A0 DG JC R D) 1) 4 5
P 2 o I — G B 56
- BORUE i 1 30% 5 B VS TRE 11 1 e 90 5.

(2) WA AL, 24 P 2% 4 T B VT e i), 1 5y FL gt
SE—AS n LRI AG VEBC 1) 1 Ve B — AR — SR
FRIWI ) 3 It 5 4% - B VG e () 5 AH R bk 1) 2 7
Fir A AL AR 4R A6 R 17 3= B AT LA U I BT A B0 0] 5 SR
J&i R B WA B A B min R max 0 AR VL
] A — A MR Je — A5 A ARVC B &5 R g 5 00
BB min=1,maxr=n. X B min Ml max G W PAE
H 8 — DA m s ) 5 s B a8 e 5is
B NEE min SLTF UG BN max (LS5 AT BN 4
BRI AT IE B 5 T 2 min Rl max FASE R AT

VETC 1) Vo

i Eh AR 1 omin
AR T max
FBRAUE W

1 2 ]y LR — 2% B DU DG e

3) FBAEF. AN FE RBCE—ANBE W, ,
W R Y =7 B D8 IE 0 56 908 sy . 3k = I 1] J51 3 T
TE— A~ B[] J&] 391 F I B X 7 B A HE AT &5 L
£ UC T 1 [7) I 0 =7 B AC(EL 3E A7 T8 CA1) 3 5 48
VED S AEIX A I 8] J&] 199 45 o i, 4% BRAAE 1) K/ 5
Bt AT FOpHE R - AT LU 983X S 0T 8 8 — > )
[ia] J&) 9 P B ) DG Ty

(4) FECVE L. 2 PR B HE 7 19 0 %) & 4> 57
BOB A #EAT IR D AT DA 98 2% > 57 Be 19 4 AR R
[F] A DT L3525, A 2 P . B> 5 B DR JE 58 15 3K
R AR T B LRSS R & V.

(5) [ £ BB, 24— B UL BC 52 U - 8 W 4%
ALAVEBC 1] & Vo A F B UL Be g5 R i Vi 1T 5
BN Vo FE AT SR R I R 4 B 8 i o F
max. W, & min Fl max ANAEAE W56 BH 7% 7 #H DC



7 T m el A PR A IS N Y 22 45 03 2 O IR T AT 1549

FC RO D BC 25 R oy 25 Hix P B s — 1 F
B g5 N man BOHL I B A B 4R DEBE &5 SR 2F min
M omax K1 B 2 6B 2 F6 — 2% A0 00 AH DT e ) 2
T BRI A2 4% F U 1 30 4 - B

(6) LI FL 5. 24 2 3R — 2% R ) 1 K5 4 0 A0 DT
PE s o A5 B2 7 T A - B Ak Sk R AT DU I, v DA 4
W0 255 40, 5 32 2% KL ) £ R0 A 7 BEIEAT LB A TR
BBV IL R 1% 4% 0] B Oy UG e 45 1 s 5 A e 7 B
NN (878 24 JUN e Sy Rl

(T BB BE B 21— > kg 2% 40, DT g — 2% KL I
Jei X BOSUE HEAT S8 » S8 7 15 D9 R Z A Hh Y
JIT AT A J S B R AN 1.

Jit A& W OpenFlow 4070 28503k 53k 1
JIE 7 5T T2 ) % A Bk R AT AL B U
PELAZE 3 o 72 T4 B Y Bt o 4% 7 B AR 4 8 1T Ay D2
TC B30 15 0 ey A0 B0 245 K L A IR TP Mkl A0 H B9 TP 3l
Hib - BOH LAY R 7E PR 1S R H A I S B
SN Y B S 7 A 7 B ST I A R

ik 1. Y HIEN R OpenFlow 453 K5 A,

BN AL H, B FECCRI1..n])

iy S = 5 B EL LS ORI 5 neem

1. initialize V,, min, max, W[1...k]

2. IF T<(current_time—last_time) THEN

3 sort F[1...k] according to W[1...k]

4 last_time<current_time

5. WI[l..k]=0

6. END IF
7. FOR i=1TO kDO
8

V,<match H in field i
0. V¥V,

10.  update min, max

11. IF i=k THEN

12. num-<—min

13. update W[1...k] according to R[i]

14. ELSE

15. IF min=max THEN

16. IF R[min] and H is matched THEN
17. num<—min

18. update W[1...k] according to R[]
19. ELSE

20. num<NULL

21. END IF

22. END IF

23. END IF

24. END FOR

i o 28 3ok i AT AR H— S W 28 LA S FE B N
25 85 i A .19, MAC Hiht.50.20. AA.
5C:2D:60, H A MAC Hdik:31:32.:45:2C:19.8D,
PIR 2D . 00800, J5 1P ikl 175. 77. 88.172, H
M 1P b 41k : 113. 64. 60. 32, IP {#pi . TCP, IP TOS
B0, Pl 15 2120, H 8% H 45 : 760 CH T LAK M

AL 0x0800, fif AR A VLAN ID Al VLAN fii
T BO . 1 55 M 4 A S ) B DC R [ iV, =
(A1111D) . HiBh 8 min=1,max = 6. R 1 24 7 B
(] J 10 P = B g DC BE T 2 H % TP skl H 4 o 11
F R S B 1 MAC Huhk VR TP Mkl TP PR,
IP TOS fi7 , g A E1 P65 MAC #i ik DL R 2 7
VLAN ID,VLAN {555 4%, i3 IR o2 4R 4 E A1)
[Fa) J&] 340 P 2% 7 B AUAEL d e B HE 7 77 2k

Fic BRS04 0 1) 45 7 BLtE AT
PERC: B oo H iy 1P 7B, HiW 1P BOR I 2 A 4k
DS B L 3l o A R A T DL AR DR B 45 2R V) =
(111011) .V, MV, A5 His 587 85 RIAFAE Vo i
et Ve=(111011) , [8) B 8 #r min Fl max , —AH K
AR s $ TR IC IC H A s 57 B H g 5
FBOR A0 2 Y LR DT C 5092  Ja i DS P A B g
V,=(010111), % V, E# )5 V, = (010011), H
min=2,max="6; R J5 Ui T 7B [FAER
R A R Bk R A RO vV, = (111110) , BT 5
V,=1(010010) ymin=2,maxr="5; H¥x & H ) MAC
Mok B R Y S IS A S0 L AR e A R AT I
Be, &k &5 R oy v, = (111101), B 5 V, =
(010000) , min=2,max=2. Wit &% I min Fl max
(OB AE 55 BB R 20 A T 4k 25 4 A7 Al 7 B DR JE i
I B HE LU I 46 A Sk AN 2 1R 4% 8 A B LA
R TR A B A DR O30 Y B 4 B B )5 DR P
A2 SR LI 2, BEPRAT A RO e K 2 o 1 2.

S5 s Xk 24 A S P A R AT SR, AE TR
TR T BOHE R R R 2 o A Sy e T B
PIRE N 1, BPJE TP stk . H 49 IP Huhik (1P B i
Ui 1 H A3 5 A B AUE 0 1.

4.2.2 PRI Lk

ARSI 2 07 ¥ AT AR 31 44> 5 B VT S 7 2UAS [
fdE FHAS [T Y 7 BEDL FC SR Ak 2 vp iz . % TG 1
VCBC >R A T 05 A (Hash) B8 1L X5 FRTZR VT IC .
R FHE TR B (Trie) ™" iy 55035 s X 51 161 DG i
SR T T30 [ B (Range Tree) ™" (i 5035 3 40 5 3
T 4% VETC [ B8 b RGO B 4F » HE B i B AR A
20 B — = By DL C J7 25 ] DA R T E

(1) W5 #iy 5%, OpenFlow 73 26 R AR 73 7
Bt SRR DL IC 33X 267 Bk HIG A 50 We Ay
FE U ok T2 B Ay SR E B S50 B AT LA S
OC 531 i bR 4787 AR AR A F B4 L A 3 18 58
A A Ak T A FR I FERH L B (LA R G
BE L TE A I A R RO SR A L L PR G B
TSR b A R [ A O S S A R



1550 it "

Bl

e 2017 4

L
&

B R AT e 3 5C B A A7 i

W A SR VR T D R S B TRT B L S B L Bk A
J 20 5 s A w58 (Collision) i 4k 5 82 41% L B 3 Wy
A PO A 48 A ) 1Y 5C 58 7 v RE 45 3] W] — e A
. PR A SR — A B R e R AL B — 7
T 2 5K R FH 04 0 A BB BSOS AT RE UL/ o SEARE 4 4%
KR REX S W o3 A fE WG Ay b 53— D T 7
77 HE I A I R R N R T L A B v 5 Ak BT U
AV SR Y WS Ay oK B 1R B AR 5O
(Message Digest Algorithm 5, MD5), MD5 & & 7F
AL AE B 2 S Tz g, e A
THER S TR AT AR R G s AT AR 2
Sy M TS B E KRR MDS B s AN B ol 58 % 5t iR
HoHa 0N B R 23 7 A 5 A AN TR Y MIDS .

Wy i SR 1 1) o 5 A B 7 3 A A5 T T Bk < 2
J A I A S I LA 2 I 0 A b Dy B AR — A
B I A ik BB S o s o St ) X T T
ST AN F i R R A T A v A O B
WE A %« () I A 36 22 I A BRI 24 7 A o 9 gt £l
FH >0 (0 0 A bR B L B4R B — AN 7 AR R i
Wy Aoy L1k 5 B Lk 92 < K A i O A O B T PR A A ()
— I T ik BT A [ A B TP R SR Ak
TR RGN AR v 8 1 5K B DR AEAE [] — > B
Ferp, MTE W A 09 ik B oT A DU R A G A I Y PR
FEFR AR R b bk A OB T IR 4 2R Sk A
B A3 5 L. B bk v AH T At w58 Ak 3y 25 491 n
TR 1k 125 55 2 B8 22 1) A il = () R A7k B R 48 51
{H B TR A 4R A AR N B I 2R B 8 ] — A i o
AR T L A P B PR BN GE S AR R K 3 R
7R T FE B b hE v A R A R0 TRT LR 1

17 ]
43 —»M

24
35

HiN:13
H(13)=3

Y VY VY

> 37
> 38
> 69

P37 b ik v ) 0 7 B B8ORS 91
(2) Fp BB BT, iy HUAR (o B A PR ) & — Fif
] A 8CE AT TR VS IEE A B0 L 22 O T SO
BRGETE RN TP M hk A $0. & AR O JEAR S Al P 2 1] 46
FF 15 o 1) A7 fif 014 8030 2 i 284 0 2 A5 ) T Dk
DT R O B A R AR XL AR T IP M

97
88— 28 |

Y Vv

O ||| |Ul |k |w || —

ik TS8R — R HLRS 0 BRRS B RE UR E AR T AR
R OR A B RO S B AR YT A A B At Y B — 3
A3 AR S BEAS AS F RUE S O ER N AR [ A
R A5 B I — AN T SR A I B A I i B AR —
F R 3K AN 1 SO L Y 2R A R AR Y A
F U R A AR HE AT 3 T Y 4 R B — A R AR AT
B AR SRR AT 2T AR 2R A A A B
BEAH DL ) Ak 22 1) R A 4R BB Sk R B K
B 26 Ak 3 B PTG 57 A 26 B0 A TP ik 1Y e < DG
JiC i 2.

RNEMAERad TZ2HERRCEERTE. A
B WAL 7 1 ok 48 v A 4R R R BLA — IR A 4R
F AL BORR R 4 K (Strides) , bR 55 BB 2 — 4
B BRI KR 1, B — R 4R — 07, A] DL a3 35
Ao R AT R AR A2 Sy 22 SR R 1 — W 48 0 1 5K
AT ik 20 i P 2 R R B 22 U AR T DL B K
] DA AR AR A KA B 2B KB it R 3 L ]
SR B I A 2. 1 4 (b) B2 AR ] 4 (a) Hh i
B2 BU e KA Ky 2 1 ml A8 25 K Y SURE L AR
AR AL 4 (b)) Jir i 19 m] AR A5 K PO SRR B AR A 3
HIE 3N

T Mo bk 774
a 0%
b 10*
[« 11%
d 1100
e 100
f 010001
g 1111

(a) HuhETTZEB13% (b)) TIAZ A Y S B A
B4 Al i he B Bk s B

() VuHR B3k, FIR 2 — Bl H R 2E 1TV [
AR A A R — A RV R X (R 2 B — A
NEY T TR » 45 A BTG BRI — A4S 519 A AR SO
BRI g S A R S S kAT 9 B DR RS A
T IBI A 1 7 35 2 < B 0 OST A IXC TR A9 b SR St
ey @ Sr — A P R B A m A
AHEAAE AR EANTHE AT LA IR m — 1 DN HAEF
AR DX 1) 5 9K o LASX m A B A [) B9 F 8 19 2 57
— BRV i 2 AR IR IX m AN TR B (ELAT 6 A
TRZEA T R B T R R — A X
[+ 2% DX 8] B AN B & 5 i e o oK R0 U 26 sy 00 DU i S5
FIIX ] L. AEVE R A S B — A
T X 8] & AR 25 5 B AE A7 — S Y
WUH.



7 T w5 PR A IS N Y 22 45 03 2 O IR T AT 1551

AT A AR R AE IS RS T 80 2R AT ) 48
R 0 R A e ) B CRP I o 115 R0 H Y s H S
ANTFAT R R A Y S B ZE TR 1R A AR
R EEAR I BB T A5 0 P B A%
1 R O R s A R B A i R SNBSS
(E LA A0 35 TR 7 A B AR Y DX ) L i
A P BRI U AR 2 XA A G A ML 51 s 5 R
O 4 BB A B XA SE L0 16) . Herh A 8] 5
() T/ i) 3 A4~ DXL DU AR B 1 [ g P15 (b)

iR
5
e 5
ﬁa’? [Iil;ﬂ) O/%
b [[5,16) 70, 16
c [I816) /
QEDEDTEDGEID

(a) X IRV A3 (b) Y
B 5 DAk i v B AR 5k s B

5 IEHH

5.1 SIS

H T BUEAR SO BAOR . FATTTE Open vSwitch
2. 3. 10 @ fk B 523 T 3c P ). Open vSwitch(OVS)
Z— 3l CiEF S MMM BRI A, B2
OpenFlow 1. 0 P8 % 5 2T 5 55 81

FEATT A FH AR el Do) 1T L SR B 1 I 2% R L 9
th A 58 Ry 1 Gbps, Yt o5 FH A1 58 88 5 8000, it &t
KRR 1 /NEF. OVS 3 FEHM 4 B ClassBench®!
1 FRuG®=% 4 .. ClassBench 2 £ 43 2% 45 3, 1) #1
DU A ol i » 7 A ) B Bz e T TE A 43 R A
grantEy, & ol LA il ACL (Access Control List),
FW (Fire Wall) ,IPC(Linux IP Chains) 3 FiZ& BRI Y
R AR B 2R B FE R A G AN RE RS 2
B UEAS SCO7VE R o0 3K BRI A SCIE #) T FRuG A= Al
TR 0] g A 78 23 o B

AR SO B S 5 ) S B G DL JLER 43

(D1 A5E: By IP Hihk T 1P Mtk 2 4%
H i MAC ik . 11T MAC HihE £ $8.

() 2 ANF B W 5 H o 05, — i T
I I Bl7 .

(3)5 Z 7TANFE IR 1P iuhk . H Y 1P Mok L 5
Ui 5 H RS 15 B IR B TOS iz, Herp R
530 TLICHH DV A AL BRI SR B S B AR 43 1S
T TOS fii 7B, F2 T B ki F ACL.

(4) HoAth : A~ F B A AT BEAL & . 1l T Open-

Flow [ £ H iy HoAth iz H

AR 45 A I £ I /N I 3 i 7 R U] A i AR 5 OO0
CEIR D ~ O F B » Az B B 78 5 Br L
A IR 1 = B ), 7 A AR R 80 & A TP 5
MAC BRI R 2 8] A 5 C R

£ 03 A I S M RE TR AR e Ly R
BN AL 0 R R 1 B B SR RO A
P& B PRI AL A 0 1 1 SR AR, R N A
iR AT K R SBE T LI N TR
P vy o B Ak L T ASE T 0] £ B PN A7 R R G AL
— B 1 R N A SR IR AT 4.
52 BHEFTENEE
5.2.1 [ OVS J A 51 1 3 BE L 4K

Open vSwitch(OVS) J5i A #0143 K515 53 i
W P SN 0P SRR TSS &
12 VCTE ) 28 4, A 285 00 G A 0 3 3914 T i) TSS
SR T A A IS Ay 2 (8 T PR A 4R A% L OVS
T 27 18 1 H ™ 45 Ui £ Jeg AP 0T A 0 8 AT 0
. AT o 2 e A A S EAT R DL, 4
R DEC 2R WP 2 P A R AT DE G, SE 3 JE g AR OV'S
B AT A SCE R S OpenFlow 434328, B4k
Ut LI TEDR B OVS J5A 6043 W iy B il | 7
AP ZSBGIN T A SCRE X AN A E T P S
VEECPERE. th T AR A 2 P 2500 0 A 5 A Y 22
T+ GEAF X PR BE A B2 THASTE A SCHIEFEIE FL N L R 25 8
GAFRHORN A SCEIE W it — 4R T

&1 6 5 A [F] o B8 U] 4 RIASE T - 31 x5 2 1P g ok
A7 TR FIXS G Herp AR SO R T T s O JA
X VG L B AT HE) Y. B 6 W LA L AR SR AR

35 x ; :

—a— REE
3.0L|—e— OVSHI%

1.0 - 3
1.83x
_

0.5 1 1 1
2000 1000 6000 8000 10 000
TR B

Bl 6 A ZE OVS Bk %) b E

@ http://openvswitch. org/
©@  http://www. arl. wustl. edu/-det3/ClassBench
@ http://sites. google. com/site/thilangane/research



1552 £2 - U VI A S ¢ 2017 4F
VETE I A SEBLEO NS BT P R B 0E T OV'S A I e x x
S S LU P LA 1 18K A K |

PR SR IO TR 2 T FUA Y B0 S rp, AR
SCRAH E OVS [ty 1. 88, 78 1 5 MBI
FIN A o LRy 2. 99.
5.2.2 [l HITAY S R L #K

AR SO IR 43 I HOGZH A1 OpenFlow + 00
AR JUANE AL oy R AT T A o
RFC Bk TAS W RRIE EFEBZIENL T =
77 N AR AE . T TE OpenFlow P4 ff T A
AL T HAE BT H A KR v RE. & 7 S
THE TOK USRI AR T 4% SCH 0k Fn At 4 Fhws W
A1 43 2L B s 1) BB FL 4K

3.5 T T T

A R T50A
B 2 T OpenFlow

%%%

BV Rk

T

0
HyperCuts

B 7 4858 a] i e T B IR
HE 7 A AE S 6 oo a2 AR SR

A PR B G RFC B9k, Ho 3t F25 a5 43 g or
A HyperCuts B9 FLEE T 05 75 (1) TSS Bk
(PR 24y, M BV M2 A2 78 T —oc Al 15y
e AR SC B B R RE A A JE o HyperCuts (
T o7 B3l 22 T 30t T H R B TR BE B0, U AT IR B
Z M TSS Bk F B Z 1N L F o4 8] 73 2
Jil ¥ % , 32 AE OpenFlow PEREH BT . K 7 h
AT DLE B A SO AR Oy 5 ) 12 1 A8 kit AR
W SEPRVC PR RE AR A 2] 10% , fE e P e L A
A BT RUR.
5.3 BHEAENEHESA
5.3.1  [6] OVS Jgifg 8k 17t H e
Kl 8 LA LA VE T OVS JHUE 1 A6k =5
LI H & 8 AT LA H o A SCHE 1 W A7 it 25 (R 200 T
OVS A 535, % BAC A T H P &1 . 1
Sbr OVS Rgerh M AE/E I P & N Z S 3
FEAH » NS A8 1 N 2502 P A 500 25 K 1 22 A7
DRt o B3 P 25 A7 5 ) m] AR R BTA RUR.

[h] £ Xof

WAFHFE/MB

w
T

1 1
6000 8000

IR as
Bl 8 A SRR S IR A fih s ) X L

5.3.2 [ TLTCY RS R4 LA

KO g5 1 AE 2k BUBCRLI 4R N Foc L A —
JUA AR SO 9 A7 48 o R 5303 A9 %) BE. T
LA 2 0 0 T 70 28 AR SCRGE T BV Bk
fitt 5 L, 28 2 F HyperCuts 3%, XZH N R
B = AT A AE O 7 BB AR R R AT A7
fift AHAR SCHE R BV 5835 7 280 2 (9 7 fiff 25 1] R
PRAFAL I i 7+ —ou K, i TrRBOg 2 7
B HyperCuts 535 £ 57 1 JRe 50 T8~ B2 38 476k o
PR Z i A SCEE R A BV 552 8 n i =7 Be 3
SR IO i S5 K A7 i o3 P T 42 58 4R T A 32k
FrArf#m TSS Ak Joig e Ton 4l ik 2 7E - — o0
LR B AT i AT R fie /b o T 28 S 2 A PAL B SR
A XA B REC 53k o F A A7 fiff 25 1) 220 it
RFHABR W A+ — oo b E 2Tk .

30 T T T

7

1
4000

1
2000 10 000

T T
U si+s5 a4
B 5% 1 FOpenFlow

S
o
T
1

T 5 H/MB

—_
(=)
T

7z I |

BV Ak

7B

TSS

HyperCuts RFC

Bl O A FIEAT A b AT LA

5.3.3  OVS SLBLTE F 4 #T

A RE L FELHAE OVS AP S
ﬁdﬂﬁ?&z%@dﬁﬁFﬁ%%%&%ﬁmﬁméﬁﬁ,y\
1717 308 o) 28 A7 B8 v 4 SRR . B R AT OVS Bkt
HOBETEH PSS, ASCIE R OVS X Fpik it 2 E,



7 T m el A PR A IS N Y 22 45 03 2 O IR T AT

FEF PSS . R A B AE NS 5 A AR SCSE
T B A SR R R P A B S R A7 O K
FE RS E A 1T LUK S BElE AT 41 A DT s 2 B
ANE, DT 0 — 25 PR A o 2 i

B AR R R BB R R AR U AT
FE OChk) ][] A2 0] 52 2% B HL AR 3 4 4> 7 B, O
D e (1 B ] 12 18] 52 2% B B ke - BT 0 FH 300k A 5
M U B TN A SRR T X R i % 0
5 7 BOlE AT VG e B S5 4 TR T R 2 M Ik
T 45 T B A UG P B9k AR SO 4% 7 BEIG TiE
S5 LA IR BRI A A e b

6 ZHitRE

% OpenFlow 2% rp B4k £, 5% 4 M RE XE L) i
JE Y 2% T SR [ B, AR SCA T — R
OpenFlow [ £ ¥5 55 9 i it [ 38 N A 40 R 5800k L 1%
% & T OpenFlow U p RFEBRBMEZL . F
B BE AN TR UG FE 7 2K 22 0 00 e 5 D 99 4% 3 11
Jr SRR 3 AR R B R O R 5L 5 B
26 UG E d5e 3T 8 {6l P 19 = BB T 728 6 3 T 7 B ke ik 3
P A PR B (9 H (9. 4 37 4E Open vSwitch i
SEHL AR LR T E R P SN AR 2 5 M R g
Tt A e H AN HOoC A 4 2R Y SR B 40 %0 LA
it Re iRt

JE AT P 28 B A0 AE 4 7 AN W7 b B 1T B 1 )
28 HEZRAE AN HT B0, 9 28 40 4 B R I BF 98 5 &
A H AR Z PR B . 28 T SR 0 3 n R 45 B R
(4 5 Joe Al A5 I 28 B, 43 S BORTE 5 R Mg 175 BE AN
by A G A 1 T % . LR T % I 4% o
Eg RO O N R < s N S I = O i |
T R A ST 2 2SR 0 45 e A6 34 4 i 4014 R AT g
A oMb 55 R ) 4610 SR Xt I 4% 0 A A v A ol 5
AT IO I3 B R SR i 3 B0 0 B 48 (Data Cen-
ter Network) """ BL3R A R 1% (19 4 1 75 & 755 16l . A W)
% 45 1] 30 42 A0 AR AT B L Il R B N 4 4, 0 26
BRI 58 B 2R SCHE. a6
BRI N A B A M4 R RE ik & 2 s
4 BB I LIy BB 1 B2 5 P LA S B o0 2% A £ DA 1 R R )
R TS AR B A5 I TR 5 R .

Z % x M

[1] McKeown N, Anderson T, Balakrishnan H, et al. OpenFlow:

(2]

(3]

[4]

[5]

[6]

[7]

[8]

9]

[10]

[11]

[12]

[13]

[14]

[15]

Enabling innovation in campus networks. ACM SIGCOMM
Computer Communication Review, 2008, 38(2) . 69-74
Bellovin S M, Cheswick W R. Network firewalls.
Communications Magazine, 1994, 32(9): 50-57

Weiss W. QoS with differentiated services. Bell Labs Technical
Journal, 1998, 3(4) . 48-62

Guerin R A, Orda A, Williams D. QoS routing mechanisms

IEEE

and OSPF extensions//Proceedings of the Global Telecom-
munications Conference. Phoenix, USA, 1997. 1903-1908
Yeh J, Chow R, Newman-Wolfe R. Interdomain access control
with policy routing//Proceedings of the IEEE Computer
Society Workshop on Future Trends of Distributed Computing
System. Tunis, Tunisia, 1997 46-52

Edell R J, McKeown N, Varaiya P P. Billing users and pricing
for TCP. IEEE Journal on Selected Areas in Communications,
1995, 13(7) . 1162-1175

Xu Ke, Wu Jian-Ping, Xu Ming-Wei. Advanced Computer
Networks: Architecture, Protocol Mechanism, Algorithm and
Routing Technology. 2nd Edition. Beiing: China Machine
Press, 2009(in Chinese)

(R, RV, UG, ST 7R R 254 B
BLE IR BT SR dr 2R BOR. 28 2 W bt HUAR D iR
#2009

Ruiz-Sanchez M A, Biersack E W, Dabbous W. Survey and
taxonomy of IP address lookup algorithms. IEEE Network,
2001, 15(2): 8-23

Taylor D E, Turner J S, Lockwood ] W, et al. Scalable IP
lookup for Internet routers. IEEE Journal on Selected Areas
in Communications, 2003, 21(4). 522-534
Lakshminarayanan K, Rangarajan A, Venkatachary S. Algorithms
for advanced packet classification with ternary CAMs. ACM
SIGCOMM Computer Communication Review, 2005, 35(4) .
193-204

Pérez K G, Yang X, Scott-Hayward S, et al. Optimized
software-defined networking//

packet classification for

Proceedings of the IEEE International Conference on
Communications (ICC). Sydney, Australia, 2014 859-864
Qi Ya-Xuan, Li Jun. Theoretical analysis and algorithm
design of high-performance packet classification algorithms.
Chinese Journal of Computers, 2013, 36 (2): 408-421 (in
Chinese)

OT WS, Z27E, & PR AL 4 2R IG5 0 1 43R
iz, 2013, 36(2): 408-421)

GRS

Gupta P, Mckeown N. Classifying packets with hierarchical
intelligent cuttings. IEEE Micro, 2000, 20(1): 34-41

Singh S, Baboescu F, Varghese G, et al. Packet classification
using multidimensional cutting//Proceedings of the 2003
Conference on Applications, Technologies, Architectures,
and Protocols for Computer Communications. Karlsruhe,
Germany, 2003; 213-224

Han Wei-Tao, Yi Peng, Zhang Xia. Hybrid cutting algorithm
for packet classification. Journal of Software, 2014, 25(11)

2616-2626(in Chinese)



1554 £2 - S VI A ! 2017 4
(iR, M8, skE. —FRHIES Y4 4265 [25] Fang W, Peterson L. Inter-AS traffic patterns and their

. MR, 2014, 25(11) : 2616-2626)
Kogan K, Nikolenko S, Rottenstreich O, et al. SAX-PAC
(scalable and expressive packet classification). ACM SIGCOMM

[16]

Computer Communication Review, 2014, 44(4). 15-26
[17] Srinivasan V, Suri S. Varghese G. Packet classification
space ACM SIGCOMM Computer

Communication Review, 1999, 29(4). 135-146

using tuple search.

[18] Pfaff B, Pettit J, Koponen T, et al. The design and imple-

mentation of open vswitch//Proceedings of the 12th USENIX

Symposium on Networked Systems Design and Implementa-

tion (NSDI 15). Santa Clara, USA, 2015; 117-130

[19] Yang B, Fong J, Jiang W, et al. Practical multituple packet

classification using dynamic discrete bit selection. IEEE
Transactions on Computers, 2014, 63(2): 424-434

[20] Gupta P, Mckeown N. Packet classification on multiple

fields. ACM SIGCOMM Computer Communication Review,

1999, 29(4) . 147-160

Baboescu F,

IEEE/ACM Transactions on Networking,

2-14

[21]

Scalable packet classification.

2005, 13(1):

Varghese G.

[22] Lakshman T V, Stiliadis D. High-speed policy-based packet
forward using efficient multi-dimensional range matching.
ACM SIGCOMM Computer Communication Review, 1998,
28(4): 203-214

[23] QuY, Zhou S, Prasanna V K. Scalable many-field packet
classification on multi-core processors//Proceedings of the
25th International Symposium on Computer Architecture and
High Performance Computing. Porto de Galinhas, Brazil,
2013: 33-40

[24]

Zhou S, Qu Y R, Prasanna V K. Multi-core implementation

of decomposition-based packet classification algorithms//
Proceedings of the International Conference on Parallel

Computing Technologies. Petersburg, Russia, 2013: 105-119

WAN Yun-Kai, born in 1990, M. S,
His research interests include Internet
architecture and software-defined net-

works.

N

SONG Tian, born in 1980, Ph. D. , associate professor.

His research interests include network and information

security, Internet architecture and microprocessor design.

Background
In the road towards efficiently administering and securing

network traffics, software-defined network (SDN) successfully

implication//Proceedings of the Global Telecommunications
Conference. Rio de Janerio, Brazil, 1999. 1859-1868
[26] Trivedi U, Jangir M L. EQC16: An optimized packet classi-
fication algorithm for large rule-sets//Proceedings of the
Advanced

New Delhi, India, 2014.

International Conference on in Computing,
Communications and Informatics.
112-119

[27] Srinivasan V, Varghese G. Fast IP lookups using controlled

prefix expansion. ACM SIGMETRICS Performance Evaluation

Review, 1998, 26(1): 1-10

[28] Nilsson S, Karlsson G. IP address lookup using LC-tries.

IEEE Journal on Selected Areas in Communications, 1999,

17(6): 1083-1092

[29] Morrison D R. PATRICIA-practical algorithm to retrieve

information coded in alphanumeric. Journal of the ACM,

1968, 15(4) . 514-534

[30] Warkhede P, Suri S, Varghese G.

Multiway range trees:
Scalable IP lookup with fast updates. Computer Networks,
2004, 44(3): 289-303

[31] Taylor D E, Turner J S. ClassBench: A packet classification

benchmark//Proceedings of the IEEE 24th Annual Joint

Conference of the IEEE Computer and Communications

Societies. Florida, USA, 2005, 3: 2068-2079

[32] Ganegedara T, Jiang W, Prasanna V. Frug: A benchmark

for packet forwarding in future networks//Proceedings of the

International Performance Computing and Communication

Conference. Albuquerque, USA, 2010. 231-238

Casado M, Freedman M J, Pettit J, et al. Ethane: Taking

ACM SIGCOMM Computer

Communication Review, 2007, 37(4). 1-12

[33]

control of the enterprise.

[34] Joseph D A, Tavakoli A, Stoica I. A policy-aware switching
layer for data centers. ACM SIGCOMM Computer Commu-
nication Review, 2008, 38(4) . 51-62

LIU Miao-Miao, born in 1992, M. S. Her

and next-

candidate.
research interests include Internet architecture
generation Internet.

LIU Yi, born in 1982, Ph. D. candidate, engineer. His
research interests include Internet traffic analysis and
modelling, deep packet inspection, network traffic manage-
ment, and network security.

LI Dan, born in 1981, Ph. D. , associate professor. His
research interests include Internet architecture, data center

networks, software-defined network and cloud computing.

inspired novel applications of network management and

security by decoupling the control plane from the data plane



7 # T YA F H SN 24 J T e 1555

in the network middleboxes. Besides flexibility to configure
and deploy, SDN requires a high-speed data plane to catch up
the network traffic rate. In some scenarios, the performance
even dominates the feasibility of deployment with SDN. The
data plane of SDN has its computing-intensive function to
classify packets against tens of fields of packet headers,
namely SDN packet classification. Therefore, SDN requires a
high speed algorithm for multi- dimensional (tens of) packet
classification.

For conventional networks, many excellent algorithms
to classify packets have been proposed, and it is regarded as a
solved problem for some time. However, those algorithms
are all designed to handle packets against classification rules
with five or less tuples (fields) of packet header, while SDN
requires a classification against twelve or even more fields
(tuples). Due to the difference of the number of fields, most
of the existing algorithms are no longer suitable for SDN.
There are broadly two directions, extending five-tuple
algorithms to more tuples and designing novel algorithms
directly to tens of fields. The most recent work shows that
algorithms based on bit vector is a promising direction to

solve this issue.

Our work puts forward to advance this key computing
bottleneck by proposing an extension to bit vector based
algorithm for SDN packet classification based on bit vector
which can adapt its classification process to the locality of
network flow. The key point of our algorithm is to dynami-
cally reorder the matching priority of different fields and
accelerate the classification by intentionally skipping some
wildcard matching fields. Our algorithm shows about two
times speedup to the original algorithm in Open vSwitch
which is a widely used open source prototype for SDN. Our
work will reinforce the deployment of SDN in more scenarios.
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