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Abstract As an effective tool to deal with information overload, recommendation system has
been widely used in E-commerce, social media, news and other fields. Matrix factorization has
the advantages of strong generalization ability and high computational efficiency and become one of
the main algorithms for constructing recommendation systems. To improve the quality of
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recommendation, the recommendation server needs to collect a large amount of user data for
training recommendation models. Sharing user data with recommendation servers poses a
significant threat to user privacy due to the inherent lack of complete trustworthiness in these
servers. The construction of a recommendation system that ensures user privacy protection while
maintaining recommendation efficiency and accuracy has become a hot topic of research. Local
Differential Privacy is an extension of Central Differential Privacy and has been developed as a
distributed privacy protection mechanism. It is designed to address the secure collection and
analysis of data in scenarios where the server’s trustworthiness is questionable. This framework
ensures the strength of privacy protection through rigorous mathematical proofs. Recently, Local
Differential Privacy has been integrated into recommendation systems with the objective of
safeguarding user privacy data while maintaining an acceptable level of recommendation efficacy.
However, these studies encounter several challenges. Firstly, the scope of privacy protection is
somewhat limited. Current methodologies predominantly focus on the specific numerical values of
explicit data, considering these as the users’ private information. In fact, adversaries can infer
users’ private information by examining the presence or absence of data within the dataset.
Secondly, the quality of recommendations is often compromised. Local Differential Privacy
introduces perturbations to protect user privacy, but this approach can lead to excessive
perturbation magnitudes and the accumulation of errors, which in turn can adversely affect the
quality of recommendations. In this paper, a matrix factorization recommendation algorithm based
on Local Differential Privacy is proposed for the scenario where the recommendation server is not
trusted. Firstly, the proposed algorithm considers both rating value and the existence of rating as
objects of privacy protection, providing users with comprehensive privacy protection. Secondly,
the algorithm employs anobjectiveperturbation, where the amount of noise added does not escalate
with the number of iterations. This effectively circumvents the issue of noise accumulation during
the model training process, ensuring the efficacy of the model training. Finally, to solve the
problem of intermediate parameter leakage intheprocessofmultiple iterations of distributed
scenario, an element of the model gradient is selected by sampling without replacement and sent to
the recommendation server for updatingmodel. This paper theoretically proves that the proposed
algorithm satisfies local differential privacy. The utility analysis of the proposed algorithm proves
that the proposed algorithm can achieve the protection of user privacy data while ensuring effective
recommendation quality. Experimental results show that the proposed algorithm greatly improved
the recommendation performance andthe error reduction of the proposed algorithm on the public
datasets can reach 18% on average. Therefore, the proposed algorithm shows good application
value in data privacy protection inthe recommendation field.

Keywords matrix factorization; local differential privacy; objective perturbation; recommendation
algorithm; privacy protection
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their existence are both protected. Moreover, our scheme is
designed based on an objective perturbation mechanism with
random selection. Our scheme not only avoids the error
accumulation problem which is commonly existed in the
gradient perturbation, but also effectively resist the attack of
noise elimination which is commonly existed in the distributed
objective perturbation. We the oretically prove that the

proposed algorithm satisfies local differential privacy.
Experimental results show that the proposed algorithm greatly
improved the recommendation performance. Therefore, the
proposed algorithm shows high potential to be applied in
privacy—preserving recommendation systems.
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