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Abstract  With the development of Internet technology and multimedia tools, it becomes very
easy to distribute and transmit the digital media like image, audio and video. Simultaneously, the
protection of intellectual property has also become more and more attentive and important for the
society. Digital watermarking has been proposed and widely studied during recent years for the
purposes of copyright protection and content authentication. Whilst digital watermarking can be
widely applied to various digital media, this paper focuses on digital audio watermarking. Imper-
ceptibility and robustness are two main requirements of any watermarking systems to guarantee
desired functionalities, but there is a tradeoff between them from the information-theoretic
perspective. Imperceptibility denotes the ability of embedding the watermarks without significantly

lowering the audio quality. Robustness denotes the capability of extracting the watermarks under
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various attacks. Above two requirements, respectively imperceptibility and robustness, are
equally important for an audio watermarking algorithm, but there is an ambivalence between
them. Improving the ability of robustness and imperceptibility at the same time has been a
challenge for all audio watermarking algorithms. In order to solve the tradeoff between the
imperceptibility and robustness of the watermark data, the advantage is usually taken of the
statistical properties of the digital audio. Every digital audio has certain features and characteristics.
In statistical modeling, it is intended to capture these characteristics using a small number of
parameters. In the past decade, some statistical model-based digital audio watermarking schemes
have been proposed, and it has been shown that the statistical model based multiplicative
watermarking schemes are more robust and provide higher imperceptibility of the watermark than
other approaches. Therefore, detection and extraction of the multiplicative watermarks have
received a great deal of attention. Statistical audio modeling is mainly focused on transform
domains in which the energy density has a more local structure, and the performance of a statistical
model-based detection of a watermark is highly influenced by the multiresolution and compression
properties of transform and the accuracy of the transform coefficients modeling. There are a
number of transform and distributions that have been used in watermark detection; however,
there is still scope to explore further the suitability of transform and distributions to improve the
performance of watermark detectors. In this paper, a new blind detector is proposed for DT CWT
(Dual-Tree Complex Wavelet Transform)-based multiplicative audio watermarking, wherein a
PDF based on the multivariate BKF (Bessel K form) distribution is used. In the presented
scheme, watermark data is embedded into the significant high-frequency coefficients in DT CWT
domain. At the watermark receiver, DT CWT highpass coefficients are firstly modeled by
employing multivariate BKF distribution according to the inter-scale coefficients dependencies,
then the statistical model parameters of multivariate BKF are estimated using the intra-scale
coefficients dependencies, and finally a blind watermark extraction approach is developed using
the maximum likelihood decision rule. Experiments are performed to verify the imperceptibility
and robustness of the proposed watermark decoder. The results show that the proposed blind
watermark decoder is superior to other decoders in terms of providing a higher peak signal to
noise ratio and lower bit error rate. It is also shown that the proposed decoder is highly robust
against various kinds of attacks such as noise addition, MP3 compression, amplitude variation,

random cropping, and jittering.

Keywords audio watermarking; multivariate Bessel K Form distribution; dual-tree complex

wavelet transform; maximum likelihood decision; dependencies
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%38 3E I (8 kHz) 0.56 27.56 0.07 25. 83 0.41 28.02 0.08 28.98
3 98 (50 Hz) 0.48 27.02 0.16 25.56 0. 40 27.95 0.11 28.76
IRANIE RS (40% with 50 ms) 3.52 26. 04 4.31 24.93 2. 04 25. 94 0. 89 26.79
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e k(23] ik 24] k(8] A
e BER/ % PSNR BER/ % PSNR BER/ % PSNR BER/ % PSNR
TR RE(14/6/44) 0.16 26. 34 0.07 26. 74 0.26 26. 95 0.06 27. 21
R £ 446 i (130 %6) 0. 09 — 0.06 — 5.04 — 0. 06 -
R J3E 46 (70 270) 0.11 — 0. 09 — 4.47 — 0. 07 —
MP3 64k 0.07 33. 89 0.11 31. 68 2.51 36.02 0.06 36. 65
MP3 48k 1. 88 31. 87 0. 67 31.02 5.65 34. 28 0. 64 34.98
MP3 32k 5.45 30. 22 0. 89 29. 14 6. 81 32.03 2.62 32.55
M Li%gﬁ%% Eﬁ . z'g;‘(%j{f]({i/ﬁcﬁﬁﬁ} E]/‘J Transactions on Circuits and Systems for Video Technology ,
o s e g e —_— 2016, DOI; 10. 1109/ TCSVT. 2016. 2633878
AT A | T HL B 88 A8 T AR o i S
— o . N Vo o [2] Hua G, Huang J, Shi Y Q. et al. Twenty years of digital audio
2[R 20 Sty Can B AL 8T U1 i B2 48 50 B3l 45D L B _ T .
A PN . watermarking — A comprehensive review. Signal Processing,
i ke AR R 5 O AT R 22 (] - A ] L X 2016, 128, 229-242
I%E]ﬂﬂzf»‘i%{f (D %I AT Iﬁjﬁj‘jﬁﬁi+;§rﬁ$‘\i [3] Verma V' S, Jha R K. An overview of robust digital image
*@%E% ‘jﬁ’ﬂy\l'z‘fzz:ﬁ %%gﬁt Eq’%‘l‘é E’:J Xﬂﬂig watermarking. IETE Technical Review, 2015, 32(6): 479-
BONBAR 5 (2) SR HT 20 8 GE 7 598 19 4 196
l%lﬁ( vﬁi+? Q jﬁm7j( Eﬂﬁ%/\ﬁﬁﬁ l%lﬁ, (3) L8 [4] ’I‘langi Xn;, Ma Zhaof:‘cng, N;‘u me);m, 1Yang Yeran.1
s wr . Blind audio watermarking mechanism based on variationa
BKF J3 11 8 hy Hfilh , 455 728 4 3 800 1 2 Fop ¢ . A . o
Bayesian learning. Journal on Communications, 2015, 36
FEPE A T W0 RE ) HSER A Z A RSB IR (1): 121-128(in Chinese)
HAhTE TR S L R D6, HLOHT . B3 SSe. BT 0 DU o 19 %
WK ENE AN D7 . W15, 2015, 36(1) . 121-128)
A\ [5] Rahman S M M, Ahmad M O, Swamy M N S, A new statistical
6 % it
detector for DWT-based additive image watermarking using
. e S | | the Gauss— Hermite expansion. IEEE Transactions on Image
8 YR AR — o
AR SCLARUR 530N A2 4% (Dual-Tree Complex Processing. 2009, 18(8): 1782-1796
Wavelet Transform,DT CWT)&%]’D BKF (Multi- [6] Singh ], Garg P, De A. Multiplicative watermarking of audio
variate Bessel K form,MBKF)é}ﬁ}fﬁi@ﬁ\j%Eﬁ{ ,]:;E'E in DFT magnitude. Multimedia Tools and Applications,
T R 5 R K BB 2014, 719 14311453
{z‘?ﬂ? DT CWT ﬁi%ﬁﬁi@‘riﬂ( Elj ﬁ{%ﬁﬁ? 7J( EI—J 1%4_1% [7] Wang XY, ShiQL, Wang SM, et al. A blind robust digital
N, . w watermarking using invariant exponent moments. AEU-
A TEKEDRG I 35, 25 & DT CWT REREN . 4 . o
B International Journal of Electronics and Communications,
%*/ﬁ%ﬁﬁ’?ﬁ%if@*ﬁ%{ﬁ i+H'_ll /ﬂ\:*ﬁﬂ%@[ ’ IEJ th [8] Ngo N M, Unoki M. Method of audio watermarking based
ﬁljﬁﬁﬁﬁjt{u?jgy%%g%ﬂ;lﬂ( E]j fa“%\, ’f}‘jﬁgggﬁééf on adaptive phase modulation. IEICE Transactions on
0 A S Y AL B I i S ] R L i L EL Information and Systems, 2016, 99(1): 92-101
4 e E‘J?ﬁﬁﬂl %%’ﬂ‘fﬂ%ﬂiﬁlﬁl%ﬁﬁlﬂi%ﬁﬁﬁ [9] Dong L, Yan Q, Lv Y. et al. Full band watermarking in
DCT domain with Weibull model. Multimedia Tools and
Applications, 2017, 76(2): 1983-2000
é’% % I ﬁjk [10] Amini M, Ahmad M O, Swamy M N S. A new locally

[1] LiuXL, Lin C C, Yuan S M. Blind dual watermarking for

color images” authentication and copyright protection. IEEE

optimum watermark detection using vector-based hidden
Markov model in wavelet domain. Signal Processing, 2017,

137. 213-222



1124 L2 I S 1 = SR 2019 4
[11] Amini M, Ahmad M, Swamy M. A robust multibit multipli- [19] Khawne A, Attachoo B, Hamamoto K. Optimum watermark
cative watermark decoder using vector-based hidden Markov detection of ultrasonic echo medical images. IEE]J Transactions
model in wavelet Domain. IEEE Transactions on Circuits and on Electrical and Electronic Engineering, 2015, 10(2):
Systems for Video Technology, 2016. DOI 10. 1109/ TCSVT. 149-156
2016. 2607299 [20] Bhinder P, Singh K, Jindal N. Image-adaptive watermarking
[12] Kalantari N K, Ahadi S M, Vafadust M. A robust image using maximum likelihood decoder for medical images.
watermarking in the ridgelet domain using universally optimum Multimedia Tools &. Applications, 2018, 77(8): 10 303-10
decoder. IEEE Transactions on Circuits and Systems for Video 328
Technology, 2010, 20(3): 396-406 [21] Akhaee M A, Sahraeian S M E, Marvasti F. Contourlet-
[13] Sadreazami H, Ahmad M O, Swamy M N S. Multiplicative based image watermarking using optimum detector in a noisy
watermark decoder in contourlet domain using the normal environment. IEEE Transactions on Image Processing,
inverse Gaussian distribution. IEEE Transactions on Multi- 2010, 19(4): 967-980
media, 2016, 18(2). 196-207 [22] Amirmazlaghani M, Rezghi M, Amindavar H. A novel robust
[14] Wang Xiang-Yang, Liu Yu-Nan, Xu Huan, et al. Blind scaling image watermarking scheme based on Gaussian mixture
optimum detector for robust image watermarking in nonsub- model. Expert Systems with Applications, 2015, 42(4).
sampled Shearlet domain. Information Sciences, 2016, 372 1960-1971
634-654 [23] Akhaee M A, Sahraecian S M E. Scaling-based watermarking
[15] Kwitt R, Meerwald P, Uhl A. Lightweight detection of with universally optimum decoder. Multimedia Tools and
additive watermarking in the DWT-domain. IEEE Transactions Applications, 2015, 74(15): 5995-6018
on Image Processing, 2011, 20(2) . 474-484 [24] Akhaee M A, Kalantari N K, Marvasti F. Robust audio and
[16] Bian Y, Liang S. Image watermark detection in the wavelet speech watermarking using Gaussian and Laplacian modeling.
domain using Bessel K densities. IET Image Processing, Signal Processing, 2010, 90(8): 2487-2497
2013, 7(4) . 281-289 [25] Asikuzzaman M, Alam M J, Lambert A J, et al. Imperceptible
[17] Sadreazami H, Ahmad M O, Swamy M N S. A study of and robust blind video watermarking using chrominance
multiplicative watermark detection in the contourlet domain embedding: A set of approaches in the DT CWT domain.
using alpha-stable distributions. IEEE Transactions on Image IEEE Transactions on Information Forensics and Security,
Processing, 2014, 23(10) . 4348-4360 2014, 9(9): 1502-1517
[18] Bian Y, Liang S. Locally optimal detection of image watermarks [26] Boubchir L, Nait-Ali A, Petit E. Multivariate statistical
in the wavelet domain using Bessel K form distribution. modeling of images in sparse multiscale transforms domain//
IEEE Transactions on Image processing, 2013, 22(6); 2372~ Proceedings of the International Conference on Image
2384 Processing (ICIP 2010). Hong Kong, China, 2010. 1877-1880
WANG Xiang-Yang, M. S. ., profes- security.
sor. His current research interests NIU Pan-Pan, Ph. D. , associate professor. Her current
include network information security, research interests include network information security, and
and intelligent multimedia computing. image processing.
WANG Si-Miao, M. S. candidate. Her current research
N interests include information hiding and digital watermark-
[N il \\\ A LI Li, M. S. candidate. Her current ing.

research interests include information hiding and digital
watermarking.
LI Hai-Fang, M. S.

candidate. Her current research

interests include digital watermarking, and multimedia

Background
With the development of Internet technology and multi-
media tools, it becomes very easy to distribute and transmit

the digital media like image, audio and video. Simultaneously,

YANG Hong-Ying. M. S.. professor. Her current
research interests include multimedia information security and

image processing.

the protection of intellectual property has also become more
and more attentive and important for the society. Digital

watermarking has been proposed and widely studied during



5 E I BHAE . HE T 0 BKF S8 i g8 0 RURE A2 550/ 1N I 8807 7K B 0 5 7 1125

recent years for the purposes of copyright protection and
content authentication. There are three indispensable, yet
contrasting requirements for a watermarking scheme: robust-
ness, invisibility and capacity. Therefore, a watermarking
scheme should provide a trade-off between these features.

In order to solve the tradeoff among the robustness.
invisibility, and capacity of the watermark data, statistical
properties of the host data are commonly used. Therefore,
efforts in this direction have been mostly on the statistical
modeling of the transform domain coefficients. There exists
several works focusing on watermark decoding using the
statistical properties of the transformed domain coefficients,
in which the univariate statistical models are employed and
only the intra-subband ( neighborhood) dependency are
captured. In other words, there does not exist any works in
digital watermarking (especially audio watermarking) for
modeling the across-scale dependencies of the transformed
domain coefficients using a multivariate distribution.

In this paper, a new blind detector is proposed for DT
CWT-based multiplicative audio watermarking, wherein a
PDF based on the multivariate BKF distribution is used. In
the presented scheme, watermark data is embedded into the
significant high-frequency coefficients in DT CWT domain.
At the watermark receiver, DT CWT highpass coefficients are

firstly modeled by employing multivariate BKF distribution

according to the inter-scale coefficients dependencies, then
the statistical model parameters of multivariate BKF are
estimated using the intra-scale coefficients dependencies, and
finally a blind watermark extraction approach is developed
using the maximum likelihood decision rule. Experiments are
performed to verify the imperceptibility and robustness of the
proposed watermark decoder. The results show that the proposed
blind watermark decoder is superior to other decoders in
terms of providing a higher peak signal to noise ratio and
lower bit error rate. It is also shown that the proposed
decoder is highly robust against various kinds of attacks such
as noise addition, MP3 compression, amplitude variation,
random cropping. and jittering.

We have been studying the issue of digital watermarking
for years. And our work have been published in the top
journals and conferences in the multimedia processing field,
e. g. IEEE Transactions on Information Forensics and
Security, IEEE Transactions on Signal Processing , Pattern
Recognition, Information Sciences, Signal Processing,
Journal of Visual Communication and Image Representa-
tion , and SCIENCE CHINA Information Sciences.
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