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Abstract  Identifying and reducing the confounding effect can improve the effectiveness of
statistical fault localization. In this paper, we present a novel approach that accounts for the
effects of program dependencies to mitigate the confounding effect during Predicate-based Statistical
Fault Localization (PBSFL). First, we present a variable type-based predicate pre-filtering
technique to improve the ability of fault-relevant predicate identification. Then we recognize both
the control dependence confounding bias and the data dependence confounding bias by analyzing
the mutual dependence between the program predicate and the executing result based on the
causal inference. To improve the efficiency and accuracy of the PBSFL, we also design a combined
predicate collection technique with static slicing and dynamic reducing. With the run-time information
and the executing result, for each predicate we estimate its causal effect by a linear regression
analysis and treat the failure-causing effect as the suspiciousness. Finally, they are provided to

developers for program debugging. Experimental studies demonstrate that the fault-relevant
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predicate can be identified effectively by the proposed variable type-based predicate pre-filtering

technique, and the effectiveness as well as the efficiency of the predicate-based statistical fault

localization can be significantly improved after mitigating the dependence confounding effect.
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Background

Fault localization has been a hot spot issue in the
program software quality assurance (SQA) field during the
past decade. Especially, statistical fault localization (SFL)
has attracted the attention of an increasing number of
researchers. Because there is still a lack of knowledge about
the association between the fault and the execution result, it
is a big challenge to extract “good” locating results that work
well for various programs.

Suspiciousness computation is one of the critical steps in
the SFL. Many SFL approaches treat the association
strength between the program element and the execution
result as the suspiciousness. They are effective in some cases.
However, a program element which has high association to
failed execution does not necessarily mean the root cause of
the failure, because those metrics process do not consider the
factors or confounding biases that influence both the predicate
and the execution result.

To combat the aforementioned limitation, this paper
presents a novel approach that accounts for the effects of
program dependencies to mitigate the confounding effect
during Predicate-based Statistical Fault Localization. First,

we present a variable type-based predicate pre-filtering

technique to improve the ability of fault-relevant predicate
identification. Then we recognize the control and data dependence
confounding bias by analyzing the mutual dependence between
the predicate and the execution result. To improve the efficiency
and accuracy, we also design a combined predicate collection
technique with static slicing and dynamic reducing. Experi-
mental studies demonstrate that the fault-relevant predicate can
be identified effectively by the proposed predicate pre-filtering
technique, and the effectiveness as well as the efficiency of
fault localization can be significantly improved after mitigating
the dependence confounding effect.
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