WAT A 4 1l A Bl 2 Bl Vol. 47 No. 4
2024 # 4 H CHINESE JOURNAL OF COMPUTERS Apr. 2024

MagDet . & Tt #;8 F& A #l GPS EUIm4& il 77 i%
BEE FXE N R KEER DrE

W2 TR RE M SHEE L% W% 710071

M E GPSEHTRRZMEMAMET TR S EN RGN T IEANE B — A Al g0y 4l 5
A3 BRAE T OCHE MRS 0 07 B B X S AT 5 1 AR B O . AR, GPS R B M0 O 48 5% 1 U8 AR X GPS K
FGE AR EE . R S T AL GPS 8 A8 Uy koK 2 5 05 AU B R 2 A AL E T
A (BN, 3R CTCER Y- 3 R I AR Sk L AR SCHR Hh — T 1 B T Hb R 35 10 T AL GPS R B A6 I
i ——MagDet(Magnetic field-based Detection method) » H: 3 A< L AE J2 F1] T b 1R o9 358 A1 7 4 )8 8 50 RS £ 4
PETA (9 015 5 5 5, 83 B 52 TRAT WSO 7 B RN 7 8 B R AL IE R R T o N A% R L A A ) Bk
YN G330 B B4 AR 6 B A 43 2R 4% i 40 S 20 T LU M 00 38 76 8 WAL T S AL b O ik B R D B Ak 99. 5%, 73
#1572 (Equal Error Rate, EER) 2 0. 512 T BUA K I 7 1. te Sk 74 T 4 Fl 5 & 4T MagDet (952 00, LLIE B
e BV AE R 5 15 Y M S (BB 6 kem)  HERR R W E T 95% . EER N 0. 49%.

KA GPS RS I s HE ; J0 A HL s GPS JBR e ol s L7 2 >
FEESES TP309 DOI & 10.11897/SP.J.1016.2024. 00877
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Abstract  GPS is currently the most widely used satellite-based navigation and positioning sys-
tem. For unmanned aerial vehicles (UAVs), it is an indispensable component, providing crucial
and precise location data that is essential for the success of navigation and missions. However,
GPS spoofing attacks have gradually evolved into a growing threat to GPS-dependent systems.
Most existing GPS spoofing detection methods for UAV's are proposed based on simulation data,
and they depend on multiple UAVSs or require dedicated devices (e. g. , software-defined radio
platform and high-definition camera). In this paper, we propose a novel GPS spoofing detection
framework, MagDet, for a UAV based on the geomagnetic field. Our basic idea is to use the geo-
magnetic field anomalies due to inhomogeneities within the Earth’s interior and surrounding met-
al material. We collect positions and the strength of magnetic field through real flights including
normal and attacked scenarios. Various machine learning algorithms are applied to train with
these data to choose the best classifier, which can be easily deployed in common companion com-
puter. The detection rate is more than 99. 5% and the equal error rate (EER) is 0. 51% , which is

better than existing methods. We also evaluate various factors on MagDet to demonstrate the ro-
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bustness. Even in an unvisited site (6 kilometers away) , the accuracy is higher than 95% and the

EER is 0. 499%.
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Spoof SW AT R . A% ST F Bl AL AR I A 2 5 AU (B
RAE W2 B NER B R O 26 B ml 28 B A 2 1 AR AR AR
25 T W T B ATL AR Ak (1T DAAR SR 25 A G I (g
YR i 57 B B AS ) o) R ) L 9 L M LG

m =randN %50, randN %50 > 20 (3)
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ngChSum +m, randN %10 =5

IngChSum =
ngChSum —m, randN %10 <5
D
spoofedlLongitude = longitude + [n gChSum
(5

Spoof SW & ik L5 GPS 4 LA S B0 3 B e o
77 2, ARG (DTG FiR, &R T4 EEE
BT RS O R A A X B FEA L 2 5K
3, randN NERFEHAE . m ZH rand N 15519
g AR W T, IngChSum NEEE
W WIIRE N 05 (5, longitude T EH L)
215, spoofedLongitude N K Yn 1) 4 FF {H. Spoof-
SW PRGN TAR M A 53k 1 PR, Hof At GPS
FWOHL™ A L B LS HOIE 0 B 2 BE RN E . 5B 2 AT
X HESAE B IngChSum M latChSum 43 5 Fid %
BEUR G 02 B 2R B S AU CREATLAED A SR . B
WU AL ZBUAS T 28 4K o AS W 384 hn st 20> o PR B 2R — B
A PR ] A 3 B Ay B AR O T AL AT LA A
P BT L AR 5 2 3% 8 B B Rl e /N B
{E/N T 50CHNER 8.,10,17 F1 19 47 i) i A2 AL (AT A
BT TC LB O o7 L He A S 3—11 173t
B IngChSum WE ESS 12— 20 47118 latChSum 1)
(B A 7E 21— 22 AT B B LSS B 2 FE M L

Hik 1. SpoofSW B .

Wi A :longitude , latitude

it :spoo fedLongitude , spoo fedLatitude

1. BEGIN

2. B X IngChSum M latChSum HFATF S BOFW) 1h
&0
rand N < rand () ;

WHILE randN %50 << 20 DO
randN <= rand () ;
END
IF randN %10 = 5 THEN
ingChSum < IngChSum + randN %505
ELSE
10. IngChSum < IngChSum — randN %503
11. END
12. randN < rand O);
13. WHILE randN %50 << 20 DO
14. rand N <= rand () ;
15. END
16. IF randN %10 = 5 THEN
17.  latChSum < latChSum + randN %50;
18. ELSE
19. latChSum <= latChSum —

© o] ~ » ol = w

rand N %50;

20. END

21. spoofedlLongitude < longitude + [ngChSum ;

22. spoofedlLatitude < latitude + latChSum ;

23. RETURN spoo fedLongitude » spoo fedLatitude

24. END

O FHR AR

FERCHE WS AR 2k B, BRI B TRAT BR AR AL A LR
AR MR B4R A B AR L b TR B AR RN R R AR K
FOHEER N2 m/s 4 m/s f1 6 m/s, &KL 6 m
) 15 m Z ). B 58, Jo AP IR AR A 4] 1Y B A R
17 A3 GPS W 2 il 1 52 e, DL AR i I 4R 45 1E
WORATEOE. R AT AL AT R R R R GPS
S o Mt A H i 2 U B AR SRS L AT LA AT H
AR IR AT BRI A 4. 2 A g S
TAL BEFNGS A, 3 19 A4 1 FEAE I, B — /)N BL i (]
VAP B B R Ty — A AR AR S8 o S L T
12386 s B4 BB AU 4K 6534 s 1F H A8 f1 5852 s
T B A
5.2 MM

TE Al 48 A5 A SCHE B T 2 Bl O Al 5 A5 Ok TE AR
MagDet, £ 45 #i B % (accuracy) . & 5 5% % (False
Acceptance Rate, FAR) R {5 48 K (False Rejection
Rate,FRR) . E [H 14 % ( True Positive Rate, TPR) .
B B %% ( False Positive Rate, FPR) ,F1 Jif & (F1-
measure) f1 %5 4% % K (Equal Error Rate, EER). H
o, (D) HERR R R GPS 3R B 1 s (10 1F B 46 I %K
(2)FAR RN TE T A w5 # 52 FEAS CH 8 2 TE 3 1)
GPS {55t B Ao AR B A 2 452 32y IR B AR AT L
%5 (3) FRR 3R 76 JIT A 945 48 B A% CHI 2 Ry 3 0 1)
GPS55) h , IE W FEA Bl 3R FE 468 19 L 3% 5 (4) TPR
TN F G E B T 25 1 1 O A S A T A R A R AR
43 FRR Fil TPR i S F18 1; (5) FPR J& & 404
BRIEAZ W IRIRAE A TE i 35 2 FEAS TP 9 43 L. FPR
ZE[A T FAR; (6)F1 B o T PP Ak 4 R BB 114 BT i 5
(TEER 72 245 5/ 3 {4 %% ] FRR 4T FAR I 1t
. EER B, 150 B 22 48 BORS . ME i R . FAR/FPR,
FRR 1 TPR H] T 3FAl MagDet J5 ik P E  F1 B2 &
{E T VA U1 2545 21 A B 7R 1 o

AN TRVESCE B 0 1 i B A Ry W 5 A T BB ok B
B I R A B A BE (1 5.2 5.3 s 4 s
F5 ) I 5 91 S — A Bl A e, 32 i 1
or2ea%. ok M XGBoost 512 WAl 764 [F) B (K
W) R GEPERE. N A TR HS BE F 19 GPS 03 M i i K
R4 3 Ca) frzs AT LLE B, 45 0 ] BT 4



884 it = GilN =2 i 2024 4
100 JG. R T xB\mAEMEE S8 v.learning rate.
mazx_depth Ml n_extimators 53 WEE H 0. 001,0. 1.2
F1 450, FIESBOR AL 1) LB ] 6198 s.
99 | (2) BRI BE PEAS
;g; B 5E U2k MagDet I A4 pUSE IR 25 R, W3k 2 Jir
x 7~. XGBoost MER# . FAR/FPR #l F1 Ji¥ & 5 &
gy A3k 99.57% 0. 21% 1 99. 55%. XGBoost & %
I AR B AR RN BB 7. O AR i ROC
Hh 2 R PEAL PERE, W E 4 iR, BEAh . iR T AN
A ? ! 4 ! e X R AUC # EER, 40 & 4 fif 7. RF,
AL /s GBDT #1 XGBoost fyPERE R 4F. BT AUC # it
(a) a3 99%,.EER /M 1. 4%. XGBoost £ M fE . H AUC
KRS J999.99% .EER 7 0.51%.
-G 100
084 e K2 BEMOKRBNIRER
0.951 % IR W% FAR/FPR  FRR TPR F1 &
el = ; KNN 80.17%  20.62% 18.97% 81.03% 79.65%
f:' ' ““?.__g_'ﬂ'ﬂ 0.02  0.04 SVM-rbf  78.40%  35.46%  6.51% 93.49%  80.56%
= L3 RF 98.12%  1.13%  2.69% 97.31% 98.02%
- 04 "8 . MLP 79.58%  26.19% 14.14% 85.86% 80.10%
2 ::Lr;}:;:g s fl:,;i;: ooaBns DT 96.83%  2.27% 4.15% 95.85%  96.66%
0.2 —— ] CHE: 3s: AUC=99, 96% EER=1. 03% GBDT 99. 25 % 0.72%  0.79% 99.21% 99.21%
""" HEHCH: da:: AUC-09. 9%, BER-L, 028 XGBoost  99.57%  0.21%  0.67% 99.33% 99.55%
—e— [fCHE: 5s: AUC=99. 82% EER=1.55%
L 0.0 02 0.4 0.6 0.8 1.0
P 2 1.0 455
(b) ROC i £ FIEER
B3 AN [A] B[] B2 ) A 0 44 A X E 08 =
MR F 98. 6% X GEM] T MagDet 7E K Ul GPS % 064 e | A N
L ok v L N . # i e 0.000 0.02 0.04 0.06
00k < T A ROPE . S R BE SR 2 s B A E
2 N ~N N = s+ SVM-rbf: AUC=8T.60%, EER=21.3:
SRR, J 99 62%. BESh L (11 ROC 26 34 ¥ Vet o ex o
SrFEAPE AR OF T B R B )R BE Bl 26T 1 R - M
(Area Under Curve, AUC) il EER, U1 & 3 (b) fif ; R
77—\‘. 5*&‘@]”%{#@[ , %/’ HTJ— IEJJL/QE%J 2 S HTJ- s EER {EIEILZ oo —— NGBoost: AUC=99.99%, EER=0.51% !
RARME, 8 0. 27%. FF UL L L, ol LIS 4518 . 00 02 M{Esz#%ub 08 o
2 R I ] RE Ve BRI L ST A2 SHIE e
LA 2 B h I 6 K FE i 50 A T T 45 24 0 10 1 4 B L AR N
T e .
(OHE RS (3) 55 7Y 3 28

G I 3 B T8ty 22 R, MagDet T 2 FH 42 B
AL HR 5 1 RAT BCE AT N SR, w S e X
50 UE FH b 48 R J7 75 98 SVM-rbf (KNN,RF . GB-
DT.DT, MLP I XGBoost # % 1 & 4. L XG-
Boost il , Tl Je 4 T S E A (E L b, v AN
learning rate X B H—HE, EPEE 6 MM
1077 3 10° BYXTELIRIBE B91E s max_depth (AR
M2 B 6, [BIBE R 15 n_extimators JeAli i1 4% B
HUE A AN 200 F 500, 1] B8 4 50. 78 3k 5 5 $ (8 1 el

YT XGBoost B B AL 7 B f AR T
AHL. CATFE R SR IR A BR . S 1A e TE A HL
Bt ¥ 4l &R 48 SE Rt ML B 7E W %8 UK raspberry
AB™5 5z 38 MagDet. raspberry 4B 1E K — A HL 2K
FFRALS ©AT 5 il 25 A I U E L ] MAVLink P
WO A O R AT A i — 2B U] Mag-
Det B 0] I . 76 4% el 37 0 38 22 38 & MagDet Y
T, KATH R E N 2 m/s, “ITHEEWRE N
7 m—22 m. il T AN GPS W B S R
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I S2 55, 10 S QAT 500 A i 45 R, R3S 1852 s
IEH QAT ECE A 1626 s 3 B 2 o B3 . 52 ik A6
GPS i T i 9 i %k 88.50% . F1 B & {H A
85. 97 %0. MLARITF AL L 14 32 B 4G 0 P BEAK T & 2UHL
W TRAT AR A A R L oA LT AL R
i 2 (158 3k B 1052 A SE A AT AR S B0 WOBUE AN 52
R [a) I B8 A% i AT SEE I
5.3 AT IEMEELLE

iE— 26 MagDet (4885 8L M & TAEEAT
5, DAE B W4 3 R AR B AR . fR T 2 A 1Y 7 vk il
H BB 4E 5 MagDet AR, H—% TAER A A
LA B L DR AR SO B T I S kL il
FH A SC ) B 46 % e AT A7 VAR . A A [R) %) 25 4
AR 0] DL O o Ak BE L R AR T L LR S
T ST R Of S T A A % T 0 S R LB A5 SRk 3
Jr7s. A8 A PEAG 48 A5 . MagDet (938 3 ¥ 0 T
JSAPY PerDet™" #l ConstDet ™ J7 ¥, JSA 1) #E i
Fh i, R 82.25%, 2 TSA AU ] £A 2 B2 |
R LT GPS 7 B 80 TR R B R T T
Tl B A7 A DL SR« B 2SI A5 A £ 3 5 77 A T2
B L B T AS 04 I R AR AR R 2 K SRR
B ECHE 2 3 BUAE RN HER 5 53 51, TE AL B A
T GPS M 1 /K -7 B, 0 0 A 5 o B B, DA
Wi A ML B AR k. JSA ik EFH R T
T I AL GPS 8w Bt 19 DATEYY Ft TECS™
7 AATTE 27 B JSA 74 F DATE fl TECS
J7 i s R AT DA E — 25 4 W MagDet (199 fE thf T
DATE Fl TECS J5 .

*3 5EUEIE(EBEIRMEREITLL
MAETHE R FAR/FPR  FRR TPR
JSAY 82.25% 15.56% 20.17% 79.83%
PerDet™7  91.78%  8.38%  8.06% 91.94%
ConstDet??) 96.87%  3.05%  3.23% 96.77%
MagDet  99.57% 0.21%  0.67% 99.33%

F1 Ji i
81.03%
91.52%
96. 77 %
99.55%

x4 S5UFIEMKNEILE
A T AE iy
Wang % AP 78%
Jansen f;":f}\[]z] 75%
98.6% (=>4 UAVs)
96. 7% (<4 UAVs)
94. 8 %6 CH TAT 3t A YD)
8996 (ML)
99.57%

LiEITE S
IS
IR Ry OB

15 F A

Liang % A%

Xue E#/\D]

MagDet

BEAb A — 2 TARRME T GPS 00 2 o (9 4
W AL F e AR 3 T 22 A B 2 L

LB BRI AP B RS R R R R
HH L R EATARES MagDet 4 FH A1 5] /9 505 45
WAL R 4 L ER A R T R R T L AT DLW %R B
MagDet & 4T B S50 ¥4 52 4 09, OF H B A & e i
Rl
5.4 HFEZEIT MagDet 950

A/INAT R VR AR 25 ol R 2R 3] 4n ok E g R R M
FOABALXT MagDet [ 5211,

o B R SR T R B AR B R R Y s e AT D) 22
W AT A — B BT L MR A S A R R
IR S LB Y A S0 A Al L 3 T b K N
FR YAz 2y, AR T 3k 0 5 L B B R R T i
Vi) FRUE A X A58 /N o BRI 33 7 A B[] B2 P b e 3 1) i
A LER AT 35 25 S SR L ZE R 1Y) i 3R AL 8 R AR
RIS T L AT RE AR AE — LE R/ N 2 e 91 40, 76
Ko R BA 4 5 AT 5 | A A 8 2 1y AR Ak X R A AT
FE R — L 15 0 b R A 5 7 A — e s e, R X — 5
M) 368 K 5 H R AL R A% R N P A A DG R BN A
15— K F 0 R [ 722 4 38 5 o) b A5 5 8 AR 4R
PR 5% AR X 258 /N b 1 A% TRk A GE R R U8 TE 11 R ORN
W b A e o 1 I 5t Ml % . BRI AE — 2B RE R 09 N
5 b, AT RE S 22 7% B X SE SN A2 AL, 0 H 2
TE 4 3 4% 1% 0 FH o s o ) O X T A e RS
JE WG B (B A5 1 B R &, MagDet J7 3 % HH WL
H BRI 0L T35t A8 T oK B AR A TR ot
IG5 R Az — Kb i e R AR AR Y 5w B, R
I o oA K 38 1 S5 DA MagDet J& 75 %2 11 K 5 i
2 SR RN,

(1) 3 JiE A2 1k 1Y 52

A TR] B ] 4 B2 8 AT R AE AN TR T A A
) 4 7 22 b o 25 AN I (L. AR Gl o 78 = Al 0l 6
TTEEAMHA 1 m/s.3 m/s 15 m/s) T ®RITEA
P DAl MagDet 78 A [F] 3 B2 T (49 1 . 31X 46 o i
AL TH 5.2 5 R R I SRt 2 . B K
TR B R AT I A RO B i 3R 5 TR, AR
5.2 5 R I 43 S A R A I 3 SE AL HE . MagDet 7
SAE O B MERF R F1OEE & 4 B T 98 %6 Al
97 % s R T B AR AL A R A G i 2y
il ROC M1 RN 1 AUC F1 EER SR 3FAk
fe. i 5Ca) frm, AUC KT 99.8%, EER /N T
1.5%.

(2) 7 2 78 AL 1) 52 il

Tl 7 ik B B v R R AT AR Ak AR S50 A 7

11m—15m.16 m—20 m Ml 21 m—25 m =&



886 it ) Bl &5 i 2024 4
6 B PN RAT X MagDet #£ AN [ 5 BE T (14 1 g 17 J9 B Bt
TVRAS . R B A S R AT AR IR AT B

e ‘ N £5 R ATEEMMAE
WM 6 FrR. M FS 5.2 1 iy 43 28 28, & —

. R 1 m/s 3 m/s 5 m/s
2 7 ROC i £ Jf 315 7 AUC #l EER, |4 5 OB ] ) 420 508 478
(DR, REMILFR5EER. X g R e, Y LIRS 98.03% 99.12% 98.71%
I N MLTEAS [ 15 B €47 MagDet 7] L) # Il GPS F1 & 97.56 % 99.21% 98. 96 %

|.U'_____ 1.0 T —
N 1. 00 ?". : o] ————
0.8 X I 08%F . || T s
\u., i . b . ; 0.9754 |
® 06 h , - ¥ 061 S
ooe g, 00 0,05 0. 10) *= | ".0.000 0.005 0,010 0.015
= = i .,
= 0.4 it & 041 3
0.2 —— Ele/s AUC100 00%, LD, 013 0.2 : — M1 AL :|:.:\_ L=, 015 02 .
N 3as: A o, EER<0. 30% | R 16-20m: ALC=100, 008, EElk=0, 01% — :'g.nj:u \.Ir Ll :\.*._r;n 0, 4
MM Ga/s: MIC-99. &M, [ER=1, 20 | A21-25m: AUT-100, 00%, EERD, 01% iBahke: ALC=100. 008, EERe0. 0/%
0.0 T v ™ - - 0.0 - 0.0 "
0.0 02 0.4 0.6 0.8 1.0 0.0 02 04 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
Bk kS Btk
(a) ZEAL B RAT ERE (b) B4 AR AT R SE (c) ZE4b B RATHE AR
B 5 AN TR PR 2R 5 T RS I P B X EE
6 ARCITEEM®RNMEBEXTL
1o JEE 0 T 11—15 m 16—20 m 21—25m 6 -i;_|- 'L@
E B A () 520 465 525
R I E] () 386 344 329 i .
T 99. 78% 99.75% 99.53% AT VE T MagDet A 64775 19 7y R4, I 4y
F1 JE 99.74% 99.71% 99.40% WSk i e PR T — S5

(3) 4l 5 A2 AL Y 52 i

#BE T MagDet BJC AHLAT G ®AE A 24t 1y
b o5, AH RS (] b S G S R SR A AE 25 5. O T VAR
ASTA] ) R AT M S X MagDet B 52 0, A% 5255 58 5 78
51 T (construction site) iz 3137 (sports field)
WCAE AT B Sk PE A MagDet 78 AS [] H 5 1) 1 BE
XA b SR 6 k. RAT RS A48 1F R 9 50
d AT R CATEEE R B 556 5. 2 W TR gl
SRR SEA]. S 5. 2 R IR 43 B R A7
WO T R IR HE R FLOBE R AN 7 BT
7. FEESA] AL, BT TE BT B M L MERR SRR F1 OB £
SN 95. 2496 F1 94. 92%. WAL B 2 T ROC il
ZIFHAT AUC Fl EER, @181 5 (o) f 7R, X 645 21
21, MagDet AN AT PATE Y25 X 38 N TAE B4, B
AT DAAE AV )2k B 1 5 DA =5 ME A 5 T .

F 7 AESL R A 1 BE X LE
AT HiL T &Y
1EH I ] Cs) 706 631
T 15 ] () 680 611
R % 95.24% 100%
F1 Jif & 94.92% 100%

L) RS X HO A5 5 1 T4

S T LA JE b A5 5 7 AR s e 1o
FUEE L v & A Bk VS RGP T, R Re SRR B #E
)i 2+ XTI S 550 ek, 19 35 %) W A . 33X A R 8 T e
T A% B A5 DN i 38 B 05R ) 1% 39 1) R B EUR, ST
Yy i 54 T BE 23 BHL £ 3 0% 15 5 AL 7R S B S
) S SR I S R R R X TR (5 5. X AT
RE - BICH HU) PN B ] Rl 2 DB b A 5 5.
T T ORGP bR A7 5 DU 4t % R o, a0 200 2% BT
2 1E S 0T b A5 S S e, LB DR A At b
JRAE MagDet J7 1% A LK 0 Ho 6 5 5y L iy (0
Kok EHE— BN # R Y X MagDet 119 52 1.
AR Y S AT OE R AT L GPS 9 Bty
AT S W AR b L AR o E s AT A LA E R L LA
WAl MagDet J7 % i EUH: M 76 SEBR R H o, an 2l Tt
AL AT i B AR 6T T N AL o ) b A
SRR AEWE R R s IS L AR AT R
JE ) i SR A R KRB M55 A i 3
Y 26 5. 3% 2B PR R T A R R PEAS AT ] MagDet
J7 W5 I 25 R LU P HC AR A% ol R B 2% AR R B Al e
AR E
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(2) M 1 3 B

FEEE GO MRE A5 5 25 5 22 BT B 550
b T U S A X A oA R . e O A H R
BN Hby 17 37 0 A7 45 45 B0 2k DA 3 0 O B 12 5 1
YN 1 B . E R AL R G R
JREHE R A 22— R R AR B S R Sk
A T OCHE B AR . 2k A 2R R L b R
Y A TT BEHR O 3 AL B L T 3 8O AL R G iR
BRI B AR B X Fh B0 AT O IR AR AT R X Mag-
Det J7 ¥ K 0 GPS H 3 T o 19 4 280 1 7™ A: T 5%
Wi A R 1 BF 9 T B 45 B VT Al b R 3K 9 %) MagDet
T3 A DN R A L A5 ) O — 25 R G ] ek i
MagDet J5 i D Ui 2 3 F 75 78 Jal . 3 95 2 3 i pe
FARPE . 4542 5 MagDet J7 84T THLARE 1 . 0
P L T XoF Ml 4 U B BT AT RE VA T S M A I GPS
g h L TS ey N TR R I o S R ) | DS P SN R
T 22 G 11 2 A TR AN D7 A5 174 Jg 1, £ 446 5 Sk ]
SER R P TT .

(O AF A TC AP SR A

fl ST e e e T AL L Howg 3 o B S B G
AL 25 A Ak A L AR 2. i F e APLHLAE i &
RIZE R 45 S, R ) SR 4 ML 4R 35 B O [ R B 1Y
BE3hy. [FE, B — 2R A9 6 A HLHLEE ¥ UC B 25 FH W 1Y
F b, DT 5 BOTE AL A B 1R B o 25 5 A6 RO I A
G AT R A 2 8 TE A WLHLAE SR 1T AT B8
PSR , LA T 178 () Y1 25 RPT Al

(4)GPS 9w Mo i 77 =X

J T A U I AHLIEAT GPS MR I AR S
BT S T 4 R R O T8 S T O A
CRATHE I A L AR SO B AT S B A B B S T
FERUE T B AT REA 0 TC L. A A 26 ZL
BE AL B 7 i o i Ay i O 2, DT BCE GPS
J o o 1 7 5L 30RE AT DA 3R AR R R B IR O R AT
KOs, IF HL AT DL fin s 701 25 i S 0E 2 RE R e Ah,
HE ARt — R O A2 B B 3 L DA SR o o
il 52 T JC AL I I 380 55 48 2 1 AT o] o7 B

) BdE 2 FEdE

R 7o o) N S IS M 5 B i /7 s o |
GPS B Im Bl 9 o AW AT LS B, P 2 58 M
Bkl A B E B S SR R A E KT
P, 3 2l Y R 3 AR A S A2 S KL A
S o E LA SR T A0 I Ml B TRAT O TR 1
PRI I, 350 30 o A A 1 67 R i T Xk e U O 24
A B DU 20 T8 AL 51175 B0 28 4 7 . X R

AT PSR AE S B ™ i A5 B 30 R A7 52 56wl LA 4
B2 B[R] 7 AT 7 A B .

7 MEXIE

SEA4G TAESEATX L, Ak 8 B, nf AR 34
H Y MagDet J7ik AN EHAIMY L R, 5 T8
BT RSB AR L B I R R AN TR
BTN H B i BR8] DL S B, R T
TE AL b T 5 CATL P R S B RV 2R 8 IR
AT B SCHR (14, 30-33 14 HAK X 2L 4 5, (H /2 3R 3
BEF HH R 5098 4 1 52 56 EL A8 AT 1, MagDet 75 9
K R A 5. Ak, 2% 4 AT 1, MagDet J7 3 [ B
PeF HA Ty v, 4n 5. 3 AT IA.

x8 T AN GPS EIGHE M T iE 5T bL

M T L& B RTE BRI
CEk[10-11] T 5 7. AL
Sc#kl12] NCR H A H ZHl
kL9, 367 o HA AL
XHk[13,37] NGRS 15 EZ
k[ 34,38-42] N s & L
3CHk[14,30-33] N TR ISR AL
MagDet N S LN

BT TC NI A — S S B ez W)y 58 R A A 1 iR
£, SDR #: Wt #l. Calvo-Palomino 48 AM" {# F
SDR W& W4 GPS £ 8 45 # W 2 (8, IF Yl 25 K
#1012 (Long Short-Term Memory, LSTM) 3%
HEAT GPS J0 3 K . Khoei % A {5 9% GPS
PEWCHL . G SDR % # U GPS {55 1 4% B R AE -
YIZRAIL A% 2 > Bk, — S0 3 R B A I 77 7 4R 46t
TR AL TC ML b1 5 T 18 A5 Sk Ofe A AR &1 18 A AL At
P AR SR A O R T AR A R R AT
D7 b AE BB AL SR

V22 3900 60 0 7 28 5 2 R T AL M I 2
£ F B, Jansen 25 AV 4R T Crowd-GPS-Sec
i, — Al AR I 45 e APLEC KAL) H# 1 GPS
TR AAG I GPS i M i ME (52 GPS 3B # 19 77
. Crowd-GPS-Sec ffi ] 32 52 %4l A1 5 584 2 17
PPAY. Liang 28 AU B (6 T — il ifi i 22 42 6 A HL Y
ALE R TE AHL GPS S5 X i fife D Jr 58 X S fif
B Hb A ) 25 (Ground Control Station, GCS) IR
BRI O AT B IR AR B T IR Eldo-
souky % N2 UM 22 42 06 A ML ) 2 07 Sy il 42
TER T — R HTAL . A SO Y 75 3 48 2R T
NI P S5 SRS A0 A 0 B 2
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Bl

L
&

i 2024 4F

VI 22 T JC AL 35 Bk 4 DN 5 22 B 2 4 1475
By B R AE A, Kim S AP B T — AT
MLP FHESE . i FT R B4 L o 32 B2 7 Fn GPS £ ok
A 00 A2 JE g SO B I R 2B R BT I 2% (Generative
Adversarial Networks, GANs) 3 5 i 1 31| 25 41 77,
Wang %5 AUYFIH LSTM B8 5 08 AWLTE X By
) Y Sl T bR R I RE | £ R RN 28 B R AT
Y, LA & L 9K J5 4 5 5T GPS i & i
AT 8, DL 2 Jo A HLJE & 8 52 GPS i B U .
Panice % AW fff AR M S 0T 500 VI 25 SVML R A=
WA B, Tl 53T GPS W7 B H 8T 1 O
LRl i X P PN IR AR B Sl 7 s
Bl — 2T GPS {5 5 R Ak 9 kil 7y 2 A
T 5 BCBCHR SO — e T 2 0 AL A AR
7 g b il A R AT R SR AR SC AT T

i ELS AT S0 AT 8O AR L DA SRR MagDet
5 5 k.

— S T 0 NP g A 8 HE I AE
A 15 3 92 BREE. Eldosouky 25 AT A T —
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Background

Satellite-based navigation and positioning systems, with
the GPS at the forefront, play a pivotal role in guiding UAV's
through precise location data. The integration of GPS is es-
sential for the success of UAV navigation and mission execu-
tion. However, the widespread reliance on GPS introduces a
significant vulnerability, as the system was not originally de-
signed to withstand deliberate security threats.

Particularly in the realm of civilian GPS applications,
susceptibility to spoofing attacks poses a noteworthy con-
cern. Spoofing attacks involve the generation and transmis-
sion of counterfeit GPS signals with the intent to manipulate
the UAV’ s navigation system. This manipulation leads to
the dissemination of falsified location data, subsequently di-
verting the UAV to unintended destinations without its
awareness.

Past research has shed light on instances of GPS spoo-
fing attacks across various applications. These include taking

control of UAV navigation systems, and manipulating sen-

1,5
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sor-fusion algorithms in self-driving cars. The implications of
such attacks extend beyond mere inconvenience, encompass-
ing potential security breaches and safety hazards.

Compounding the issue is the increasing accessibility and
affordability of devices and techniques employed for launch-
ing GPS spoofing attacks on UAVs. The escalating sophisti-
cation and accessibility of tools for GPS spoofing highlight
the urgency of developing robust countermeasures. Address-
ing these security vulnerabilities is crucial to ensuring the in-
tegrity and reliability of UAV navigation systems, safeguard-
ing against unauthorized control.

In this paper, we propose the use of magnetic field fluc-
tuations for detecting GPS spoofing attacks. It is based on
geomagnetic field anomalies due to inhomogeneities within
the Earth’ s interior and surrounding metal material. Each
location can roughly associate with a pattern of anomalies.
We put forward MagDet, a UAV GPS spoofing attack detec-

tion method based on the magnetic field. In MagDet, detec-
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tion mechanism can be implemented in a UAV without requi-
ring any additional sensors. Because MagDet relies solely on
the surrounding magnetic field and UAV three-dimensional
position, it does not require any special infrastructure. More-
over, most UAVs are already equipped with magnetometers for
collecting magnetic field strength, GPS receivers for calculating

longitude and latitude, and barometers for measuring altitude.

This characteristic makes MagDet easy to deploy.
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