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Abstract Reversible data hiding in compressed sensing (CS) domains has been extensively
studied in recent years. The proposal and development of reversible data hiding schemes in this
domain have made it possible to hide large-capacity data in CS signals. However, existing
reversible data hiding schemes in the CS domain face several challenges and limitations while
realizing high-capacity data hiding. First, existing schemes usually lack directly usable
measurements, which prevents the secret-carrying measurements from being directly used to
reconstruct the original image, and thus can be easily detected during the transmission of the
secret information. Second, some schemes generate auxiliary information when hiding the secret

information, and these auxiliary information require an additional secure channel for transmission
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to ensure the correct extraction of the secret information, thus these schemes are unable to realize
the blind extraction of the secret information. To address these problems, this paper proposes a
new scheme, i. e., multi-layer cyclic predictive reversible hiding scheme for data blind -extraction
of compressed domain. This new scheme utilizes the asymptotic recovery property of CS and the
prediction error expansion technique to hide and extract data through multi-layer cyclic prediction.
Specifically, this scheme performs cyclic prediction of CS measurements by CS multilayer cyclic
prediction embedding technique and generates sharp histograms of prediction errors, which
provide a large-capacity space for secret data embedding. Then, the additional information is
embedded in the prediction error and then superimposed on the measurements by employing the
histogram shifting method, and finally the auxiliary information is hidden in the lowest significant
bit of the measurements in the specified region. In this way, blind extraction of information can
also be realized when extracting information, and the lossless restoration of measurement values
can be guaranteed. In addition, a redundant block estimation method is proposed in this paper to
further improve the usability of the measurement values. The method utilizes the property that
compression perception has higher reconstruction quality in redundant regions, image blocks are
sorted and the secret information is preferentially embedded in the redundant blocks. On the
BSD68 dataset, when the sampling rate is 0.5 and the embedding capacity is 35, 000 bits, the
average PSNR is improved by 2.8% compared to the unsorted one, which demonstrates the
effectiveness and practicality of this approach. Moreover, for different application scenarios, the
scheme proposed in this paper also incorporates thumbnail preserving encryption, which can self-
embed the fidelity value of the sensitive region of the image itself into the measurement value,
thus providing different visible regions for users with different privileges, and realizing the preview
of multilevel privileges. At the same time, the additional secret information that needs to be
hidden can be embedded into the measurement values by utilizing the robust reconstruction
property of CS, so that without extracting the secret information, the reconstructed image after
the encrypted measurement values remains highly similar to the reconstructed image after the
unencrypted measurement values, ensuring the concealment of the secret information.
Experimental results demonstrate that the multi-layer cyclic predictive reversible hiding scheme
proposed in this paper can achieves blind extraction of secret information, direct usability of
measurements, and privacy protection with multiple levels of permissions, as well as better
visualization and embedding capabilities. In the dataset BSD68, compared with other compressed
domain data hiding schemes with the same compression rate, this proposed scheme has a higher
embedding capability, with more than 8% improvement in embedding capability. These
advantages make this scheme will have a wide range of application prospects and important

research significance in practical applications.
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Background

Reversible Data Hiding (RDH), as an important data hiding
technology, can extract embedded secret data from the host image
while losslessly restoring the host image. It can be widely used in
medical imaging, military image processing, and legal services,
etc.

Compressed sensing domain, as a type of compressed
domain, has been widely studied. For compressed domain RDH
schemes, data are often embedded into compression coefficients.
Since the redundancy in the compressed domain is much smaller
than that in the spatial domain, the embedding capacity obtained
by the compressed domain method is very limited. Existing
compressed sensing domain hiding can be divided into information
hiding before compression and information hiding after
compression. Information hiding before compression mainly
transforms the image into a sparse domain and embeds
information through watermarking; auxiliary information is
required for data extraction. Information hiding after compression
mainly uses redundancy for further compression to make room for
information hiding, but the measured values are not available.
The usability of the measured values can be ensured by hiding
information in the measured values through histogram shifting
(HS) technology. But the measured values are lightweight
encrypted and their histogram peaks are small, and the
information embedding capacity is small.

This paper combines the progressive recovery characteristics

of compressed sensing and prediction error expansion technology
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to propose a reversible data hiding scheme based on data blind
extraction of multi-layer cyclic prediction. This scheme
introduces multi-layer cyclic prediction embedding technology to
predict CS and utilize histogram shifting to embed additional
information on the measurement values, which can achieve data
blind extraction and lossless restoration of measurement values
during the data extraction stage. In addition, a redundant block
estimation method is proposed to further improve the usability of
the measurement values, where the information is first embedded
in redundant blocks, effectively reducing the distortion rate of the
image. This proposed scheme integrates thumbnail preservation
encryption to self-embed the fidelity value of the sensitive area of
the image itself in the measurement value, which provides
different visible areas for users with different permissions and thus
realizes multi-level preview. Meanwhile, the measured values
are externally embedded with secret information that needs to be
hidden by employing the robustness of CS, so that without
extracting the secret information, the reconstructed image after
the encrypted measurement values remains highly similar to the
reconstructed image after the unencrypted measurement values,
ensuring the concealment of the secret information.
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