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Abstract  With the decentralization of data and computing power, a growing number of Al-powered
applications are now built on privacy-sensitive user data. Driven by this trend, Federated Learning
(FL) has emerged as one of the most prevailing distributed learning frameworks that feature
strong privacy protection. As the canonical FL paradigm. Horizontal Federated Learning (HFL)
has been the focus of research in the academia and also attracted broad attention from the industry
due to its strong scalability and compatibility to a diversity of application scenarios. The spectrum

of HFL spans across several fields of research including machine learning, distributed systems,
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wireless communication and information security, which results in diversified research motivation
and methodologies. However, an exhaustive view of the domain is still missing. In addition, the
advance of technologies in these fields catalyzes rapid development of libraries, open platforms
and practical systems, which in turn facilitates further research and practice. In view of this, we
present a comprehensive review of the horizontal HFL paradigm. We first review recent studies
on HFL following five different branches. Then, we shift the focuses to practice-related perspectives,
where we introduce popular libraries, frameworks and platforms that facilitate HFL research,
applications and systems, and public datasets for evaluating HFL algorithms. By analyzing the
advance in the literature and the demands in practice, we describe several open challenges in the

research and development of HFL, which can provide insights for bridging the gap between the
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research outcome and system practice.
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H(C<<1) R H# 2 5 (partial participation)
Kairouz & AN @308 CE N — D8N AE . 7]
DL AN B2 i e b B8P . |58 R A ik &
Z: 5N I A — 8 RE PR UIE 42 Ja) 155 70 B PR Bl B 47 1l i
. A LI R AEHE K /D (batch size) 3K B 1E B
T ARBRTEE C=1 M BEE N B3 HER .
EAETE i/ CE A1 B0 T BB A Rl st . BR A
YIRS B 57 A D R A . R Y C B XS L 55
R Y % P i 24 2 AR L 2 1 s o O T G L I
2 LA SR S5 AR i iR . ik, Wu 58 T AR
WA TEAN R 30 2% DX Al b i) AT S v 22 S i3t T — b 3l
AR SR JE Ak DX I N M I R g 5 L ok
38 3T T I 5 HARE, 5 T ARk AR

B IR 2= ) W RGBT LM LA 2L E
MR ARSE . Kairouz A W58 4558 1k T W
Fh LA 375 L B5 % 45 (cross-device) BEFf 2% > 1 14
£ (cross-silo) BRI 2E 2 . B & 1A 0] 1) 2 AH Rt AR
0 SRA A 2 7 s A A 2 5 N IS5 05 A T 1] 7Y
Y O Z AR BE IR 38 A JLAS T R O
JO7 T G R A AR AT Z R KRB B0 L A
FAL T RE R R A AR BN L e i A S R

o HY

BB 5 5 B AE IR 55 A% AT o mT LUAT 9 b AN
AL 3 45 R A (full aggregation) FIEL 7 &
(partial aggregation) , &=& B &5 WIEWMH AR M7
o BB —Fh oy 22 OR B A M A A L IR 55 wiin L 49 X AR
MO BRI AT R A 5 5 A AR B A R A R T
AR A R 5 Sy AT R A . e RG2S
— BRI TE G B A R B R I H 2 Y i IR
B A H A 5, FedProx B i & 5
YIVZ 18 20 i 508 ) 80 A D ASCER SR X A% ) AR
BERIHEAT AL A B, Li 558 VS T 7 S 1) AH %
B K/ INFE LA B 1/ C AR by Xof A 3t A5 g A o

e S HEAT R R A1 B E U
PG BB T B S M B PR SR A U D
BV E D B br EEA A, B4, Dhakal
SNSRI T — B FR O G i BB 2% 2] (coded feder-
ated learning) Y J5 ¥ . WUSGAG T BE RO R & 45 2R .
DA IR 55 i R % 7 H 0 381 B8 7 B 780 S £ Sk AUA T
RE. 2S5 T MRG0 — R IS 5k
T o FE2E U R A vk (I SCiHR[47.61-621)
XA LAV B A % 5 i [ I 2 55 A )1 5
L3 o e 5 g X 5 7 i R AT SR 2 8 B AT ASURT AR
INER Exy s RN QTIE | = Sk RO i i F g /N
2. 1.4 & i e R

B i R PR R R A (W IR R Z ) BT I 2R
—ANRAE B i BB SR BT LR By O MR
SRAE MBS RAE . 2SR AL UL XS 17 1) SR A AR
FIURE U] 2 A A2 1 (91 40 58 A BEFL R A o B A RAE R
M 24 (2 ) SR A 1) WA B3 R A Y 25 7 i X R 2
S MAE—RPE B0 E 0. il SAFAS 531
o A Y 1) b A% U X 25 7 3 ) SR A R AT 3 2
#, H LG R 22 B0 R ) 6 A o R SR T Y R
BRFER NS, EE N 2 )R H b ek EO 5 25 B8 i
SR — PRI A 1 T [ S AN 8 18 28 P i o 4
20 17 0 RE DN R IE F  f 4 Ry A B WA SR R G 2%
PERS . BhAS R AFE SR WK B 0% 5 47 35 1 A 4K bR A
7 T S s PR AR A AR B AR M 4 R
MRS EBUE .

B i 1 SR I 2 D0 TR 1) K o~ KRR Y K
ez —. S BEALR A B R T AR
Uy [] 45 1) T L L H A BV O T 2 R ik H
PRATRGE I BR A B0 o 3l 1 & it i R AT L i
B L A RO — M R R IR T R R P
i 1 5 9 B3 1 2 HIE Bk 1T R AE 78 1 I B A0 L (R
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Hl

1R 2025 4

o
=B

Py HE R T 2R 2 M, Chai 8 M I
WRIE B s & R & P om0 242
(tier) , LT — BT (4 2 7 sy 16 5 9 s, X % J2 43
NBEATNRE IEEE G T — B 3l A Ak AL o T BT 4%
JEFE A R AR I T 5 A L L T B S A ]
B BRI SR T 2 R IR TR P g 3 R SR W 1
fift R 7 5 o 8] 00 35 T B A% in A B AL B B LT
Ti] 15 2 B4 2R 14 B R SR s T T RN I T iR Ak 2 T 1 ik
FEREME Tl & v RS BN B — — X
I8 E 5 Z o PG5 B e 22 1 g m LA A Ak 8 A3
i, Flin, Chen £ A48 1 3 T &% P 3 A2
F18 BT B R ok 2 25 R R K P 1 2 S AR
A MY 2R oA £ X" . Nguyen 28 A7 58 13 5]
A — A ) 55 P i R AR AR TR SR A5 22 iy X A B
AT I E % ik B S S R AR BT R H
2.2 EEBEHRML

AHSCAIF 5T Hh 5 R BT O Ak 7 12 3 S A4 B
FNEAL  H b ed B LA L 8 38 0 2 80 B DL M RAE
TSR . FRATTR AR Y B AH S B A S AR
W 205 0 F1 0, 53 AR 42 Ry 150 A b S Y (i
ZHO . | DI D, | 53590 2 78 42 Jm) B4 1 F0 2% 7 s &
A L F R F 2 ARER 4 )R H bR e EOR
A H AR s E B« AR B
2.2. 1 LR AL

FERE [ 15 2% 2] v, AR b BT BB AR I 1 T
B2 S8 A » 2 80 IR e TR X i S 8
H 5 bR S BOE B FUN A o) 24 [RGB Y
— B HIFE 5 H 3l (momentum) 2515 & 2 15 16 %X
T e 5 S AL PR BT T 19 AR b ASE TR B 4 J) A TR B
. % )7 2 45 ¥ (variance-reduction) J7 ¥ W 2
ST S 1 B R A T Bl 4 SR A A R BT R
D) 3 3k 5 | A IR 45 2 ity 1) B ek BRSSO b B
/B 4 Jry gl BT DL KR A B A G A R S AR
TR A AL 4 JR AR B BT 1) . X T vk DA B AL
T T B AT O I e LA D B Dy BEOE Al 7 25 0 251
N RE PR UE 4 R B R 1) B W SRR L H R T2 )
BRI FALBRE A RE R .

— SO ] 35 S 2 2] O AL T T AR RIS R TR IR 1Y
BRI . i, S TR R R B LR ok (M
B £ 52 (19 450 74 5 8, Dhakal 88 Al T — Fiofr
IR R 2 A A R 2R B A B L
BIR B 2 5 IR0 A B A F 8o Fi i A 4 3
EE A 545 B E (composite parity data) , — FFR
4 FedBoost [ 5235 DA AR 55 25 1 1 1% 5 42 Jm 5

TR Ay 5 — 4L U G ) 8 1 B2 OB AR, - 331
TR R ) BT R DL R B S R L. Wang 4
NG T A2 W 45 1) (22 00) B AR EBLS
HEEH T — MR Ay IR R G 7 e X S BT
B Z 0 LA 28 00 G 4 1 3 N 48 L3l T8 CEF X 5 R
P 265 ) B BRebR 245 5 0 CRE X 0 20 4t 48 9 45 ) O Yo 42
1% 57 74 E
2.2.2 HirskE Ik

FE R 1] 96 R 27 20 v, 42 JRy H b oA 5068 5 98 L
A ML H bR R IO . B S 5%
Ui A 4 A i H A bR R SO (R AILD A R £
SGD 55, 8y 5B 45 J5 1 % A b 4SS 7Y 30F 17 364X 5
FI A J2: fe /M LA Hb [ b i 50000

— BRI A T 42 R H bR R F () R A b H
P FL(0) Z IR R D005 a0 b T e HE S 44
B0 1 1 R — OGF 42 JRy A5E TR (14 s SIE R i 2 I
MR IATY . AR b H AR RO R — B0 R A
b S 3 A IR B o3 A 2 R 25 R R A
I 14 74 b, 5B 3 A %k 7 2 4502 i) v A [ ) S b e £
fife (Bl 6) L 3X Bl G 1T DL 33k Oy

argminF(ﬁ)?ﬁarg{}mian(@k) (D
a
0 0y
A
0, | RIS

/

A H / 1
-_— ""\' 0
______ e NEL N
/
/

I} / .-

/ o

.,\.l / 0"
0,

S HE B - ,* AL I
I <R )

"0
(R FARSHD
AN TR AR 3 55 70 A 25 50 T) v 19 S A A AS — 305 B0
BRI A 19 510 4 5 155 20 2 50 HE e
T3 —J7 T » B PL A Mo AL TR [ AL A A CRDASE 7 2%
A IS 5 4 R B R AE 2 807 ] b ) BES AL R
FEERA—EW.

. | D, |
0+
21D

FR IR S BOR G 5 1 4 R B R S 4 B8 2%
PR AR B B D o o 1 A DB T A 5 R AR
o H Br R AR/ B JRy AR BR B — LI T i 2
BIER S NER TE S G| I/NC o b R @) Y 1
YRS T) o XAREK fRe Wl e AL 4R X SGD

Kl 6
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f 2 (BN SAGA™) gl fili Y, HEE AR [T AR 5
7 22408y k) Sl ) . R 1 B R 2 ST 1 15
T & RBI R IR IE A 1 R 2 802 1) o AR 5 R (1Y
Z: RO AT D T A b S 78 R 4 Sy A5 TR 1) I G B 25 4
sl LS ek IEDE LR N E R AN VG A

F,i(ak;e>:Fk<0k>+§||@k—@|\2 (3)

[ R
I 3t 55T

For e JE TS R, K 30 3w T 5 1S M H B ok 20110
A JPRE it 0 — op A 2 R oA st A R A R
Ti) e Jay A5 TR K 317 LA 2 Sigk A0 S5 A P 1 DR A9 AS 3t o
R I FedProxt™ jg & — Fh 51 A T 3 3 101 1Y
REMR R, A A HE FedDyn ™ il FOLB ™ £
PR — S B3 DU X A s s o Bt — 25 i i e DA
TR AT PR OB T 3 — L8 T 5T B £ B R R SO
0 1) R B8 R R SCAR Sl S Rf R 4y B 22 [ ) S
B
2.2.3 HENZWILE

LI BRI 27 o S A B i S — A Rk AT
AR TE B 2% 08 B 5 0 3k A R ) A i i T 1%
GERIBLAR 7 ~T » B PRI AS R B S - TR g ] 5 2
BB TE S BON S B . i a0 7 B B A
w2 s 9 TR AR CRILR 75 2 5 1 50 AT S 1 CRP
Je 15 AE 52 BN 250 XE LTI L 75 58 03 25 X 28 I R
A REHAE B R O R L. — SRR TR
I B % 7 S 2 5 38 G e VR P i R S A e
AL TR BRI e R AR I R R i
BINGd . BAYREREERS. Wang 5
NSRS T A o R AR e R 2 e S O &
s A 3L SEHT AR A0 BN — B0 ) i — 2 4 o o
ol P VA — e B2 A 80 Ok 2R A 1) AL, e, ]
U1 — Al A R R AXUBE B8 1) 2 S0 RE 11 B AR b B R 25
075 S RS 4 SR R R SRR 5 1) i 2%

TERZHAE LT R G0 IR 55 & 1093 Bl 98 A0
BEINGS R I GRT A B 0S80 08K
SR ALAFAE TN S 2 B A P R . AR
SCEREE R TR B IR PR AT R AR G B 4y i ) F A%
MNGIHE RGO Z BT RE R E SRR
JE I AR A % IR T G =2 1) Y B . A K R A OO
T A i SR B9 2 JORC BV 2 S A e A 1 S R R
IS 3t 5040 1) S5 R P R 7+ 2 ) DR 3R B 45 (EL A R
TA MBI B /N B A T RE T R 4 Ayt
S VNS B VA B (W W R N DR (P R 1
P RO S b R S5 TR 3RO A Ry i AR R B W) X T
TE £ 152 A AL 356 19 3 107 3R 45 40 25 42 o 0 5 g (AR

i) LRI A 2] e
2.2.4 FRAEAF B3

TR 2 o] B AL BB A% $2 UEHE 2 A 2 I B R 1E
P B R IRRE ) B B e R (HIRAED » 3X — H5
AR AR R 6% AR 47t DA SZ 2% 0 BB 2 ) b
TE A 1] 56 R 2 ) 1 B8 N B SR AEAE O 7T 38 46 11
T ETE B S e R R Y g R R AR Y. L
2 NPT T MOON———AN854 T B0 [ 2
> (model contrastive learning) # # [m] Bt I 2% > |
FRHEZE , ZME SR I AZ 0 S AR 3 2o 24 HAR b AR TR 7
A Y FRAE 22 [8] 19 22 S5 24 TE A I 2 rh A AR 1)
J5 1. BT MOON [i] A #4545 ek 805 | A T 24
FITAS S Y | TH WA b A5 780 F0 42 Jmy 455 78 = 3% 2 [A] Y
FAEARAIPE BE £ o B TR ) 30 2 2 i kAR R
A DA T 4 Jry A R B A b B0 i 1) SRAE {7 L R
VS RS 109 93 A1 P 22 S DA SR ik b 1 2 o
PEEFAOCHOR . BB RARE B 5 BUR A wf C
CRE— D FEAS 25 20 AH D7 455 70 25 4 1) ] 1) A% 48 &5 77 R
— N RAE 1) 5 7E F AT 55 T IR BRI A 1) 1) — F
e AV 3 15 T 5 P A Rk T 1 0 i T S 30 g A R X
R 7 A W RAE AT GE T 2% TR 48 S R 10 7R 38 A5 PR
HAL A AR N A ) 2 8000 L TR B KR 2 2]
I B it 2 2 45 5 1 1 Gt A BB ) 4n 35 4 A
() 53 & e ) I o A1 AR 7 S AT A A 119 AR DG /2 & 7
HBBE IE BTN AR R 1Y 25K L PRt — 26 BF 5 G i
XF AR AT AT g An s R A O ok
A IX —3e 4 i 72

WA FRAEAT B8 T 9h 1) B 2 > Fk B 1T
R 2] Bk 5 an A v () iz BB 45 2R 0 S 7E X P 2
BRI IR R £ 07 Z R sS He iAF B . X
T B SE AR D 1 A SCHE G, 78 A R T 118
2.3 BREWHMRL

T AF A 52 43 A 2R G M RE 1Y 3 B, K )
W2 2] R G A 51 % 7 i IR 55 4 14 388 {5 B
N PR SRR I S R P
2.3.1 JE&ifEH

Rof AP0 15 A B 46 1 3 2 L R 400 A 3k
LS 33 B AR AR A T A R A TR AR B 3 A D A
AU B () an BABR ) . fE TR MK B, I
AT I PR A Hs 45 5 1% & i AR (sparsification) Fl &
fk (quantization) . #igifk . AN top-k i gifl . &
g — 2538 3 A PR B A 6 BB T & K T R K A
HARTCR A WP 48 Jr 00 i B Ak — il
SRS Y 5 =S, 9 4 Sun S8 AN AR 4 4 )R A
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R ST AR U 1) B W B R A 2 5 I
P BUA MY (1) top-k B B AL 1T 8 5 AR 1
[F] I FC & 25 S BOR SE BB AL = ROR B

5 F i A AR B Bl s 4 AN 23 B0 AT ] 1Y
FCRE S T Xof o) o A A 23 i R AT N % 2 45 ) F
B R W ¢: R—>F,, XB F, 22— HAq P
AHOCEM A PR, Lin 5 AU 5@ RE50 2 7
U EAL R R ROR  BS B T AL ERAE S8
TRV ) 35 0 2% > B35 1) S 800 4 JR S IS S5 11 5%
Wi o 29 SRS A R 1) B A I R A L 5 B A
It T A 5 S A R 22 R R TR R T T AR T 4%
PR T AT g Y Sattler BRI T
—RR A 4 B A A Al R A X P A
B I TR 4 R [ I A
T AT AT AR SR oK .

DA TT 10 05 — AR iR A ELE X AR B
VEF BT X R E AR EE =] b ) 2 . ek 1)
WRFR 2 ) S 1 AR BT A7 By T B AR 53 A £ A
AP Jiang 8 NS HEAS AR T B BT S Al 5 AT
— oA Y U s e & P AR A I DL S 15 2
B S (] e 55 st U 32 A SR A A L) S B O
7R BT o o 45 BUARCHR o3 S A2 i o ok /i A
TFHS S #0520, A B R b A % 7 i X
B3R 55 v 28 40 A5 7 2 K 1) i 14 B S 4 ok U2 i
LI S B0 By Tl R T R O R
BERY (4% 43 75 =X (9 G DA 28 R 28— 12 R 50)
2.3.2 fHiBERIEMI

TE W) 25 301 23X P 08 5 32 BR PR B T 5 3l 5 98 1Y
AREXREE ) ST X -, — A
FR B % v 8] ) 4 9E R 03 T X — R 5 pc Ak 1)
(S G Ao Amird B NP B R T — Rl
B IR 3 IR S S —— % s AR 55 e 2o A 4l
P 98 52 BR A7 A 2 080 1) 22 ik #: A5 38 (Multiple
Access Channel , MAC) , {EHWFFT T W] £ X Fl A
FHAR R ) 25 PR 055 ep O AR RS ) KR 2 L SR R s T
Tl AS TR) ) 36 435 P 3L (T B (5 TE /9 D-DSGD Pp (Al
BT ZA5E R CA-DSGD #pi80 Fl— 4> & 5§ Dy 5y
B J7 ¥ 5 T A £ 18 W% 5B S e 4 Jm) A5 B 1 i
S KRR TAE W R W] 15 18 B 58 B Ay
PE AT b n] LAUS 45 g iR 5 e S5 e A1 e £
JEAS X BTN H AR 22 1) B ACAE 2 ISR A A
RF AL BT IEAT BR 10 100 2 30 58 v 42 1 )1 5 AL A J2: I
WA DER— T 2 NS LI FE
BT HEBR — S8 AN I B S8 AT DA B AS A 5 i

A RIS DL T T A T

T o S 2~ 1 — A~ N RO TR TG
2 0 2% T e ) B8 B B s SR B IR AT LA T AL Y
BRI ZRE07- 127  l N IC 4 5  BR 1
AR HE TR ] IR 2 o TR B i G M 2% P Y K
JREPI 5 G AR A R A S Jin T 2% 3 2% 11
REAL P& B 1 5 S I g o 473 Ak A BT 25 0 o i 5 B B
B 6G £ AR N &z 75 & G (ubiquitous intelligence)
LB 2 T R BT R . VR LA R Gy
il (AT ATL i 2 0 HE B2 A8 1) 306 R 2 > 7E B8 Bl i % 115
Tl K 0 60 A2 TG 1) 46 3 % S A 37 S Jee B TE R
T8 7 (] B, T M 52 2% 22 738 1 340 G ) 2% 34 B8 R 1Y
WEPRIR . A8 5G A G 5G B T ) B ) BE R
2 3] W BRI A P BRI R G 1 A AR AT R
ARBEHRE .
2.4 BARIPEZRE

I A R 2 4 S A 1) TR R 2 2 b Y S 2 A )
B AR I BRI T IR B R, A O A
AR S — R U ZR R W6 I 11 B R [ 05 Y 2 4
55 PR DG B A5 5 R L F AR AR A R R e Y
IS IR B . 53— J7 T, &R GE TP Y 22 4 [n) L R 2 AR
P [E I 25 0k R 0 30 T P OB B nT RE . TERE
S LT L %24 ] b T BE S BOH P R AT EE
20401 RIS EE R4

TERE ] IBCFR 2 2 Y BE T BB ORI 5 B8 DR
WEFE Y H FR 3 591] 2 e/ N R TR 0 ER 3 ik 5 1 IXURS:

BEXPBALOR A B IR 25 s 1 2R 5 %
WIS I 2 4y BRARL T R g S st
S5 o MR — b SRR S0 8] o AT R E 1B T R
FH R, [ AN 2% (Homomorphic Encryption, HE)
S DR PR AR A 22 42 () 45 2 7 58 SR T e L a1 Y
S [ 25 o s B AR PR A D DR R K T RE R 3R
SEHR SR . R DR 2O 1) RIS ) R R UL W R A
RIS 0 7 28wl BE 8 SRR R R R 5 R AR I R 1Y s
SRELI RV b i 2 R A LA B A % S [ g
FTIB A 2 K UK T IF R Paillier ), 22 4
%277 i1 & (secure Multi-Party Computation, MPC) I
Je—M)TZ R IR TSRS B 4G TR A L = R
FHL I TN SR A% i 55 22 R AR B BOR BB it . A
AT A AT T N B3 BT Shamir B 5% 3k 52 )50 2 220
KT — FR BN I7E TR N TR ) I A 2 R A
HOASE R AT S T Ik B T T I B AL RN/ B e
AT DAAE 52 e vh 25 2 Rl R A R 22
A T S A RS A P R AR R e Ab
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Toekim 15 w1 a5 H T8 (over-the-air computation)
R BB F MG 5 76 2 I3 A MR8 b & n
P 7 A i AR G (] P 58 S0 3R 4 3 AR M A Y 7 I
S5 S e

BEXS B O A A F S R MR T AL s A A
SRTE AL FRAEAT 55 v o T LA PR B8 f i A T P A
(I JE e i AT g B R IR I e R 5C
o A2 4 AR T 23 ke BOHE Tk B A XU . TE T
BIZ M, 5 HEFR I (Membership Inference Attack,
MIA) RETE A A< G5 ) A4 1 XoF A b, %50 915 22 4 1% Jl
X AP AT AR O 4R E — D REA (o ) FITE R
£ D FIZR BT M AR SR M i HE B 25 R (5
BHEZHEARGET D, BB T . B TEN
Uiy F1 IR 55 75 BB 405 43 1) A5 1 4 il A 70 R 4 Jr) 455 78 1) 45
5 2 50, DR G 00 A 1) 3B 5 < >0 Y i 3 PR A o
J& T E G Bk AH B AN R0 T8 R Y R R e B A
HYCHE MR . Gu 88 AN JF— 25 R R % )
Z R0 R A AR 7 AR Y A R R N 4 R BT T 4 L AR
IR X 265 5 RS 1 IO 515 R 1) A2 A i 4R T A
7 B PR 3R . B R DR A B i O A R A
5 IE AL L dropout DL J %2 2 A H AR . IEN L
i dropout il 2 i fo A5 R 3k 40045 B AR H X I R AR
AR B R 2 22 4 SR A5 U A5 AR 3t A6 TR TG V5 i B 4
AT IGE.

227 Ba K (Differential Privacy, DP) A] i F {#
A LS B BE (A DP-SGDM ), 4 AT AR 7
AR A SR o )5 A A D PR A e A Y S R (R
ST ) il N I MR P R B A ) L O AE IR
55 o Ui 18 ok AR B IR X S M s fH g TR
F183 B BT R 5 SR 1 72 2l 4 Jt PR, AR SR S 4R R 1
TEABESE A TH BRI A LLE A S50, FL st 25 1 K
71 TGS 0] AT BB AR & 2 () DG B 5 2k s 1060
BARTEGR EFMT AT EZ A RANITERNERS
J5 AU 42 Jey A 4R (AR SR P fRUE 1 (R A
S R AT 25 SE R AL PR AP K - R RLRS B2 43 2%
Z B A o AR A & 22 20 BR ALY EE AL, HAE T
SRR, I HXER o Yok il e B A —
SE B R e
2.4.2 RGEHEN

R G A a7 ) B R R e i OB e
D FE 5 BE & P ik 45 (Byzantine devices) 52, R
P AH OC SCHR 28 Hh Y 5 S 78 o5 BE 2% 7 i A TR O %
LB R 7T AN AT ) 5 R R A 2 O D P TR A AR B
B & R R T R A R R R A

Pk = N O

AR DS BT 1) B 2 o) A R R
PR St . B S B0 O 2000 B . AR N BUEIR
4 Jay 15 AR Sy 2 L1 i DL e A R RO 4R R I
it (data poisoning attacks) F 48 I % 85 I iFr (model
poisoning attacks) Y 44 B ORI T R
T S T TSN S ORI IS A b 1) 1] 5 KR AR A
ENQIR R 7S EP St N RNl N €|
P g bR A A B A B G ), — R T A B X
Biiki o B RE B 1Y T2 T B X A M R
8 2 B A T8 Wi (9 G il DR i BB AR ) o AT 7 A Y
B A i % 4 R S A B AR R R
J& T ICEE X et

oI T B H S X Y R B S RO B B 1 0L
i B4 G 00 R A B 5 R e A L B ) A A i
RIGEH B S mE MmN AE S & 58 . R
Calg A5 AR BT i) 78 240078 (8] 1 4 A Sk R QB e =
HAS R 1Y) J5 95 TE M DGR 9T v B Sk R L
REAY B B /AR M Y B2 07 U AE 2L, 4, Mao
SE NIRRT — A0 FR S Romoa [ B8 R 4 T ik
H1 AR 55 4% 8 B AR 3 2 B B R R B e SR
KM lookahead S 1H3H — & By A2 s AH A 45 &
BRI G b ) 2 B AR, 52 IS AL 4 7 B0t 1Y)
B A . SCHRL 161 00 e 4% M35 7 i (4 40 £ B9F 9 4 ]
FEAIR & 2B W 45 g Mo % 5 S22 i R 22 52

B 1R S 5 A B PR A R T Bk S A ) X
B U7 0] 0 R L X B 00 0 B O D) A
G H ke s PR ot B AF T B OA 2 A A A R
SR [ E R X 2 Bk . BN Tolpegin 45 M
TSR S BT B A SR S AR R 4 S Y 7S TR
TR BB B 23 A H S T S RO X I Y AR B R
Li 88 NSk T 2l B 1 B OO S A
(spectral anomaly detection) 457 A X} 45 %Y 55 5 4 1%
A g bt J FEFEAT RN . 53 A wT LU i 5 I 25 4
(49 19 it B e o X A b AR R A7 EE A L 4K S A i
BT 2 ) A R 2 R ) S . AN BCHE I
] R 2 FVE R 4% 7 B0k 7 AR SR ALY BT R ), B A
F 5 R B 2R AS 5 48 1 1 451 < i 500 ] R A T 2R
£ B R fifp P ix — [ jt

TE LR P AP B i Al B AT AR R T —
1 Bk 5 =2 ) 40 #4842 T (free-rider attack) #ll
AT (sybil attack) 5, F5 8 42 P ifi J2 3 5 4 1
RE AR 2 B 7 2 B IR 55 4% o 7 R 52 B 2 5 I 4k 1Y)
i 00 T R4 JR BB 5 2 Ak Wt 2 3 5 Oh i 1 21
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VA B 3ok T s e iti 2 ~F 3 L f9) G 48 i A A 4
BEMIROR o AT b 3 9 Fh B0k 475 4K 0T LA o 4 iy
SRR . Sun AU ST 48 HY X 2 T 0 8k
SR A H PR BB A T o LA iy L R S 5 3R W
LT OB BT RN 22 3 BR FA RE % 52 BEAT R0 A
2.4.3 AfEHRIR

T {Z B 4% > (Trustworthy Federated Learning,
TFL) 25 N LR e R, 5 TR % ) i B AR
HE B2 ) gt — A%k i A AT B 22 4 AT A 8 B [ I
G,

T AT PR AR A 3R 5 SR 1 T A P R AT 5 S
AR 2% S (B (] 5T, VerifyNet " J& 52 BH 0]
WUk 4 A AR M Tr 2, HAZ O S A [ 2 s
v R BN D BE L ESCATL ] e i 55 4 A2 i — S IR B .
JUIE A 5 TR E B Al R — i R ORRIE R S
ZEAL . Guo % NN AR 2R P R A 0 A 0 R A B S
AT i R 5 (commitment scheme) , $& 1) 7 — Ffr
BRI HE SR VeriFL DL SE AL 5 & 25 21 1 10
TIE [ s ) FT 4t it 56 U 75 125 i — 25 4 el 5 A
Jiang % NOVER X F G5 0T BE I 22 1 OO B0 L B 2
B AR U7 X e B R0 %5 5 2% B0 2% (eryptographic
accumulator) £ AR Az 5L G B AL T P 56 i . [
TEMR 55 # o 5| AT 56T ElGamal fin %5 5353 52 B )
BRI G 5 RO AR, DR UIE B3 7] Y1 25 2ol 72 X6 25 7
LARTE . I BAFAE I ) U 56 UE o 72 19 52 % i
B RN AE R R . HIEEZ R, VerSAH
SR ] —Fh 3 T X R A R R RN G RIER AR,
HA WY 25 J 00 A VR JF 45 I I8 T VerifyNet, 1
Bk R A A R RO 2R, ZeRE
LA HE B XoF A i, A Y T IR 55 44 i 1) 5 T 38 I
e, ik, Chowdhury 48 N7V 42 ) T — Ffaly i A
B UE A 22 42 A U SAVI MM LY R 48 EIFFel,
FOAZ O AR 2 SR 2 7 s A LA b ASE Y A A 80P
BT, O 5 5 T B 2 L 2 HOR S B AR B AIE iR 55 AR
s A5 445 SR 0 0 A MBS Y A 0 . AR L B R A
2 BT AT AR 00 R0 AT 20 B RE T S 50 MR
J2 Wl DR A B AL 25 1 0 56 B L AH O R 32 R T N A7 A
R A 05 A DR R 2 B R G vh I i Rz

FIA—AXS A 2575 5 # ] E A RS
e LA (F R 2% 2] 1) — Fl & 4% . Rehman % A7
BT DX B s S BT — R ) BRS¢ o) B A HE 22
TrustFed, JfiftRise £ T RESE 5 1K 5T 5t 455 1 iy [m] it
TrustFed B 4 1R 8 ik 45 i &= (Quality of Service,
QoS) ZRAEWI B 1 % ;o e 4% ARG 4% 2 5 & 4y

“hy T 20 52 B EL S IE , FF AR 408 S 5t aek i e AR A A A
SECHE EATRLIR G OF A A nfE B, (R B IX
P ge A R0k R ge W3R 8 2 5 07 945 HTEAL
PR T RIEERHLHI T R X BB S 4
ARG REA SRBE 2 5 07 W H) 45 . R4 28 1 U 2R iy
4 Jay RS RN g A A ) B ok A, il Li
SENFTI R T — o 4 JR A5 AR 1 DR AN 2
(intellectual property rights) i) & HHE 22 FedIPR,
THE SR Hy 7K BRI AT R IE 31X 5 > A 57 7Y 2 2
b R A BT SRR R S i A FA AT R TR
TEBCEE TG TR K B 5 2 L vF 45 5 Jh S 39 ik 42 )
BRI T A A, (E AT — 42 102 51 A X A5 FIBL ]
MK R G L oAb, T IXCH R B9 15 TR 48 58
LA DL 5 IR S5 A Uh R i S AR AR T
2.5 eXWHE

A i b R TR 1) B A 2 3 T E
Fl s 15 H A A /Y U046 H AR . R i o 2%
A8 1) B0 952 = 19 91 =R A7 AH L 9 4 R Rz AR
2.5.1 BEEHS5ZL5zk

ML 2T B A & B 1] 356 2 ) I ik B 2
— R TCPZ AT Z AR AE 2 (], B S S8 R
FE 3K — p b o B 1) 6 S 2% 0 2 AR I 52 AT DA AE 290
] BRI 2 S MR IR T 7 > P HOR AR . REZ 4L
5 R U 5 T] 1) P ] 5 325 A 5 32 8 Ry BIR A X 7] 5 114
BIL#S 2 > B O3] A 5 AR E50 7 o i) B 2 2
(1% S 76 L ABE N - 47 250 b S AR 0 28 (] 1) D3 T
BT TR AR TE B 32 S IR e 2 — R A X 55 CFE SCHR P
PR A SEAAAEATT )+ 36 7E Db ) B3 3% v 2 — T o 222 1) il Ak
FRBRAED YRR 5 v AT g A0 A R () A0 A
AR TAS G ) 45 584 i H A A 70 i AR R S o1

R ) B S = > 114 3K P R S R AR TR T 2%
Bls e S HA G 1 28 A58 BIFT IR Y Fed-
erated x Learning(FxI)U® | x5 T30 B
AR KARE I RE i Dot ] 356 27 2 2 AL B 2T 55 1 g
77 SEBLEE i A RR R R LU %5 T 2 AR R AT
%o Bl Lin 5 AR TR S S H LS
A N AR SCHK L 3R T BRI 0 2] (Tederated
meta learning) MBI £ AT 55 2 2 (federated multi-
task learning) 553 1927 2 JE 3 . — 2L HF 58 W 73 )
S YU S A PR A S R i T R A
) I 2 ) W BRI A b o 25 IR B AS K 1 e
50 3 A1 i) BEAS [ o 33K ol S5 g 1 32 ol ST A 55 10 22 5
PRI SH A ] 35 30 2% ) AT AR S 2 AT: 55 2 2T iy — oy
KT Google Research 58 A 51 &% 554~ 1%
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AU — ARG 7 42 T FedAwS B0,
%O EAR AR B TX HL A 2T v B R R A0
TE AR T R AT 4 B S )8, BE X [R] — [
L, SCHRC102 0] & T B2 £ %% 2] (metric learning) 42
P 22 4 1 Py [R] 57 75 FedMetric, i iy 2
T FEAR M IR A ] i, BARIX S HE: H ol =2
FHIP B UE 2 AT 55110 U I T I i 2 20 15
F) () AFE R (embedding model) 2 LB £ Fh F
WA 55 BT T

2.5.2 HALEHR 2]

A8 1] 35 R 27 ~F Y A H AR R A — A~ 42 R i T
AU RL (H R 7R — 28 5T, o I SR A
b\ 22 5 Ak 11 B 70 O T 4y b S RS . ) an 3
TR ) IR A T WA TP R B FVEE DI SR R
SRR BB I A5 3] — >R 5 5 Y 4 R B AL T BE
BN 22 i 0 SR A5 2 1) o — A UE A 4
A AT BB R L T Y gy S 1 Ak B 4
gh U0 AR 2% ) (Personalized Federated
Learning, PFL) iy A 1] 15 5 27 ~J 315 X 4 J i o, H:
H A5 A R % 5 i I 25 A4S b vk R 00 5 A B AR, [)
1) B AR E 8 fip e A il K 40 AN B o= B
e pg T A1 PEL (1 M & 7 A 1 A 78 1 4
A [E) RE T A R B e R P U R . S
Z - PEL 7 SR 1] 350 25 ) B0 S Al b B 42 =y A
R CECH B 2R (5 B R B A s BRI 2k . E 0
9 PFL 335 K E0AT 73 28 O 5 F 5088 (19 77 36 Mk T
BRI J7 4k . R Z 40 PFL B 02 5k F Ak T4 Y
fR 7 125 B AR BT R Bk A A 3t E A R B50RASE B B 5
FRIU I AR R B8 K AT R 430 DL RORE 42 JR
BEAL 5 Jr SR AT IR AT

P v B (AR P o 4D J2 52 3 PFL /Y 5
— PG RGE AR AE R DG SCHR T IR BR Ry 2 b 4k
BRI N BRI A T X R EEME YT
TE 58— 1 42 Jay B2 0 52 424> P AL 1 AR i A5 20 2 i) <3
SRATT 3 3ok AR R % i 2 A IH 2R B 2 A
e DL AR B Acih F 2R R E A A
— R D RS AN TP
SR I OB E T RSN B — i B T
A Hb AR 2 B0 B R B AT S A A Y
SERNAE L VRS UM R IR A5 B A% P G 5 ]
R g A — ZH AR B ) L5 — A A
XA SRR LA — 7 13 P SCRE PR IR AR 1 4 21
PERE .

2.5.3 K ARBRITAE

P E 10 B ) 0K 5 2 2] R G A TE IR 55 o B AU
i | 36 15 6 00 4 SR A J2 T Y ) A, T X e ), i
Xt &5 (Peer-to-Peer, P2P) W 4% b 1) 5¢ 4 25 .0 L BE
IR 2D RN T 22 S R A gE BR A0 B e B
H2 2 A e B 2 AR R A SR O T A5 T
AR J7 2 1) G S 28 52 46 J7 XN — X 22748 S £ %
Z P — 2w — S e R R R E. R,
AT A3 AT AR GBI 5 A X 2 AR BRI A )
RGN G BAERE R BRI A T vk D B i A A5 B
5 6 i 7] 0 ) i R T 1%

TEAG AL AR TT I 76 P2P B 2% 40 $b o 1% i3
5 BUAS R T O AR B BRI o A A ) R
2] R % 7 o 5 R 55 i 2 B A R R O — Bk i
P2P [ 2 AR &R a1y OB BB O Z2 Bk, AR 2
WL B L oA st dh ny 45 77 AT 4. Hu
SE PRI Gossip HHUAE P2P [ 45 v {4 FE 15 AL
(7] IR SR FHASE TS 5 i 18 50 A 45 465 78D £18 42 i - 48 0 Wi )
ZAEE I L 384 I 22 4k B A S 09 [A) e R T T
RO R PRHE T AR A RE T . S UM, B 1 R IR AR ) R
Gt IPLS* R ] T 88 43 J K ) B 3 F 2 B
YA & 4t (Interplanetary File System, IPFS) $ &
XA A ER NG E AR B, TE
RAAITETTH L FET Gossip B PMETE % AT LR I
3R & (aggregate) FlI#E Al & I (merge) iX P Fl 7
KL BTE R AEROR B 2 A H eSS
EHENMAIFE N TER A S, 5502
B KA MR 5 AT — W B RS R EA T 5 OF . (AR
— PR, PO A R G RE 2 B A TE M 48 Y
AR S R 2 A AR P B AR S A A AL A

23 A B AR Bl D W] A Y Hh O T R X
S SO ME D T S AR OE . AR 2 A R A
Bl X B 28 7 AR SR fige ke AR G ) fEHT02 . Warnat-
Herresthal 48 A™7 82 7 — FFR hy B 14 2 >
(Swarm Learning) ) £ .0 AL RHESE, H Ti5 £
ANBEIT LR B ) AL g B A i HE B2 58 3 Swarm ]
2RISR, 5N X HUBE R BB A 29 58 BT R T
FIRL YA P, DX HBE I — 1> 58 Hh ) R 5 AR & 1Y
B Uk A A BE AE M 2% Nk iR iR, itk i AF
NPT — BT Y 25 0 A 2R AL BFLC, 78 X B
HERY Al Bl AZE 0L PLH] . B 3R 2 B 23 (eon-
sensus committee) § UE 44 B¢ 5 | % 14 455 78 505
55 U1 38 3 P S A T ik B BBk b O 2 TR AE
B 20 i e R IR G 4R
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3 REERSREE

eI 2 > F 7 ) AR A B T R GRS/ - B L
KA IR S Ji o A Y1 e il U B4 A g 1K
=7 T IRHE 2R A 5% B e OC THE SR 10 PR 49 48 vl
Z:2 SCHRL27 D R E X e AT AT X A A

3.1 FIEEZE
3.1.1 TensorFlow Federated

TensorFlow Federated (f# # TFF) Q& i & 3
2 TensorFlow® 4L X R A3 H L 2 ) #2
HE R B R IRAE SR O —  TFF gy 78 I I8
HLes 2% M JE TensorFlow (TF) Z I, A TF Hh it
SR DB S5 SR T AU R APT, B
Federated Learning API fl Federated Core API, §g
0% 1 2 BE 1 TT R 5 SR N 20 1S oK

TFF Haj R 424t Python MmO, B H X
RiHER 8 ] Keras ER g B HAL, TFF 1 JF & Fl
VT 32 ST 1] A B i R 2 L s AT B
SRR MU AN T 88 s i 4 19 o0 A Xl k. TEF
% Windows Ml Linux SE#4E R 48 . H )& H AR &
T DP-SGD 1 2 5y B LA i AR 42 i F 5 1 2 05 %
IR RE T T H Tk Y R B L o m
HEL I 2R 584
3.1.2 PySyft

PySyft J&—A> I T 7E B[R] Bl 8% 2% 2] th L A5
BB RY Y FF R Python MRS E®, S5 T
EFFENEZRLZ T EARZED A E HFL &
ge o R R 25 % L 22 03 BB FA DL K 87 SPDZ 1y £
P72 ool - S = N L 7 0/ S S
TenSEAL AU % . fifi ] CKKS $7 A 5 1 22 75 Bz A4 )
F 7 DP-SGD H f) Moment, Laplace £ Fi g 3% A= i,
Pl . PySyft Bef% 5 B JT & 4 AR 7 (8 3 45 & £ it
AIPLAS 7 T HE A A B 0 A KRG L % &
EY R

PySyft RS A 51 X 8 1] 15 5 2 > 1 $idl v e
PR T — RPN AR D R TR iEL
AN R B BT BRI 25 s BB B X R B8 4R
% 8 o0 B AN S22 g O g3 A ORI LR B R B 52
B iR L] . PySyft {3t Python 4% I, % AU %
LU T AR R AL DR AP RE SC DMLY S B AR B AN A
Bl 27 > A% 0 2 58 (A B B e U R 58D L JF
AR AL 58 5 (1 BT It K 2R sl R R 38 7 %

3.1.3 FATE

FATE® &M ARAT 3 FIF & A4S 1 — 4
TP G IR H L 8B — R TR B B SR B
UL e Z RN B % . [, Bk G
TOAT R AR K Sk T 3 T Y AT AR B T
ARG )P B RS

TERGL A J7 W FATE K46 &= AR R 1Y)
KubeFATE #50, 35 25 4% LA 55 &8 & F AL /i
B MR A% 2 09 )5 v 1T LLAE EggRoll A1 Spark
XA A AT g k. FATE %040
R 2T FATE i H F 9 FederatedML FE O 4,
SEPLY — RN E T BRI ) B A b v S LA K
B IT R He O R EE Rl RS . DHKE , Paillier, SP-
DZ F1 OT 4 Jin %% s¥ 22 4> 2 J5 v 5 Up 80 b o 52 31
L ETERPEN 22 e,

FATE i H F ) FATE-Serving® & — 4~ & B
BT 6 L SRR AR B K & TR AR R
i N e ab BRI RD A/B I i B A A R
Ft. FATE-Serving 7EJI8J2 S B 1 + 43 58 3% 1Y A A
AR LI RE L W B 51 AT 43 A X 22 A7 F0 T
JEE S AL T T o A 7 3 Y 4
3.1.4 PaddleFL

PaddleFL® 23 FHE ¥ ) F 65 € HK (Paddle-
Paddle) ™™ JF & #Y IR FL HESE . A5 S T BE WF 4 Al
Aepr) CRAESRG T MU H . PaddleFL 7] J F1E
RV FEAE b 70 28 8 1) K 2% 2] R 8 [m] I
SCRETE B B Hl Al A A DN 1) BR 9 2 ) R 4t
PaddleFL Jy JF & & $& ik 1 2 Fh 22 #F 1 B4 7o 4k 21
B AR UERR A 2 PRI LA e — R AN BRI 2R
B, TEATY R T L PaddleFL JE T 2 J5 A 45 2% 4
HEAEZE Kubernetes® 42418 7 76 KRB S 45 L BE 10
IR AT 55 E AT B 80 52 0 2R 055 350 2 179 g

TEFAEJ7 1, PaddleFL [6) i} 32 fi£ Python Hi
CH+MFramfEE 0, ¥+ Windows. Linux il Mac
FERAERG LR RILE BT, [ i T gRPC i@
15 I s SRR AT O 2L (H 2 H R BOA St T A
XF 8% g B i I =X

https://www. tensorflow. org/federated/get_started
https://www. tensorflow. org/

https://github. com/tensorflow/federated
https://openmined. github. io/PySyft/

https://fate. fedai. org/

https://fate. fedai. org/federatedml

https://fate. fedai. org/fate-serving/
https://github. com/PaddlePaddle/PaddleFL
https://kubernetes. io/

©O000eOee
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3.1.5 FedML

FedML® J&—A~ L) ] & A5 7 Sy 4% 0 1) IT 15
v B LA > 1 B L SR T L% AT JF & 4L Edge
Al SDK 1 MLOps Cloud Jf % 41 14 Hi# A ToT
GGG N MBI R R R SR T R AT
SCHE G M LA 2 Rk 55 /T8 Xy B S AR 7R SR R 1Y
WA UMERALIZ 1T IR .

SCHRL210 P g 38 T FedML Ay 3T 21 2
BB R e dt R . FedML 3745 = FlUR [\ 19 iz
A RE B T G A I 2 20 43 A B3 Rl
S, FedML AR5 R I6 4R BT Se T i FL Bk
(f34%5 FedOpt.FedGKT.FedNova &) , 5 Rl 5 %
P LT e AR B 25 T R & B, Bk
=26 (1) MR T MNIST, Synthetic 55 44l
55 (2) WIZ M2 M L5 AL . I T EMNIST ,CIFAR-
10, Shakespeare S 554 5 (3) T B2 il 28 o 45 5 7R
FIT CINIC-10,StackOverflow 285 #E4E .

TEZE A Jy Tl FedML JE LA PyTorch E 2 H K
AN ZR5 14 F 6 MPI® il MQTT® E R H &
B P Ui I 4% {5 B B . Fed ML 32 35 R [ 2 4F & 48
1% sl 1% 45 (Android F1 10S) Fl 5 4 14 4 5K W 15 7%
(4 NVIDIA Jetson Nano #il RaspBerry Pi) , 7£ It 3t
fih EATAE T AT JRAESE FedloT Ml FedMobile
CGHEDL ek [211]) . FedML 240 B 52 40 F8 A9 2
F X 3 RE X 2 4k FL &5 40 i X ok 52+
SrA M. TERARE A RS 45 T FedML Jk T
0 SR S 22 Rl B e A [R5 I HR TR IS
WL TTHRAE T X H S T Sk A APT 20,
DA P 25 o R 8 0 B i e

X A 2R3 5 Ab ¥ (Natural Language Pro-
cessing, NLP) . [ 4t 3 F1 i1 5 H1L ¥ 3% (Computer
Vision, CV) X = A~ it B jij fi] 453k » Fed ML °F- 5 4€
BT 1) T SRUAT: 55 A AE ) B o 356 RS 2% ) A A
J# : FedNLP,FedGraphNN DL f FedCV,

FedNLP“"* 38 F] F 30 A 4325 P 91 S A pr it
75X PP ST 55 Fi 5 i 4 JR 0L Tl 10 A~ %
FTH X5 NLP AT 55 2R 47 52 56 PPl Y ik i Bodks 46 (f
F5 Sentiment140, WikiNER Fll AGnews ),

FedGraphNN 4 7] 2 56 F & 4 28 [ 2% (Graph
Neural Network, GNN) A1 & 4b #AE 55 50T, 243t T
AR, A5 K 2 TN 4% (Graph Convolutional
Network, GCN) ,GraphSage #1 & ¥ & 51 W 4% (Graph
Attention Betwork, GAT ) &, [A] i £ i T FedNAS# |

FedGKTM™ Il FedOPTM 1) 454 3k |

FedCV" AL 1 T U AN Wi A7 19 CV 54 4 (CI-
FAR-100,GLD-32,PASCAL VOC #i1 COCO) f11 6 Ff
J" 3z Ri FH # #E A (EfficientNet, MobileNet, ViT,
DeeplabV3™ \UNet #1 YOLOv5), #3517 CV 40 f§
o) = RANRAEAL 55 - G 0 38 JEG 20 FF0 H AR A
I Ay A T ) VRS 1] 36 RS 2 >0 1 . 7E %R
35 75 T A T — > 2 T Bk A1) 58 7 (Dirichlet) 3 A
AR THUAL PSS B BE R B K His 42 32 0 H il 2
AR ST R 23 A ) T4
3.1.6 Flower

Flower® & fy Flower Labs FF % 1% 7 U5 B 35 2%
JRESR  SCHFAE 2= Bl Bt b 1) 22 R 3 L [l I e 4
25 10S % 3 % £ UL . Raspberry Pi il Nvidia
Jetson RH|M 0% ¥ % . Flower 24t T R 4F (19 5
18 5 %5k (Python ,C+ + 1 Java) , [A] i 78 3158 08 &
MNAFE B SC B 1 207 | LAk, 76 %% 3 fi s 4
TSR TR EABR s T RCR.

Flower £/ T — & %% M HFL 55 245
FedAvg.FedProx,QFedAvg #ll FedOpt ¢, [a] i} 42
il g 5 0 LLJy 0T & S BB B9 HEL SR,
Flower if 4@ it 1 — % vyt 31 3y 19 5 o ) 345 e DA K
HRSGWEMEHEM N TEG, /T HFIHERE
FIIR 55 i 1 12 B 7 9 BEAE DA S 2R 28

TE T REYE J5 1 . Flower 3278 HE 0 15 & b i 56
B SRR TE 2 5 S SR B A BT A
IR~ . M FTIRA 1 Flower 78 %2 4x Fl B AL B
W7 T $ R Y D RE e A R H AT LA 2R Y B
K42t T DP gy S8t HAS b 7 i 5 M B B .

3.1.7 FedJAX

Fed] AX® J& i Google AT i (1 ¢ 32 2] JF U5
MEZL, Fed]AX BT JAX HEZREE W JAX 2% 1]
BEXT B 27~ R F B s AE 22 L 41 %) GPU #il TPU
S5 AT JnE g 52 B0 7 e PR AL R
ZRFHESPERE

TEZEAE J5 T » Fed] AX A7 8 5 A8, PRI A 3¢
FRELOT H . DIREFFE 7 1 Fed AX T 7] EMNIST
I Shakespeare 4 HI&E 4 S 1t 7 AHNL Y CNN A
LSTM 2, [a] it 2 fit T FedAvg.AgnosticFedAvg

https://fedml. ai

https://www. open-mpi. org/
https://mqtt. org/

https://flower. dev/docs/
https://fedjax. readthedocs. io/en/latest/
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=B

M Mime Lite 4 HFL S35 b fESE 8. FedJAX
L) fi B JF 15 (simple primitives) B 7 25 8 IF & # #2
b S I I 2 > B30 1% | T 2he R A N AR TR A ) B
AN,

3.1.8 FederatedScope

FederatedScope™ J& ik ¢ 8 i 1157 5 50 & &
TR B F 2 2 R HE SR L SR T 1) 4 A X R B
(0 S A 3K Sl Ak ] i 4 43 =R 00 43 11 b B 58 LR
B A 32, FederatedScope X 5 Mk 3 2% >
PRI LR BIAT — RH1 5 2% 2 =040 JR A G 1
FEMED AL G E TS S AR S 2= 2
B-FHFL i f BB 2 80A LA FedHPO-B &
T PFL A pFL-Bench %,

FederatedScope ¥ B 2% S R £ J5 Z A A4
PR R AL R AR G R R SRS AR
FFE AT R AR RGP & T Z B HATH.
ZAESR H AT SR AL B o A s A7, HoE A5 2
AE 20 ) L F AL A gRPC RSB . 18 48 4l FRURA 1
P07 SR 2R D L e BOR SE 4G
93 DPVHE Il MPC 1y B o 508 11 451 e
TEAFIRE % 43 | % . FederatedScope i P& T 45 il
3= 3 Boaty CELAE B 03 HE BRI, e e i B Bk A 48
e ks A5 FAH L ) B AR AR B
3.1.9 FedLearner

FedLearner J& i %7 5 8k 2 JF 5 19 B IR % 2] R
GENESR B2 HHTOC TIZHESE (19 B J7 SCRY AR X A 58
3. FedLearner [ 3 B2 55 PR B8 7= 5 1k, FL 424y
BRI RERr I 5l 55 KRB .

FEZR AL J7 T » FedLearner R A3k F 2 JR A Hi AR
(&8 #& J7 ¥ il i Kubernetes 45 3 £ 1 01 Z5 HF 11
AT 55 . B ¥ A7 46 )5 o i Hadoop Distributed
Filesystem (HDFS) . MySQL f Elasticsearch HJ4H
BHE, R J7 i FedLearner XHH W H S
5 (R A 1) B S 2 2T R0 1] BRI A T AR BT 2 T K
PR G B — 58— 1 DR A , B — X T AR
A B AT AL R A M I 25, LT gRPC {5 Pl
A R AE A B TR DL A A 2R I 2% A5 Y A B 5
LA FedLearner £ 5% 38 FH V. 45 75 5K o 10 £50dk oK
SEHAE PR AL T PP B R S B L AL 4 FE T B ) 6 0 O
P % 55 LA S B F PSI(Private Set Intersection)
8 85 K s SR 22

FedLearner (% #5437 F] 58 0 J2& | 45 77l 55«
FBkEhEME S H LA RS R EER LS A

Mt 220 T3 P AR A X TP AT R B o A R A
SrIE S5 oK . FT RS G T B B
WS B AR R TS E P A S AT A L B
F Fedlearner V5 #F 17 £ 4 %) 5% . b 0] 45 SR 19 % 42
A4 DA B B B R BT L 4 R S B TR I 2 ) B
RRW K, FedlLearner ff) 3= B [n] 851 2 & ik 11 15 1)
WS 2 o] SRk B A R YR AR A B L i B H
AR5 2 v 2 A3 A A 1) AN R B 3 ] L 4D
3.1.10 FedLab

FedLab® j&H SMILE Lab FF & % % f 20 5% 35
2] R URAE SR PR AL T R TE 9 APT DL K AT &E A B
BB AT R T e S BRI UE BT Ak Y
FedLab Ll PyTorch 3L, B IR 22 =) i) B HLAJ5
FLFN A3 A L g $ A 1A L R AR AR AL A B
Y15y e HoAb Dy gL,

TEZEAE J5 T FedLab SR HI 3 )2 B3t B % (R AE
2R oy A 2 VU2 AR 2 B IR Z R A
fi#t k. FedLab Byl (5 )5 ikl gRPC #l HTTP,
FiE PSR FNES G A HG B A BRI A AR Eh
FH P AT AR 5 5K R 3% 2 G Hds b B AN DAL
SGUfF, FedLab H iy 32 B ) £ [0 B 2% ) L FE &
Jut R 55 s B A 2 B A Al B S T FedAvg,
FedNova,SCAFFOLD % £ 8t 8 %, [A] B X 41 i 38
KA R SCRE 3R AL T R MR 2 > Bk CFL AN
APEAL B 24 2] 3 Ditto BYFRIESZHL

TETNBEPE J7 1 , FedLab 3¢ 325 f84b 35 5 DL 43 it
B0 5 MRS P L T B DA e Ak 1) J7 X S 4 1)
BRI 22 A kb Z A MR R AL T 6 Jg A 4
7 vt MR SR W A5 AR e 4 45 i AN A b AR K AL
. FedLab 528 1 [\ 25 | 5525 F24 [8] 26 19 % 7 v
P P AT e R ek BR DA S B s ACKT I
S BAh SR TR A Ak R R B A B AR oE
EHO., HAT.FedLab W& T+ 245 H ik &
Z bR UE P 22 ) 25 B AU L B & FebLab [ 24 Hif hit 4
v oA B i 5 22 07 AT ARG R
3.2 XftkatR

TE R G HEN J5 1 L B Fed] AX 4K £ B0 IR HE
DRI AR B B AN A XS P M s AT L
it PySyft.FedML 1 Flower 45 HE 28 if fg 42 it 5% 5))
W EEER AR TERSBINHTEGRT

@ https://federatedscope. io/
@ https://fedlab. readthedocs. io/en/master/index. html
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WAL SRERIE. 410 AH%E M HFL 2% X
K B {5 B 1E . X 5 i TFF,FATE, PaddleFL,
Flower.FedLearner ¢ fE 22 & ik £ (8 [l gRPC 1 R
IS 230 {7 A e i) 52 B 5 T Fed ML REWS S0 o F iy
4038 15 ) o B % (fU 45 gRPCLMPI #l MQTT) , i
S HE A S SR Eh . AT 3 HE S S Ry 2 2 UK
2t 2] Hop FedML 385 2 0 fk HEL 1991 2505
. FederatedScope M|y 4~ 4k FL 42 4 7 £ 119
2 1R R 2

FETREE 1 J5 1T PySyft £ 450 i £z 1 3 —,
PRI R S L 2R DI RE S, FedLearn-
er AL AR AT 1) F RS . Fed AX AKHE
JEJZ I TAX i s HE 42 | GE 8% 76 S ML B b A e Tt
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Background

Since the release of the general data protection regulation
(GDPR) in the European Union. various countries and regions
have strengthened or planned to strengthen the control of user
data in the region. This makes traditional data-centralized
model training methods no longer feasible in user privacy-
sensitive scenarios such as autonomous vehicles, digital health
care, and Internet of Things. With the support of 5G and the
increasing capacity of mobile devices, Al applications have
been popularized to the edge of the network, and end devices
including smart phones, drones and wearable devices are
capable to perform machine learning tasks. These factors
together call for a new paradigm of machine learning that
matches the decentralized nature of data and computation
whilst offers strong privacy protection to users.

As a promising solution, Horizontal Federated Learning
(HFL) can adapt to diverse optimization strategies and tech-
nologies for distributed machine learning. HFL has emerged
as a popular direction of research and also attracted much
attention from the industry in recent years. This in a large
part comes down to the fact that HFL has great potential to
facilitate a variety of emerging application scenarios such as
edge computing, industrial IoT, smart cities and medical
diagnostics. The research on horizontal federated learning
also spans a broad spectrum that involves multiple fields of
study such as machine learning, distributed systems, wireless
communication, and information security. It features a diver-

sified and intersected map of techniques. In the meantime, the
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advance of research in the relevant field has catalyzed the
development of open-source FL. frameworks, libraries, prototype
systems, developer platforms, and various applications.

Existing reviews of FL. mainly focus on the progress of
research or the branch of studies in regards to one specific subject
(such as communication, machine learning, or information
security). A comprehensive survey of the entire spectrum of
techniques for HFL 1is still missing. Existing work hardly
covers the engineering factors and applications of HFL from a
systematic standpoint.

This survey points out the gap between the research of
HFL and the development of HFL systems in the real-world
environment, analyzes the key challenges we face in the
design and implementation of such systems and the related
applications powered by HFL, and provides useful insights
for the engineering practice and future research of HFL.
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2021B0101420002) , the Guangdong Natural Science Foundation
(No. 2020A1515010830) , the Young Scholar Funding Project of
Pazhou Laboratory (No. PZ1.2021KF0027). This work facilitates
our further study on optimized machine learning in distributed
systems as well as the development of Al-driven applications in

the tide of digital economy.



