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Abstract  More and more distributed software systems are deployed on public cloud computing
platforms to provide services using the Internet. These systems are prone to many types of faults
because of the complexity, dynamism and openness of cloud computing. These faults often lead
to service failures affecting a large population of users and even resulting in serious economic
loss. Fault detection, which aims at timely accurately detecting faults to avoid failures or reduce
economic loss, has become one of the most key technologies for guaranteeing the performance and
reliability of distributed software systems. Cloud computing environment has raised great
challenges to the fault detection of distributed software systems, and then we first introduce these
challenges. The fault detection method based on statistical monitoring builds statistical models
with online collected monitoring data to analyze and predict system status, which is suitable for

cloud computing environment. The method with advantages in online analysis and automatic
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detection without domain knowledge has widely attracted the attention of industrial and academic

communities, Then we propose a reference framework of fault management with statistical

monitoring for distributed software systems, which includes distributed monitoring, data processor,

fault detection, fault diagnosis and fault actor modules. After that, we categorize existing works

as rule based, metric analysis, log analysis, and behavior analysis methods. Furthermore, we

introduce typical works for each category, and compare these categories in strength and weakness.

Finally, we direct the future works in online automatic detection, runtime environment awareness

and component interaction analysis.
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Data, SLRT) -1 %cdla ) i #4121 )9 (SLR using
Smoothed Data, SLRS) . ARX F1 J& &8 i A [l 15
(Locally Weighted Regression, LWR). H#,SLRT
S 10 T o) 2 A T R AT A A A SRR R
. HAAUTEA:

v (@) = by +06, T(x) (3)
Ho, T« WLt e e, o (o) R vy Go) 3
BRI R RN b b B HL

Gl IR R B O R A Y M
18— 2B 1] B oK BOE FOR A 2 R AR E R &R L
T(x)=log(1+x), AWt T(oH)=(x+D 7",
FITRIEX T o) =",

7 VR A A A ST AR G 0 A5 AR R ARG ) K e A
SN B AR @RI B . 15 4 IR X BE X AT
HEAL, B & 30 R? (coefficient of determination) 3
B DG IR AL Y 1) 5 AR B e R BOR R R

R TERG 0 B B R AT 0T 2 0 SE g, 4 AL T 2
B | o 30 TR 11 BE 08 Ak TR X SE SR A L 5 RE I A
T DU Ay A7 A8 A R 1. ZE A I B B T H Y
M D 5CH 5 A A B ) g 22, 24 R H 5 E
AR U IA Sy 5 R RS AR vh 5. AR G2 AR R AT
2 JE 6 T A T R T ER AT R A AR R BT
Z /0 S Y T R TR AR K L SR A
BERGEH P T HRE. 5 A FE N DG I R R A o
SR 22 L XA BE Y S 03 50U B R L X 3 6 )
B AT HERE TS $R IBOX AN BE 5P R Y 2. AR T I
ol 75 A 80T B ok T AR 22 1B (B Y BEE S L AR R®
i 725 e 2 R v S A TR o8 G TR ) L A1) AL I S
ERGRO R Rt = ol = R N il DA B A S N
[F 14 158 1.

Peerwatch [ [a] i #2046 £ 4f o0, 51 A BB G
B /3 #r (Canonical Correlation Analysis, CCA) 3k g
R B AEAS W] R AU AL b %y o AR ] 2 ) 22 A 52 461 ]
1 SC R o F DA e A o S 1 e R ST e R
VESS R, G0 2R — S8 G I & A A KR Y T B
Peerwatch A R GEAL F il otk 45 OF B & H % i
55 HAth AR 22 52451 1) G 3K A A A 0 ) S 4] D Ak
R S SRR L 18 I 4 ) Bt 6 B i i1ty M ) A5 A
OB LA ol s, PRI R T IR A R
(Gaussian Mixture Model, GMM) 3 g 4 & & [1] 1
KHRAE.

X LTIk BOAR HAT — W RS DU RE L SR T AE
SN G B AR 22 0] AR 22 5 VA AN RE % AR
HOCH R — sk 2 XL Bl SLRT 8 3 H o2
J B — BE IR Y B B 408 X g % - J7 ek B0
T3 AT R A AR KRR EE IR T OGS R
A3 E , 0] i GMM. 23R 5 18 24 /9 3R R B i,
LWR ZERE 8 4 30 097 1 2 80 [5) i) 36 28 455 750 Xof
T AR 26 AL 07 H A6 A [8] 375 55 0 o 24 TE AN [m] 1Y)
SR AN L X SRR (I GMMLLWR) 2 B A
B I [R] 52 A% B ) an )i 2k GMIML 68 Y 3 i 22
W s KA P2 OCsck) , Hop, e 2 HK
Boit s T2 2 B RAE RN R o W S5 i 20
IH AU T LWR B8 b, 75 24 3] 5 40 J DA
SN REBENA, HIF 45 OCslog (). N F&HE 4 &
B, K 1 W B 7 B AE 2 A AT X D 5 ik i 0
A B T 4.

3.2.3 SR EEARN A

S R 0 AR A AR O AR R A e I S

B RGE R UL AL LT DL S BT
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(1) BT D1 M- 347 9 #7325

DU 37 B (Bayesian Network) 4 — Fi g [n] |5 4%
08 N TR B RIS Be RIS A A G

TR R 2 25 4 ) ) [l Rk A R Z MY
KIERK R S FE L B R E SR A
NFREFERERZE MR R, AR R
FR AT BB R Z IR 5 AR

T DU $ ) £ e A T B AR ) A T A
RIMAG 2 B d# T RGBSR R,
ok 2 o I PR 8 51 6 AR 24 R X DL 387 I 4% 2 A T 1)
i LW RS S 06 B R OR iR R LR P & Fh R 4
JE Y JE B A 3R DL SOy 9 SR P TR Ak 1) 9 45 45 4
EOWL A7 B IR 5 M 8 00 A1 [R] I BB A8 1 05 4% e
fIE 3 8l P ) ABE 8. SR (19-20 )5 LR 48 SLA R
BHhS={(S".S |, H.S" HSLAFKFAH.S N
SLA g ; BE sl ] 3 M= [mosmy s om, ], H
Hoom R85 0 A BE AL B4, AN B A m X SLA
58 1 52 e AT DL R R ALY ProbGn, | S ™) 1
SRR R WU R A o | RS I T T R

(2) BT HIG AT Ik

BT HORGE 1Y J7 kA T A B E W B
ST A A A WA RLASE TR ABE 6 A g 1 DXl T S 48]
K EAEE R AR A X B AR 5 GE TR A DA
A O A B I 48 R S B 48 o 4 T A 35 (Statistical
Inference Test) 3 I Wy W I B 48 I & 4F 6 % A

K TS A B 2 A AT A1 M 00 80 Ak 1 s S . A
56 e 5y DL A A 3 T i+ P R R E A 4
T S I R Al S AT TR A AN IR
Rz Ay 2

FATT AT B AR 3 T 70 A ) O
G AR E oA B B, MR AR T R g i 07 35
TR 5 IE W s AR T 18 A M R A
P LA I AT B B2 . FRATTILEE B A IE HARES T
A T B AF A BT IR 5 PR R AR  H 24 L B e
U R 2 AR B L R AT R
X R i 1] 2Rt P00 2% 21 B ORI R T AR » i
AW s B R e 2L TR R AT R R
EWMA S 6 I 6 2855 ¢ J5RI 1 BE G Ik 2 B0y 5%
e RTT I BA BN A R IS N T AELR
R iy 37 5

(3) FETHFAE L $E Y J7 1k

FRATHLEE B 2 GE R 14 2R 0 2 T 5 b
ZA G0 G T S 0 5 RS A o T 32 9 UL ) A 2 R
B AL A B2 R A R Bl AR W A R L K
TR A A i b R 1 AR A 25 45 1 T B A A
N7 05 RS B4 e e A T i 4R 4R B A B S 41
BRIC D 1 B RS 5] T i 2 R AR AR Y AR
58 R S B T B R L 2% 1) AT il R O R AL %
[Fa) R AR A e B A 2 i I 20 A R A B R AR AL Y &R
GEPE AR OF A AL A S R TR R LRI S R R AN
A JIT 7 o AE RGN 31 S e A A S SE B AR AE
True, 5% 2B J5 9 W00 52 B4R 2 False, W) 25

( Il_;(r:li CPU Memory Network Label )
Minutc'\' (%Processor|  (Page (Bytes (Normal/ | &
Second ) Time) Faults/s) |Received/s) Anomaly )
18:08:56 | 54.8438 | 215.2951 | 724544 True
18:09:06 | 55.1563 | 211.1013 | 717630 True
18:09:16 | 57.3438 | 269.7018 | 754093 True
18:09:26 | 56.8753 | 262.9015 | 754601 True | WS IHHRE
SR | 180936 | 748438 | 244.3014 | 759 066 False | KPS
A T 18:09:46 71.0938 207.6957 756 482 False
18:09:56 | 73.1252 | 203.2012 | 715676 False
18:10:06 | 76.8750 | 265.4021 | 732911 False
E 545
H£E P }
. S=F(P,N)
HEME I 4% > AIHEER
| HEs b A
£E5 N e
Ji AL 5 o7
Bl 4 TRRAE 2k £ 00 AT BE B A E
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HREREES S HS=FP,N), ¥, P hirid
N True By NI EHE SE 015G s N S FRid oy False (1)
W B SE R s F O FRIE S .

(4) BET AL 19 J5 vk

JEE T AR RE (%) 5 1 A DN 5 3 o (g ] BE B £
T AT WEE 2 HEAS T R A O B A B
I )55 DG IR 11 22 A A TR AT R kAR R 5% 5 X T
REERHREN Y REER . AR bas52
ORI By A58 Y e A i . 3 2 vkl R ] Jaccard
Z B (Jaccard coefficient) AL 5 & (8l & H) 5k
P 11 R DG

B RGEHPAAAE n AT 8 (U ) AT EW
AN R CERRE D) (B R AE QIR T IR 4 RGgerpr At
A L=0.5XnX (n— 1) RBRELRL, BIRY v 58 ]
BT, B LA AR LAY GO0 R AR
MR 1L A5 W R 0. BEAS Y A5 % B — A ]
T(<i<n),Ef L M, %0 ma&7mes i
AT RO T A R 1L I R 0.

x3 mOAMTRGTF

) B e 2 (T) T T, Ts T,
1 1 1 1 0 0
2 0 1 0 1 0
3 0 0 0 1
4 1 0 1 1 0
5 0 1 0 1
6 0 0 0 1 1

W 3 Frm s LLPUAS T 8 G AS T % A, 1
B A5 Jaccard R ZA KA
L—;IE%,kgén 4)
Jaccard ZRBOHE A o AR R 45 A5 S e B 4 25 1y ]
AEME BRI B BT A 5 A 4% Taccard 2 B0 K 2 /N HE
P, 22 3 H A Y 5 Y Jaccard R B HIR 0. 2,
1.0, 0.2 K& 0.2, WY g1 2 T8 AT B /& BE 5 AL
Jaccard B 12 I F AE 5L T B BRIk
ARG AT B i
SCHRLS 6 2 1 0 F 4 51 A B 4 A A
Wb B AR AR S 2R AT DA e VAR LS
P el P AT B AR 3RS B 4 A A A ) R R
Il i} 25 1 15 22 A2 A oAt 4L 1 L 3 % b AT s 0
B AR B 2 ) B B E SO A AT BB R
TR E B 0 B 4 M 315 Internet | Web
T 16 V7 ) AT REA: 1) [ . PageRank J& 26 L (1 1155 7T
7 1) AT BE 1 9 9k L IR A % 51 A PageRank %5
RO 2 4 Y E B PageRank 3 33087 ) % Web

VU AT A Ay — > BE BL A A 9 HL A8 e 2 M
RO ATAVE N TRAT BE 6 I . A R AL R X o T
AR T I T D TET AR T 2H A O TR A
B [a] i, 7 & 25 i B AT 2 AR % B A S 1Y AL
W VA 2 Y AT AR ORI R R
3.3 ETHESWHAE

M R A R R G K H AR g
Tk AR A7 BRL A BIL ] 48 4 L 3k 2 AN [) J2 I AR Y H
AR T A T B A e AN L AR T TE SE PR R 4
oL X e HAR AR BRI R FE MU AT E e
H & B9 4548 5 b 5 e d o 42 48 B 515 Bk
G I A 4 A DG A

158 15 B 2 1 i b o B 3T B IR ) Y
(I CiEF iy printf,C++iE 5 Y cout Ji). ¥F
Z R H MR (N logdi @ SLF4)) & 16 #& # H
BR AT R (Rl AT i AT G D B9 H &
B REE PR T B & 09 1/0 PR ge. JF H4g 4t 1
Z R 2L X T B > TR Y A
HARM AR R TR R g H AR T4
PR FRIY DA ok e HE ZE W] DLy 7 A H AL D
HAS 3T 205 8 Chn i [a] B8R 5 5 T S A DR i
2 1D). M FsEhr R 4w, H &8 % F A Syslog® %
4. i T Syslog WY H & {7 B 38 2o F2 5 #2 9 H
(Remote Procedure Call, RPC) %k 1% F| Syslog fik %
i o DRI o X LR 7 O A B AR 456 STk [25 ] 52
WY — oA H S RS 7E Hadoop U &
G5 OfEhE H AR SCIR e, SRR TR HUXE H R SOk
P AT 5 M R B L 107 H. Map-Reduce g #2452 2 75
Vi [a] 5 4k P H 35 SO AR

H R 18 4 T B A 5 B b e 38 3l g L B0 B L
Bz iR Ka XA ERBINAZSFA. CFH
AR AR AL T RE 08 A A I 9H 2 38 B A {35 431
SCiHk[26-27 1F 3 5 SNMP %46 b R 2 24, (B B
FAVG 2k T B A5 5 Ry =OdE LSS it
A7 AR I B 408 472 40 B AR CAn A B0 46 ) e 6 21 45
Z IR A R S AE B A DA T S 2 .
SCHRL29 T 8RS8 AR X o 135 4l B0 BB AR
IPLoM™ 1 366 U5 3R FH A Ak 77 325 o K A L H &5 15

@ Gulcu C. Short introduction to log4j. Available: http://
logging. apache. org/log4j, 2002

@ Lonvick C. RFC3164 — the BSD syslog protocol. Available:
http://www. fags. org/rfes/rfc3164., html, 2001

® Borthakur D. The hadoop distributed file system: Archi-
tecture and design. Available: http://hadoop. apache. org,
2007
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A S A I B 2R R B B I RICR L (H AN RE
% 13 X 32 A7 I 7K H B T B 2R AL

J T DU C A4 7 1 (A0 Logsurfer™ | Swatch'**
FIOSSEC®) 2 f5c ' HI 0 H 2540 07 07 1 L e AE N 5L
SR E IR R 0L B & SR IO B TS
X A SR AT ] B o SRR R R SR A
18 T 2 ] i 2 ok e A 2l o X D) R AR A 4E 9, R 2
B AT AN RE Sz e B S R) R, B S R R 2 R
e PR RAR I 2 AR G R A G I A AE A T
EIRTE N BT H AR R S SR AR, H
% 18 H AR SO R P B B3R 75 SO BB 6 42 THT %
ARG SCHRL35 1 e X RGeS e 4T 2047 A
JEARHS Hp AR A3 H BT, DA (name, type) JE 20 B
A5 A RN D 2R B L R ik SR 5 H AR S A DT
B 5 DATITRE H 5T B MR 45 4 A SOAS B 4 O 45 40 1k
B e PR B H AT R A A A ERUE R
P R REAE ] 5. AH R4 0 H AR SR SO 1 L R A
Z AV AR ST o i 725 D IBRASE =X 1)y S 1) L A
H A PCA XA ] 5 EAT 5 8 A0, 4 R 418 17 2
PR UUR TE 5 A S 5[] I Ay B R e S ARG 4
R P SRR ok nl AR 4 R

BT R o M 7 i R H S R A (R X
IRERRALAL) Sy B ] 5 2% A= ] i G B L LA
K 5 22 G 2R RO G T B 4R T 3 7 2 0K H
AAE Ry B — I [] e 4, 72 7 AR AR LA SO H AR R
MR R GEh AL Bt TR 4% JF HARE
S H RS S B0 TR A A R i R L
SCHRC3T TN H &3 b 4l & A BRAR 25 HL (Finite
State Machine, FSM) , £~ 1H & 28 B 52 1l oy — Fp
R PR R B AR T 91 th FSM ik, 24 H &
FE 5 A FSM UL ) Sy ik s
3.4 EFITADWNAE

BT RGAT iy J7 vk . i i s D0 AE 28 (i
X-trace!™ ) Xf v (] 4R 347 18 A 5 DA SRR 44 38 HLAT
R SR AL B AR L T U RGEAT AT A %
T3 BT AR G N R RAT AR S I B I N A
AL - FE 2 R G B AT RLTE Bt SORY L A RS B
BHESCEP R HRZEELT  REX TE
BT I B, X . HORE 8 R FH T e U7 T G R
(Aspect Oriented Programming, AOP) ™™ &5 J5 3 i3
ARSI DS BT I B RGEAT . %07 R
RV KA Ta] 43 S T 1) 264 52 B A S VRT3 5K A
TR R 5. B R TR T UM R b A

Gt CHNHE 118 55 LD 193 SR b BB A2 XA T 5 S
A GE BN T A 5C L B S B T e o {EL R
Yy MU P U5 I A SR 22 1k 2 5 B AR A AT O A
T SR A FHPRAT B A A9 RO L DRI & 3Rl O 3k AN 3 DV 97
AR G B B SR 1% DL
3.4.1 AL AT H
TAL [ 2P 58 ELAT S 4 B A ) 7 9 6 T T A
S HADH PR S B AT 9 HAC BAT R A T
A8 WA A A ARZS K A T 72 4. Pinpoint K 41
1S 491 18] 3 P33R A O A 36 19 2 2% o0 Ao S AL 52
PrAT R 5275 O A ANAE S 3R WAL A A W .
AL HAT RN

(N, —w))?
Q—Z; -

Horp Y Er AL S dL0E 5 W SRR AR N L
BN w, , 5 T4 38 B AL EOR N k.

AR A R Ge— 1D By X243 A R
HART I /AT 5 S H R A I 25, Q J2& 414 4 i
170 5 EEAT N FF G AH RV A8 2 A (0 R S, Q [
o UL A R 2 5 I PR A 43 A I D 2 KL 3
BEAEEN o WEE. K Q 5 BT LA, LItk
KA 5 2 A S 5

Pinpoint )\ R4 N #8411 1 1 BE 2% 1§ i SC#ik
L2100 5GH:F H P i 1147 R A8 Ak, sl 3k 43§ HTTP
NI I 3 T DR Wil N N5l QP N i S S G
. Ty TR FE IR H AR S AN [ B[] 1] 44
A2 BN & DUIE A WOROS 245 G AR [R) 43 A i 3 &
grisin, mT ORI B E S A={aaz .0 a, )
1 B=1{b, by ,+20,}, i, A Fl B Jy A [a] B} 7] B
B ST RS a M5 B AL i A AR TR
B 20 4 98 FH AR

S“:Zaiv S/;:Z:bw s:= a; b,
=1 i=1
Xd‘:J:/l\ ai*ubi?i+%:/ﬂ>ﬂt£{a:
E}'=5S./(S.+S), El=5S,/(5,+S) (D

(5

(6)

fzjy@—EﬂWEﬁu@—Ehwa*<@

U RT I E S e 1) B 40 e K 0 B A
o] Bk 12 5 24 A 7 0 2

B {0 T4 B ML P A B AT 2 T 4 1

@ OSSEC. OSSEC Manual. Available: http://www. ossec.
net/doc/, 2008
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[B] A 38 AT A 4 5| e 5 AL A W A 7 A8 £k X e
FEATBE R TAESS 1 ) 3 T AL 9 R 5 i o i
A 10 ) R 55 9T R of A D0 % 1 e A R L R R T
— PR TR O R AR IR, T AR
2 ) BT IR A 0 AL LR AT 4 i CPU
BFIR] 1 2 P B 2l X 52 2% i JH PN A7 5 T[] s 2178 1
2 4% il R AR A A A ) 1) A RS L T A 4 1) 28 LR
A3 Sk S O R RN Bl 25 R 45 58 L R R AT A
FH AOP X} J5 5 8 45 #5474 1 AL 76 4 6
TR 76 2P (0] 0 5 B R A T . 1 T K 2R 0 9% U 1 4
Rl 3 B2 AR BE & 38 3 43 BT 2% A A 9 U5 T 6 38 3
55 150 A0k I ] 2 2 A7
3.4.2 IR AT AR

AT 1) 3 SR PROAT I AR I B A D 3k O T R
“TER M N A B2 R G AL BEIE SR AT % AR
CloudDiag F| FI A A% 4 A 7 25 W I 45 J7 2 14 3 5K

M 1o SF I50) LA By B4 981 PR O 2R i s X
F A MRS P, AT RLARHC: (1) 3R Ak BRI ] -
FREBUAA [ F 4L (Host) » A1 [7] 35 2k (RequestID) , Fr il
A Flag= Start/End AYiC 5%, i1 Timestamp ) 2=
{65 (2) 2RI B« J& F 7] — 435 3K (RequestID)
F18 M 0 8 A0 3 SR A ) 4 B 2R 3 SR AR 9 CallerMID
I CalleeMID # 7 3 FIA . [] 28375 3k 2 A 4[] 9 34
FHAR S 8 3R ARG > 4 3R 14 748 1k 22 H50RE 1 1 L DU A
0 Ay 38 5K S X TR S 032 ST m o FEBE
M o Sy IR B3 SR B i s e Ay O R A eb 0 R O
B M FROR R N TER RS 5 A A
PATIFR] MO R 5 5 A J7 36 1 $RAT I ) ) 2
CloudDiag K #7143 28 v 9 5 7 35 98 T 1% 1) R4t
G A N A v W AR ) o AR R T T 0
431 75 1 (Robust Principle Component Analysis,
RPCA) 6 53 75 i 4 .

x4 FEPITHEBSFEITR

Host Timestamp RequestID MID Method Flag
Host 1 2012-01-01 16:31:31690272 169 739 ReadFile Start(or End)
5 ARAAXRSGITR
Host Timestamp RequestID Caller MID Callee MID

Host 1 2012-01-01 16:31:31690272 169 739 991

Pinpoint B A7 #1846 & AR B F 30k
71 (Probabilistic Context-Free Grammar, PCFG) ,
TS R SR AL IR 55 410 o 1 1 0 0 2 s 37 SR AE
A A 1) 1) e R R 8 L 2 S s B 0 5 R R i S e A%
ME 3 M A i 22 K 8 SCR AR S BN 3 oK Ak B
FEAR b A

Magpie £ I H A5 B 0 J5 2R 748 5245 #3k
FR P AT K S DL BRI SR 19 PAT A Ol
FH B U8 P A 8 X G A A L R A E AL 11
Euclidean i >k & 7 ¢ 50 1] /9 B 29 6 3 oKk
PR AF R R 23 R i o 25 0 T4 8ROS54 H BT X
FRY 2 DU S 00 g e e, Sy 1 U SR R B f R G AT
RSB MRS, B A IR H) 19 5 e 5
— A I R E .

Spectroscope F &5 241 4 A B 5 5 40 1Y 1 SR
Ui » B3 SR AL B A BRI 8] A2 Ak 8 S LR R G AN
() RRAR 5 BN () I ] B 375 SR A8 $HAT Ak B4 1) 3 £y
ARSI T R RS R T R g A Ak (AR
it HC D B 8 M RE R) A, HL B 28 A [ IR B
S BORAB A TE JL BT U5 S 4 o B Ok 4 e ] ik
XE LA VE i 2 oL

3.5 T4 E 6] 7 A0 B RE A

PERE 55 RN 5 25 PRBE T A e e A 2 B A ok
o A2 S A 1) 8, 38 R DA b F R L H R
F1 M43 4 75 ¥k v g — i el 45 B TU R 5 vk Sk Al ple 1k fiE
Fl s FRBE T T 10X 4[] AL, AR 3 K % 33k 9 288 4 2 (1]
AT 5T
3.5.1  PERE S R

A3 A AR 2R G0 1 R ) A 2 5 e P 4k
LA o - Bl T I ol e Rl N = NS o
8] ) Ve RE R B 8 R I Oy R AR B TR Z 1
SR TE SR Y 5 R T M RB AL, LA TN R S8
A A —Se v Be e Pk L A 45 B (i CPU fI iy
A7) IR 7 e ) 258 o o 4 P BEAE Y B % 1
FE e 1 B8R0 A0 U AL 2 S5 D I R RE AT LA T A
RY Tk REHpE

TEC AR GE N FRAS A IS B0 T W] A S B A
REEH I TF B AT R Ge bR B A0 AR T 1 PR T )
S SR A LR T 1 e BRI AE B B IR Y R X 28
HIF 5% K 22 1T 1) 5 A4S EL A 4508k 491 4 SRk (43 17 1) %
o oAb, SCrk (44 11w ) 2 AR SERE R S0 . SCHk[45 ]
M /O R, X5 ¥k 50 . 5 F 38 (0 ot



408 it "

Hl

AL
-

i 2017 4F

RS ) 5 2 RIS 2 40 Can B 5T AR N R AR A
FAORSHO 17X FE (15 50 38 5 DL 3RAR. W) i A
Tl T I R G o3 AT AY T S AE B i 2 ) ) B
PR 2R

T — 2 05 U R B 1 RG] R A 3 3o AR R AT
R T2 ARG R UL 2 LA BT BA 3
ALK RGEMBR N Z A A EEIES, — 1
R 55 5 5% VR G 56— A~ BA B, S5 75 IR 55 14 33 5K AE BB
thHES. BASIAE A R 2] T HAR RGEAEAR 2R Y
S AT DU B4 AU R (NG 4L L CPU 4§)-.
JIR 55 5 KA (I Web Iz 55 &) o2 AH 224 5 W B BA 21 45
Ay RN 2L Sk (4.8 ) P BA 5] 5 A A8 2
J7 o [ INp 25 P 3 1 HT P 2l LA 2 ) A G A7 55 52
PERE 2R, SCR49 175 18 3] 1 17 240728 1k %t P BE 1)
A I SR o s 4 £ R G S LR TR ) I L B s
5 2 Yk By M T AR R LR 0 5 A . S A R T
DLFH >k 1 B E B 2 8 (a0 e R R L i 4 40 DA i
KA RE » BB AL — 7 J2 TR 0 1R 55 o o F . SR i
REA AL HUR 25 TR B 1R G i 0 A R E R A
RE » I HL PPl A5 28 2 H0 R M iR 55 1))

BTG Ik ARk JU A B 56 . SCHR19]
HEST A3 AT 5 |5 b BEAARVE B A R Ge e T AR B R 4¢
JZ2 W R . b TR E RS R A AL R
FEANEF AL AR OC . 51 A0 2688 7T ABERI 5 SLA w5
KBRS, RO SLA RSB S={(S".S },
Hrp,S" 2 SLAf74 .S 2 SLA 5 FE & A ]
O M= Lmgamy s eom, 1 P om 8 0 AR
(B AR 5 K B S i G TN A 5 g X 4 288 ) R il et
FIAGHREF S M 2] S (B ), 50 2 4% 09 i
AR M ik oA S, I Zrak B2 W K 2E 2L U2
IR HE M, S>ES LRI F ol LA W e
B RS T SLA J& 75 2 1 90w 5. 5
A LASR 7R R TE 45 7 B WSS B (B 1Y 25 1R A 38 00 A1
Prob(S|M) , #| H] 73 2K 88 K WF Al 2 & P(ST [ M) >
Prob(S™ |M). YE# %% Bayesian W ZEAVE 3248,
DEHAAE T 0l LA FHASE TR R B 531 88 [ B v 52 W) 3 28
i Ve PR IR B . 5 4R I 4 N S [ i LR LG
L1ty A S W S A BRI Y S R TTRS RIS H o E e
DU 357 0 2% W] DUKE % 52 0 R A 2 5 8L v 451 n
JAa] DU g BE 6 8] i SC I k. e T U R K A e
Bayesian P 2% 2z Hh 9085405 Y 3k B2 480G AT 52 M) 74
P AEE T E & T 4% TAN(Tree Augment Naive
Bayesian Network) {E 542K #5.

BB Bl DA B BB B PR ) B, v i R B

J& R AR R By AT 5 SRS B i 8 A5 00 45
RAUER. Bz, SCEk[20 1258 & 2 A RERL, D
WENABE . fE R G is T B, e A BRI
ANREATHE R GEAT A s T 5 ] AT i R R L i A
ROR . AR FTTRRAE 328 50 5 125 30 £ 5l 5 g AH OC
R, HAT P 7 G |5 I FE TS SLA WA
SR Y BE A (AR AR N BLOGUE T —/INER A Y B
TIHh U T B W AR R B B SR AR . T A
FH I 2l B 17148 4 — B ing [] P Y e 0 80 A A I R %
Pt T bty TAN BB, SR A8 S5 ik 1) J7 15 0F
Ak ¥ T B S K B (Balance Accuracy,BA) .
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Background

Nowadays, more and more applications (e. g. , Netflix,
Yelp, Pinterest) are deployed on public cloud computing
platforms (e. g. » Amazon EC2) to provide services. Due to
the complexity, dynamism and openness of cloud computing,
the development and deployment of services are prone to
many types of faults. These faults may lead to service failures
that affect a large population of users and result in serious
economic loss. For example, Amazon. comwas down for
almost 45 minutes in August 2013 due to an unexpected fault,
causing an economic loss of five million dollars. Detecting
faults accounts for 75 percent of failure recovery time, and
detecting faults in time could prevent 65 percent of failures,
according to the report of Tellme Networks. Thus, fault
diagnosis is essential to guarantee the reliability and
performance of Internet-based services. However, the faults
inside services (e. g., resource contention. configuration
faults, software faults, hardware failures) are usually trig-
gered by complex factors in the deployment environment at
runtime. This makes it difficult to reproduce the faults
(e. g. » deadlock caused by concurrency, fault transmission
between components). Therefore, debugging and testing
services cannot effectively eliminate the inevitable faults
triggered in specific contexts.

Fault diagnosis technologies have widely attracted the
attention of industrial and academic communities in recent
years. For example, commercial monitoring tools (e. g. .
IBM Tivoli, HP OpenView, Amazon CloudWatch) allow

system operators to set rules for some particular system
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metrics manually. Then they raise alerts automatically when
the value of a metric exceeds the pre-defined threshold.
However, setting suitable thresholds for thousands of
metrics is difficult. Similarly, by modeling the status of
distributed systems during their normal operation periods,
traditional fault diagnosis methods can detect faults when the
monitored status deviates from the built model. However,
existing solutions are difficult to detect the faults of distributed
services deployed in a large-scale dynamic cloud computing
environment,

Fault detection and diagnosis has become one of the most
important technologies for guaranteeing the performance and
reliability of distributed services, which has been extensively
studied and widely used in various fields. This paper proposes
a reference framework of fault detection and diagnosis with
statistical monitoring for service systems. After categorizing
existing works, it analyzes the main ideas and limitations of
them, and introduces typical works for each category. Finally,
it introduces new challenges and future works.
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