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Abstract  With the exciting growth of global Internet services and applications in the past
decades, tremendous amount of various data and service resources are prevailing on network and
attracting users from different administration domains all over the world. The Internet cyberspace
is never short of security threats and resource abusers. Reliable and efficient network entity
authentications and identification verifications are the corner stones for all types of secure network
application environments and usage scenarios. Especially how to verify an entity’s identity outside its
origin, and how to extend such authentication capability across different administration domains
in network without obvious security weak point or performance bottleneck, it is a realistic challenge
for traditional cryptography based authentication schemes. Either the encryption key based or the
PKI certificate based approaches suffer the threats on credential managements and the inefficiency
revocation. Towards the problem of cross-domain authentication when users in heterogeneous

network environments access network services from different trust domains, this paper proposes
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a new design of blockchain certificate to implement cross-domain authentication based on the
identity-based cryptosystem and the distributed architecture of blockchain technology. A novel
cross-trust-domain authentication scheme based on IBC system is constructed and evaluated.
Firstly, to solve the problem of instantaneous entity identity revocation based on the IBC
architecture, a security-mediator based identity signature scheme, mIBS, is proposed with
optimized identity management scheme. A security mediator serves in a trust domain to approve
or decline any authentication attempt. By retaining part of each entity’s identity authentication
key in the domain, the security mediator can quickly collaborate with other nodes to either verify
the entity’s identity or fail its request for authentication, i. e. revocation. The proposed mIBS
algorithm for IBC-based intro-domain authentication, ensures entity authentication functionality and
security, with the computation overhead reduced greatly compared with the ID-BMS scheme.
The cross-domain authentication is supported and implemented on a consortium blockchain system.
We optimize the PKI certificate structure and design a blockchain certificate to record domain
credential on blockchain. Blockchain certificate authorities, just like CAs in X.509, are organized
and coordinated together to run the consortium ledger as the domain credential storage, verification
and exchange platform. Compared with the centralized CA organization, the distributed ledger on
blockchain nodes has better replication of certificate data, higher scalability, cryptography-guaranteed
The proposed mIBS

algorithm and the blockchain-based authentication protocol are thoroughly evaluated for security and

information integrity, and decentralized consensus calculation capability.

efficiency. Theoretical analysis and deduction show the new scheme holds the same security strength
as the original IBC system, but saves some on the operation execution overhead. The state-of-the-art
distributed user authentication schemes in literature are used as benchmarks to evaluate the
proposed blockchain-based distribution authentication. The new scheme is robust enough to
survive any typical network attacks and interruptions, and with significantly improved computation
overhead efficiency when being measured alive on experimental machines.
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requirements through complex network environments. Therefore,
under the premise of security, decentralized identity authenti-
cation schemes with efficiency appear promising and attract
close attentions in both academia research and industrial
application.

Blockchain, as a distributed system with embedded trust,
especially the consortium chain architecture based on group
consensus, provides a new approach to implement identity

authentication under the conditions of multi-party cooperation
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in cyber scenarios. Therefore, in order to solve the limitations of
the centralized identity authentication technology, this paper
studies the distributed identity authentication problem, and
proposes innovative identity authentication schemes combined
with the blockchain technology.

While our proposed scheme applies IBC for intra-domain
authentication, to alleviate the problem of identity revoking
difficulty in IBC system. we first introduce a security mediator-
based identity signature scheme. This adds a mediator server
in each IBC authentication system. An identity’s private key
is partially distributed to the mediator for storage, and the
mediator helps verifying its identity when an entity requests a
full authentication signature, thereby controlling the user’s
access to achieve the purpose of revoking identities flexibly
by the mediator. mIBS algorithm is designed to support such

mediator-based authentication and identification verification.

We provide a more efficient cross-domain authentication
scheme and protocol with a combination of identity-based
cryptography and the blockchain. A type of blockchain certificate
is proposed to implement cross-domain authentication using the
distributed architecture of blockchain, which integrate IBC
trust domains on a consortium blockchain. The IBC cross-domain
authentication protocol is proved theoretically for robustness,
and evaluated and benchmarked with algorithm analysis and
experimental measures.
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