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Background

Web applications have become more and more popular for
achieving information over the Internet. However, access
control vulnerability can expose sensitive data of web applica-
tions although most of web applications implement access
control mechanisms which restrict the data access privileges
of different roles and users. When a web application has access
control vulnerabilities, attackers can bypass the intended
security mechanism and access unauthorized data. To protect
the sensitive information, the testing of web applications
should be effective and efficient. Test case generation is one
of the key issues during the whole testing phase. Nevertheless,
existing test case generation approaches have limits and high
redundant while providing certain coverage. In this paper, we
present a novel test case generation approach for discovering
access control vulnerabilities in web applications. From the
collected Samples, we identify the set of rules which are
allowed for each role or user and conclude the access control
policy. Based on the inferred policy, our method can generate
reduced and effective test cases. A prototype system ACV-
Scanner is also implemented for evaluation over a set of web
applications. The experiment results demonstrate that our

method can effectively decrease the test cases, reduce the
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false negative and improve the efficiency while exploiting
different categories of access control vulnerabilities.
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