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Abstract With the rapid development of Internet of Vehicles (IoV) technology, smart car
applications are increasingly challenged by the need to handle latency-sensitive and computation-
intensive tasks. Although on-board computing units possess some processing capabilities, their
limited resources often result in inefficiencies when dealing with such complex tasks. Offloading
computations to resource-rich cloud servers is a viable solution, but the transmission cost and
communication delays between the smart vehicle and remote cloud servers have become major
bottlenecks for latency-sensitive tasks. Mobile Edge Computing (MEC) has emerged as a
promising solution by shifting computing power from centralized clouds to the network edge,
closer to the data source, which reduces latency. However, existing solutions still face challenges
such as weak fault tolerance, privacy leaks, and low computational efficiency. To address these

issues, this paper proposes a cloud-blockchain integrated privacy-preserving distributed
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computation offloading scheme (FCOS). FCOS significantly improves fault tolerance by
designing a redundant distributed computing mechanism, which effectively reduces the impact of
single-point failure on computation; it utilizes smart contracts in the blockchain to ensure the
verifiability and fairness of the computation offloading process, which enhances the security of the
offloading; and in terms of privacy protection, it combines the homomorphic encryption and the
blinding factor technology to realize the data privacy protection under the low computation
overhead at the smart car end. Compared with existing technologies, FCOS reduces the
computing time by an average of 90.4% when processing polynomials within 5000 times in the
cloud computing stage; when the single-point failure rate is 0% —60%, the computing time of

polynomials within 10 000 times is reduced by an average of 92. 9%-96. 7%. Theoretical analysis
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and experimental results verify the efficiency, security and reliability of the solution.
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Background

The rapid development of the Internet of Vehicles has
promoted the prosperity of in vehicle applications, which require
an increasing amount of computing resources from intelligent
vehicles. Due to the limited computing resources of intelligent
vehicle terminals, intelligent vehicles are difficult to perform
computationally intensive tasks. To solve these problems,
VEC has been introduced into the IoV. VEC offloads
communication, computing, and storage to MEC servers,
thereby achieving lightweight computing tasks for intelligent
vehicle terminals. However, due to the detachment of third-
party MEC servers from the supervision of data owners,
incorrect computing results may be returned due to economic
reasons or external attacks. Therefore, many blockchain-based
computing offloading solutions have been proposed, which not
only achieve public verification but also ensure fairness between
users and servers. Existing solutions have two problems:
privacy leakage and high latency. Outsourced computing and
computing requests are submitted in plain text, and untrusted
cloud servers may leak their privacy. In addition, the
transparency of blockchain also exacerbates the risk of privacy

leakage. Due to the high mobility of vehicles and the high
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variability of in vehicle networks. the centralized computing
mode of existing cloud chain fusion computing offloading
solutions is difficult to avoid VEC through traditional solutions.
The single point of failure problem under the VEC framework
cannot fully meet the low latency requirements of vehicle
networks. Therefore, there is an urgent need for an efficient
privacy protection distributed fault-tolerant computing offloading
scheme.

To solve the existing shortcomings of cloud-chain fusion
computation offloading scheme in Internet of Vehicles including
high computational delays, weak fault tolerance, and privacy
leakage, this paper proposes a cloud-chain fusion privacy-
preserving distributed computation offloading scheme (FCOS).
Distributed computing is used to solve single point of failure
problems and shorten the response time of computing requests;
The smart contract is used to ensure the verifiability of the
computation offloading process; Paillier encryption is used to
protect the privacy of outsourced functions; blinding factor is used
to protect the privacy of computational requests, theoretical and
simulation experiments have shown that this scheme has better

applicability.
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