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Abstract The Border Gateway Protocol (BGP) is the de facto interdomain routing protocol of the
Internet. For the lack of effective security measures in BGP, the routing infrastructure of the Internet
is vulnerable to various forms of attack, which will lead to disruption to network reachability
on Internet. As a result it is highly important for Internet to secure BGP. The paper reviews
recent research progress on BGP security. Firstly, the paper defines BGP threat model, where
abnormal routing announcement attack to BGP is divided into prefix hijacking, path forging and
routing leak, from the perspective of forged routing information and illegally route propogating,
and describes attack principles, gives typical living examples. And then, the paper hackles research
directions on BGP security, which mainly consists of security protection and anomaly detection,
and the main research contents of BGP security protection include security extension and outsourcing
techniques to defend prefix hijacking and path forging, and security protection techniques to defend
routing leaking, the main research contents of BGP anomaly detection include detection techniques to

prefix hijacking, path forging and routing leaking, active response techniques, anomaly detection

WCRE H 2 2016-04-21 5 ZE 26 IR H 18 : 2016-09-20. A IEIAG B [ K\ = | B AR W98 & 1R300 B 3 42 (2015AA011705) M 4 A S8R
# 4T H (No. 162300410330 % . £ 8. 20,1980 44 i1, Bl 4%, = EWF 58 05 10 9 W 2% 5 {5 8 % 4. E-mail ; tinatwf{@163. com.
L L 1968 4R A HUR , FEM R AN FERE LS. EXE A, 1981 4k B IE A . E BT 7 n) O W 4% 4 4L X B iE
55,1992 A IR L A T ) 4% 4



71 E C €

5P S UM WY 4 3

1627

systems and BGP visualization tools. The paper does thoroughly and detailedly expounding, and

comprehensively analysis and comparison on main ideas, key and difficult issues, the principles

and shortcomings of specific mechanisms or solutions of these research points. Finally, the paper

discusses and analyses research challenges on BGP security, and points out some future works to be

done in terms of security protection, anomaly detection, interdomain routing trust and interdomain

routing system measurement. This survey provides the basis and reference for relevant researchers

and network security experts to understand BGP security problems and promote in-depth research

on BGP security.
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I8 3 4 K I 28 1) AN Rt R 8 =B W 50 O
L3 R S B 0y LA 35 N AR TR AT O (k%
B MR AE A L 5w B b8 B0 AT A3 S A B A
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BR. Wk — P, Y RECR ] 458 S-BGP
L AILL S-BGP 24l i) RPKI&ROA & BGPsec, ifij
FR 48 A R B oAk 7 22 . S-BGP Ak 7 8 itk — 45 4%
R TR B RS AR 43 AT F AT ] B R
SE AL R AR B AL D V5. T TR R AT R AN B A

4.1.1 XTI B EE S B D i i B P
4.1.1.1  EeEYIRER

Ly REORN EZ BT R BGP il R
PR % 4 AR S HORAR SR A G R SR AURIE
I AS_PATH B84 & 1 59 2 S P PR Bt . LA By 11 BT 4%

B 5 A0 AR O i M0k 9 & 2B TR 1997 48, BBN H R
B 14 BGP &2 ir %€ S-BGP 5,
BRIV A BB 5 1 BB ST
il ffft. S-BGP, LB AR 153 A7 fif R 4o rs)
T B AL A 1 e 2012 4F TETF SIDR
TARZH LA S-BGP g S Al $1 Y BE U8 2% 9 2 A B it
(Resource Public Key Infrastructure, RPKD) . % H 5
%L (Route Origin Authorizations, ROA) F1 BGPsec
J& S Z AR5 58 RPKILROA FiI BGPsec 5
PEAL 50 g A ] R RO S B
THDOOOO g 1 B R A Py 2 SR I

(1) S-BGP ik

S-BGP 5 F 7Y # & i) RPKI&.ROA&.BGPsec
JE AR [R] L 3X R FRE AR, S-BGP I il 355 A7 i T
B R s ST B e AL A RS 2B 4 O i T
A H B al % i (Public Key Infrastructure, PKI)
SEPRARY L BT, KRR A T BRI A R
Al g LA LR,

@ H T A ) 3 5 H AR 52 AL AL

T REAR S-BGP B AR IR 13 FIAE i T 8

@ RPKI spider. http://rpkispider. verisignlabs. com/, 2016.
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@ LACNIC. RPKI looking glass. www. labs. lacnic. net/rpki-
tools/looking_glass/, 2016.5. 16

@ NIST. RPKI deployment monitor. http://www-x. antd.
nist. gov/rpki-monitor/, 2016. 5. 16

@ RIPE. RPKI validator. http://localcert. ripe. net; 8088/
trust-anchors, 2016. 5. 16

©® Surfnet. RPKI dashboard. http://rpki. surfnet. nl/validi-

tytables. html, 2016. 5. 16
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SPV(Secure Path Vector)®™ fI APA (Aggregated
Path Authentication) HLfil“ 43 BI4E 131 T % F A [#]
EACEF NIV RIS

SPV MLHIHR R T 2K F AR % 15 550k e 3 AS_
PATH B2 NUER AT AT Pk IZ AL R A — R M2 44
PUH A G AS_PATH 2844, 51 AR A2 @ v AS-
PATH protector K MM %4544 « FLIR FIM: 7 1 52 30
— R PR % 24 1) 55 TIE R [ W A B R 46 980 AS_PATH
protector Y JiE. SPV &5 1Y, B2 Py HL I
AR B 2% 1 3k 7 PR 7 LS8 B M R 8 R L SPV
(04 Gk AT 9 i 1k P B a7 31 o AE

APA AL BE T I 8] A 000 % 44 53 #E (signature
amortisation) J7 ¥ Fl1 %5 [ A5 RL 1 2R & 45 44 (aggregate
signature) Jy %, $2 ) — 41 B & AR A UE 0 F 2 Oy
B B2 0y W7 IE AT R ik 45 24> BGP 4B Ja 1Y 4 [A]
6 A T A AL — U BRI T R R AR Y A
B PRT BGP (W si i 5 5 G % 44 07 1 ] 4 )
AS_PATH MENE LRGN 84 HlLE R
BRIEIZ R B B AT A R RS 2B AR H K
PE 455 T BGP e ST K BE L FEAR T 2 el 4% 109 17 1
TFES. R 1 ik — 2D AR A OT 8 . SCIRL79 i 4 s 1
— P L FFIE R BGAF (lazy verification) ) 7 31 B8 45 25
ZOTE IR RVFE A FHE BEEIMA O M43
RIGUEM RG24 b HAEIR % 2 5 ik B 2 1713k o
WE R ENAHE L.

AN TR] 7 5 TR S 0 % A A R T B O 1) Y
PR HS P 1 B 3 45 B A S A 81 n] 3 BR Ak T IE
T A I R UE P PR L ST, Ay
FHOUDIET 5 1 & W HLE 51 BGP % 4. f
wnsid e Jy S R Y 3 T M Bk 43 I B AR K R 1 TR
AS INTEHLH] AR T B 0y 5 & % 44 5500 19 Bj A2 IR
B S LA S — b A 502 U8 B 73 A 3L, DA e i
T 50y 0 R GEE A 0% 9146 L 5 S-BGP
Bboid”r e T g B EE PKT 67040 2 T B
ar IR 44 . BT HRT B2 ISP A28 B +F
et SCBRC12 048 T — AN JE T 5 0 1 25 B 2 A
Wi iPKI, 1% Wit 5k T 1P Mk 43 BeJZ2 ik 4544 , DL TP
BIZ% B B 1P (self-attested 1P, sIP) /N 4H, #E 4]
T2 EC TP i 2RI [R] I  3 TP i 20 I Y
FAH s e iPKT SR Ak 1, Sek[12 3k — 25 42 i IBSOV
(In-Band Self Origin Verification) Ppisl ., iZpil I F
SIP it 1k 1 4 41k 82 AIE B sROA (self Route Origin
Authorization) 3 5 BUAT 4% #9 8 A IIE . iPKT &AL T
B 3 %55 B U 7 1) 52 2% BE RN TS

@ £ T oA A AF AR LB

B EEL A B AE 2003 4E 32 B soBGP (secure
origin BGP) 7 & th J& — A~ LI ) BGP % 4> fift ik
J%. 5 S-BGP A, soBGP ALK T AS #9241k
45 EntityCert, H >R H 7 11 28 W R {7 /E (web of
trust) B AU B EntityCert; 5% I I AS 2 4 4 1
BIPE ASIFEH AuthCert, SZPLIR AS HHI 2% ) 4 &
I 8 pi7n) 5% A} ASPolicyCert 3 AS_PATH
Bk, BAR T e B AS 12 H A % 44 i) ASPolicy-
Cert 131 H B & AR JE AS, 2448 J& 8] 43 Bl 7E AS-
PolicyCert {IE 45 /1 51 1 4% B6 B . I\ hy 1% 48 J& (6] 77 78
H PR, BT ASPolicyCert ] #4 2 H B 25 f) AS
FFNE T D 5 38 3 55 UE % i3 A B AS_PATH
TEARFDE 2 A7 7R 50 ] S8 3 AS_PATH #4256
IIE. 7 ZE 4R B2 web of trust 5 (LA B B AT 1A B
th AS 55 iy 43 e RS IR . H RIS g i P
AS_PATH g2 @ VETE M 2% AS b AE7E .
SRR %% A PR BLSE. L, 5 S-BGP AL
sOBGP J&—A~ LU #2242 1 Ok AR A5 P RE 42 T i 3%
T EE T 0 HIK RS i T I A e 2 gy
PC 45 48 1) ACORSE o L A S 45 09 o T 38 1) R T R 2B
BEI, 5 T E S M. H 2, soBGP b5t B T #5 T [A)
B AL FE T B 5 web of trust BB HURTE] AS H(E
B DR 2 24 N SHE 5 EntityCert (0] {5
BE AuthCert B}, #2253 7 EntityCert ({5 (T4 Al
R AR 114 3t Bk AN IR IR 28 O AR L 0 A I 25 19 T A
HEZAE (R 1 BT ) 5 DA KCTE I 4% 40 41 & A= A8 1k

B 4] K B 587 ASPolicyCert 4.

EntityCert
AS1 [Public key| signature

AuthCert
AS | prefix |authorizer|signature

AS210.0.0.0/8|  AS1

signature

AuthCert EntityCert
AS | prefix [|authorizer|signature AS2 [Public key| signature
AS3]10.0.0.0/16] AS2 |signature o
—— < .-

AuthCert
AS| prefix |authorizer|signature

AS4(10.0.0.0/24] AS3

EntityCert
AS3 lPublic key‘ signature

signature

PO --------- B IGAE : HhERZ AL
K 8 soBGP # AuthCert 5 EntityCert 3¢ &

psBGP (pretty security BGP) #L U 4t 75 T
S-BGP Hxl bl R M ik ik 43 #9422 R T 5 AR BL Y
JZ R PRI g5 49 52 A X /b & AS JIE 45 19 % 21, LA
Wi AR 8% B4 LAY B 4 5 5L AN ASTR AL O 78 B Ak
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% 1 soBGP IEIANES B LB AREE S T AS_PATH (54T B, #% 45
SoBGP Pk 2 T B 5 A A O AR LS. O B A A IE

1. BHFEJE AS 1) AuthCert
1-1. 3P AuthCert H1 authorizer (4 5 Fr AS3) i EntityCert;
1-2. EntityCert 7EH R AN, H 1A B4 5
1-3. W58 (5 A4 M8 EntityCert BY3F 45 4% . 33iF EntityCert 1 &
S
131, G 2B AT R T T 0% 4
1-3-2. SR R T HIEB R A4
1-4. f#i [ EntityCert B4 IF AuthCert fY25 4.
2. R Tk, HE AuthCert 1 authorizer J& 7] {5 1T (1) 3 41k
BALE 5
2-1. KB AuthCert 7 authorizer #§ AuthCert iIE45 (Un[E 7 + AS3
) AuthCert fIE45) ;
KA 1 50 IE authorizer 1) AuthCert;
authorizer [ AuthCert §IF 35 H prefix fu & # #Z AL AS Auth-
Cert jIE 45 prefix.

2-2.
2-3.

filf b, 52 B AL T 0 A S5 AR B T2 I AS NUE A
AS_PATH A% AGE. H R ML, psBGP i, 54> AS
244 W — BT Z% 5 B 31 3% (Prefix Assertion List,
PAL) iZFNFRALE A AS Fr A7 5 28 /4 75 B A0S H
RJE AS P A RS 1 T X R g AS 1)
PEM R X 28 ASes A4 UM PALs, 4 # AS Hi 2 &1
(AS prefix graph) (CANE 9 178D IZ B AR T W 4
Hr AS [H] 3 45 06 & VAS RTS8 ¢ & DL RO
AT R R WA AL BE. AN SR R AS FIHT 4 46 5 1 A5
fEEE S TRE . 8Oz aT H E IR AS A H B —
ERCH ASes B 5 AN IZ S0 5@ & & B, SLHLAET
ZZURINIE. psBGP 2k 1 5 BGPsec A1 #% 42 IAIE
P H 2 H AV A AS_PATH wh—7R 3 AS 2
HEERAR 240 JF HAR — A BB BR AR N UE Ty 125 BV
TR R AS PR AT AS_ PATH 4y 5

gL [[EERE
| I

A’sPAL:{(10.1/16,A),(10.2/16,B),(0,C),(192.3/16,D) }
B’sPAL:{(10.2/16,B),(0,A),(10.3/16,C),(10.2.1/24,E) )}
C’sPAL:{(10.3/16,C),(10.1/16,A),(0,B),(10.2.1/24,E) ) }
D’sPAL:{(192.3/16,D),(0,A)}
E’sPAL:{(10.2.1/24,E),(0,B),(0,C)}

(a) HTZRFHHIFIHR

ASLHT B5E [H1F
@yhE

(D,192.3/16), 1.0  (A,10.1/16), 1.0

(C,10.3/16),0.9

(b) DIASHI 4 E]

9 AS HiI 4 E R
(Hd . DXt A,B.C FI E fiF# 435 1,0.5,0. 8 1 0. 5)

HH i 76 VE BRI 2 4 Ve 22 8] AT B A B fh A T
TR KR, 0 AT 35 A R R 5 /D
FRARZE 40 LR R AR S IO RE A 32 71, 5
S-BGP [t . psBGP H 5 &8 & AH X ] H 1Y AS GIE45
PKI, 5 &6 F & 2 #hk Uk 45 PKI 47 >k iy 45 22 71
5 A AT AR AT T AS PEM HLHI 32 T 4
PRI 4 43 A3 2075 86 B A6 A DA TE 5 6, IR T
TR AR T 895 98 H . 76 BGP %2 4277 Z i 4 it =X
FRE DT HEAT T OA f MR (H L, psBGP LT I
A TP AR I SE B AS (] DA 7 20 e B G BT Xk
B R IR IAIE Y AS SRR 7 /i 28 PR IAIE I BT A 4
HERTZEE 10 AS — M2 S 2 7L ek i@t AS
HIZ3 R, w9 PALs f4 kb B 7 145

HT H M AS 4544 Rich-Club ¢ 7 19 W %2
SE-BGP(Security Enhanced BGP) #1417 #2 i1 AS
PR A ME & JF SR — A S AR BLR TTM
(Translator Trust Model) , # 57 3 F AS Bt 19 %
SRR G5, IR R GUE 1AL, i fk S-BGP
O % 1R B 7 AL

(O 0] s i 2R G0 18 A0 e AE S B AL

VER—AE ARG A i b RS [ &L
A TTRRAE B T K SRR AE R BE X M b BT A
. B —4E N K IR T RouteViews? 40 4~
I ) BGP g b Hodi , STk 17 ISR 7E— D A N
KT 220 RTZAE 10 25 FEgAR B4 KT 0. 06 %
MIHTZEAE 20 45 LA B Bg 4R Bl 4, B BGP & 12 B A7
A PR 2% S PR 0 B P YRR R TR IO EE A | i
SCHRE T 2H B AR DGR DL AR BIL R L B A S T A
(371 22 B% 72 DIE AL T Merkle M 75 55 9 B B 4200
ESE . AREAIR S-BGP B AR IE R 157 T 4. FS-BGP
(Fast Secure BGP)™™ 3 %% 31| 35§, /] % iy A 2% 46
S 1) % o SR A R AR AL o PRI I R e 4 4 AR TP A
4B AS = JCLH K St K% AR A E L Sl S H A8 4R AR
AS_PATH f# 184 ok 19 % JF 4§ [l L. OA (Origin
Authentication) HLH| ™ % 30 F B/ 1Pv4 Hb Hil- 43 e
JE T MR 32 B T Merkle W8 A 4 14 22 43 ic
AR WY S AR 2 IR DIE Y 5 v 7 LA R R TE
PRARRE 00 N iz 07 e vl AT 0 Bt S JH 4 15 3] W 2%
FEAIL.

@ Route Views Project. http://www. routeviews. org/, 2016.
5.10
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(2) RPKI&.ROA&.BGPsec

O RPKI&ROA&-BGPsec i Ji5i H

RPKT 24K $6 5 -5 1 9% 5 49 T J2 WK 465+ #4
R — A~ 2 B RE A 5t S 3 B AR P 0 4 B [
10 fr7s). BEIIE 5 2 BE B 59 X HE T B AL
SEPUEAS ARG AP M IR L i HAK B EL I M
PRV FE IR SRR 5 5 BB R B A I —
UCTE IR Y 73 BE 548 IR AH X . 24 BRI S T E AL
43 BC TP Mtk / AS S A% i, b JE LA S H AR B B
RAEAFR N CA GEAS. LA 5 IR B¢ U5 A el T I, 2

A %E U5 15 FR 8 EE(End Entity) iF 5. EE 3F
43 R RS UE P R R g S BT ZUE B AE LA Y
H 1P FSE B AR IR B A2 UL 1% TP FTZE Y EE
UEAS. B AR IE T 46 2 AS I BGP (#% iy % 1 45 Ik
A% AS 1445 B i 4 B A2 B B B 28 1 EE
WE. CAHIEf M EE GiF 4538 o 97 )& X, 509 1F 13 4%
LI, EEALEE TP dhhk/AS 518/ 5% i 25 bR 5 K%
LA 2 A5 AH G A5 8.5 DA TIE B AL A X 3k 6 B 356 4H
5 5 YR 1 T A AL

ICANN CA
Tssue: RIR ‘ RIR CA ‘ ‘ ISP CA ‘
Subject: NIR 12.0.0.0/18
Resource: ‘ AS|5677-5700
12.0.0.0/8
O CAIH ) @AS5677-5700 ‘ NIR CA ‘ ‘ ISP CA ‘
Issue: NIR
Subject: ISP 12'3:1'0'0/20 [
Resource: i AS5678
12.34.0.0/20
@ AS5678 ﬁiéﬁ ISP CA LIR CA

(O RIZGES
Issue: ISP
Subject: EE’
Resource:

112.34.0.0/24

"12.34.0.0,/24
Y

AS5678

>
Issi

Subject: routeid
Resource:

| AS5678

B A IEH O
: ISP

U,

Bl 10 RPKI £5#4 75 4l

fE 024 ISP HUA R AL B B 4 19 5 AS fii
BT % AS A RE & S I H 4% ATk B S
AR R T ROA HLEHEAE T AS 9 AR IE B CRP
ROA). ROA f ISP R FHRTZE p M THTZEIE 15 X 1 FA
%4 (py AS ) R SEIETE p M AS a [E05E.
Hp ASiE o 3 F ROA, 52 B 8% f 58 45 A 2% U5
AS WIATE. 303 ROA Ay LR J5 2 02 . 1 8k F
% 2 B A BEGAIE p B BT ZEB LR p R
BAEBH APIEIE ROA W75 4 #5454 15
H ROA 72865 7E /T 28 Uk 15 19 TP My bk 5% 5 o
W ROA B0 4IE B 2. o8 T W /0 6 el 8 0 11 55 9 4
IETF SIDR TA/E4H#Y ROA HlLi 5 BGP @4,
IR AN I T 7k SE B

EE HiE 5 30 Uk 20 5%

L. EEEB7EH RN HBH Pl s

2. BB AR (i ICANN CA) H g IE 5 5%  03iF EE JIF 15 19 FL 30k

2-1. B9 CA AR IGAE T RIE B %4

2-2. RYGIEAR I R AJE FYOE B R A

2-3. FHAFAMVTIR (I AS 585 TP BT 50 40 & 16 b 9k 45 19 %%
TN

Ry Bl 4 6 4% O 15 iy, BGPsec AL RS AS

] — Bk AS &4 B b 5 B [ B B A B AR R R
IR R — B0 % 44 51 92 . BGPsec LT B
B —>nl gk J@ 7 BGPsec_Path SR #5717 g% 42 uE W], 4
K11 7 . 25 AS b [ 4R AS o fe 4 AS a 1 F
4 5 H 38 4 I 5 AS b 3%k i W3 4l SC BGPsec_Path
B4 sigl A AS S b AR — Bk AS S o MY
ap2 B4 WK sig2, HAF UL F] BGPsec_Path J& {4
JE RN Cap2.sig2) o A BURT I 6 He 38 45 4 30, &
K25 AS o NI 228 AS ¢ W B e % il 4 )5
WAL AS_PATH Hr AS XJ 17 19 8% £ 2 23 B B ik
BGPsec_Path J& i i EUF %5 44 91 3 45 R Bk i
Iy UL o A v Y AS_PATH A2 Jm P EL 5.

@ RPKI 5 4 19 % 4> Pk ik

RPKI 5 ROA Fi1 BGPsec 2 fit %240 F T §E , )&
PRI BGP 4 i) 2 v Sl it {H 2 . RPKI 2k H
B P AU A E AR B AL, DR O U 7 RPKI
i CA BUZ (i RIR(NIR ISP 45) () “4¢ 1 7, i HL RE
% " B 7 1 O TP AT 2R RS A valid B2
5 “unknown”/“invalid”, 8¢ )\ “unknown” F} 2% &
“invalid”. W] R TR 5 A AL AR OES LTS L BR 2K
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ASa

router-a %

BGP Update

12.34.0.0/24,(a)

BGPsec_path: (apl, sigh)
ASD

router-b %
BGP Update

12.34.0.0/24,(a,b)
BGPsec_path: (apl, sigl)
Cap2,sig2)

ASc
router-c %

apl: 12.34.0.0/24,a,b

sigl:[apl] signed by
router-a

ap:sigl,b,c

sig2:[ap2] signed by
router-b

& 11

REA Y RPKT H bR CRERUE 1A ROA) % A3 7 (1
RPKI HAR&ES 5 filtn, 78 2013 45 12 H 13 H,—
AP 5E 173.251.0.0/17 A1 AS 6128 (maxlength =
21 ROA ¥ 3| 2L ARIN Sy A #9525 RPKI
SR b kMG TP M BE (I AS 53725 )
173.251.91.0/24, AS 13599 #% 173.251.54.0/24
ZE) RS M “unknown” [E 2k R “invalid”.

Mg RFC6483 FL % L L X} invalid #& 1, %
2% 1] 2% B drop invalid #1 depref invalid W F 3§
W&, drop invalid 5% W& ™ A% H 2 XfE DL 52 30k B O 37
2N RPKI B AR BB I 2% 25 % invalid Mtk 2 ] 1 14
25 Yilal s depref invalid W& 5842 , W] 52 3R LR 4
(B 20 A AT 58 40 #4)% 9% T i regular/more specific
i 28 B 45 it 1) AL

H R X 32 Pk R A D SR B A S P — 2 R
FART7 LFEAR RPKT A AUk 19 AL T 40 7E AL 8Bl
A5 TP iy dik (4 R 25 B 5 Suspenders HL il 25K 4 45
B2 M kA A R R, SCRRLSS J I 285K 453 3 1%
Hiu kb 73 BEBR AR b B A AR [R) 5 02 SR T MR I 1
HAzgix RPKT A AUEL “ misbehave” 17 J Y 45 F1
R LA K B4 S 80 IP bl IR 2S5 S A8 Ak Y
13h.

Ak, 5 RPKI #4{l . DNSSEC Fi1 web PKI %
B AR AR SOBUBL. (HR AR R A 74 i IESE &
B3 26 2R 4 T I AR R Bk e V9L R R e T R A
B9, B A T R ) B A (i DNS takedown' ")
FA O 2 A5 B B TR B SR R L A B A A
RPKT Al 2 1 e A [+ 7] 2.

4112 BEARIMIFAR
2 P& 3 H Hi s ] R G A T Y R B Y

BGPsec 573

JUMRPR R, YRR A BRI AR E RE T S
TR AL TT 5 ST B T 3 o 25 20 R 1 1) S B A
FIAT A ™ E S T I AR Y S B S B
[ s N 8 I e o A DB 5 N o S
Je B BGP PpSCF % th 4% . S i e BGP i %
4 [a] i, LR 37 R 4 45 IRV (Interdomain Routing
Validation) fl ROVER(Route Origin VERification).

(1) IRV

IRV J7 &9 5l i 76 8 4> AS P& — 4~ IRV
I 55 g Ry S — A i ) s oy AR G v 0 A X
A B AR G - 2 B 2 4 0 0 S R sk A
I IRy R GE RO AN B HH L H SR R S IRV
SEIETZE IR AS DRI AR AR (19 07 15 2 L 24 B i
for B Byl R OSCE B R A A IRV IR 55
e A IRV IR 55 d 6 23 1 — A0 2 1) 32 Ji oy 3 455 O
AS 19 IRV IR 55 # » AEAT R 2R 98 AS IAIE ; 3o uE 4R
CH) AS_PATH g4 J& PRI A M IRV IR 55 &% Al
] AS_PATH gt &4 AS 1y IRV IR 55 #% 47
A ) 1) [R5 SR 2 8 e s DA B i e
F—#k AS (5B 1 H IRV aifFf4 AS A ik
PR UE AS_PATH %A% () i 18] A1 58 UE 75 5 Cin 4= 3
A0 1) 3 E A A I 5 R R 43 AS) L LATE & 4 R fE
Z AT B T RN UR AS DAUE I B AR A IE
IRV ik §2 {1t 52 I BURAE B PR 37 1 S iy SR g T 428 4
WINRE. IE A0 SCHRL23 b T 48 i IRV Jr R A
ROBAT WU U % | 2% 5 IRV IR 55 4 4] EL 52 % i
B 4 [6) 25 0] B IRV i 55 4 19 & B IA) L IRV R
5 e 1) 30 15 114 42 42 O I 10 J80 B, 65 7 6 4 L 5 Pk
HAE IR SR AE) DL S 25 A AT Gk I IRV iR 55 465 (8]
F1 38 {75 [ 46

(2) ROVER

ROVER J5 &7 3&F H A C A (9 ) 1] DNS J&
Bl Bt » 5 1 AH Y 2 5 AL ] L A5 DINS Sz [a] A i R
ERT R AS B9 EL 52 . ROVER 5] A #)#7 HL il
£ 45 @ fiv 45 29 5€ - AME—fir 45 TPv4 5 TPv6 §ij 28 1Y

@ Bright P. arstechnica; How the Comodo certicate fraud calls
CA trust into question. http://arstechnica. com/security/
2011/03/how-the- comodo-certificate- fraud-calls-ca-trust-into-
question/, 2011. 3. 25/2016. 5. 16

@ Galperin E, Schoen S, Eckersley P. A post mortem on the
iranian DigiNotar attack. https://www. eff. org/deeplinks/
2011/09/post-mortem-iranian-diginotar-attack, 2011.9. 13/
2016.5. 16

@ Wisniewski C. Turkish certicate authority screwup leads to
attempted google impersonation. https://nakedsecurity.
sophos. com/2013/01/04/turkish-certificate-authority-scre-
wup-leads-to-attempted-google-impersonation/, 2013. 1.4/
2016.5.16
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DNS % % ; @ Secure Route Origin(SRO) % JHid 5% »
LSBT 5 A 35 R AS 94852 . I R H] DNSSEC
25 A7 41 @ Route Lock (RLOCK) i 5%, D 48 7R 4
A2 &l ROVER J7 & 4. AT . 76 050 31 i i
A . ROVER 35 iF #5 77 AR 41 5 S i 44 29 2 44
I 5% e i DNS 44 %, H & A X% 45 % SRO g 5%
)25 1) . #73& [B] DNSSEC A iE#) SRO g & 58 iE
2, H SRO ek AS 5%y i@ 25 i AS PERL,
Wiz ps i A R IR AS B354 SROEFE TP AS 5
H6 ph A P A U AS ORI L, B 3% AT A i 3] SRO il
e AR ) RLOCK Gl s # ik & 0 & A AT 3 5 5

#r SRO it 5% 1) DNSSEC ik 2k W, 5 4 1] SRO Fil
RLOCK it s RN AETERT  JI] ROVER #L i 2 180 4% BE
IEH BGP #:4E, LLSEBL S B9, $2 7 ROVER #l1
T B 3 P2 ISP AJ i 5 DNS B 37 ok S B 34
S BR VR AS 15 B HLZE L8 P9 4 BREE T 1 ) £
HH ROVER Tested® B 48 AR . {HZ. 5] 2014
F5 AANAE 0.5% 1Y . com Fl. net Bk 2 T DNS-
SEC™* 1] I ROVER ) 7 ¢ 38 2 1ij 5 3 A B 1]
1.1.1.3 —ppig

ASCNL AT RE %S AR RE X 3 AUy
Xof b iR HORSAIL R AN 7 04T T B (AN 3 FTR).

R3 HMAEHBEMBRENENABEREHIPE AR

%) HE P EH P RE

Hi 2 5 15 B 4 s 12 O 2 By 7 FYIEE BN ET wH W fEiE M

BONIE SRR BOATE WRIE BRI BEAREIE  FERLBOIE MR A M JFE JFES JREYT
RPKI&-ROA&-BGPsec J — — J — Y N P s+ — — —
soBGP — N/ — — N Y N A r e — —

psBGP — — N/ N — Y ngl r e — HH 24
OA J — — — — Y AR A RPKI i — —
SPvV N Y R Al RPKI e e %
APA — — — N/ — Y AR A RPKI e e e
FS-BGP — — — J — Y AR A RPKI e — —
id*r — N/ — N — Y IBC /il o+ h e e
IRV — — i N/ — — e e —
ROVER J — — — — N — i e —

T x )15 S-BGP K FFHYHI .

Horr PR 5 B2 A XUk W w2 Y 4 T S AR
FIE AS 345 T RIZ A ISP B2 8L, TRIAIE 45 &
%AE B 3 A28 A 43 B I A2 R AS 1Y I 2R R R AL
PR JE S TR UE B AS DL — 2 B AE B2 T2 IR
AS; AR AR S R % 14 2% 5 e o ik B e W
AS_PATH A% & o4 1 B0 32 1, A% 56 Tk 48 Ak B
AS_PATH &A% J& Pk B br PR 8% A2 09 F 58 k. B Oy
RESF A 5 07 IR BB AR G, O ™ R W A S iy
Lo 45 L DLAH DG 38 SC 45 SR AR - B 41 e S
KW I PR,
40102 BFXF i el T R 1Y 2 A B P

AR TR 2 47 At e Oh s B el ER B R R
g it g 1 e LR B B S R RUR i R T H R
I 2 e N o S RN i 9 22 ok | 7 NP T A e - o8
BARARED; 11 881 IETF SIDR T AE 4t
P& H ot 85 18] 46 45 TETF GROW (Global Routing
Operations, 2Bk B B #/E) TVE 4 O b

— BT A I ER A 8 A R T SEBE XS customer
% ph vk 0 A R B8 BE SR BN W R T customer
zone>25 [ ASes #BIEHf R & T I B oL JE 4% . AT By
1 Z /0 A8 Y6 Y it p sl O L HL R AR S BR  E —
A E B 1 8% b A i A O R Y R S 6 KA ISP

175 @5 ML 5 AL U8 48 AU X customer B Fy it 8
AR

H i ik By 4 R G 32 2 AR AS FE )
HME R I 8 5 B 38— AR E L R AS R
Wiz A5 BB Re % H W7 i i AL B 2 A k. WOR A
BGPsec LR AR 445 55 B FL L M. SCHRL25 142
Y AS %1 % Bl 45 peer B customer 4B & B
WE—MRIE, AT 243 AS M customer B peer 4F
JE B % 3 IS T A 58 UE I bR 1 T A1 S RE A% H)
W12 % bl 38 5 2 5 b S i b e SR e s SOk [25 138
PE—H 45 1% vk RAE L 6026 [ ASes #B3H5 8 1
A oA 8 A SO AR T ostub AS it 82 B i (415
TE. SCHR[26-27 14 130AR 4% B i K 7, %F AS_PATH
ARk AS-hop #5847 I f il 5 & 3% 45 provider
AR & . AS-hop F Lk, 47 K 1% 4y peer BX customer 45
J& » AS-hop FHH 4, T A\ customer &P J& 422 W 5] 1)
P H A U T A AS-hop #f Gk €5, M peer £F

@ BGP ROVER: Route Origin Verification. https://rover.

secure64. com/, 2016.5. 10

IETF Global Routing Operations(GROW) Working Group.

https://datatracker. ietf. org/wg/grow/, 2016.5. 10

® Huston G. Leaking routes. http://labs. apnic. net/?7p=139,
2012.3.5/2016.5. 16

©
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S WS B 10 5 e 3 5 0 20 A8 AR e JR — Bk e o € 4h
HopHR a0, 5 W & A B i il 8. GRO AR
PAE BGPsec 4 4 5] A Route Leak Protection
(RLP) 88, iZ 3 1 & 3% BGPsec BB AS & '& . LA
R AS J& & ALV ) H provider B{ peer 4B i
AL B R B0, SR RLP 3% &Sl 00, 8 4 42
W AS BE#E %1% BB # provider 8 peer 4B J& . MM 41
RUE R 01, W H e AS A A iF e k% B B 2
provider Y peer 4B J&E. AT, U1 5% AS M customer
ARSI RLP S0 01 f9 B eh 5557, 00358 B A i
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Background

The Border Gateway Protocol (BGP) is the de facto
inter-domain routing protocol in the Internet, thus it plays a
crucial role in current communications. Unfortunately, it is
widely accepted that BGP does not provide any internal security
mechanism, because the design of BGP was undertaken in the
relatively homogeneous and mutually trusting environment of
the early Internet. The intrinsic assumption of trust in the
BGP protocol does not stand realistic anymore, as a number
of day-to-day social as well as business applications, such as
e-government affairs, online-banking, etc, increasingly rely
on the Internet. Consequently, BGP is prone to a number of
vulnerabilities and attacks, which can result in a traffic
blackhole, or traffic interception/imposture, even lead to
large scale outages in the Internet. In light of this, securing
BGP has been an active research area.

The paper reviews research on BGP security in recent

years. Firstly, the paper defines threat model, and analyzes

in details prefix hijacking, path forging and routing leak; and
then the paper reviews and summarizes the latest research
progress on BGP security, which is divided into security
extension and outsourcing techniques to defend prefix hijacking
and path forging, techniques to defend routing leaking, and
detection techniques to prefix hijacking, path forging and
routing leaking, active response techniques, anomaly detection
systems and BGP visualization tools; finally, discusses the
challenges in the field of BGP security, and points out some
future work to be done in terms of security defense. anomaly
detection, interdomain routing trust and interdomain routing
system measurement. This work is supported by the National
Key Technologies Research and Development Program of
China under Grant No. 2015AA011705 and Natural Science
Foundation of No.

162300410334.
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