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Abstract A fuzzy identity-based encryption scheme, in which user identities are viewed as a set
of descriptive attributes and public keys for encryption are viewed as another attributes set, can
be decrypted correctly if and only if those two sets are close enough, so this system allows for a
certain amount of error-tolerance in the identities, especially in the scene where some user identity
information can’t be derived properly. In this paper, an IND-sID-CPA secure multi-bit FIBE
scheme was proposed based on hard problems from ideal lattices under the standard model, and
its security was reduced to decisional R-LWE assumption tightly. Compared with prior FIBE
schemes from standard lattices, the new construction has a shorter public key and a lower encryption

blowup factor.
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based techniques. At present, the main drawback of cryptog-
raphy based on standard lattices is its limited efficiency, in
this paper, we use a hard problem from ideal lattices that is
R-LWE assumption, to overcome this obstacle. The advantage
of ideal lattices based cryptographic primitives over lattices
based cryptographic primitives is that they can achieve more
compact ciphertext and smaller key sizes by a factor of n, and
thus adds more efficiency. So ideal lattices with their compact
structure would help us to make the IRE schemes more

practical and efficient.



