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A Review of Microservice Fault Detection
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(School of Computer Science and Technology, XiDian University, Xi'an 710071)

Abstract Because the characteristics of independent deployment and decentralization, the microservice
architecture meets the requirements of current software systems for adaptation to changes, flexible deploy-
ment, and high scalability, which make this kind of architecture widely used. However, these characteristics
also increase the difficulty of software configuration and monitoring, leading to uncertain and uncontrolla-
ble software faults. It increases the complexity of fault detection of microservice software systems. How-
ever, in view of the important role of microservice fault detection in improving software performance and
reliability, a series of research works challenging the complexity of problems have emerged. However, there
is a lack of a systematic summary of these research works. It leads to unclear basic concepts, and confusing
and overlapping research directions, which affects the research progress in this field. Therefore, this paper
provides a literature review of 105 research works from 2009 to the present. It not only analyzes the related

work on fault detection of microservice, but also discusses the possibility of applying fault detection meth-
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ods adopted by other software architectures such as single architecture and distributed architecture to mi-
croservice architecture. This paper aims to help relevant scholars and practitioners sort out the latest re-
search progress in this field, improve the fault detection system, and effectively promote the application and
development of microservice architecture. This paper finds that software monitoring, fault diagnosis, fault
prediction, fault recurrence and testing are the four mainstream research directions of the fault detection of
microservice. Therefore, this paper further analyzes the current research status and difficult issues in each
direction. In addition, this paper gives a suggested basic framework for microservice fault detection. In ad-
dition, this paper expounds on the business scope and internal connections of the four research directions
within the framework, and discusses the development trends of each direction to provide future directions

for the follow-up development of this field.

Keywords microservice; fault detection; software monitor; fault diagnosis; fault prediction; fault

testing
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Therefore, this paper summarizes and analyzes the ex-
isting fault detection methods of traditional software and
microservice software. First, it explains the current prob-
lems and challenges from the four aspects of software
monitoring, fault diagnosis, fault prediction, fault reproduc-
tion and testing. Then, a complete fault detection framework
is established on this basis. Finally, the future development
trends in various research directions are analyzed. It aims to
help relevant researchers and practitioners sort out the de-
velopment context and latest research progress of microser-
vice fault detection, so as to effectively promote the appli-
cation and development of microservice architecture.
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