$48% 2 it & HL 2 il Vol. 48 No. 2
2025 4E 2 A CHINESE JOURNAL OF COMPUTERS Feb. 2025

AR BE ST R

/\a: 1) H- — D A - 2) 1 /\ 1
SE R X X K % 1 o B’
V(R RG2S [ e a2EBe TN 510632)

D(HRZEP T 2B S HURL S SHOREBE )74 A3E 523808)

W OE ARRECTEHE RN E R S SR ARG R R N R BN SO R G L I
Hit A (the Right to Be Forgotten) 5 i T $ic4s 32 43178 MBS (58 7 Jr 4l Iml H B0 9 AR . 485980 35 5 (Machine
Unlearning) 21455 2] S AT i S AR AR s VPB4 5 CHVEC R F 5 I EL I 2R B 78 v st S AR 1 25
B 0438 e B LA R AR A T e R B R R . B AR R S A AR 8 B IE T 38 R R A — A
ol P ol st s R ) S AR TR S e ) 26t A TR L v AR TR 1 S 0000 A A S A3 A T R S AR O SE AR
USUE. BRI BRI S T BRI T 45 5 Ph ik st s SR SR S EOR i A, ELBT S 08  E LU TR
ERE N R | 5 SOIIE 5 E LA 25086 UE H AR AR R A5 5t i LB o AR SCHRE L T — it (4 2 1T 0 AR A 5 s
T3 58 DT SRR BRI T AU A Ty Z [T TR ARGy th B AT I B Iy Re g A U T 256
=5 ATESUE AR T AN GEIE . B BRI Ty Se ) T 32838 S0 8 R DIE Rl B AL AT P 0% B3 sl I B AN Bl 42
AU PR A B8 88 5 Bt A B A 2 T T 6 s e A 78 i PR SE ZR 11 20 R T e SR e ke V82 A (o R AS e Rk
W s e BORAIAT T 96 UE UE BH (945 3500 5 2 BRASE RV A 5 (0 P T AR » WG AR J 20 T AT 96 0 %) R UE R 3 5%
MRV T A B IEAT R o SEG AL T AN (R EICH da T R BH A0 36 0 153 TR 8 o RISk T 7R TR0 B3 A A B3 e A5 7
TN 2 SR 5

KEBIE LA s B2 A R BRI s ] B EYE
FEESES  TP309 DOIS 10.11897/SP. J. 1016. 2025. 00477

A Publicly Accountable Machine Unlearning Method

WENG Jia-Si” GU Yan-Yun" LIU Jia-Nan” LI Ming” WENG Jian"
P(Department of Cyber Security, Jinan University, Guangzhou 510632)
?(Department of Cyber Security, Dongguan University of Technology, Dongguan, Guangdong 523808)

Abstract The rapid pace of global digitalization has brought about increasingly significant
challenges related to the loss of control over personal information. In response to these
challenges, the laws and regulations for protecting data security have been introduced, both
domestically and internationally. Among these, the rule of “the Right to Be Forgotten” first
established under the General Data Protection Regulation (GDPR), grants data owners the right to
request the removal of their data from data users. Machine Unlearning is a technique in machine
learning that embodies this right, enabling the model owner (i.e., the data user) to remove

specific data from a trained model to fulfill the data owner’s request to withdraw their data.
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However, implementing and verifying the effectiveness of machine unlearning presents a number
of challenges. One critical issue is determining whether the specified data has indeed been
removed from the trained model. Current verification methods often rely on the assumption of a
baseline model, which i1s a version of the model that has never been trained on the data in
question. Verification is then conducted by comparing the parameter distribution or the output
distribution of the unlearned model with that of the baseline model. If the two distributions closely
match, it is inferred that the data has been effectively forgotten. But this approach is vulnerable to
several limitations. In scenarios where the model owner acts maliciously, they may forge the
parameters or the output distribution of the unlearned model, creating the appearance that the data
has been removed even when it has not. Furthermore, tracing model parameters back to specific
training data is inherently challenging, making it difficult for verifiers to definitively confirm
whether the target model has truly forgotten the data in question. These challenges underscore the
need for more robust verification mechanisms. To address these limitations, this paper introduces
a new publicly verifiable machine unlearning scheme that leverages cryptographic tools. This
scheme is designed to enhance transparency and accountability between the data owner (who
requests data removal) and the model owner (who is responsible for executing the unlearning
process). In this scheme, the data owner employs a dynamic universal accumulator to authenticate
authorized data or to exclude unauthorized data. The model owner generates a proof under a
publicly verifiable covert security model, demonstrating that the training process has either
included only the accumulated data or excluded the unaccumulated data. The data owner then
verifies the validity of the proof. If the data owner discovers that the model owner has used
unauthorized data, they can generate undeniable and publicly verifiable evidence to hold the model
owner accountable. This evidence can be reviewed by any third party, ensuring that the process is
transparent and that malicious actions are deterred. To evaluate the effectiveness of the proposed
scheme, testing experiments were conducted. These experiments assessed the computational
overhead associated with proof generation and verification for varying data volumes. They also
examined the impact of removing specific data points on the model’s prediction results. The
findings demonstrate the scheme’s practicality and its potential to address key challenges in
verifying machine unlearning. By integrating cryptographic tools and machine unlearning, this
approach represents a significant advancement in ensuring compliance with data privacy rights in

the context of machine learning.
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prediction phase, leaving it vulnerable to model
forking by a malicious model owner. In contrast to
these previous works, this paper introduces a

comprehensive set of algorithms for verifiable
unlearning that considers both the training and
prediction phases, with the aim of mitigating the
risks of model forging and forking attacks.
Additionally, the paper presents a new TEE-free
verification method by integrating a cryptographic
accumulator, an interactive zero-knowledge proof
protocol with publicly verifiable cover security. This
method is designed to be executed between the data
owner and the model owner, allowing the data owner
to produce undeniable evidence verifiable by any third
party in cases of malicious behavior. This work
machine

integrates  cryptographic  tools  and

unlearning, which can represent a significant

advancement in ensuring compliance with “the Right
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to Be Forgotten” in the context of machine learning.
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