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Abstract  The Internet, which is constructed based on the TCP/IP structure, has been facing
many challenges towards its scalability, efficiency, safety and flexibility. Most proposals today
fail to solve these problems all together because they have not fully explored and exploited the
multiple attributes of IP addresses. This paper proposes an address driven network architecture,
called ADN. The core idea of ADN is solve the key problems faced by Internet, such as space
scalability, smooth mobility, security and privacy, service quality, network virtualization, by
innovative management and usage of IP addresses, with an extensive exploit of the multiple
attributes of IP address, including the length attribute, logic attribute, topology attribute, time
attribute, space attribute, ownership attribute, etc. The key technologies of ADN include validated
IP address, two-dimensional routing, dynamical IP address, etc. The two-dimensional routing
uses the source address as well as the destination address of an IP packet. On the premise of pure

IP routing, two-dimensional routing is capable of realizing many complex routing strategies which
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most existing routing extensions cannot achieve without sacrificing its efficiency and manageability.

The validated IP address and dynamical IP address verify the facticity and validity of the source

address and destination address, respectively. They prevent the malicious users from launching

attacks without being traced using source address forgery, or accessing other end-hosts in the

Internet without authorization granted.
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Background

TCP/IP protocol has been the basis of the entire global
network since the very beginning of Internet. Benefiting from
the multiple attributes of IP addresses, the IP protocol has
been acting as the “narrow wraist” of the network protocol
stack and successfully unified many diversely structured
networks. Yet, many of the problems that today’s Internet
has been facing originate from our incomplete development of
IP addresses”’ full potential. Though many of today’s next
generation Internet projects claim to provide a network envi-
ronment which can meet the future requirements, they are
either highly specialized so that they can only be deployed to
networks with particular specifications to solve parts of the
problems, or highly complicated so that their deployment
introduces too many network devices and traffic workloads.

In this paper we propose an address driven network
architecture (CADN) to cope with today’s challenges on Internet
that many existing approaches fail to overcome. Different
from all existing architectures, ADN intends to solve all of
today’s problems solely dependent on the base of today’s IP

network architecture, so that it can be progressively deployed
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to a network of any scales or specifications with little effort.
ADN consists of three most important components: the
validated IP address, two-dimensional routing and dynamical
IP addresses. The validated IP address deploys a layer-
structured ingress interface filtering mechanism similar to
RPF to verify the source address of the incoming packets. It
improves the security, the traceability and manageability of
the Internet by neutralizing the address forgery. Two-dimen-
sional routing replace today’s destination address based
routing with source/destionation address dual based routing.
With the dimenisional growth the extended IP-based routing
is capable of realizing more completed strategies and applica-
tions. The dynamical IP address enables hosts to change their
valid IP address from time to time and keeps anonymous
visitors away. It can effectively mitigate the impact of
malicious attacks such as DDos and worms.

This work is part of and funded by the National High
Technology Research and Development Program (863 Program)
of China (SS2015AA010203) and the National Development
and Reform Committee CNGI Project (CNGI-12-03-001).



