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Abstract  To a very great extent, trustworthiness is a critical factor for the large-scale popularity
of cloud computing. To instill greater confidence in computations and data outsourced to the
cloud service providers, the client should verify the correctness of computation results returned
by cloud service providers. Verifiable Computation is the very solution that can let the client
check the correctness of a remotely executed computation by inspecting a proof by the remote
cloud service providers, without reexecuting the computation. Recent works in verifiable compu-
tation have received broad attention in both the academic and industrial research, and the pace of
progress in verifiable computation has been rapid. A number of projects have reduced the verifiable
computation theory to near-practice in the context of implemented system and have mode it
become a constructive approach to trusted cloud computing. The goal of this paper is to survey this

blossoming area of research, especially in the cloud computation area. This paper first presents
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the problem that proof-based verifiable computation is solving in a unified framework, together
with some of key theory that has developed to solve it, and then describes design principle and
basis theory of verifiable computation protocol. Based on systematic analysis and summary of the
related works on verifiable computation, this paper presents a category of verifiable computation
protocols according to the two dimensions which are main processes including compile processing
and proof system. The verifiable computation protocols in this paper use compiler based on
Fairplay and Benjamin compiler to compile the protocol. and generate model of computation for
proof system. It can be divided into two approaches according to main process of compiling, as:
verifiable computation protocol based on simple compiler and verifiable computation protocol
based on complex compiler. It can be divided into two approaches according to proof system, as:
verifiable computation protocol based on interactive proof system and verifiable computation protocol
with preprocessing based on argument system. We do not discuss verifiable computation without
preprocessing based on argument system, and the choice of scope is to make this paper manageable
because such protocols are based on short PCPs and still impractical. This paper also covers basic
definition, principle and process of typical protocols, application scenarios, performance analysis
in each of our classification. At the end of this paper, we summarise some of open questions in
this area. The biggest issue in this research area is performance. Also the computational model
and underlying theory are a critical area of focus. And other research directions involve changing
the model and goal of verifiable computation protocol, and privacy requirements of procotol in the
context of cloud computing. All our works will play a role in promoting the further research of
cloud computing security based on verifiable computation. And we believe that the real
application of these techniques to cloud computing will appear in the next few years with the rapid
progress in verifiable computation.

Keywords cloud computing; verifiable computation; cloud computing security; interactive proof

system; argument system
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1 // compute numbers of key in lists
2 [/ constants

4 const m=14;

6 int main(int list[m],int key)
7 {
8 1int count=0;

S 1int i;

10 for(i=1;i<=m;i++)

if(list[i]==key)
13 count=count+1;
1

15 return count;
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4 program test {

// Constants
const m = 14;

// Type Definitions

type Input = struct{int<32> key, int<32>[m] list};

type Output = struct{int count};

// This is the main function
function Output output(Input X) {

var int count;
var int 1i;
count=0;
for(i = 0 to m-1) {
if(X.list[1] == X.key) {
count = count + 1;
1

}

output.count = count;
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1 GetBlock(name n)
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6 }
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1 store (n,block) in block store S;

2 return n;
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} // invoke programmer-supplied Map
g Map(list_in, &list_out);

8 for (i=0; 1<NUM_REDUCERS; i++)
Y[i] = PutBlock(list_out[i]);

13 return Y;
14 }
1 Digest Reducer(DigestArray X)

2 {
3 Block list_in[NUM_MAPPERS];
4 Block list_out;

6 for (i=0; 1<NUM_MAPPERS; i++)
list_in[i] = GetBlock(X[1]);

% // invoke programmer-supplied Reduce
10 Reduce(list_in, &list_out);

12 Y[i] = PutBlock(list_out[i]);

14 return Y;
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context of cloud computing. To a very great extent, trust
worthiness is a critical factor for the large-scale use of cloud
services.

Various solutions have been proposed to solve this problem
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including replicate computation, auditing, trusted hardware
and attestation. All of approaches must make assumptions
about either the class of computations or the failure modes of
the performing computers, etc. However, verifiable compu-
tation tells us a fully general solution that makes no assumptions
about the cloud provider. The client can check the
correctness of the computation executed by remote cloud
provider via inspecting a proof returned by cloud service
provider without reexecuting the computation.

The goal of this paper is to survey a constructive
approach to the trusted cloud based on verifiable computation.
Our focus on executing verification is motivated by cloud
computing more generally. In this scenario, the causes of
incorrect execution include corruption of input data in storage
or transit, platform bugs, hardware faults, software miscon-
figuration, etc. Generally speaking, the related works can be
divided into two categories. The first approach constructs
verifiable computation protocol based on interactive proof
system. This approach has the advantage of not using
cryptographic protocol and pre-processing phase. So it
provides good performance in its special application areas.

The second approach constructs verifiable computation protocol

based on argument system. This approach can be further
divided into two categories, and one of them which does not
include pre-processing is still impractical.

This paper presents the process of verifiable computation
protocols, and reviews the state-and-art works on this field.
This paper also covers basic definition, principle and process
application scenarios, performance

of typical protocols,

analysis, open questions. Though there is a great deal of
work remaining to bring verifiable computation to real
application of cloud computing, we believe that real
application of verifiable computation to cloud computing will
appear in the next few years and all our works will play a role
in promoting the further research of cloud computing security
based on verifiable computation.
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