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Abstract In recent years, Deep Neura Networks (DNN) have been widely applied in visual
classification tasks in fields such as autonomous driving, industrial detection and drone navigation, mainly
due to their advantages in accuracy, cost and efficiency. However, despite of these preponderance, deep
neural networks are reported to be vulnerable to adversarial examples which could be generated either
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digitally or physicaly. Noise images with intentionally crafted adversarial invisible or visible but
inconspicuous perturbations could fool the classifier to make incorrect yet confident misclassifications.
Hence, the deployment of such models in scenarios where robustness is a critical demand would introduce
the system potential security risk. Existing defense strategies usually lead to a drop in test accuracy. And
these algorithms are typicaly designed for defending against either pixel adversaria attacks or patch
adversarial attacks in a dedicated manner, and their defensive capability usually does not trandate to the
other. Furthermore, when it's applied in real-time safety scenarios like autonomous driving, decision
latency is required to be imperceptible, which makes many defensive agorithms far from a solution.
Therefore, designing practical rea-time comprehensive defense strategies for DNNs against a variety of
adversarial attacks is of paramount of importance to its application, as well as represents a critical machine
learning challenge. This paper attempts to address the problem of robustness of DNN-based visual
classifiers against various adversarial examples by proposing a Compressive Sensing (CS) based defensive
strategy combined with Discrete Cosine Transform (DCT), doomed ComDCT. ComDCT works in the
compress-DCT-IDCT way to remove the adversarial perturbations from the input and then feed the
denoised image to the classifier for inference. Specifically, to achieve this goal, ComDCT firstly train a
neural network to learn the mapping from the measurements of the image to its sparse discrete cosine
coefficients. And through inverse discrete cosine transform, cleaned images could be conveniently restored
from the obtained DCT coefficients. To further improve the comprehensive performance of the defense
scheme, we also suggest the introduction of the classification loss to optimize the compress-restore network.
Finally, to demonstrate the efficacy of the proposed defensive strategy, intensive experiments have been
conducted on two commonly used datasets, LISA and SVHN. For the purpose of achieving a
comprehensive assessment, the adversarial examples used are generated using multiple attacks, including
Fast Gradient Sign Method (FGSM), Carlini Wagner (CW-L2), Localized and Visible Adversarial Noise
(LavVAN) as well as sticker attacks. And considering the difference of the adversaries' knowledge on the
classification models, we give the performance evaluation, comparison as well as analysis in both
white-box and black-box settings. Empirical results showed that, compared with other state-of-the-art
defensive strategies in terms of ComDefend, MF, TVD, LRR and so on. Specifically, under white-box
setting, ComDCT obtains at least 11.88% superiority in comprehensive performance indicator for LISA and
7.01% for SVHN. With the introduction of the classification loss in optimization, even under the black-box
setting, the proposed scheme ComDCT till achieves at least 9.25% higher on the LISA dataset and 6.7%
higher on the SVHN, which further confirms its advantages in aleviate the adversarial effects and
improving the robustness of visual classifiers constructed on neural networks.

Keywords deep neural networks; adversarial defense; compressive sensing; autonomous driving
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HERl b X HUREAS B4 o T D) T IR 2 2R A E
&, LR PTE TR, 32 & B ERE.

LT B 1 O 74 AR R S B AR SR 5 LA
PRGNSR X R B B

loss= L, + A4, Lo + ALy g
st. £, =-log p,(x) ®
Hodr Ao A4, 3 AR R I 45 2k Lyog TERPK L,

X FEAEMRL L, WETE, p,(x) RFESIH
RI%E % X B AR

SIAGY BRI, Bt ms I ZRiES aniE 3
iR, HAREERNE, \TaEBRms A JXTI
SRyl BEA R, AR AR S R N FH B B B A R s Xt &
15 B T B % 25 W AR R 5 AT 5 AR SR T
T2 R B SR s B 5] A 2 I AR
TIABE TR N7 FH A BELES [6] , NS5 M AS 75 S )

SRINT, Y20 7 JBR S 4 R AT AR,
AR 43 A i R A FE AR 5 A TGk
AR T R E R AR A A N4 G IS,
1 JC i MR & A 2 e, BTk 42
B R G A 2R A TR, 52 31 B G s 3R s R 1Y)
XTHUREA A BB (ol & X — >4 251 A il
VB B XFHUREAATS SR R LA T 158 5 At ) 265 245 #4 11

SHEERA MR F) A ) X —F LR &, AL
P2 S U — A R A& A T R ERAE B T 2
B IF 51 A% 43 JE R R X 5 g RS 0 o 2 d0t 2k LAl
AR S A T 22 00 40 SRR AR 5 I 1 ORI 1Y
LR PEfE.

el , YPIEE A T RS2 AR o FBI R R TT
A5 B 37 (R4 o R A X H it RS B 290 G B
I3 0 54 A1 T A3 e A AU i — S o SRR A
e DL i R A YRR AN SORR 4 7 18 2 %o L
PRI o3 AR ) T R R EE RN 0 T 5l A2 e
PRGSO & A ——58 & T i Z i i 2%
LT () ) 28 2540 e 280, AT DL E A5 A5 JE AR A
X R A SRR b 2 2% G5 PR &
77 A X —— N T A 32 DR A TR (1Y) ) 245 45 4 e
ZH0, He 5] A H A4 AR % o UL Y 43
KPR G ML G. LA RER . Ba
B A 2R 55 32 AR 37 o SRR (1) P 2 2540 [ 2
BEBAS MR () AR i ki e, KRG
2R AR, D R Ak
RRIRU L v I 0 R s 1) 2 P i

DRBRMGI ARG Sk, ISR &R
RS TR TG SR o A P A 0 e R A e I
AT FI AR R, YT A R T TR
57 Z B SERT B SR I I 25 A PERE , 8T DL R
Al e % A 25 [RR) 4% 1) A LR 2 e B ) O I B 27
AYERE, W Jia 2 NPUE Y ComDefend. 3T
B B B4R 5% 2R B0 S 97 40 5 % 7E B 6 B A AR =X
T, A T A 0 R A
T K B T DATE T )N b 5 ) o MR o A R
FEAR S R PERERIIE DL, (KR A E 2 M




8 it A

Bl

i 2023 4

A2,
&

SYFAEIE, ARSI TN GG 7 BV RE 5 A MR
4 SLWERSH

ARTE T ASCET - ERLE . PP FR AR LA B S
KR BTN, IR A R AT AT
41 HIBRENBRITFMNIELR

AR B9 AR ST A ECHE S RN UE A 48 A R AT
4.
411 FIRENF

AR SCA FH P A B0 2 SR A1 97 0 5 ek 1) £
fik: LISA sCilprab B 4257 | 15 51 M S0 B 45
(Street View House Numbers, SVHN)8,

LISA Al bG8 E4E 7855 5Kk K/hA 32x32
i) RGB KM, L&A 47 FhEEsC @R G, A
SO B ML HE R 43t 5499 KAE I 4E , 785 kAR
REAELE , 1571 5k AE AR EE. AU Zhao 55 A
(U 4 LISA J3SRABRIE g SZ AR 10 3 FAFE Y, 4
MR LE PR 2R IER R 1287 Sk RRAE N B R R
155 DLVEA B 460 5F W X6 L 1k AR o 28 M BE 110 52 i
ST DN 0 H AN B 0 SR s ) B AR R, AR S
Jeik i Zhao %5 N OPRAL AR A B M LRR i
i Y Sticker Mo 5w, X LISA 4L I VE M) |
REME IR A R Y 90 5K K44 R Sticker Xt
BLEMG %, HAEH FGSM I ifi 5 s (¢ = 0.07 ) I
CW-L2 T 5K M (k= O ) % I a4 PRI 7% Jin o 47 1
Pedh, SRJEHe BT o R g o R R
ARG 1064 FKENRA FGSM Xf 4t KR AL FI
A 1239 sk R A CW-L2 X ER4E.

SVHN $da4E i K/Nh 32x32 1) RGB El%4
B, A7 A0 2] 9 9 10 Ak . AL SE I 73257
SR 4 ) 1 10000 3KAE M ERTIESE, T Y
63257 sKAE Ml 2R, ff RS ) 26032 5Kl i 4
EMEAE A R4 . AR SO S I 25 46 TG A
IEEERUL I Z— SVHN 4> 2R BRIV 32 AR 4 1)
Ay AR PRI R A R A S IE B 1) 23160 K
G AE N R EG4E, SR A FGSM I i 3 mg
(e =0.03)F1 CW-L2 Jii 5w (= 0 )%k 4E B4
WIXTUE RS, e B TR S 4 AR [ X BT
PEEGIEE R R, 193] & f 19222 K EI4H) FGSM
X R AL T 47 17894 5Kk R i) CW-L2 X bt (&%
. M TEZ TR BEX SVHN Bd 42 178 b
TR R4, H Sticker I J& T4 B Y
YechSEmg , HIVE Sticker XTI EGEMEE K, FI,
Z RTS8 I B o, AR SO 55— Fh 8 &) SR

AR TG LaVANIHE AN T RN 6x6) il VR Xf
PUIEMR AL AR B A SR s 75 SVHN Bodla i b

BETERE , AR E A 9332 K IEI4 ) LavAN X}
PrEIMG 4.
4.1.2 PEMIERR

TE VA B A8 SR e ) ME R, [ s 2 e
XTHUREAS (9 77 A i i B2 o3 RN X R PR AR 1 43 2%
PERERYSEIR. [RI, Zhao % N9 i — N HEHR PDA
(Post-Defense Accuracy) > WA — 4™ Bl #5 5 s 10 25
PERE. 4 T O WS X A B R Y iR 5 T R
100%Ht, PDA 8 X H

PDA = (-7 ,)(CA—CD)+7,DR )
Ho 7 AR FEAEHL G g A G & B X Pkt sh
I EIHE R, CA 3 R MR AR B 25 9 R S s
AL BRI Y43 2R MER R, CD 1\ 3 BAE ER AR 2 3 By
TR AL HL IS () 4 FEUWERG R R , 0 DR 2B AR
Ui, AR T 43 2 ) X B ik el % 23 Bl
TED SR s Ah B B 43 28 HERA R

SR Zhao %5 NV 2% 18 T —Fhar o e, (A2
RSO WA EE AL AR A A il T = A SR A
Xof o B X BT R AE , RIIEAR SO LAZE LISA KidlidE
EA48) DRegoy « DReyy 12 M1 DRgiop,, VA KAE SVHN
Bl Sk EA53) DRpgsy « DRy 2 M DRy gy A3
BT MG ok B = A SR ms iR A ],
e AR LISA BE4ER) DR

_ DRpgsy + DRey 12 + DRsjicker

DR . (10)
T E B X SVHN BdE4E ) DR
DR = DRrgsv +DRew 12+ DRpayan (11)

3
H T CA—CD 3R Rk IR AR 2800 5 1 3R s Ak 3L/
(A SR R AR SCE LFE R DBA (Defensed Benign
Accuracy) KBt €4 CD LA LA Z(9):
DBA=CA-CD (12)
g A AR(9) . AR (A0 FIAR(12), [F % IER;
PERE A 2KE B, 7 LISA $dade btk fr irAhat,
B AE SR s ) 232 5 P REFE bR PDA B8 SR
PDA=(1-7,)DBA
DRrgsy +DRew 12 + DRgjicker
3
K, 45 A5 AK(©9). ARNADMAK(12), 1
SVHN ##idE EHE T PRAR I, B SR ms i 25 Pk
6% PDA W5 5E SLH
PDA=(1-r,)DBA
DRpgsy + DRey 2+ DRpyyyy
3

(13)

+7T 4

(14)
7,




14 T ERE . T G RO A A 28 1 245 S I £ B 4 SR 9

5 Zhao % N TAE—E, FEA ST Y5256
PN 4 9 & R 0.5.

WAL, AT e 97 A0 SR s 1 P 1) TG N 22 B R 4 A
SRR s, T R S AT A ] DA
SEPESEAT VAR . S T s AR AR R R N T
TS I A 3R 4, Yang G AR T
— o pl AT R A AR B 2 R ) S R B2 38 A R U R
58, LRGSR IR A 1360x800 K/ i J5t 4 141
BRI A AR, PR A I B (Y 5 bR AR 41
SR I AT, B JE F A3 B AR e KNy
32x32 (A bR AR RT3 28 LATR O 2 MR A 22
AR, %R GAL I — 5K IR AR AR B B ) 2
165 ms, HrRIFERT 29 162 ms, 3 ZRFERT 2N
3ms. i, Shao 2 AR H T —Fh ek AG I A
GrFEBEHLLH A S N SRR AR UM R GE, I R Gk
— ik 1360x800 K/ EUG 1) F- Y FEIT 244 154 ms,
I3 —ik 32x32 K/ EHR RIFERT 298 5 ms, AbFH
— K JE A R B S ] 228 159 ms. SRR HI B
FEmE X 1R AC bR AR UM R G 1Y 4 B AT R AP
AT LB B AT A],  E 2 22 7 8 SR s T 75 1
B 10 ms B, XF T E iR SEif AC bR i i R 48
Ak B — 5k J5 bR G SR TR R AR /N (29 A
159~165 ms H4 /i3] 169~175 ms). [t , 7EASC B
0 SR W A SIS SO B AR SR W T ) B [ AN
#id 10 ms.

42 LWEE

AR SO A0 35 T F 40 B 1) ST 2545 B 0 5
(Compressive sensing Discrete Cosine Transform,
ComDCT) /Y SEFLEE T Python2.7 ., TensorFlow Al Ji
A9, ComDCT 4’ £ 25 4 12 1 7% . ComDCT-
U AR B0 5 W ol FH 38 FH A S 2 7, e JS 4
ot-un, HorbE A R e P B AL e B0 R
FAlih, ComDCT-T 413K B 55 m (o FH I 545 21 1)
WA R, BeRT R B “-T7 . 5 E 25
BN ¢ W, A SO I 73 AR 1 I 28 5 A Ik 2
FEs , PR BS0HR AR 160 FH 1 23 A8 1Y) X 24 25 /) — 35
ComDCT-W X, 3% B 18 % & 75 11 & B AL X R 51 A
SRR, BeRTES0m E “-wW”; ComDCT-B ft#
B AE R B AE R QB A R 5l A SR, S
Zm L “-B” .

AT B T AT 85 2 B Gl B ol 22 T 4545 10

— Guadarrama S, Silberman N. TensorFlow-Slim: A lightweight
library for defining, training and evaluating complex models in
TensorFlow, https://github.com/googl e-research/tf-slim 2019,6,29

SIS R FAG B R B R M 4 S8, HIE A
Adam AL #1092 5T Ubuntu
18.04.2, {ii Jf] Quadro P5000 GPU #1 3= 4#i }y 2.40GHz
Y Intel(R) Xeon(R) Gold 6148 CPU.

*1 ETEARMAISIFRBIEIREE ComDCT HIMLELE

ComDCT sa ComDCTsyhn
3072xm &2 3072xm &%)
mx307 &2 mx307 &2
3xTxTx32 HTZ 3x11x11x128 HZ
32x7x7x16 &) 128x11x11x64 HEFHZ
16x7x7x3 #HZE 64x11x11x32 #FH J7
32x11x11x3 HZE

®2 DEERRMELEH

EEA L, A B A
3x8x8x64 HFHZ 3x5x5x32 HH )2

64x6x6x128 FHfHZ 2x2 g Kb )2
128x5x5x128 H:FHZ 32x5x5x64 HHZ

512xc £ 2x2 Fe KAL)=

4096x1024 41512
FfBL R 35 2
1024xc 43457

43 HETHRBEHE %R SSE R ERE
A SCHE A A A, K+ %R (Measurement  Rate,

MR =""YF , {#i Ff] Deeplnverse 1 5 51 Il 25 1 22 19
n

225 ] NULIAE y B AR G x4 LS 1 [ 40 2 s
SN G 28 W 2652 ] NOIINE 21 06 RS 1A 5
B AT 2B LS 9 ComDCT 7 8556 % 1) 1k R
XFHansk 3 fEk 4 Fias, Hr Deeplnverse R
ComDCT i Jil— LAY R 25 25 LA - . it Je
6T D 308 D % ) e e o S D )11 A5 1) A 0 e
M, TE4ANIHEER, FiE A, BAKE K, ComDCT
XiF RPE BEUR Ar 2 R 1 s m Rk ik, DBA Ok
ARG, (HJEAE A, A KB —EBEZ R, WE A, 1
AWK, ComDCT 2B xpu 3 sh 19 i 1 Fn s 1
RE 7 Mok tng , DRSOREE T, 17 HL B A4 B 1 3 iR
KT RAEEMGR r KPERE IR IR, T30 ComDCT
254 M RE Bk R, PDAMORI . AT ER
&, KA, SR EG N EEFEIKT, pE
KA A, BAREEHE K, ComDCT —J I H: B A 1 BE 1)
O S TN, 55— T R R A S T R A
R A, T 53k ComDCT Y454 Mg % Wi iE
5. 5 Deeplnversetf] kb , 7E45 i %, 24 ComDCT
PEBURAL A, I, ComDCT HyZi & PEREPDATE LISA
e 2 /0w 2.45%, 78 SVHN $die L=/
2.91%. 4 ComDCT #&BUR A A, A e 2}
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2 A /N

2023 4F:

%3 A[E MR A TRi#I5EEE Deeplnverse 5 ComDCT 7& LISA #iE & FRY M REXTEE

MR=0.05 MR=0.10 MR=0.25
I 180 55 Ar
DBA DR PDA DBA DR PDA DBA DR PDA
Deeplnverse-U - 0.8866 0.4072 0.6469 0.9316 0.3750 0.6533 0.9479 0.2935 0.6207
0.0005 0.8376 0.4732 0.6554 0.8411 0.4851 0.6631 0.8500 0.4884 0.6692
0.001 0.8446 0.4918 0.6682 0.8834 0.4872 0.6853 0.8702 0.5203 0.6953
CombCT-U 0.002 0.8411 0.5017 0.6714 0.8500 0.4996 0.6748 0.8664 0.5017 0.6840
0.004 0.8419 0.4984 0.6702 0.8500 0.4984 0.6742 0.8718 0.4915 0.6816
Deeplinverse-T - 0.9829 0.3116 0.6473 0.9845 0.2273 0.6059 0.9876 0.2414 0.6145
0.1 0.9798 0.4143 0.6970 0.9899 0.3261 0.6580 0.9829 0.2916 0.6372
0.2 0.9518 0.4369 0.6944 0.9744 0.3768 0.6756 0.9697 0.3173 0.6435
ComDCT-T 0.4 0.8866 0.5036 0.6951 0.9448 0.4150 0.6799 0.9549 0.4185 0.6867
0.8 0.6706 0.4063 0.5384 0.7560 0.4357 0.5959 0.7918 0.4268 0.6093
R4 K[E MR FA, TR Deeplnverse 5 ComDCT 7 SVHN 32 & FHYMREXTEE
MR=0.05 MR=0.10 MR=0.25
Iy 40 5 A
DBA DR PDA DBA DR PDA DBA DR PDA
Deeplnverse-U - 0.9313 0.3766 0.6539 0.9736 0.3331 0.6533 0.9863 0.2903 0.6383
0.1 0.9386 0.4042 0.6714 0.9686 0.3800 0.6743 0.9789 0.3716 0.6752
0.2 0.9277 0.4337 0.6807 0.9589 0.4176 0.6882 0.9675 0.4091 0.6883
CombCT-U 0.4 0.8845 0.4815 0.6830 0.9187 0.4627 0.6907 0.9332 0.4678 0.7005
0.8 0.7149 0.4649 0.5899 0.7712 0.4752 0.6232 0.7628 0.4741 0.6185
Deeplnverse-T - 0.9902 0.2687 0.6294 0.9921 0.2271 0.6096 0.9919 0.2595 0.6257
0.1 0.9874 0.3263 0.6568 0.9886 0.3105 0.6496 0.9893 0.3078 0.6486
0.2 0.9812 0.3631 0.6721 0.9804 0.3473 0.6638 0.9831 0.3545 0.6688
CombCT-T 0.4 0.9560 0.4340 0.6950 0.9579 0.4325 0.6952 0.9582 0.4329 0.6955
0.8 0.8188 0.5050 0.6619 0.8269 0.5072 0.6670 0.8247 0.5058 0.6652

ComDCT 41 fE PDA b Deeplnverse 7£ LISA
BURSE | 4.2%, 7E SVHN 4 i 4.16%. iX
SN S5 BB T A SO 2 > DO y 215
Uy PRV P 5 6 25 AR 5% 2R 8 s IO BB ) ComDCT Bl
5 s A XT3 T Deeplnverse % &2 5122 21 VLI
1 y LIS EAR MG x B WS 7 B0 5% s A 1 e v

AH B e 38 A R Deeplnverse-U FlI
ComDCT-U, i Il 2k 45 F1] i) I 5t 46 145 79 Deep-
Inverse-T Fil ComDCT-T AR X K EE 7 268 1 1) 5
WS /N, DBA iR, S AR b 25 B Bk sl
W BE S FIB A AE 1) TEAK , DR AKX 7 S
FHEYPIASBEAE , 8 FH 38 FH 0 56 P4 ) ComDCT-U
A FH I 2545 21 A4 90 56 [ 1 ComDCT-T HA #H2Y
M ZE G PERE.

ComDCT HJH:-th 577 181 5 W 114 1 RE XT b 42 5
F6Fn. BMEAEART | A2 R % T , ComDCT
HILEA T BE PDA AE LISA $dG 8 FAH H T Ho A B 4
My /0 3.81%, 7E SVHN idfli4E I+ ComDCT

MIZEETERE PDA B MF G, X FF— WK UL T A
SCHE L) ComDCT 57571 55 W& 14 0 A k.

& 7 SRR Al i X 1287 5K/l 32%32
) LISA KPR EIREE RURHE T Z2 0k Ak 38 S 2 A5
FI) ) AN [i) B A0 54 s Ak B g 5 RS ) - 2532 17 B [
SCIRZE LR, A G0 A I T R 45 S AR X RE
AP )7 % THTE K BPBA - 1 b B ] 43 1) h
76.36 ms, 62174.19 ms, X2 T4 50 A4 5 45 B
P AT E AR A, RO 2SO
R HFER, ANE F 0 28 B 4 5 S s SR 1Y)
I . AR SCHR R R T R B 2 N 4% 1
A8 BN 2 SR AE I B B SR W, TGS Sl P AR S 4
I T R AR B FA Y ComDCT i8S B 4%
18 Fil Deeplnverse 1k & 5.1 B B S SR W%, Y942 T+ T B
TALBEALCR i P T A% 58 1 4 JE% A0 B 40 S s v AN vl
JESCIPERG L. eAk, DR B A8 fk Xt ComDCT
F1 Deeplnverse [ALFRRET A JL-F- B A 0. AH LT
Deeplnverse, /45 ComDCT F B B 4% 7% 1l A 4o o 32



1 FOAEAF . TR AR B p 28 X % S A £ B T R 1
=5 HABHEIEETE LISA BURE LAY M REXTLE
I 10 5 s DBA DRy DRyt DR gticker DR PDA
ComDCT-T [ MR =0.05,4, =0.1] 0.9798 0.1222 0.8095 0.3111 0.4143 0.6970
COmDCT-T-W [ MR =0.05,2, =0.1,4, =0.4] 0.9946 0.4323 0.9128 0.5556 0.6336 0.8141
ComDCT-T-B [ MR =0.05,4, =0.1,4, =0.1] 0.9930 0.3167 0.8644 0.5667 0.5826 0.7878
ComDCT-U [ MR =0.25,4, =0.001] 0.8702 0.3069 0.7264 0.5278 0.5203 0.6953
ComDCT-U-W [ MR =0.25,4, =0.001, 4, =0.2] 0.9782 0.4648 0.8906 0.6111 0.6555 0.8169
ComDCT-U-B [ MR =0.25,4, =0.001, 4, = 0.008 | 0.9029 0.3534 0.7712 0.5389 0.5545 0.7287
CombDefend!®" 0.9951 0.0201 0.4609 0.0481 0.1764 0.5857
ComDefend-W [ 4, =0.4] 0.9953 0.3158 0.8846 0.4556 0.5520 0.7737
ComDefend-B [ 4, =0.8] 0.9946 0.0536 0.6312 0.1000 0.2616 0.6281
JPEG!® [quality=10] 0.9891 0.0207 0.4754 0.0889 0.1950 0.5921
TVD® [weight=3] 0.9215 0.0921 0.6852 0.2333 0.3369 0.6292
MF [window=5] 0.9806 0.0968 0.7934 0.1111 0.3338 0.6572
LGS® 0.8314 0.2481 0.4988 0.2889 0.3453 0.5883
LRR 0.9394 0.1278 0.5634 0.4000 0.3637 0.6516
Deeplnverse 0.9316 0.1410 0.6061 0.3778 0.3750 0.6533
[HTES 1.0000 0.0047 0.1340 0.0111 0.0499 0.5250
BPB3Y 0.6830 0.1118 0.3430 0.2000 0.2183 0.4506
#=6 FAPEERAE SVHN BUEE A REXTEE
195 10 S DBA DR DRey 12 DRygicter DR PDA
ComDCT-T [ MR =0.25,2, =0.4] 0.9582 0.1772 0.8056 0.3158 0.4329 0.6955
ComDCT-T-W [ MR =0.25,4, =0.4,2, =0.1] 0.9238 0.5181 0.8498 0.6721 0.6800 0.8019
ComDCT-T-B [ MR =0.25,4, =0.4,1, =0.1] 0.9336 0.4619 0.8524 0.6778 0.6640 0.7988
ComDCT-U [ MR=0.25,4 =04 | 0.9332 0.2587 0.7941 0.3506 0.4678 0.7005
ComDCT-U-W [ MR =0.25,4, =0.4,4, =0.2] 0.9377 0.3537 0.8170 0.4765 0.5491 0.7434
ComDCT-U-B [ MR =0.25,4, =0.4,2, =0.2] 0.9048 0.3741 0.7800 0.4404 0.5315 0.7182
ComDefend'* 0.9951 0.0179 0.5963 0.2179 0.2774 0.6362
CombDefend-W [ 4, =0.8] 0.9744 0.1001 0.6668 0.6056 0.4575 0.7159
CombDefend-B [ 4, =0.4] 0.9731 0.0981 0.6985 0.5881 0.4616 0.7174
JPEG [quality=10] 0.9449 0.1007 0.7054 0.1577 0.3213 0.6331
TVD'® [weight=9] 0.9630 0.1425 0.8348 0.0542 0.3439 0.6534
MF [window=5] 0.9502 0.1917 0.8155 0.5330 0.5134 0.7318
LGS 0.7858 0.2245 0.5549 0.6099 0.4631 0.6245
LRR' 0.8519 0.1453 0.5855 0.2635 0.3314 0.5917
Deeplnverse 0.9313 0.1624 0.7292 0.2380 0.3766 0.6539
IHTE 0.9996 0.0023 0.2177 0.0521 0.0907 0.5451
F7 BABEREEFEHLE KA /NN 32x32 1) RGB B & KRt B X bE
15 160 5 FEMH/ms [577 70 3 W FEMH/ms I 0 K e FERT/ms

ComDCTjsa[ MR =0.05] 268 | ComDCTsa[ MR=0.10] 267 | ComDCT,sa[ MR=0.25] 2.69
ComDCTsyin [ MR =0.05] 423 | ComDCTsyun[ MR=0.10] 424 | ComDCTeyun[ MR=0.25] 4.25
Deeplnverse, sa[ MR =0.05] 2.45 Deeplnverse sa[ MR =0.10] 2.46 Deeplnverse sa[ MR =0.25] 2.57
Deeplnversesyin [ MR =0.05] 4.07 Deeplnversesyun [ MR =0.10] 4.05 Deeplnversesyun [ MR =0.25] 4.10
JPEG!® [quality=10] 0.32 TVD'® [weight=3] 0.66 TVD'® [weight=9] 0.54
MF7 [window=5] 381 LGS® 0.27 LRR! 90.91
CombDefend*! 4.12 IHTE 76.36 Bp4 62174.19




12 i ® E 2023 4F
10Fept—p——pg— 0sF
09t/ N e N
0.8 - R SN .
<0.7' <0'6_ e
s - L
RO6F (o rw —— ComDofend-W 805" « compcrrw
0.5 —+ ComDCT-U-W 04| —+ ComDCT-U-W
0.4 | —— ComDefend-W - ¢ - ComDefend:B ’ —e— ComDefend-W
03k * ComDCT-TB N\ | | [ e-ee-ofeiottTNE 0.3 | -=- ComDCT-T-B
- - ® - ComDefend-B -® - ComDefend-B
0.2 ks 1 I I L I I 0.2 v 1 1 1
0.0 0.2 0.4 0.6 0.8 0.4 0.6 0.8 0.0 0.2 0.4 0.6 0.8
}'C )'C' AC
(a) DBA () DR (c) PD4

E 4 BIASEBUERIEARFN TBHSE I ComDCT fl ComDefend 7E LISA $¥i4E i REXT L

0.70

1.00 F [
0.95 | 0.65 1 gggg
0.60 ol
0.90 +
055} 0.750 -
< 0851 o
% 0.50 go7st |/ .
A 0.80 045 A~ AT gl
sl odsri 0700t .
0.70 | ~+— ComBCT-T-W -+ ComDCT-T-5 035+ ~+ ComDCT-TW = ComDCT-T.B 0.675 —a ComDCT-T-W = ComDCT-T-B
065 F == EiiBeread W+ Combeiend8 | 030 | / = Comberona W+ Comberend8| 0050 / < EmBcttad W+ CombetondB
0 0.2 0.4 0.6 0.8 0 0.2 0.4 0.6 0.8 0 0.2 0.4 0.6 0.8
j-c )*c lc
(a) DBA (b) DR (c) PDA

Bl 5 Bl ASEBUKLIEARRNT B I ComDCT F1 ComDefend 78 SVHN B 4E I B PEREXT L
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Background

Recent years have witnessed the rapid development of
DNN-based algorithms and applications. However, research
works have also shown the vulnerability of deep neural
networks to intentionally crafted adversarial examples,
which raises the security concerns of its deployment in
security-critical scenarios like autonomous driving.

Researchers have made alot of effort on improving the
robustness of DNN models against adversarial attacks.
According to the way of how the perturbations are organ-
ized, adversarial attacks could be broadly categorized into
two groups, pixel attacks and patch attacks. Most well-
known attacks such as FGSM, |-FGSM and CW-L2 seem to
belong to the first category, which are often achieved by
slightly manipulating pixel values to inject imperceptible
changes into the images. And patch attacks intend to add
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visible noises that “naturally” covers prominent features of
the images or design visible adversarial noises that confined
to alocalized patch of an image to fool the classifier.

Since DNN-based classifiers could be attacked by both
kinds of attacks in its usage, defense strategies should be
effective against both two kinds of attacks. However,
existing solutions are typically designed for one class than
the other. For example, Local Region Reconstruction algor-
ithm could mitigate adversarial effects of patches but its
defense performance against pixel attacks is not satisfying.
Furthermore, existing defense algorithms usually lead to a
drop in test accuracy, which also affect their practicability.
Additionally, when it's applied in scenarios like autonomous
driving, the defense algorithm should be designed to meet
the real-time requirement. Hence, designing practical real-
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time comprehensive defensive strategies against a variety of
adversarial attacks still remains a challenging task in
machine learning.

In this paper, we propose a real-time comprehensive
defense strategy ComDCT based on Compressive Sensing
(CS) and neural network, which improves the existing CS
recovery algorithm for the purpose of real-time compreh-
ensive defense. Specifically, after training the neural
network to learn the mapping from the measurements of the
image to the sparse discrete cosine coefficient of the image,
ComDCT can remove adversarial perturbations and obtain
the restored clean image through the inverse discrete cosine
transform from the restored discrete cosine coefficients. We
also propose the introduction of classification loss to
optimize the neural network for better defensive perfor-
mance. Experiments are conducted on two public datasets
under both the black-box and white-box settings. Empirical
results showed its superiority compared with the state-of-
the-art defensive methods including ComDefend, MF, TVD,

LRR and so on.

The proposed ComDCT scheme provides real-time
comprehensive defense performance against a variety of
attacks, which could be used to improve the robustness of
DNN-based visual classifier and promote its deployment in
security-critical scenarios like autonomous driving.
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