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Abstract With the rapid advancement of the internet and the era of big data, ensuring both the
security and efficiency of data transmission has become a critical concern. Digital signatures, as a
fundamental cryptographic primitive, play a pivotal role in maintaining data integrity and verifying
the authenticity of the sender. However, the emergence of quantum computers threatens the
security of traditional signature schemes that rely on hardness assumptions such as integer
factorization and discrete logarithm problems. To address this challenge, the U. S. National
Institute of Standards and Technology (NIST) has initiated a post-quantum cryptography (PQC)
standardization process, leading to the proposal of ML-DSA, a lattice-based digital signature
scheme derived from CRYSTALS-Dilithium, as a post-quantum signature standard. On the
domestic front, the Chinese Association for Cryptologic Research (CACR) held the national
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cryptographic algorithm design competition in 2019, where the Aigis-sig signature scheme was
the only first prize in the signature category. Aigis-sig adopts the similar structure as Dilithium
and has received high recognition in China. With the advancement of digital signature
standardization, extensive research has begun exploring more versatile signature schemes based on
these standards, as well as more efficient and secure implementations. These efforts contribute to
enhancing the practical applicability of post-quantum schemes in reality. Based on Dilithium, we
propose Olithium, a lattice-based online/offline signature scheme without trapdoors, which
optimizes the signing efficiency. Olithium follows the online/offline paradigm, where part of the
signature is precomputed in an offline phase before receiving the message, significantly reducing
the signing time in the online phase. Compared to Dilithium, Olithium achieves approximately a
50% reduction in online signing time while maintaining the same level of security. This
improvement is particularly valuable for applications that require frequent and real-time signing,
such as large-scale data transmission and certificate issuance. Technically, Olithium is designed
based on a careful analysis of the computational bottlenecks of the signing stage in Dilithium. One
of the key optimizations involves modifying the underlying zero-knowledge protocols to allow
pre-computing the computationally expensive part in the offline phase. Additionally, Olithium
refines the hint generation of Dilithium to further minimize the computational overhead during
online signing. From the security perspective, Olithium retains the same security guarantees as
Dilithium, ensuring strong unforgeability under chosen-message attacks in the quantum random
oracle model (QROM). To validate the efficiency of Olithium, we implemented it and released
the code as open source. The experimental results show that when compared with Dilithium,
Olithium reduces online signing time by approximately 50% without significantly increasing
storage overhead. Finally, we further illustrate the real-world applicability of Olithium, including
its practical deployment and a case study on digital certificate issuance. In summary, Olithium
represents an attempt in the field of post-quantum digital signatures by introducing an online/
offline modification by leveraging zero-knowledge proof techniques and cryptographic engineering
optimizations. Compared to Dilithium, Olithium achieves a significant reduction in signing time
while maintaining the same level of security and without substantially increasing storage overhead.
In the future, we aim to further optimize its implementation for constrained environments, explore
its integration with other cryptographic primitives, and enhance its practical applicability in real-

world scenarios.

Keywords post-quantum cryptography; online/offline signatures; digital certificates; lattice-

based cryptography; optimized implementation
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8. w,: = HighBits,(w, 2y, );

9. ce{0, 1) =H(pllw);

10. c€ B.: = SamplelnBall(¢);

11, 2z =y+oesi;

12 ry: = LowBits,(w

13. IF [zl .=y

—¢S$2, 275 )3
—p or H Ty H:Q>72*ﬂ

14. (z, h ): :JJ

15. ELSE

16. h: = MakeHint,(—ct,, w — cs, + cto,
2y )s

17. IF |cto]| =y, 00 [, >w

18. (z,h): =1;

19. END IF

20. ENDIF

21, k=t

22. END WHILE
23. RETURN 6=(¢, 2, h)
WIE SR X FE A R A Ik, 3
TN AEWENE B MUK o=(¢, 2z, h) )7 »
e Expand A () A TATHLEE A AR5 T 1
PEIRAE ¢ LA Je Az — et B Ry 07 LU o B3 BRI AT
W2 IR 2 S ik

3% 3. Dilithium-5ER %

AN ph= 0.t ) THE M, 545 0=(8, 2, h);

B b < 2 40 R e A S 1 S W4 S 0.

1. AER,"": = ExpandA (p);

Cp€{0,17% =H(H (o |l 2,) M)s

. ¢z = SamplelnBall (¢ );

. wh: = UseHint,(h, Az — ct,+ 2%, 2y, );

IR 2|l <y,—pf and c=H
[al <w

6 RETURN 1

7. ELSE

8. RETURNO

9. END IF

20 1Y Dilithium 28 44 J5 8 B9 18 M DL %2
Y HIE S WHRR T SO ™ R R 22 4 55 90
(1) Dilithium 77 Z 2 ¥ 0P INE 2 R

Ul W DN

(,u | w{)and

%2 Dilithium 5 REFSH

o NIST %4 454%
2 3 5
Kk q 8380417 8380417 8380417
LT IR 13 13 13
LT 39 49 60
Ptz 8] log(2§6)+ 192 225 257
MEES & P2 2V 21 21
AL ATEFE o (¢-1)/88  (¢-1)/32  (¢-1)/32
HiBE A (R, ) (4,4) (6,5) (8,7)
REA I R 9 2 4 2
p=tX7y 78 196 120
h LA EUR KB @ 80 55 75
EIV-R/ %14 4.25 5.1 3.85

4 Olithium: KR EX/BEEZFTE

AT T 10 B A SCHE Y S TR 0 TERA T
LR/BEREXRTE T HES . B Haa
Olithium. Fr % K& 89455 DL K % SCAN Dilithium —
o MRAE 2. 3T AL/ B S I F Y
N BN BRI RS
R . O T T L AR A LR T A
BEE Z S S A G AR A T HE Y



884 it A

Pl

L
&

Eitd 2025 4F

4.1 ZitEE

FEVRA 43 AT Dilithium )7 Z A2 BTG
KRB 4 1o AR R R FE I 1Y) 22 3 X I e Tk 4 4
w: = Ay T BRI R4 B M G A Rek A7 (78
LB . HIEHTE T BEALZ W ) i y 1A UK
TS M, — B fil &A% % 2 AR e sl A Ok
R S S U T i A N G LTS | P
Ab 4% Dilithium J5 8 HiE & TR/ B 4%
HE 5 — ME T SRR U , Q] D 7EAE
A2 R I IRCRAR T By S IR PR o0 il A
Decompose,(r, a) FIREL

N TSP — A ) AR SCAE R Olithium 75
SR HE R R BE T DB AR IR 1
RUMSGHAT T it . FEAS R S H0% 8 A2 Ve
HI42 T o (S FEAIL 22 30 X 1] £ y 09 A2 SO PR 1
B M. iz AR AT TR 2 B BOp AT B FE I
e Cn 2 100 X B IR 7 w: = Ay) U A G E
AL 2 B LB B A T LT AA , DT e 2 e T AR 2k
A BT R R R T T A ROR.

J T AP AN AL, Olithium 38R A T —
At Lt Dilithium 77 %8 B3 5 7R 240/ B R E 19 TT 15
FHF AR S 8 b Flw — cs, B FL AR o 18
b3k — PR T 8 2 4 ) R v R AR A A9 B
rhE A LU RE SR 3538 Decompose, (r, a) IR
BN 3RBERN 1Rk FEPR RS — S RTEe sk
A B AR T P A R 4 i B (L) 2 44 1)
) o ZPAAE TR E T T RCR, AR 5
B S BEERE , HARSE 02 0] 8 T 5 R XEE 5
I S i
4.2 Olithium 77 £k

BHERE R LR EERTFEM BN A
BARLEA . A Dilithium J5 8 (9 %85 57 A2 BRI — 3

Bk 4. Olithium-2 41/ B v

A FEHLFP T {0, 117

bt A ph= (0, 1),

A sk=(p, K, tr,s1, 55, 1,).

(0,0 K)EL0, 117 {0, 1} x{0, 1} =
H(¢);

. AER,": = ExpandA (p);

. (51,8,)ES!) X St = ExpandS (p');

.t =As; + 553

. (t1,t)): = Power2Round,,(t,d );

—_

Ul B~ W N

6. re{0, 11 =H(p |l 2,);

7. RETURN(p/e:(p,n),s/e:(p,K,Zr,sl,s2,to>>

BREBER Z AV ARNCE T R A R
L BOa TR BUT RGP RE ¢

H% 5. Olithium- Bk 254 Fik

A A k=0, K, tr, 51,55, 10 )s

it E AL e,

1. AER,"": = ExpandA (p);

2. pel0,19"% =H(tr);

3. k: =03

4. & ={}; /* IR =S */

5. 0€{0,17"% =H(K | p);

6. WHILE the number of ¢ is insufficient DO

7.  y€S.: =ExpandMask (o', k );

8. w:=Ay;

9. (wi, wy): = Decompose,(w, 2y );

10. ¢e{0, 1} =H(u | w));
11. x:=k+1;

12.  ¢o: =(&y, wo, w1 )s

13. & =EU{g}

14. END WHILE

15. RETURN§

HELEBRE X ZFIL NSRS EENE
JEARAT IR A AT B 25 40 o BRI R B
M 5 . % % 3 B U5 A7 6 1 ] (E o=
(¢, 3, wo, wy) 58 WA ETHA R it 26 44 . 42k
bk T AR AR (P k) A R ARG
A E={ @1, o, ++=, @) HHFRI—ZH AN [ 1) v 1]
(B IR EH R B A FERTEL R B, CAgH I
T I3 v A o 78 22 5 28 44 3 RN P

Bk 6. Olithium-$&7~ {3 A4 i35 MakeHint,

WA B, 2 € Z, M— /NI IERE s

Bt < A - 2 B AL RS AR A U A 1 AR
S5 0.

1. 22 =z mod ¢

2.IF 2<<a or 2>¢g—a or (z=¢— a and
r=20)

3. RETURN 03

4. END IF

5. RETURN 1
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Ei%7. Olithium-7E£ 2524 Ak
B R o =(C, y, wo, w) ) B sk=(p, K,
Ir, $1, S2, 1 )» THJE M
ﬁ/ﬁ'ﬂﬂ 242’% G:(E,z,h).
1. 2€{0,1}*=H(M)
2. WHILE (2, h)=_ DO
3. & =kKD¢
c € B.: = SamplelnBall (¢ );
z: =yt csis

4

5

6. To: = W, — €S2
7. TF lzll .=y —por|r| =y.—p
8

9

(z,h): =1;
ELSE
10. h: = MakeHint,(r,+ cto, w1, 7, );
11. IF |cto| =y, 0r [h] >w
12. (z,h): =13
13. END IF
14. END IF

15. END WHILE

16. RETURN 6=(¢, 2, h)

IR SR - AR H e AT SR T R
AR EEYE

&£ 8. Olithium-IiEH

BN NS ph=(p. 1), T B M, %% o=
(¢,z, h);

i - B R BT 1 56 UE SR I 0.
. AER"": = ExpandA (p);
{0, 1) =H(H(pll £,));
. khE{0,1)7: =H(M);
. ¢: = SamplelnBall (¢ );
. wi: = UseHint,(h, Az — ct,+2%,2y,);
CIF [zl <<y, —BAND ¢=H (x|l wi)Dk

AND [[h ]\ <w

7. RETURN 1

8. ELSE

9. RETURN O

10 END IF
4.3 Olithium 75 RHY ER S 17

1 T Olithium 77 %€k FH T Dilithium AH R i 75 X
TR R 5 A A w — cs, BT FUE ros PR HCIE
fify P A1 Dilithium —#£ LA Decompose, PRELT P BT~
FEA o AR SCE Aok 1R E ] AE 56 5 38, DA K Dilithium

D U R W NN

FRERMIEMECEZHTIE RS SH LR
R4, U B Olithium J7 ZAE BT FE p Bir A7 1)
&R, AAE I Olithium J7 52 A9 IE BT .
SIE3°. r, s S&H R, 23 AL 1) &
(w,, w,)= Decompose,(r—s, a),
(71, r0)= Decompose,(r,a),
sl ..<p,
WA AR 45 0 R BT

| w, + s Hw<%*,@©wl =rMr| <a/2—8,

HHE 51 B 3, 31 & (1, ro) = Decompose,(w —
cs2 2y:)s IR | ro | <y, — A r =w,, PR I
FMTRA|w —cs.| <y.— B HTw 2wl
A e L 36 2 (wy, wo) = Decompose,(w, 2y,) Fl
| esoll - <<p. #Fizkudrpemad, WEKE w, — cs.
S w — s, IR Y

7E Dilithium 75 S A4/ [ i A BT S R AR
P& MakeHint , PREUE S, AR w — s, Fllw — ¢s, +
cto PRRINE 22 5500 o 6 U AREAN ] D)L 4% 4 B0k Gz
ARSI 2) i h AR DY R ECR AR Rk
A B 8 it Y w B N w = aw, + ws
Wl aw, + (w, — cs.) & w — s, BIE 3

F— M aw, + (wo — s, + cty) B w — s, +
cto B IE B 0 i CRI S AL U R 2 w ) 2 HAY w, —
cs, ot P Z2 0 R BOBTE X ] (—ys, 72 ] N
BH YA Z I R BOZE —y, WAL w, RECH
OCRIZ% J& Decompose, PREL i FAF L) o R IL, Xt
FTHRm & A, RTERE w,— cs, + cto B RE L)
FARE & o FESGUE S 7R 1) B A J  Dilithium 77 58 89
IR O AR SCAA 7 3) 4R A A 53 1 3 4% 119
TCBA 124 77 %8 FOE R PE AR MESS TIE , BR T/ . o8
YIS WSO

7 Olithium J5 Z& Akt b A SR MakeHint,
BRBCE AT 1B B O AR SCH R 6) IF KA g+
cto, wi, o YERME A L H P rn=w, —cs,o B AR
& R r+ ez, 1 2 30 X B A R ECER TE IX 1]
(=72 72 JN L BB M Z IR BUE — . AN Y w,
RN 0CHN 2 & Decompose,, PR FUAK BL) , W]
w — cso Flw — cs, + cto A R E Y & A7 LLAREAR ]
FZ A AT o

7 Olithium 75 8 (9 56 UE 3 O i AR SCARLT: ©)
AT wi Z 5 S Gl I R UE T R A S kA
B G



886 it A

¥R 20254F

[zl . <yi—p,
H(pllw)@Br=¢,
Ihl <o,

FHA L, HRZEIEH v =w,. WRIFETIH 20
(DA Y| et | <y.BF A
UseHian(h, w — cs, 1 cto, 2)/2):
HighBits,(w — cs,, 2y.),
EESHZ RN LR w=Ay, z=y+ cs, U
Ket=As,+s,. 115
w— s, = Ay — cs;=A(z—cs))—cs,=Az — ct.
Fi— AR e =1, 2 + 1, 7] 15
w— s, T cty=Az — ct;+ 2,
PR S0 2 AT A ARA5 5
w! = UseHint,(h, Az — ct,+ 2%, 2y, )=
UseHinL,(h, w — cs, 1 cto, 2y2> =
HighBits,(w — cs,, 22 )
I Ah s T e, | <<pB, LowBits,(w — cs,, 2y,)<<
v, — B ARG A
Hz'ghBiz‘sq<'w —CS4, 275 ) :HighBizﬁsq( w, 2y, ) =w,
25 TR L 0 TR R UE S vk OV A SR 8)
HH 5 Hash pREUIT S A w!, 52844 H 78 55 4 2%
Bk O AR SCHR 7 5) W T 53 Hash eR BT i A
B w, A A o #R 4§ Fiat-Shamir 28 e /%) o F2 7] 1
Olithium J7 22 A IE B BT
4.4 Olithium TR R LS
AT UER  7E S REALIR 5 R8T, Olithium J7
20 & SUF-CMA (8 X 4) , i3 F MLWE, . .»
FIMSIS, ., [, F Olithium 75 % 7] LAk
Dilithium J5 Z5EBONTELR /B 2 &, PR oM Y
Foy gty TSI it ke et e A B |
M IR AL BRI, AR SO I — LA [r]
FTE IRy o 3 GR35 4 22 7% Dilithium J5 52 1
RIS A G R
AR Olithium J7 52 145 B A U5k ORp Ry AR SCA:
O MLWE,, . BN (A, t=As, +5,)
SHSIBENLERE (A, £) BITEATT X401 . It
SR B Olithium J5 28 09 % 21, R Z 0 i T ik
ig/\jl\:
BT AR B ) BEHLIE I (A, 2), B AR 2 h
WG E /24X M, (=, h, ) 2
(D =zl o<y —g;
@ H(pll wi,M)=c;

@ 1hlL <o
Hr, w, = UseHint,(h, Az — ct,+2, 2, ).
WIS 212)  H
H Az—ct, +2'—UseHint,(h, Az— ct,+ 2", 2, )+ 2y, H =<
2y, +1,
L w =(Az—ct, 2+ u) /2y, Ho ful <
2y, + 1. Wi u BE2H o M FREWAXEK T 7.0
PR e= 1,220+ 2o, Hort |2, | <2 'K
Az —ct1*2'Fu=Az—c(t—t,) +tu=
Az —ct+(ctyt+u)=Az —ct+u,
z

1
wl:(Az—Ct+u’)/272: '[Atlﬁ}'{c °
272 u

ek
la' | <|cto| + lall < lclliofz] +
lul  <ze29 '+ 2y,+1,
Lt SR T P it — T I B2 24 %), BT R LR 3
MH (2, c,u')s i
Z
c|\M
u}

Ho,Me{0, 1) H Tzl o<y, —p5. llcll .=1,
lu'| <z2' 420+ 1L, ZZ2H o> FEW %
XE K T o2+ yoe AT I EAER . E LR AL
H {8 H(pull o,M)=H'(u | 2y,20,M ), FiR%E =R

A2

H =,

1
ﬂHZ),Z'[At\IJ‘

H =,

ﬂ[AtlJ'lij:l,M

u/

M Hash pRECES 4 5 1 RIS PE ™ 0 F
SE B M IR AT IR R . o 2 Sy

,u[Ath]-{j})Co

T (A, ) R AT HLBEE , H o AR T2
B (o, 1)), I FI DR 3 Dilithium 77 R R & &4 —
B, FHEERFEAEMN w. 8 H (¢ w)=c, 55
(2, ) H 1R Az +u=w+c, R |zl <y —
L2+ 2y, + 1 H ' BEH 0 M REI 4%
HATLKT zo2/ '+ y,0 R4 SelfTargetMSIS fi
P AL PR ¥ Az w =1 R (2, ') 2 ROHERY
CIZ DRI X ) £ %) ELAACHE 38 L &% 28505 Dilithium 83k

"
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SCRYPUAETRD o PRLG, Olithium J7 78 i T LA &
(LI S R R € R E S LG N D R 4 N R )
k.

TEHE
5 MRESHTSRTEE

5.1 B
5.1.1 EERE

S L A% (1) TC R 1125 24 M ROR I — A 24
Proe i gt i R i i B &, A 115 Olithium 7
SN [) 2 4 B 0 A OB 3 A

TS 00 15 A5 R 2R 2 42 B Bt O g AR SC
B DHLIRI0 S8 (=2, h): =1L MEERAE 1%
B2z, P JEF S F 2R R AR A B
BiP i 6 sl R 6 (2, A) BN E
L BIRER

LT H ., Y [z <<y, —pHL X Fesi 1
B R o, BBy, 1Y HH L FR B0 1% 75 76 X ] [—
yitpt1l—0y,—pB—1—0cl. ZWEKK/NN
2(y,—p)— 1. B—D .y PRENZHRE R

FREM (—yp, y ) RS BREMLE R, 3 2y, — 1M .
s |2 <<y, — BIIHER N
2()/1 7ﬁ)71 2‘36~/: 1_ 18
2y, —1 71“1/2
ZIERISCR Sy, > 1/2.
R BTG BT AN S5 T R
| 7, H :‘ LowBits,(w — c¢sz, 2y) H <y,—f
i ro b 200 2 B A R BRI FERL 2y, T
W15 A5 IR A ro | <<y — BIHIRER N

256+%

25641
) A 268/

2y
IR R B > 1/2.
g5 b IR Z B B IR 6 3l 1 AR 2

Lot

—256+8
PANA y

e

IRABMRBAE A5 RN 3 MR 4 P

%3 Olithium FRMNES R EE

&4 Olithium 75 R FELE & R IHE R

et I 415 N 1 2 3

) NIST %442
AL =
2 3 5
EIVCRIS S GOL N 4.25 5.1 3.85
4 5 6 7 8 9

Olithium-2 7E £ 25 24 (%) 23.50 41.48 55.23
Olithium-3 7E £ 2524 (%) 19.63 35.41 48.09
Olithium-5 7252 (%) 25.96 45.18 59. 41

65.75 73.80 79.96 84.67 88.27 91.03
58. 28 66.47 73.05 78.34 82.59 86.01
69. 95 77.75 83.52 87.80 90. 97 93.31

5.1.2 #PMELRAF

TERA A %6 42248 F , Olithium 7E£% /B R 24 4 )5
% 5 Dilithium 0722 7 Rl R 2 2 28K
WIS RS — S0 ARG SR T AT
Tk AR/ 32 + 3208 5 R/ R 96 +
32((k+1)+[log(2p+ 1))+ 138) F45 . 2 44 K/ Ky
32[+(1+ logy, )+ w + b+ 32 F . ¥ BAREAEAL
ATEA G 7T AR BIAS [ 28 42 4590 1 % B 25
H R SHIN 5 R .

&5 Olithium 77 2 5 Dilithium A EMNZHMS Z R~

) NIST 4554
YL FLR
2 3 5
NHRSE(Byte) 1312 1952 2592
FEH RS (Byte) 2528 4000 4864
%4 RS (Byte) 2420 3293 4595

5.1.3 frfi#as i

FETHA Olithium J7 ZE 04T 25 B BE (1415 B 25 o 58
25 (AL IS S 20 B AR B 4R 25 42 o BEAF i — 4 o e) (i
Frisasm) . Bl o =(¢, y, wo, w, ). HH

(1) ¢ T2 256/8 =32F71,

(2) y 2T i, 2000 5 RET L
Hlyy—c #m, o c€{0,1, -+, 2y, — 1}, T 8% ¢
AT . KT NIST %2590 2,06 y (T2
[+256+18/8="576+ F77 ;X T NIST & 45544 3l
5.8 y MATEL T B [-25620/8 =640+ 775,

(3) wy s H AL T Wo,00 Wo, 15 *** Woe 1 A
B ), Z IR RET U . —c Fow
T BLXT e FEATAA . X F NIST 6 % 9% 2, i &2
c€{0,1,+++,190 464 }, 0] LU 18 FLAR- A7 Mt » K5 wo 17
AT H e 256+18/8=1576+ b F75 ; X7 T NIST %



888 it A

Pl

L
&

Eitd 2025 4F

LB 3FN 5, R €40, 1, -+, 523776 1, A LIH 19
FEREFEAE o w, BT B 75 % £+ 256 19/8 =608+ £
Fo

D w W ENZIR w oy wig, o w1 4
B E ] £, X F NIST %4255 4% 2, ZH A A R
BIET10,1, -+, 43}, T LA 6 ELREAE i » 8w, 24T
LT T £e256+6/8=192+% F . X F NIST %4
FH 35, 2 A M EANFREE T{0,1,--+,15},
AU 4 LURRAEA 8w, T 2 £ 256 44/8 =
128k FHi.

ZEA 3 2 ] 13 BARBUE (K 6) ARG L TR I s
s as 1a] L 95 Dilithium 7 BXF (R 7). AR
I+, Dilithium 77 Z& 0] LU A A 5 1 21 v 8] {8 1)
Olithium J5 ¢, I HARA NZ(E #1754, IR %44
JIL, W55 FHT I SN 2 i A B e AR TR
SRR B A BB T (FE40) » /R4 Olithium J7
FEINTELR 524 B BRI B 246 25 44 T B 1)l Fsf A5 3
K o PG KA 25 8] (5 25 424 1) [) 18 25 4 0

% 6 Olithium 5 R FE— A E{ERFE 8

ey NIST & 4549
2 3 5
¢ MAEfEs ) (Byte) 32 32 32
y B2 18] (Byte) 2304 3200 4480
w, AEA# 23 1] (Byte) 2304 3648 4864
w A4 25 (8] (Byte) 768 768 1024
SAEEE ] (Byte) 5408 7648 10 400

%7 Olithium 7 £ 5 Dilithium AR IEHTEATE (5
R 418E,N R RTFEIEF EELRE)
NIST % 4%
Fraeoe ¥4
2 3 5
Olithium/Dilithium
’ 36 58 94
EAE R (KB)
Olithium-7E 4% %4
o 5.3N426.7 7.5NH44.5 10.2N-75.8
(KB)
Olithium- 245 4
20 28 38
(KB)
Dilithium-% 4,
52 80 123
(KB)
Olithium/Dilithium
o 33 54 88
IHIE(KB)

RS ) 15195 0 S BT N N o R S
JER TR S BN e R B2 A . X T A
2SRV A BRI A, Al ARl D RO LA B4R
B rh I AR RS A R P RN AT LR B oA

DA K (i Z i AR By RMED FER B B AR . 7R
FiEDL T, Olithium J7 2 7R 2844 1 B b £ 7 it 25 [A) =5
SRAH H Dilithium 7 AR SHINK 2 . 1AM, 8 T ik
S AR A PERE , 8 T LUARYE D28 10 A7 25 TRI B A, A
Fo e A h TR L 40 U L AU DR A7 At ) B 4%
BrBerbalE A8 BAAZ0L 6. 15 h iy itie .
5.2 WA

AR 38 1 07 ELS2 I X Olithium J7 28 #EA7 PR RETE
i 3T Dilithium 331 BAPESE 28 NIST 2 =48 4nifE
HEAEAIIRACHS Y, AR C 15 528 Olithium 5 %8 .
FEATETIARASY . M6 Bl & ARG A RS K 11th
Gen Intel®Core™ i7-11700@2. 50GHz, N FEH 32 GB.
PRYEZ Y5 h Ubuntu 18. 04. 6 LTS JRAS ) 647 . 7EXT
k1, Olithium-i F1 Dilithium-i(; =2, 3, 5) &R &1
(AN ) 2 4 A5 0 o 2 44 AT B BE AL A=

1 T Olithium J7 48 AR 22 Dilithium 75 58 19 %
BH A U S0 T I ASH 8 PR AN 7 48 1) 2 BH A
AT ] A0 2% 8 7R

%8 Olithium 7 £ 5 Dilithium 75 E /2540 & B BT i8]

NIST % 4444
LAY
2 3 5
BB A ] (ps) 67 114 170

9 FIRTEARF NIST 245590 F , Olithium J5
LA B LB B i — 4 a) A B T) 22 R T L
TEZ 24 B KRBT 25 44 1M Bt b AT .

*9 Olithium 75 EHIE % M 2 4 A — 42 = [B1{E T i8]

NIST %444
TR
2 3 5
Olithium 2 i —2H Hr [RIMEL E] (ps) 36 49 75

#¢ 10 42 Olithium J5 % 5 Dilithium J5 2 7E A [A]
YA R TEL AR L, SR (N6 2544
R T A Al A S B ) AN [R] i A2 B ) 45 44 o AR 45k
37T BOF ORI S5 R . X BLAE L4844
OBV R R L A4 B 1T 08 22 YR B 2k 3
o3 IRJE IR LR o3  HFGE TS a] L B AI(ELR /5
LA AW LS 5 TE . il T Dilithium J7 58
AT a Rt T LB S8 B 1 T LB AR 28 X
Fescm bl Rt 7 HARZE R OS] . AR ]

@ CRYSTALS-Dlithium. NIST Submission Package for

round 3. https://pq-crystals. org/dilithium/resources. shtml
@ Olithium-Code https://github. com/jiamiwen/Olithium



41 TJRB% . Olithium : FETAE T L/ R EH TR 889

10 Olithium /57 R 5 Dilithium A RN AR EE R H AL Z BRI

HEUE 1 2 3 4 5 6 7 8 9
Olithium-2 fEERZE 24 HUEE (IR /) 27777 20 833 16 949 13888 10 638 9433 8196 7407 6172
Dilithium-2 £ 28 % 2 3 BE (K /s) 15151 9259 6756 4761 4132 3521 3076 2597 2347

$TH ) 83.33 125.00  150.87  191.70  157.45  167.91  166.45  185.21  162.97
Olithium-3 fELE %5 44 U (K /) 21276 13513 11 363 9803 7751 6369 5847 5025 4405
Dilithium-3 FEZ- %5 44 (K /) 10 526 6329 4716 3164 2666 2145 1972 1718 1602

$#TH) 102.13  113.51  140.95  209.83  190.74  196.92  196.50  192.49  174.97
Olithium-57E2R %5 44 U (K /) 15873 12195 8333 7246 6329 4651 3968 3236 3021
Dilithium-57E£- %5 44 (K /) 7462 4291 3076 2320 1869 1610 1340 1203 1094

$#THA) 112.72  184.20  170.90  212.33  238.63  188.88  196.12  168.99  176.14

PLE H, Olithium Jr BEFEL L 808 LA BED
$ETt . HBEF TS A RN 32 T ORI 2, 5
JEaTRE . MO RTHRUE BN L BT H
Jit A AT fig 2 Olithium J7 852 BEMLYE T 28, A 214>
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To further enhance the signing efficiency of Dilithium and
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