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Abstract  The rapid advancement of quantum computing technology poses an imminent and
formidable threat to the foundations of our existing public key cryptography systems. As researchers
grapple with the urgent need to safeguard our digital infrastructure against the imminent threat of
quantum attacks, the concept of Post-Quantum Cryptography (PQC) has emerged as a dynamic and

thriving field of study. By exploring innovative cryptographic techniques and mathematical constructs,
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researchers in the field of PQC strive to ensure the long-term security and resilience of our digital
communication systems in the face of the impending quantum revolution. At present, the security
issues of the Internet of Things (IoT) have attracted much attention. ARM Cortex-M4, as a
low-power embedded processor, is widely used in IoT devices, thus deploying post-quantum
cryptography algorithms on it will provide more reliable guarantees for the security of IoT
devices. CNTR and CTRU are NTRU lattice-based Key Encapsulation Mechanisms (KEM)
proposed by Chinese scholars. These schemes offer comprehensive advantages in terms of security
and performance compared to lattice-based KEMs based on the Learning With Errors (LWE)
technical route. They have received funding from the Cryptography Standardization Technical
Committee (CSTC) in China. The primary focus of this research paper is to efficaciously and
succinctly implement the CNTR and CTRU schemes on the ARM Cortex-M4 platform. Leveraging
the power of Single Instruction Multiple Data (SIMD) instructions, strategically adjusting the
operation structure, and optimizing the instruction arrangement, we have succeeded in significantly
augmenting the speed and optimizing the stack usage of these algorithms. The main contributions
of this paper include: Firstly, this paper introduces the implementation of the time-consuming
module polynomial Central Binomial Distribution (CBD) sampling on ARM Cortex-M4 for the first
time. This implementation accelerates the sampling process by an impressive 32. 49 %. Additionally,
mixed-radix Number Theoretic Transform (NTT) is employed to expedite NTT-unfriendly poly-
nomial multiplication. By fully utilizing the Floating-Point Unit (FPU) registers and employing
layer merging in NTT to minimize time-consuming operations like load and store, the speed of
NTT and inverse NTT experiences substantial improvements of 84. 24% and 81. 15% respectively.
Moreover, this research employs coefficient range analysis during the NTT process to delay
reduction, thereby reducing the number of reductions required. Furthermore, it utilizes improved
Barrett reduction and Montgomery reduction techniques to minimize the number of assembly
instructions involved. Polynomial inversion is achieved through loop unrolling, optimizing the
time-consuming process and resulting in a speed optimization rate of 68.85%. To accelerate the
decryption process, which involves NTT-unfriendly prime modulus polynomial ring multiplication,
a combination of multi-moduli NTT and the Chinese Remainder Theorem (CRT) is employed,
providing a remarkable speed improvement of 96.26%. Additionally, space multiplexing is
utilized to optimize stack usage, resulting in stack usage reductions of 29. 86% and 28.17% for
CNTR and CTRU respectively. Experimental results demonstrate that the proposed optimization
techniques significantly enhance algorithm efficiency. Compared to the C reference implementation,
CNTR and CTRU exhibit overall speed optimization rates of 85.54% and 85.56% respectively.
Furthermore, in a comparative analysis with the state-of-the-art implementation of other lattice-
based key encapsulation mechanisms on the ARM Cortex-M4 platform, the optimized implementation
presented in this paper clearly demonstrates comprehensive advantages across multiple dimensions,

including speed, efficient utilization of space, and robust security measures.

Keywords post-quantum cryptography; key encapsulation mechanism; number theoretic transform;

polynomial arithmetic; ARM Cortex-M4 implementation
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B B4 B4 5 2 CNTR Ml CTRUM™ F8 4 4 |
AT B R 1 RS RN S IRy T A A M e A A
HAVFE R BN 52T RO SR 4
Fo/NEIECR m Ll TR AR a8, I HEA
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Bk Aigis KEM™Y L K NTTRUM i 5% A9 A
B AR B AL T 96. 26065

(5) 38 i 5 & R © 248 1 iF 9 22 3 AR ook 5
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Good™™ FITR A %& NTT W4 Fh 5 15 76 i 18] - 9 1 6E
SCH A R R & & NTT M 8. Huang %5
AP A NTTRU B k9 Cortex-M4 S,
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ARM Cortex-M4 {EH} NIST J5 & 7 255351 H i
TEMPPAL AT & 2 A SRS B AR P 6.
ARM Cortex-M4 J&= ARMv7E-M 28 ¥ 1) 50 7 (5 =
A o T LA R w1 A R A B DL OB
SRS R R A 14 AT R 32 f H H
(25 F7 4% . 73 5b . Cortex-M4 SLRFIF ST A 32 4
32 (il FPU Zf A7 4 FI T80 A7 900 %00 11 0o 5ol okt
Ho 3k 22 109 PIAE N 28RN A7 i B A X T Cortex-M4 fif
F WA (dr 484 FIAEGf Cstr 84 S HAE
BFAY s — 2% 1dr 8 str 484 A A 1 2 2 4SBT0 L i
T FPU 5 17 & 1 B 1% i 48 4 vmov X7 2
1 ASEHep . R B F FPU ] DL gt Cortex-M4
HhE 27 A7 A B O, v DU 2 S R
A v ) B4

ARM Cortex-M4 %038 2 8240, & 3L AN 1) Thumb-
1. Thumb-2 484, L KB 7 A5 5 A BE Y i 48 & 4.
DSP 45445 0] L) 52 3L [a]) Bof Xof 4 A4~ 8 i 5% 2 4~ 16 fi 3%
Bt 47 EE. ARM Cortex-M4 1] L)L 52 31 SIMD 1 3f:

P8R i LA AR 25 4 FN 98 4 22 HE L S B
REAYERTE. B4, smul{b,t} {b. t} 8 2K 15 & 2K F
FHFE s smlalb,t) (bt} 544 24 5 HH e i 45 R 7 R
INE$E & 1 2 A7 4% s smuad { x ) 452 LB PAS2F
FARF HABARN %8 255 0T~k 2 A
s sxth16 45 44 WA 535 A 455 e IF 2 .
Cortex-M4 AT — 556 & — M7 2 — A~ I B J4
9T N A 0 A B A i R A A I 2 2 —
R Ao J] S0 P T G L K A B R AR A DLIA B AR
A
3.2 CNTR &Ei&# CTRU Ei:Z T 48

FETNTRU K B % £ 4 )7 2 CNTR #1 CTRU
TEAE APk A T8 R R BRI 55 O T A BT Y
PERERI, H 2L T2 F (R, M} LWE 1) % 9] £ 3%
J5 %, Kyber. CNTR Al CTRU e i/F 8 KA 234178
Bl S T RO SO R4 . B CCA 224k, Jf Ho Sk
BT NTRU. CNTR F1 CTRU [ 45 152 % 2 %
I FEHER Z 0T e Kyber A5 12 5 AR,

CNTR 1 CTRU A% L 20 188 73 S e 5 W] SC a4
& FASH] X431 (Indistinguishability under Chosen
Plaintext Attack,IND-CPA) %4 2N 47053 7 &
CNTR.PKE #l CTRU. PKE, D K& ¥ # % 3¢ 4
TA T X 43 (Indistinguishability under Chosen
Ciphertext Attack, IND-CCA) % 4 ) % ¢ 1 %%
%2101 CNTR. KEM fii CTRU. KEM. % 4H $f %&
TR R FO # # (Fujisaki-Okamoto Transfor-
mation) f) 45 1 F1 §T 2805 75 (FOupe, ., ) B 3 H O
[ CNTR 4% 4 P56 F NTRU {2 % fil RLWR
e s CTRU By 4 PE 4T NTRU fRi% #l RLWE
B,

Hik 1. IND-CPA %4 CNTR.PKE.

B E B KeyGenO)

1. [ g<w

2. fi=pf+1

3. IF f is not invertible in R,, RESTART.

4. hi=g/f

5. RETURN (pk i=h. sk :—f)

M5 Enc(pk=h. mE M)

1. r<w,

2. o:=hr

3. ¢:= \;%(U‘FP()Z)/EH('UCZ?(W!))—‘ mod g,

4. RETURN ¢

fi# 2% Dec(sk= f.c)

1. m :=PolyDecode(c f mod=™ q,)
2. RETURN m
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5 AR R, 0 S R B 4 A S G S —
A REEAL Es#g a5, 2T RLWR [a] 8 5 B SC M i
A R ST A R T R g B SR SO B e A AL
B AR R 48 % SC S BRI A SR B A
F . CNTR 1 fiff %5 55 125 0 8 AL B 2 100 =00 %% 3
EAE W i SR AW R S N B A i
RS E B SC. RS ET . AR THA
) NTRU #% 5% 5 £ % /7 22, CNTR 9 p I B
BEAE S h F% S e P2 AL, BN TE
CNTR #4385 o A 75 28 1 2 51 R0 2% SCR L p T R
2SRRI TH R ME— Sy p PR ER L BB S IR
BRIE I = pf "+ 1 0 0 9% i 43 058 i 5 ik
PolyEncode Fil PolyDecode 5% ¥, P /> 55 125 14 52 3
JR3R UL SCHR 19 . s Ja ] FO 5% 4 1 A2 14 4%
IND-CPA %4:1) CNTR.PKE #4 IND-CCA %
41 CNTR.KEM, {8 2 7R,

Ei£ 2. IND-CCA %41 CNTR. KEM.

A KeyGenO

1. (pk,sk)<-CNTR.PKE.KeyGen()

2. 2 <-{0,1)

3. RETURN (pk’ :=pk, sk’ := (sk.2))

F 3 Encaps(pk)
m<M
(K. coin) :=HID(pk) ym)
¢ := CNTR.PKE. Enc( pk,m;coin)
. RETURN (¢,K)
i F 25 Decaps((sk,2) ,0)
1. m :=CNTR.PKE.Dec(sk,c)
2. (K'.coin’):=HUID(pk) ym")
3. K:=H,(ID(pk) sm")
4. TF m" # | and ¢ = CNTR.PKE.Enc( pk.m’; coin’)

THEN

5. RETURN K’
6. ELSE
7.  RETURN K
8. END IF

CNTR # CTRU J5 2 1 0t 4 W A bR 50X {1
SHA-3 [ Frpr 2517 58 Bl 1k, S 1 2 BB % 2 T
LB f o goree Al ] SHAKE-128 44 % F 1
PR B RAEFEHLYE. 05 A R BUH ] SHA3-512 52 4
b ¥ S PIR TR TDCpk) FE B m W5 v 2y 64 5
W, AT 32 T T AL G 32 AR
SRy N R R 4 A . TR E AR SM3 2% 25 eR Y
R RE S 32 T AN R R Sl SM3L AN fig 1 2

= w D

CNTR/CTRU 8 1y % 220K AL 24 % 3
. Jf B anla) NIST J5 & 7% i dn e b 2R T
AR E5 R 1) SHAKE 7 Jie 84 e A o K0 CH g 1 B2
JE AR R BE B oK 7 AR BE AL AR 26 SR A T ] 2%
BRI 5 SHAKE X1 A iy 4 BEAT =B 1)
TR A A5 1 i 3 b AR B 1 PR g g DA 7 R T
1% BRBOPRE . BOAS SO T SHA-3 1 IR 2 W6 Ay B AR

CNTRFCTRU fg/x 7 NTRU #% i %5 5 35§ 2% 1)
BRI k. HA I TE NTT A 473 2, L2/ (2" —
2D A € {512,768,1024 ) 43 5 % )i NIST
HEFR I 2 A2 53] T, IIL DV, 3 = Fof 2 3 #00 J [R] — A
TREEL q= 3457 ($23 Kyber RYBEL ¢=3329) . T
T e ORI i e A S B HEAE T =768 B9 S Bk
PRI Ay 33X — 4 B ] DA S B Ml 3K B 5 o A RS B
FH B8 11 15

CTRU J5%J2 CNTR B3 AL RRAS 3 i 1 g
ZIA e 1T MEFRDE 278N o =hrte),
X ROBEAG Es & 2 Bt 580 125 1) a5 B g 5 o AL H HiF T
7 - CNTR Ml CTRU & 55 — 444 i 48 & NTRU 4 Fl
R 48 J32 4% 4t B FH 245 45 1) NTRU #% 5L 9% 4] 2 07 %2,
5 — a5 22 I A RO b %% SO 4 1Y
NTRU #% 3 % BE 27 %, 1 T CNTR #1 CTRU 1)
DX ARM L 23 4 4> 52 BB AT 52 Wi A SCH A3 70
Mr n=768 B ZHF CNTR A ARM Cortex-M4 {J
ez 8.
3.3 NITEZENS

NTT 2P 4 B 745 $e (Fast Fourier Trans-
form, FET)7EA FR &L F i R ok 15 00 . 32 2 B A 2 4
Z I R BB NTT S5 R FA T 58 B i) 22 30 =X
Feis B HEMANZHK a0, BENTMRIEIE =
a+*b=NTT ' (NTT(a) NTTH). Hf ,NTT '
R NTT,“” %R NTT B4 8 & . b E
79 4% %€ P (Chinese Remainder Theorem,CRT) 1 &
HAREWRWER £ g HER B AAFIERFLE ¢:
Rlx]/(fl)glaN=R[x]/f(x)XR[x]/g(x),
¢(h)=C(h mod f,h modg). 2 f(x)=z"—c Fg(x)=
2"t i, ¢ HIRAS L
¢ (O hiat )= (D hiteh, x> i —ch, Dt

i=0 i=0 i=0
n—l1 n—l1
b (i) (D))
n—1 n—1
1 / ” i 11 / ” ndi
:; 5 (W +hD +;??<h,—hi Yt
PR A L A 4 W] DLAE ME 2R 1k B ] O log m)
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8 NTT. FFT trick e EFFIG 0] PLFER K hyh, (mod
(=== ymod (2" —¢)) (h,mod (2" —¢))

—x"+c
2¢

trick 2 8 % i ] CT (Cooley-Tukey ) # i 7%
Wl sz 1F i) NTT, f#i | GS (Gentleman-Sande)
A A g 0T S ) NTT L 1) () 43 3l e 7w
X T o A 4

a atwb

+

(hymod (2" +¢)) (h,mod (2" +¢)). FFT-

b a—wb

w

(a) CTHIIEA R

b l(u—/))
w

—1
w

(b) GSHIEA 1
1 e sl fef BL oA de 1% I 0 B A

FFT-trick 89 A — > Fe 0k 09 P BT, B 46 s &
H 4 2 5 (bit-reversed, brv) IiUF . XK Bl 2k BI%L
AT LR B L RIDKS 55 4 J0 R B R 51 A K B
N ke ) BRI AT R BRSO LR R XN TR 4
IR ) AT AR R brv RoR

1—22 27, brm(z)—Zu ;

Hﬂﬂ:Hﬁ%fi%f@\ﬁ:%ﬂﬁﬂz*mﬁﬁ‘mtn
(45 A o TR I 2 Ok s i S AT B — DA
R R Y A2 NTT 30 A B (. FE AT 0 NTT
PR IE G - B S NTT el 308 325 0 v 2 %
JLE B B W R e 22 3 2R i i N A
.

3.4 CNTR/CTRU RJiB&SE NTT
WA FET-trick B35 # AR 78 2 1 205
ZLa]/ G £ 1) F A NTT 245 9 W5 43+ i
3 2(Radix-2) NTT. SR 10, 38 i 75 224l FH A [7]
(19 5L % il FFT-trick 253 , m N3 3(Radix-3)NTT.
3 3NTT 4 H 2[2]/ " — &) 4 2L/
(IH1*C3)§Z[JC:|/(I 7(‘)><Z[1‘]/(1'3k7w3()><
ZLx]/ (" —wio).
% SNTT i CT W1 A% 46 1 =X

(" EcHiefE P 0=i<<3":

a=a;tca, ptca,,. 4,

R ZLx]/

- j— 2 2
A, gk —al+wgca,» L gk +a)3€ A;qo.3k

Q;1g. ¢ =a;, Twica, ¢ Twsca, . .
WA gL SNTT il GS bl i 28 i
=3"'(a;ta; ¢ ta .0,
ap=3"c " (aitwia, o+ twa, . )
TP (aitwsa; g taba; g ).

Qg gt =31

XFF CNTR EI’JITZ [a]/ " ="+ 1), FeATR

FHELE 2NTT %5 & 3 3SNTT k47 48 #, B IR & 3t
NTT. 1§56, #:47 — 2 530 4 I A 09 BF 43 fifk by 5 1

Al LML 2NTT W3 Z,[ 2]/ (2 — ) # Z2,[ =]/
(=), Z2WRK feZ[x]/(x"—2"" + 1ok
pia (1

Fmod 2" — ¢ = (fo+ & fun) et
J Sz F 0L
}f mod 2" — & =(fo + fur — i fur) + o F
Sz F Lo =G fuda ™

s, xb Z,[x]/Ca? — g M Z, L2/ (2" —
EOFI CRT #4735 2NTT. X F 4 4~ 3 2NTT 2,
CRT R 2, L]/ =) =2, L]/ G =) X
z,La)/ Gty S e g WA T S
Z,[a]/ =) AT 7

fi=f'modx" —r
J = (FAr i)+t (o Hrfo 2,
lfrf/modx”’—kr
=(fl—rfi) et f—rfo, D"

XF n=768, 17 6 JZ25 2NTT, HZE135] n/6
A6 IR Z,[ 2]/ (2 — ¢ it
— 24 SNTT, LA Z,[x]/ (2 —=¢) Il G LUT
CRT [@l#y:Z,[x]/(2* — ) =27,[x]/(a* — ) X
Z x]/ (2" = p0) X Z,[x]/ (2 —p O Hh p=
¢*modq. Z,[x]/ (" =) R BT A TR N
fr=fot it L S SO 2L
T o’ =1modq, 13

fo=f"modx* —¢=f,+¢f, +Cf s

fy=r"modx® —pt= f.+ptfi+ (O f.

Lﬂ:f” moda® —p ¢ = f. +p 0t (PO S

HANTT 52 )5 AF 8] n/2 ML 2 I E T
Wi, £ .CNTR 3 Z,[ ]/ (2" — 2" +1) L IE
NTT SR Bt 1 2.6 JZ2 3L 2NTT Fir 1 25
SNTT. i ] NTT J& iF ] A2 4 1) 395 5o A&, D5 I 336 1)
NTT [F#N 6 )25 2NTT F1 1 235 3NTT.

3.5 ZIWARMF
CNTR o Z2 350 2R AL 1 A0 — 30043 A (Cen-



596 i =

2 i 2024 4F

tered Binomial Distribution,CBD) B, , H:th =2 1§
77:3./‘\1_‘]-2}(37:%#(@1"" 0,67)4—{0,1}2’7

7
%}ZEIE (Cl,'ib,‘).

ﬁ‘XT CNTR Jy £ BAKIM 5 . 5% 3 1 CBD i
HOE SCTARYE B, E P Oh B AL R A R 192y
FAWCRHEZI f€ R M T MR A L [
n="768.

#i%k 3. CBD,: B"—>R,.

B T B=(by by s oo sbigy, 1) € B

M. Z2WA fER,

1. B+ sBissay 1) i=DBytesToBits(B)

2. FOR i=0,---,767 DO

71
3. a ::Zﬁzzqu

j=0

.
4. b ::E,Bzwﬁﬁ
i=0

5. firz=a—b

6. END FOR

7. RETURN f,+ i X+ fo X*+ oo+ fre: X9

AL FE LR =2 BN SO AL S B B LR
HRBILL p=2 B, B 3 M5 2~6 47, L AF R
TR 2 P e A7 B 3% 2 Lo AR ELAR I i 45 119

GERIEIX 2 LR L LB R, RIGX 2 AR 1

A0 HEIE B (0, 1. 2) . AR IR IR 2 7 4 B
FO B E A EE N a Fb, a B O A 555 0%
DS RAE N Z X REL S

TESEPRSE B, Z2 T AR A 43 S PR 4 5 5 — B
5352 4% (oad) pREL HIRPHEF T30, B3 4 F A7 LA/
Ui AEA 1) 5 30 e A 32 6 TCAF 5 B X T A Y
192y 75 HLh 40 R 96 4> 32 7 T4 5 50 5 3841
#& CBD BRI X load pRER 11 96 A 32 i LA 5
B BAAE B A 32 AL EAT LA 8 M2 A R
AL A PRGBS 2.3 4TS LU AR R 2 RO Y
DU & 45 RAF e L 5 d . 2l 055555555 1y
—EDE 2 01010101010101010101010101010101
Hile d B¢, &.0x55555555 A& B ¢, (9 27 50 ir . i o fy
B 1 AP &.0x55555555 & B ¢ MBS 7. Wi Al
P2 ¢ B 2 A p DB . X SR Y d
BFRE A 7 va BUIE 2 2.6 BUES 2 7. a 16 IR AY
ZAERZT BB fo LB AR K
PSR AEXT B R, e f d & 32 AL BT 5 5L
ab Flf AR 16 A A5 EL 45 a0 TRAE B R 4%
175 (.0x3) , MU a b W BAR 2 07 AN A 0,
BIAFS 7 0. SEbr b B0k 4 2N 5k 3 i AR A

7a77b1 [

C G B2 19 F 25 AT 52 BL PR IS 2 LO A 07 19 A7 it B
TN 44 52 B2 W HL T 29

Bit4. CHifEsLd CBD,.

B 32 ML TCAF SR c[96]= {10 o115 stos )
it 2 f=Cfosfiafosrs frer)

1. FOR i=0,+,95 DO

2 d=1;%.0x55555555

3. d+=(>1)&.0x55555555
4 FOR j=0,---,7 DO

5 a=(d>*j+0)) &0x3
6 b=(d>4*%j+2)) &.0x3
7. fsivj=a—b

8. END FOR

9. END FOR

10. RETURN f=(fosfisers fre1)

4 CNTR/CTRU 7 £ Cortex-M4 LI

CNTR #1 CTRU # ¥ 19 ARM Cortex-M4 3£
PIETF C S A pamd™® He i L HE 42, IF
H Y 22 0 08 SRR (il an 2 3 AR A IR
] NTT 3 ) NTT, 25 25K %55 i ] Thumb
DSP 445 4 S #7046 ] C il ARM 3¢ X 9
i%,U\ﬁﬁ%ﬁECNTR%HCTRU??%?‘E’J%PF“;QI}L TEA

W, FE R 2 s F R ARM Cortex-
M4 52 34 1 38 o A7 A AR A is B AR L 58 5 R
SIMD #5843 47 4¢Pk L 32 T+ 5 1 g
4.1 ZIRE

AICFrFIH ARM Cortex-M4 L4 JiK )2 /N bify
fEfE L. 75 Z AR S — 8R4, C SLIF &
a2 ffi ] load BB AR T E 4 MF R
— 20 L/ A7 1 7 2R i 32 (LTS A S G T
£ ARM Cortex-M4 & {#i F ldr #5842 Bp Al 545
W4 FA R A 32 LA A, A T AL
PHE R HRAE.

BT ARM Cortex-M4 2§ {7 & U5 I A BR . A~ g
PRI 384 FA5 — R Pk N 21 B %7 A2 4 b % &
B AR 5 BT B B AR EE oK 384
“13“57\%7 12 WHRAE st 2 12 WG ER. B8 34 0 2%,

2 AFATR) 8 A FAE AR FHR U 3K 8 A AF A7 v il
%Iﬁfﬁﬁﬂﬁ’éﬁ #B4r CBD pR £ A0 3, 4 45 SR A7 3
AHIL ) 22 T A7 B PR AT N — A B X 3 28 25 77
arfi CBD pR &5 i) b 38 7 =X A (] 1) 5T 3 DA fn 2
TG —A 32 fLFF A Rt Rl

o PR A Re g 2 AU 6L 45
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RAP AL FFAF 45 R BXFRL 2 47 CfE IS0 4 950
2.3 F7 A BB IR R R 4 L. S AR 2 (74
Dl % o VA 5 R B R SR AT T A 2 00 R X B
TV PRAE PT LA SIE B 4 X8 (LI AT S 3 BE 2 T i DG i
. Al ARM Cortex-M4 f/Nag S AL PR A IC R 8
AL a,be {0.1,2), HAH IS RA 2t 3 i, ik
LA o B M 8 LAY A5 Ik . R A R TR
2 16 7, ot Je 22 0 22 B0 B 2 7.

WL 2 fiv 7 X A7 i D0 B T 6 1Y A5 A7 e Rd A8
WFEEAE. © FAb B S XF 27 47 4% Rd #F 47 8 f #
PRI BEXT 4 4 (LR AR 2 07 Ca, MO, B0 X
T AE 4 Rd RIS A7 J5 A7 LAY 27 A7 4 Rd1.Rd2,

Rd3. R 8 & 8 ALAYAR 2 £ %5 6 170 0. AT 2 7
Bli o 8 A X — i ol ad 5 B A S B
WAy RA WY 16 A 2 80y 16 4> 8 (%
T AT — 2 LI AT W — R 5 o f bR
TE A [R) F A7-i BY AR [F] 407 8 5 @ W IR A7« T P
ssub8 i§ 4 BE UK IS A7 A7 h i 4 X 8 (o Kl
AT 55 0835 45 R AT AE 25 47 4 RIOVRIL v, MU
SEBLVUIEAT s O AT - Jo Xt 27 47 A REORIL i
oL AE . 0 15 297 I 1Y 8 1 B4k A 25 A7 4% B
16 A7 A4 8 . SR )5 ] sxtb16 45 4K ix 48 8 i %k
WA T T JETIT g 16 A7, 0 50 I R 45 2 B 2 1050

@ @ 3
Rdl R ; ;

g R4 Rl RAZ RS ! 31— Ra0 131
a| b, - SO} X Ny
(N [ S SN (N — 0x03 i a, 2\ g
by a, b, T 5& i
T by a b, i __/
el 1 [ o) A& N
Y Qs % a; L L0l
ol =) [ [ & K
a; b, ag by 31— Rb0 !

— = 0x03 b !
b, %1% 4 b % | %% | |
a| % |, || || b b, 1
B, o o |
| by |2fiz] | 2fir| Oa [ofi7] % | ! b |
1% (O Bl R Y 0x03 e
b, a, b, a, 1 00— 1
a3 b, 4 ba i Sla—Ral oy i il
I — — 7 '\7 1
T I A — £ )X .
a b a, b > _/
1 1 2 >
Ll SOl B 0x03 B ™ A _
b, a, b, a ! | 4 \J »
— = ! + A
a b a I} ' a — >
0 _ﬁ ¥)°4 L Lo O’J_’ L0 L ~ kj 0
! 31 —Rbl
B |
[o.] i ]
=] ! b
] >
l_rlw : by
[&] o
poo

® 2 ARM Cortex-M4 347523 CBD,

4.2 ZOEREHIS T
4.2.1 JZphs

ARSI R NTT 252857 itk
By, R RA 0 BT o — Yo B e 2 2 A
U /0 PRAE T A8 Rt 7 W, DT 8 T 32 AR S0
ZWMAW Z, 2]/ (2" — 2"+ 1) RS 1 250
B 1~3 J2HE 2NTT SIF A UZRA 5 4~6 J2 5
INTT &I =2 A, AT & Jg — 2 2
SNTT, B 44+3+1 EFE5EM 8 B, K 3 ZI1F
] A8 5 1) 58 B B L B — B R ROR — D A A AR

A AFAE AL A 16 A7 R E BN 0 RN L A7
R B (ay [ao)  HE 24 F 9547 k.

T A A7 A B i R B2 RS o o 2
TEA AT B F 768 A FR A4 ER 58 U 8 B MG R
TAR Y 2R B b Al A e 1Y AR R B e . J
A JR T I DY 22 Rl 1) 565 — YR B R U, N AR5 — 4
ZE0 3@ AR r = Cay ||a4g )ors = Cais ||a144 R
ri=Cas ||azie) s === s 1o = Cany || @z ) » W HEFT BT =
JZE AR A — X A e ZR B0 B 43 0] Dy 384,192, 96.
X R 43 BN G T AR V2 ) A A ek v R e 2 A



598 i =

2 Eihd 2024 4F

mg AU B B ey
%%‘5 R w%m s AT

B,

SR

[ [0] £95H ala)
L %glﬂ EHARH | a)
148 | 240 7E553 ZHE2NT T i s 2 S -
FPUHHLH XK. LRI
196 ; >< ;
ol W32 ' . AR H5E 6 ' FlR
44 29 SEoNTT P MBS gONTr oNTT HONTT L JERE gaNrT A2
_ Bigewm P R gy gl siesre O *@%‘ﬁ BT, i
L 50 ] — 1 1 L TR
KB 150]
= 146 0 10| 10 ] 10 10| 10
i \¢ %g@ < <
240 ] 96 12 12
7 1] H<H & = ]
E ‘ >< H H : : ] ]
S - g | |
330 : IR (- g B ) 196 196]
= mE e BWH i
A %g% eI m f<E] i
] ED<® s ]
[720) E E . ; o : ; T 9
| s I i<t I
2
fE R R ] pid 2 P
EE R =5 4 1] 4] ] |
: i TT 32NTT — 2 il
W s mm%m s =< oe<Jw | |
o - 10
] S B 1> 16) PSS P85
W H H | _><_ ||
140 | | | 133 46 46 36| 33
i e [ - = =
56
H H @ ﬁ &
(144 T m P
<]
5 >
& <] || L
1336]
55
[720)
K 3 ARM Cortex-M4 SLHIE & NTT Zf4&
FAHFE BT LA 3R DA I B e 2 TR 7 &5 SR BT A A g AR 4 R B BE S RTBR A 48, B FPU B &R

16 8 A4~ FPU B, B AR S5 10 21 1. in 4828 — 4 R %k
FEHFE = (a |ay) s rs = Cao |
= (agr | @sro ) « X Hetb A7 1 = J2 A
AR FPU B AE Y | —
s FLY R B U 2

a%),n:

(aygs ”Clwz)”"a
. SR J5 FH vmov 15
Qﬂﬁ}ﬁiﬁ 72y s%ﬂ]ﬂﬁﬁﬂ‘ Vo el3 %"

AU BT Y J2= 7 e 45 2R e B DX 1 SR AL 2 U R
it PO R A, A2 4 45 AJm A7 [l D i iy Y =
(9 B AR R AL BE 32 A~ R B 36 24 RAEER , & KO 36
L S sk AR AT AT R 4 TN, BEACE — IR FR.
JERA A T 768X 6 YN AE N B A 1 A . R
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TR T NTT i3 8808,

FE2NTT 2B R M2 SNTT 2=
MRBOy — AL e MO AL SNTT 5 4k 2NTT
JEEhA. B A~6 J2 5 ONTT 28 e 2 800 15 5 40 5 N
24.12.6,3X =2 Rl A 35 16 AG IR, 45 IR PR AL 3 48
NFRE LIS — RAIE R R B I8 R B = Cai lao)
rs = (a; ||a6) o= C(as, ||a|g )y o= (ays ||a12 ), %of H
HEAT 3 )28 4 AR 4 45 R A [ D bkl L bkl 5 B R
Pt 4 FATHR 0] @ IECT — 4 R BG5S A R AR,
HHEFR BEAR 1) a0 FEINECT — 40 R EGE N 3 J2 2L ik
JE A 18]k ik A5 B AT HE 88 SN AR M) aus s HE
AT — K AG . e R B AT 3R 20 T 8%
Cagsay s+ sa) 16— A6 PR B 58 B8 4, PR R 3
3 FR O IV 1 T8 e 1A 5 S A ] 0. A B 2
B R J5 B R] SR Ho s bk, R — IRTE T — 4
FREO BLERE 1. SRR T 768 X4 N
FE N B A Y 1A

I B AT REE R O 2 i SNTT, 15 5
IEm NTT B 24528,

4.2.2 1EHJEIT

AR SCR TG B8 JE T 19 J7 2 9 DLt 3k ARk g 4
— 2. SCHRLA2 JFN[ 25 175 B 25— > 75 A7 A 47 T 1
PRTF RS SCHR A2 D4 A 2R 31 B o A5 I 47 25 Uk
He I I HCAf 1 1 I — e e D 5 SCHRL 25 JAL Al
FHAE R TR 60 I 45 SRAG BRI () . AR Sy 17
B AR I A LR B HOR 5 2 AR 0 A A7 4
A6 1. rept 7 48 4 T 4 52 A [R) A9 ARG Bk n
UK S BLAE PR 1 R & Al ] 2 A A 2E 15 08 2Rt
B BARMEA. rept 8 2 U RSP HEEH
el AR Yy 4 T I EAE BR ERY A7 s A
(6], o 1] D23 Y — A A7 e A Al 5 22 19 AR 8 I T 7
BEE b T . AR RS 48 R X 5 52 s 5 e
F AR A b R R ORI BT
JIT o FH 6 R ] R A 2 0] AN A5 B 5 i TE) L O ELAE
PRI F0 25 A o 20w Fh 77 2 P A 3 Ak 2 18] A
[l CNTR 2 % % 700 85 9 B 5% 07 58 A 5 i A0S 1
/). rept 772G A AL R 200 O 52 R g AN A
(i) 7 FH 3 SR W
4.2.3 FPU

ARM Cortex-M4 {UF 14 A4>A i3 H] H #9%F
A o T AE 52 P iz B30 ey o e ] 25 47 o B0 2 RN .
FIH FPU f74i 1] 2 85 19 804 6] vmov 45 4 i
1 75 A7 s A FPU 22 ] B 8080 % 48 o DT s 20 P9 A7
TNt 4R AT

SCHRE32 .35 IEWI AT FPU B8 =i 8. A 30k
Wb, 20 Z, o]/ (= DR — 25 R
FIHT = )2 56 2NTT 2 15 A% N1 8 H AT
k8 A~ FPU. 1 24 AR 8 2 AL ] vidm
184 — UM B 5 7 3] FPU AR 2 9 4> 4
JEIHY 4548 24X8 A I ERE 5% X 1 F1 i A AT 2w 1Y
AR RGBSR ST vov 45 4R lié e A
TN FPU B 75 38 JH 25 A7 FF IO IO ] 00 f52
YE B4 vmov 184 T AE— > I B i . e 5 =)=
eNTT iz B0, T 16 YAG R Hh 43 A% T e e 1A
TRAF Y IF A 2 H 2l I e e N1 il
FPU & B H NN A7 I e &% PR 5 1 i 1] J2 AR ] 9.
HGE— AT LK IHR ] FPU 475 = )2
B 2NTT (e % A+

TEIR G NTT B Hij Y )2 & w1 FPU 77
i 1 73 2% BORIUE e TR A 3fe 119 285 2R T 76 56 U )=
JE . TR 6k  FPU A w] DU AE [0, 4 35 58
FHAF A7 A BB AT B0 5 2R A 2 L I8 TR AR L
538 A7 4% T R AT FPU 38 24 B 47 50808 19 (5
HAREEEZS SRR EL .

4.2.4 154 Lk

ARM Cortex-M4 523 £ 2 B AR I 72 A A7
BANAFERAE . — R MBS HR ST E 1 82 D
P 00 L AR B PRAT Ldr B str 484 — AR IR A
FEIF 2 AP R A s IR A% AR 1dr B str 454 & R
Hofty 1dr B str 382347 I 2 B/ 2HAE 1w gh
JA. N ZRELER) 1dr 8 str 4547 2 N+ 1 A
JET. A RSB 4 Idr B str 48 4 O — R i 2k
AT I HIS Al RE WA AE T 1] DRI Xk o 4k
A B R B 0 R F] R 2 fos 5L % C SR B
FLI»TT s B R B O 21— Fe s B b A7 i ] AL
B DU A BRI AN AT A 1 AR
4.3 ZIERPE

L f=ftHx€Z/( =0, g=g T gx €
Z,/ (2" =0, LI h=fg mod(z”—¢) U h A] P&
IRHKh=h,+hx, EHhy=fogo+ frg:8 b= frgot
fogr. FIRERY, Z I h = fg mod (2* — W H]
VA Z, 1 B0 e 1) & 3fe ik 2 ol & Z2 300X f
P T 2 R
{ho} [fo flC 8o

h S S 81 .

AT HEZI K f mod(a® — DRy, FAT0l LA
R T R M 0, DY 2 S SR A A B AR
FO0 o R I ) A A T R B AT 5 S 0, TN 22 i
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Eihd 2024 4F

Es

AN ] 3% b 3 2 3 KR N Y e B A P L R 2
T e A I 30 B DAL O R ATT AT DA G Ao i
T30 e 1) 55 — 9 1 R B T A5 8] 2 00X B i
MR FI A/ =d (il KPR
BOOTEMR
fo="Ffos
f{ =—f1

Hrpd Z22mX f e HEEMT . d= 1] —
Fie W FRATTE 10 MRKE A —A3K d istis
BB NEMA . d P =d P =d L Rk
JCAL T ELAR SN 20 Ik

Xf Z I =K % i 17 ARM Cortex-M4 S8, £
FEME S T R ikt 47 X — s
TR FRATHE 22 2 R 3 A o AR RN — L
AT LA A 2 5 g 2 A — IR 2 3 A7 5]
AR 4 P> 2 I 17 51 X 25 R A A pkhtb
BT 3] — A 32 (L2 A7 an A7 Al TETH BB RESS
BF s FRATTR I G 4 2 SE 4796 20 T I, 02 T I 7 43
ST B ]
4.4 BERALILE

f£ CNTR 1 CTRU ) Z 3 A ffg % kb, & A
h=f+g€ZL, [x]/(x" — 2"+ D RyBH MM q. =
1024 At NTT K47 R8O R B3 NTT.
ARCAH £ B % NTT it CRT 45 & 1 0 ¥ 58 W
Zy Lx]/ (" =2+ 1) ER e IEH. MR YE 2 1 i
FH CRT By & B AS NTT A I 2R % q= 3457
Mg =7681, 0 58 f.g & Z,[ 2]/ (2" — 2+
DA Zy L]/ e — o A= 1) 9 AE e B8 ) AR 2 B 1
HIWBAMANEZ, [2]/ (2" =2+ 1) b f g %
2.

EE L 2 g NEFEIFHMMELR (ged (g,

g) =1, 1=<i<j<o) W w, | <q./2 lul <[] ai
i—=1

M4 u=u;(mod q,)» i=1.+.s BB fF « BT ik

FEW LI

Y1 U
v, =y, + (Cuy, —y, )m, mod+q,)q,
ys =2+ (Quy =y, )m; mod+q;)q1qe s

11/{:3/):3)\1 + ((u,—y,—1)m, mod=Eq,)q g,
Horp,m, = (¢, q; 1) 'mod=q;.

K Z,x]/ (2" — 2"+ 1) ER NTT 7] 2L &
L2 EH NTT. 3 2z, [2]/ (2" — 2+ 1) &
NTTRU J; & ffi i 1y Z2 i L3R, [W i NTTRU F

ARM Cortex-M4 [ 52 B, P I 7€ 52 B 3 & vp ax &6
o3 AR &2 T SCHR 37 Ty 52 BE.

4.5 AR

4.5.1 ATk

B HERAE ¢ mod ¢ B Ll iE ¢ —[c/q] +q 5E
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Background

This paper focuses on the compact and efficient imple-
mentation of the lattice-based CNTR/CTRU KEM based on
ARM Cortex-M4 platform. This problem belongs to software
optimization in cryptographic engineering. Deploying PQC
algorithms on ARM Cortex-M4 will provide more reliable
guarantees for the security of IoT devices. The embedded
platform implementation of the lattice-based cryptography
scheme is very important for prompting the progress of PQC
algorithm standard. Although the CNTR/CTRU schemes have
C and AVX2 optimization, ARM Cortex-M4 implementation
of these two schemes is still blank. This paper presents a
high-speed and low-stack ARM Cortex-M4 design of CNTR/
CTRU schemes. The main contributions include: (1) For the
first time, polynomial CBD sampling is implemented on ARM
Cortex-M4, speeding up the process of sampling. (2) Using
mixed-radix NTT to speed up NTT-unfriendly polynomial
multiplication, making full use of FPU, using layer merging
in NTT to minimize time-consuming operations such as load
and store. (3) Delaying reduction by NTT process coefficient

range analysis, thereby decreasing the number of reductions,
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and decreasing the number of assembly instructions for Barrett
reduction and Montgomery reduction. (4) Using loop unrolling
to achieve polynomial inversion, optimizing the time-consu-
ming process of polynomial inversion. (5) the combination of
multi-moduli NTT and CRT is used to accelerate the speed of
the decryption process, which includes NTT-unfriendly modulus
polynomial ring multiplication. (6) Using space multiplexing
to optimize the stack usage. The previous research directions
of our research group include software and hardware optimi-
zation of Kyber, Dilithium and so on.
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