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Abstract  As the amount of data explodes rapidly, the data owner cannot handle queries efficiently
that clients send. Therefore, the data owner outsources databases to a third-party data publisher
and a third-party data publisher is delegated to manage the data and perform user queries. When a
third-party data publisher is attacked by a hacker or due to own fallacious calculation, incorrect
results will be returned to the user. In order to ensure that users get the correct, complete and valid
query results in outsourcing spatial databases, the authentication techniques of queries have been
widely explored. Additionally, in recent years, the reverse k£ furthest neighbor query has caused
widespread attention. Given a set of facilities F', a set of users U and a query object ¢ € F, the

reverse k furthest neighbor query retrieves each user u € U, if ¢ becomes one of the u’s furthest £
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facility objects. The reverse £ furthest neighbor query can support many practical applications, such
as location selection of building chemical factory, and location-based multiplayer role-playing games
(such as BotFighters) among others. Specifically, totally correct query results are necessary in a
lot of scenarios. For example, if the location of building chemical factory is improper, which
will interfere with the life of residents and damage the environment. Therefore, the effective and
efficient authentication technique of the reverse £ furthest neighbor query is valuable in outsources
databases. Based on the existing reverse £ furthest neighbor query methods and the authentication
data structure of MR-tree, this paper firstly presents two feasible authentication methods of the
reverse k furthest neighbor query. The first method (1Z-Auth method) is broken down into two
parts: the range verification of the reverse £ furthest neighbors query and the validation of the results
within that range. The primary task of 1Z-Auth in client authentication is to reconstruct the digest of
the root node in MR-tree, which determines whether verification objects have been tampered or lost,
and then relevant theorems are proposed to verify the integrity of the range that is generated by the
half-space pruning techniques. Only the complete range can filter out the valid, complete and correct
query results. The second method (UC-Auth method) uses the characteristic of the outer circle to
verify the correctness, validity and integrity of verification objects and the reverse £ furthest neighbor
query results, after reconstructing the digest of root node in MR-tree to ensure the reliability of the
data source. Specifically, UC-Auth method does not need to calculate the range involved in 1Z-Auth
method, which can reduce the computational overhead on the server side. By reducing the amount
of verification objects, the proposed two authentication methods can improve the communication
and client verification cost. The adaptability of the two methods is also discussed in the paper.
Finally, the effectiveness and efficiency have been verified by extensive experiments using real
data sets and synthetic data sets. The proposed two authentication algorithms can reduce the
verification objects to about 5% of the original data set, which not only reduce the communication
cost, but also improve the client verification efficiency.

Keywords outsourcing spatial database; reverse %k furthest neighbors; half-space pruning

techniques; authentication data structure; verification objects
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Background

As data increasingly grows, Data Owners, which are
constrained by storage capacity or computing power, cannot
efficiently handle user requests. Therefore, delegating data
to Third-Party Data Publishers, which manage the data and
execute user queries, has become an inevitable trend of out-
sourcing spatial databases. However, the results returned by
the Third-Party may be tampered or lost, so the Client needs
to verify the correctness of the results, in order to decide
whether to accept the query results from the Third-Party.

In recent years, the query authentication of outsourcing
spatial databases has aroused widespread concerns of researchers.
Specifically, the authentication of the range query, £ nearest
neighbor query, spatial-keyword queries and reverse £ nearest
neighbor query has been explored. However, the authentication
of the reverse & furthest neighbor (RAFN) query has not
been sufficiently studied. The RAFN neighbor queries have
very important applications in complex spatial analysis and
location selection, and effective authentication technique is
demanded for the outsourcing scenario.

To crack this nut for the first time, this paper designs
two effective authentication algorithms for RAFN, namely
1Z-Auth and UC-Auth. By optimizing the large-scale verifi-

cation objects, they can efficiently reduce the cost of both
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communication and client-side verification. The client-side
authentication of 1Z-Auth involves the following techniques:
reconstructing the root to judge whether VO is reliable, IZ
theorems to check the integrity of I1Z, and authentication of
range query. 1Z-Auth can gain a high validation efficiency,
which can fully reduce the cost of communication and client
verification. Furthermore, UC-Auth is proposed based on
the characteristics of the outer circle, which does not need to
calculate the IZ boundary and thus reduces the overhead of the
server computing and the communication cost of transporting,
but at the cost of increasing the client verification cost. So
the two authentication methods can be supplementary to
each other in the real applications according to different user
requirements. The effectiveness and efficiency of the proposed
methods have been verified by the extensive experiments.
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