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Abstract The vulnerability of deep neural networks to adversarial examples has been confirmed.
If the generation of adversarial examples is unregulated, images within reach are no longer secure
and pose a threat to non-robust DNNs. However, existing adversarial defenses primarily aim at
preventing adversarial examples from attacking deep neural networks successfully, rather than
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preventing their generation. Therefore, we propose a novel adversarial defense mechanism,
which is referred to as immune defense. This mechanism applies carefully designed quasi-
imperceptible perturbations to the raw images to prevent the generation of adversarial examples for
the raw images thereby protecting both images and deep neural networks. Such perturbations are
referred to as immune perturbations, and these perturbed images are referred to as immune
examples. In the white-box immune defense, we propose Hyperbolic Tangent Immune Defense
(HTID) to craft white-box immune examples with high classification accuracy, defensive
performance, and visual quality. In the black-box immune defense, we propose Moment-based
Immune Defense (MID) to enhance the transferability of immune examples, so as to ensure the
defensive performance against unknown adversarial attacks. In addition, we propose immune rate
to more accurately measure the defensive performance of immune examples. Extensive
experiments on CIFAR-10, MNIST, STL-10, and Caltech-256 show that the immune examples
crafted by HTID and MID have high classification accuracy. which reaches 100. 0% and is 10. 5%
higher than the original accuracy on average. The immune examples also have high visual quality
with SSIM between 0.822 and 0.900. The experiments also show that MID has higher
transferability than HTID. The average immune rates of the immune examples crafted by MID
against AdvGAN to defend against other 11 adversarial attacks on the two datasets are 62. 1%,
52.1%. 56.8% and 48. 7% . which are 15.0%. 10.8%. 17.5% and 15. 7% higher than HTID,

respectively.
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R /NG U L | & R RN E R AR
A T O S Y i (W S 5 A
05 (") F o (™). BIIE, 2450 (14) 7] LA it —
LG R

QY]

argmin A, 05 (2™ )+ A, pop (™),
o (15
s.t. psp(2™)<<0, H xF—x Hp< z.
HA A, N of o (2™ ) BIALEE A, K g (2™ ) FALEE .
HTFAXLADMARXOD B & &k
top (), FATTHE I B BE AR AL ] B 48— S
/A\I‘:
argmin A,+ 05 p (™) 4+ A, gy p (™),
- (16)

st.]a®—x HP< T.

8 pton ()= 0 15 (™ )WE R ARSI LL 25
WHBRAENTOMME. Y ppn(2™)<<0HRS,
o (" )T EAMEPs (T (g(2*)+6,y)=0).

FESR T AR A W] TR P 1 [T 3 375 DRAIE A
PEREAS 1 43 ZS 1 BE AN 2h R AT A . BRI A7)
W RPEREAR D R BIR T (2, y ) F e Pt 2h i 4L
A A6) Il A 5 et 425 71453 3
A AR P

D(w,y)z/l[e-j(;(tanh(w)+ 1),y)

l(tanh('w)—i— 1)—x

_’_/Ipm ' 2

? (17
, (L
—O—Ad'a%p( 5 (tanh('wH— 1))

+/1,1-;15N@(é(tanh(‘w)+ 1)),

argmin £ (w, y). (18)

25 iR i i i e = (18) LISR A AT #5511
B JE AR AR Y 5 Ik W PR O B TR Y A 7 A
(Moment-based Immune Defense, MID). X} F MID
RENE 48 T e FEAR AT AR RS M 1 o) — B i B 2
1 2 it 7 s MID S/ METE g (&) 14 0 <R Bl i 46 2%

| — Sstisle -~ REnote

WIS —— ST |

&2

HTID 1 MID I E (1) G e AR B AR B 20T 19 78 72 B CZ2 B A HTID i 7m 2 E L A7 B A MID 7R 2 B . o™ om G e vt

AL g (™) FRERPRHREAS , ¢/ (") FRIEAERI X HUREA . [ B 6 B R F R 43 RO
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AT o T UL IE YA (1) 2 B A 1793

IR RN Ty 22, A5 AR B X PURE AR g (o) B Ak
F— AP X 5 HTID A L, MID GBS %
WREXTPUREAS g (&™) I o AT 42 T+ e B AR A 11
AR

HT DZEgk, RSB AN ADEE IR T
P E R T LAFRATT A 52 45 R % 5 1k (Monte
Carlo Method) ™" 3K fiff W B2 (Y 3 AU fH . ELAK 7 22
TE %, &THTHM‘ <o WHEHLRAEH NDFEA

01,05 - 6\7,H\:U\alfﬁﬂﬁéﬁﬁ {/[ Eﬂ
E%D{j(g(;(tanh(w)+ 1))+6,yﬂ

1 z\:J( ( tanh (w )+ 1))+6,,y): =&
(19
E%D{jz(g(;(tanh(wﬂr 1))+6,y”
1N 2 T2
Nﬁzj (g( (tanh (w )+ 1))+6,,y>; =k
(20)

e s AV A X ADFCOTEH 05, F
o FTITRMEL, B

a,ip(;(tanh(w)—l—1))%1@2—(1@)2 21)

,zz%D(;(tanh(‘w)vL 1))% (22)

MID By F LR S ek 2.
B2, ETHERREZEREMID).
BN FLECAREE A v 1 50 MR o, TR M2 M 25 f, E B
ST 5k gs AR JCRIA R (2) ks G 1%
kLT
i SRR 2
WG <1, w=<arctanh(2x — 1);
WHILE /<< T
WA QDA HE 620 My ps
W5 030l 1y o 5 AR ADEE L (w, )5
HRAEA Al A2 G w;
t<t+1;
END WHILE

x’Eeé(tanh(w)—O— 1);

RETURN 2
3.4 REXR

LA XU RE A B 20 B )% (Attack Success
Rate , ASR)" I G322 B VI Je 1) 78 1 et A et 2

A 11 B AR BB R AN 78 4 1) R Sk Tk T 1 AR £k
A7 G B AR A s T R A R . AN, Y A
32 B AR 1T 1 T o BT AR B AN R B, T T R
ARk 2 AN 2 izl . Pk, FRATTHR 1 A
SAE 3R I A T SRR AR 1) B A 1

AT B AR 2 IR UG R AL R B A
FS={(x1,y1), (x2,32), =, (2,0, y,) }» HH L ILE
(Zy v ) BN BN N y, BB x,. W fiamyH
Gr2EE% AR G f i S T AR 2 . BB
Witk g oo a ™ #E S _EHIAE T XA I Bk
[ g WA MG Sy R 6 1 X OREAS . B
S A B AR NS L 7 S b G 5 B A A e
x> 2N IR G REAR LA A B sty g Herpru A
(R4 A R LG it A 1 A B AR . B4 L s
Tl PR r

ASR] — ASR2

A — ASR. X 100%
B Zf;lﬂ[f(g(x,-))iy,} ><100%(23)
ij’zl]l[f(g(h(x»)»#y,}
Ho, ASR = — Z]I[( ) v | 7R LB

P g XA R XA Tt 53 B
sy R AsR = S0 £ (g (b)) 5]

PR R PLIATIIE g #1 R S EREA RN E RS BUREAS T
ey o et S B0y E AL T[] 2R 18 7R R B
HAKSE S

1, HH
I[c]= ke (24)
0, &

ARl i ) g R
FEIIE ™ o TE SR E B AR » Kb L2l 3 1) J s 45
(LB . 4 e R0 O B Ui B G e By A i I » i
IR A s e 32 100 %6 I, Ui B 5092 By
WS Mok TR 0. G sse R IM B A O, Sk
FEAS B AR e Sy i PR BB AR AT . (AR E B,
PE 2R ) L2 (— o0, 10096 1, Ho i R G (H vl I 4
PEBTAR » Bl L3R AN T I Y e A
TR

MR AR (23), A0 LA
ASR, 3| ASR, #: 8. ;

ASR,=(100% — HE# )X ASR,  (25)

FEF T A FRATAUH S0 32 S /R S Be A 1Y

1o G 5 R S B



1794 i (=2 HL

¥R 2024 4F

B AP BE o T AH B ) ASR, AL T DUAR R 4 2 (25) B
HORTE

4 SLWESH

4.1 XWIEZE

(DXPr sy . FRATEESE T 12 M Hr e 7k
VE S % o2 BE R 0 B A8 H b5 . Bl AdvGANSY |
RGAN™' | FGSM™ | BIM'* | PGD"® | CW"* |
SparseFool (SF) \ PGD,"* . TSAA"" | Square™* .
SImBA"™HI SImBA-DCT™. B4 & T 5L T 24E i
[y 35 TR BE Y 3 TR AR Y g Y 1 o A
TR B EIGE . o, FATE Sk # 4
X H bR BB S JE H bR 0 A & ok R R, 7R X
T LT Mot 3 AT DL B Ml AR 5im R 0 6 e ke
AR G PE A AR W 25 AE 3K B B I8 A% L R AT SR AR IE
B

(OB . A T%#E CIFAR-10" . MNIST™,
STL-10"""F1 Caltech-256"""1F A F& A1 52 56 FIT FH A4 %X
PR .

(3432 2% . £ XF CIFAR-10 Fl MNIST 4
8 AN T WA~ 432545 , B Inception-v3 ™
M LeNet-5*, EATTAEXT £ 4R 1 1 73 2 UERf R 53

B2 92. 4% F199. 2% £1%f STL-10 1 Caltech-256
B4, AT 2R T A ResNet-501", ‘B AT 1x)
IO B 43 JEHER 3R 82. 206 F184. 2%

(DS %8 . 76 & S e B A v JR A8
HTID 535l 5 XA [ W X B s by o g il 4 1 &
GPEREAR IR BN TR MERE . FE R & e B,
FATVAE FH T $ s B MID & X Se o HL AR Bl B i
AdvGAN il VE A TR S e AR AT B 22 HoAh
TP . BT R0 AR B X e A J
ALAE RS PE R IF 5, AT HTID 1F R FE 4k DL S Ik
MID £ $& F+ S ZEAE A ] 1E B 7 T A9 A R0 . it
b FATIE 53 5% HTID A MID 49 2 84T 1 1 il
S DR MR S EUE

(S Fa bR . FAT 3 ST FH 43 2 v 22 0 A e 8
iy e S RERE A B 0 S M R A B AR 1 e L Ol R (L
{5 M [k (Peak Signal-to-Noise Ratio, PSNR)™/Fl14%
¥4 A0 L 1k 48 X B i (Structural Similarity Index
Measure » SSIVD iy g G JZE AL AS (1 W05 ot 2

() S E . Frie X 2k 78 U Fhogcds 48
(1Y 2 Fioi BN 6 BT BB 23 28 e 9 e i R
Bt SR B. 1R R 13 s . Ui i (% HTID A MID
£ CIFAR-10.MNIST.STL-10 1 Caltech-256 [
SRR ENE 1R

%1 HTID#1MID 7£ CIFAR-10f1 MNIST F IS HIZE . FE“X"R RN EH

Kotk 35 4 fifeds  BARE IR AL, Ao Ao A, A r P 0 N
CIFAR-10 ,
HTID Adam 500 102 0.0 10.0 1.0 X X 2 2 X X
STL-10
Caltech-256 MID Adam 500 10°? 0.0 10* X 1.0 1.0 2 2 2.0 5
HTID Adam 500 1072 0.0 10.0 1.0 X X 2 2 X X
MNIST
MID Adam 500 107° 0.0 10* X 1.0 1.0 2 2 2.0 5

4.2 XU IE Y] 6% B 1 B 1 sE i

FAVHEHAER T 3. 2 - B HTID 4328
AR F & SRR A IR VA, B A6 e et i M
SR E HET 4 VPR RS AN, T IR
B PERE AN 23 52 e oA 43 28 45 1Y P BE , FRATTIE
5 CIFAR-10 Fl MNIST Y1 45 1 40 2K HEH R Ny
95.6% M ResNet-50" #1 99. 1% A9 Model C"*" L)
TR T S BEREAS 1Y 2 JEMERA SR . LI 45 R n 3¢ 2
i .

M 2 h AT LA H HTID £ 5% A [ % 4t 2 5
A B S PEREARTEA R 3 2685 L T R 4k 2 T
10096, 5 J5 46 HE 0 A0 e, -39 82 T T 3.4%. 1
SN, RPEREARTE CIFAR-10 A is Bl a8 T

100.0%, “F ¥ PSNR H1 SSIM 43 % 2k 32.7 Hi
0. 863, % fik PSNR F1 SSIM K % % RGAN i} Ay
26. 2 F10. 806, fix =5 SSIM Hy &t % CW I} (14 38. 9 FI
0.925. 7E MNIST |- i~ 415235 28 69. 506 e ik
o AR M Tt BIM I 41. 5% , fie il S g% R Jy ok
RGAN B} 1y 99. 5%, °F- 34 PSNR 1 SSIM 43 51| Ky
22.4 F1 0.924, # filk PSNR Fl SSIM Jy £ %
AdvGAN B} 1 20. 5 F1 0. 900, #% & PSNR 1 SSIM
FEEXF CW RS 24. 7 F110. 956. HTID il 7F i) 0 %
FEARPL ST SR A s C g B 10 B
4.3 ETEMNEEHARERSEK

AR LT MID FIAS A 250 & F 9 HTID
il s AR AR R nl R B M . Bk, AR
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SRR HETTORUHT TE DRI 14 S 5 A

1795

%2 HTID7£ CIFAR-10 F1 MNIST LRI EHETHZER (%) . RZZE (%) .PSNR(dB) FASSIM. Avg. FR—ITHIEN FHE

EICITES b AdvGAN RGAN FGSM BIM PGD CW Avg.
MR % (Inception-v3) 100.0 100.0 100.0 100.0 100.0 100. 0 100.0
HETH R (ResNet-50) 100.0 100.0 100.0 100.0 100.0 100.0 100.0
CIFAR-10 ARl 100. 0 100. 0 100.0 100. 0 100. 0 100. 0 100.0
PSNR 28.4 26.2 34.0 34.8 34.1 38.9 32.7
SSIM 0.822 0. 806 0.874 0.879 0.874 0.925 0.863
HERH 2R (LeNet-5) 100.0 100.0 100.0 100.0 100.0 100.0 100. 0
HETH R (Model C) 100.0 100.0 100.0 100.0 100. 0 100.0 100.0

MNIST Al 84.4 99.5 75.8 41.5 55.7 60. 1 69.5
PSNR 20.5 21.0 23.6 23.2 21.5 24.7 22.4
SSIM 0. 900 0.908 0.936 0.930 0.912 0.956 0.924

HTID 12 501% 515 1 MID ) 28— 801 1% =
Bk & T A HTID 34 4 HTIDgu - 10K 5 4R 250
W8 W HTID § 348 5 HTIDow. A7 5 6

HTIDow HTIDg A1 MID 41 %t AdvGAN il 7F fa 558
FEAS , I3 6o e REAS 05 A0 FL A 11 Ao e e 19 %
PER LI EE RN 3 TN

%3 HTIDyyHTIDg,, 1 MID $t 3 AdvGAN FI{EMI BB H AN D EERE (%) EEZE(%) .PSNR(dB) F1SSIM, A K 15

REBAIBEEM NN GHHREE(%)

PIEiTE S Bifil  #EWIR PSNR SSIM AdvGAN RGAN FGSM BIM PGD CW SF  PGD, TSAA Square SimBA %Sf? Avg.
HTIDgy 100.0 28.4 0.822 100.0 50.4 77.5 43.1 57.7 23.3 75.5 77.4 22.4 10.3 12.5 151 47.1
CIFAR-10 HTIDg,,, 100.0 27.2 0.811 100.0 38.3 80.3 57.9 59.4 51.4 87.6 85.6 47.0 24.1 27.3 29.2 57.3
MID  100.0 29.9 0.83 95.2 57.2 84.0 60.7 62.6 58.5 88.9 87.1 52.3 30.0 31.6 36.5 62.1
HTIDgy 100.0 20.5 0.900 84.4  71.3 52.5 29.5 22.3 30.7 35.7 53.4 47.8 19.6 25.7 22.3 41.3
MNIST HTIDg,, 100.0 20.2 0.897 78.4 67.2 56.9 44.1 26.1 61.0 48.8 63.7 52.7 22.3 29.2 25.3 47.9
MID  100.0 20.5 0.900 85.9 74.4 58.7 45.6 27.1 65.8 50.0 69.4 56.7 28.4 32.0 30.7 52.1
HTIDoy 100.0 30.6 0.847 100.0 31.0 48.6 29.8 31.5 19.7 16.5 55.3 54.1 23.7 28.8 33.0 39.3
STL-10 HTIDgy, 100.0 29.5 0.833  98.6 35.1 65.2 32.8 36.0 26.1 17.2 69.2 60.6 30.9 38.1 48.7 46.5
MID  100.0 32.4 0.873 99.2 35.4 87.5 35.1 42.1 32.4 23.6 87.5 80.0 51.1 44.3 63.7 56.8
. HTIDy 100.0 34.0 0.863  62.7 21.7 35.1 22.7 23.1 32.1 24.0 53.3 46.1 17.1 21.2 36.7 33.0
La;:ghf HTIDg,, 100.0 33.8 0.861 48.5 22.6 52.5 26.8 25.8 42.9 28.4 71.8 64.4 19.3 26.8 39.0 39.1
MID  100.0 34.4 0.867 55.7 24.5 77.0 31.3 32.5 54.3 33.5 90.5 74.9 32.4 354 42.5 48.7

T Avg. F7R RBER I . TR I %

N 3 AT LU Y, 3 F Ga2s B AR i H 1) B ge
FEA I ERA R34 3] T 100% , 5 5 GA R R AT 1,
SEAFRTE T 10.5%. 1 MID I /E 5 S e FEAS 3145
T % =5 i PSNR 1 SSIM, 43 1 &y 29. 9 1 0. 836,
20. 5F10.900.32. 4 #10. 873.34. 4 F10. 867, -3 [+,
Kok 1,275 f110. 015, 7 MNIST Al CIFAR-10
A MDD iV B e J28 45 A TR s 2550 24 1 4 5% C
Hr & 10 BT 7s 78 STL-10 1 Caltech-256 54 4E
() B e FEAS QN B 57 C B I 11 iz . 4, MID R
% 4 975 0 EL At 11 Rl L A% 12 Bl bt
Bl HEE i R IR 4. 2% ~18. 3%.

4.4 HBRRSKIE

FAPEAEAS T EE T Ak bR NS 5

X MID (28047 T 1 il 52 56 DA PR s AR A5 A A 1Y

ZHUE IS B 2 XNZIA S 5 kit AT 1T B
B0F HTTD 1% 3 it 55 56 5% o 7 B o B. 3 . 1 Ah s
FATRIRZE TR pREL TR .
4.4.1 MID FZH0H Al sz 58

FATTHSE B MID 4625 R Adam , 4RI
B 500, 2 M R 107, p=2. KA TE A AdvGAN
fit F MID il £ o & b A I B e AR TR 2
RGAN.FGSM.BIM.PGD 1 CW. fEA /N o, 3%
AT MID FIZBELA i Ain Aos Ao BTN FEFT IR B

(D Z B Qe S B A, X R T R

1L (w, y) PRYEEME, £

P

FOEM A PR RS T . AT I PIUE B A, =

H;(tanh(w)ﬁL 1)—x
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Pl

foA

¥R 2024 4F

A,=A,=1.0.0=2.0.N=5, I 5 51X A,.. N
0.0.1. 0 F110. 0 i, MID iy PERE . 525645 5 4n 3 4
JIi7R . SCIREE R B A, (B3I, S REAR Y
HERA R AN e 2 T R sl AN AR A 3, T SSIML 42

&4 MIDERER A, BT AdvGAN FIMER RBHARR S 2

BT FRATHA,, = 0. 0 LAZR A 5 A 10 fo v
L FEP RO R L SRR AR TR R
100. 0%, SSIM 43511 0. 827 F10. 896 , i 4 6 Frxif 47t
Yo WP ¥ G2 3203 o 43. 406 F148. 9%

REHE(%) REE(%)MSSIM, URBRBEHKRIRE

Hi st mmENREE(%)
g S Apert TERR SSIM AdvGAN RGAN FGSM BIM PGD CW Avg.
0.0 100. 0 0. 827 100. 0 46.5 58.8 12.3 13.6 29.1 43.4
CIFAR-10 1.0 100. 0 0. 846 85.2 27.3 47.4 2.6 2.8 5.7 28.5
10.0 100. 0 0. 936 78.8 10.2 24.5 0.0 0.0 0.0 18.9
0.0 100. 0 0.896 79.3 69.6 47.0 28.3 24.3 44.8 48.9
MNIST 1.0 100. 0 0.948 57.1 41.1 41.8 20.9 9.1 40. 2 35.0
10.0 99.2 0. 989 —0.9 —0.2 —7.9 —3.7  —1.7 29.0 2.4
TE: Avg. FORGIEZRIFIE . T AFOR B
(2) Z 8 A Z B A X BT R ERYHEIN, SR AC Y S S MER 2R RN SSIM 1 S )
78
7 l(mnh(le),y 4 £ (w, ) B Lﬂi‘é%",ﬁﬁﬁaféﬁﬂiﬁﬁﬁ,ﬁ\%Sfrln‘X\TmIﬁIiEEl‘J
2 TR B I L THE TR AT, = 10*

Eﬁﬂﬂ%ﬁaﬁ;#ﬂiﬂﬁ/\%@%i FATI
2 =0.0.4,=1,=1.0.0=2. 0.N="5, 34351
KA. 4 0.0.1.0.10.0.10°.10°. 10* F11 10° i, MID AY
PERE . LIS R AR S PR . LIRS R A A,

DUAR U A7 3 S e 8 . BeRs , ZE A B 4 1
B BEREAR (1) 43 28 HER R34 4 100. 0% . SSIM 4351 4
0. 836 10. 900, B £ 6 Fl Xt 4t Bk (197 3 G 38 3 5
A 69. 7% F159. 6%.

#=5 MIDEREMA ETHITAdVGAN HHMER R RIFRN DL ERE(%) REE(%)FAISSIM, U REREHATRE
Hith st ERZE (%)
LGS Aie WERR SSIM AdvGAN RGAN FGSM BIM PGD CW Avg.
0.0 54.0 0.818 100. 0 16.6 —14.4 0.6 1.8 11.5 19.4
1.0 100. 0 0. 827 100. 0 46.5 58.8 12.3 13.6 29.1 43.4
10.0 100. 0 0.831 100. 0 46.5 72.5 24.8 24.8 37.8 51.1
CIFAR-10 10° 100. 0 0. 834 100. 0 50. 8 79.4 48.1 49.6 46.9 62.5
10° 100. 0 0.835 98.8 52.9 79.4 60.3 60.9 51.3 67.3
10 100. 0 0.836 95.2 57.2 84.0 60.7 62.6 58.5 69.7
10° 100. 0 0. 837 88.8 50. 8 74.8 60.3 62.2 49.1 64.3
0.0 99.1 0. 896 69. 2 64.7 43.5 26. 2 22.7 42.9 44.9
1.0 100. 0 0.896 79.3 69. 6 47.0 28.3 24.3 44. 8 48.9
10.0 100. 0 0.896 82.7 72.5 54.2 29.9 25.5 45.3 51.7
MNIST 10° 100. 0 0.897 84.4 72.8 56.9 39.2 26. 4 47.9 54.6
10° 100. 0 0.898 85.7 73.9 56. 7 43.0 26.6 53.7 56. 6
10 100. 0 0.900 85.9 74. 4 58.7 45.6 27.1 65.8 59.6
10° 100. 0 0. 906 85.9 73.9 53.6 45.5 27.1 62.6 58.1

T Avg. FR RBER I . I T AR R IR s

3 2 B A. Z B A XN T K
%w;QmeH1»EEWMU¢%E%ﬁVE

%m%ﬁ*a%rﬁr#¢g(mmm 1+1)

(4 0 SBBL N AP 30 . AT IS A, = 0. 0.

A.=10"2,=1.0.p=2.0.N=5, 343> B iz A,
J90.0.1.0F110. 0 i}, MID (P RE . 5256 45 57 4
6N . LI LE AR, B A BRI n, SeRE ke
A B 43 AERR 2R 1 R 100. 0% , SSIM 7 2 30 | FHa
B TR PEAEA T RS 2 Hofth 5 RGBT 1 e R
PG BT R T RS FRATIA, = 1. 0 IR BUR
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AT o T UL IE YA (1) 2 B A 1797

F6 MIDERRERA, BT AdvGAN FMEM BRI S L ETHE(%) REE(%)FSSIM, IR BEREFEATIBER

ftb ST EN REZE (%)

g S A, TERR SSIM AdvGAN RGAN FGSM BIM PGD CW Avg.
0.0 100. 0 0.819 100. 0 53.6 80.7 59.3 60.9 56. 3 68.1

CIFAR-10 1.0 100. 0 0.836 95.2 57.2 84.0 60.7 62.6 58.5 69.7
10.0 100. 0 0. 847 87.2 42.4 76. 2 55.3 50. 4 53.6 54.0

0.0 100. 0 0.899 79.2 69.8 57.0 43.7 25.5 64.0 56. 5

MNIST 1.0 100. 0 0. 900 85.9 74. 4 58.7 45.6 27.1 65.8 59.6
10.0 100. 0 0.917 72.3 59.0 53.8 40.7 18.3 57.6 50. 3

T Avg. FRBERM I . LT e A

(E IR KR S I 1 I TR N €7 S B S L7 = 7N
f9 43 2 R 2624028 100. 0%, SSIM 43 1] 4 0. 836 Al
0. 900, Bjj 11 6 Ff XJ 47 e b 19 7 24 4 988 2 03 S oy
69.7% F159.6%.

WD B RN, BB AN T WK gs

@QmeHﬂwﬁﬁhuw¢%§E%5$E%

m%ﬁﬁﬁﬁgehmeHﬂ»%6%ﬁW%¥
¥k . ATHI e & A, =0.0.1,=10%

2,=1.0.0=2.0.N=5, 3251k, 4 0.0.1.0
F10. 0B, MID YRR . SEERE5 R ANZR 7 s . 52
WA RN BEE AN SRR A 43 2
%2420 100. 0%, SSTM #4580 R 34, i S 28
FEAERS 2 HoA 5 R e Boti i S e e 2 3% BTt
JG R RS AT, = 1. 0 UREU R AR 1Y T4
B I TR BE AR b SRR A Y S e
By 5249 49 100. 0% » SSIM 43511 4 0. 836 F1 0. 900, By
1H 6 X T T s B9 2 4 92 2R 03 5l O 69. 706 il
59.6%.

®7 MIDEARRRA BT AdVGAN SHEM G RERN S L ERE (%) RBE(%)FISSIM, IR G RBHEATEE

Hih ST MMEWREE (%)

EAEITE S A, HERf SSIM AdvGAN RGAN FGSM BIM PGD CW Avg.
0.0 100. 0 0.920 5.9 3.3 6.2 0.0 0.0 20.2 5.9

CIFAR-10 1.0 100. 0 0.836 95.2 57.2 84.0 60.7 62.6 58.5 69.7
10.0 100. 0 0. 805 89.5 51.2 75. 4 52.4 52.6 48.4 61.6

0.0 100. 0 0. 962 —0.2 3.6 5.1 —4.0  —0.4 59. 6 10.6

MNIST 1.0 100. 0 0. 900 85.9 74.4 58.7 45.6 27.1 65.8 59.6
10.0 100. 0 0.896 84.7 73.3 57.3 44.0 26.9 53.7 56.7

T : Avg. FORPUEERAYF I . ML P IRRR e A

) Z 8 p. ZHL o 2 O FIXFHUREAS TR AE X BT
BEARZ A L, RS (p = 2) Bttt LB i 1 %
HREF BB B A T TS I 25 SR RS 2
KA HLECE P RE L FRAT IR E AL, = 0. 0.
Ae=10"1,=A,=1.0. N=5, 3f 2 5 i p N
1.0.2.0.3.0.4. 0 F1 5. OBf, MID AU TERE . 2564
MR QPR . LI LER R BEE o (E 3G N, Ty
FEAS B3 25 HERG 2R 22 100. 0%, SSIM 2 52 31 |- 7
EFA TR AE AER X 6 Rl [R)X e 25 o 19 e e R
IS LTS TR AT e = 2. 0 IFKIK
B AER e . U], E A BRE b S REAR Y
I3 2 MERR R 100. 0%, SSIM 4341l Sk 0. 836 FlI
0. 900, Bjj 18 6 Ffr XF 470 e of 19 7 34 B 982 232 4 il Ay

69. 7% F159.6%.

(OOZHN. ZENRZERRY H L RFERK
B, R AT A MER I . T S AR B
SEFRESIRT AN NSO, ARG AT B . FRATT TG
W 2,,=0.0.2,=10"1,=21,=1.0.p=2.0,
A3 B N Jy 1.0.2. 04+ . 10. O B, MID B9 1 fiE .
SCEGEE AN 3.1 4 K 5 BTN . SR 4k R L Bif
B ONAE BB, SRR AR Y 2 E R R R
100. 0%, SSIM 2 LT [ a5, S fe e ACET Xt 6 FhAS
XTI ) e R R B IS8 LT
R N TR B B T AR, BT DL
FATHN = 5 DLVl G e SR H 5 BUAS . L, 76
PO B AR b, e RE AR Y o R HE R R
100. 0% » SSIM 4351 4 0. 836 F1 0. 900, [5 48 6 Fh Xt
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#*8 MIDZEARRH o BT AdvGAN HHMEM REH AN S RKERER(%) REE(%)FSSIM, AR ERBEHERNTIHREHR

b SFXTMIENRER(%)

Bte 0 R % SSIM AdvGAN RGAN FGSM BIM  PGD CwW Avg.
1.0 100. 0 0.834 94.0 56.6 83.2 59.2 60.8 57.9 68.6
2.0 100. 0 0.836 95.2 57.2 84.0 60.7 62.6 58.5 69.7
CIFAR-10 3.0 100. 0 0.839 93.5 56. 2 83.2 60. 2 61.4 57.8 68.7
4.0 100.0 0. 842 92.6 55.5 82.8 59.1 59.6 56.5 67.7
5.0 100. 0 0. 849 90.9 55.3 81.2 57.4 58.1 55.5 66. 4
1.0 100.0 0. 900 83.1 72.6 57.9 45.6 26.3 64.1 58.3
2.0 100.0 0. 900 85.9 74. 4 58.7 45.6 27.1 65.8 59.6
MNIST 3.0 100.0 0.901 82.3 72.2 58.7 45.2 26.9 63.8 58.2
4.0 100. 0 0.901 80.9 72.1 58.4 44.7 26.7 62.8 57.6
5.0 100. 0 0. 902 79.5 72.0 57.2 44.5 26.1 62.6 57.0
T Avg. FoR IR T ME . I AR R s
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G'glm\
% 1% 0.900 —e ———
0.890 |
60 0 =
E .2
S 5 0.880 | :
e £ s [~ ®- CIFAR-10 —e—MNIST
K 40 1 ® 708701 i i i -
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20| Ceo- mmi% 20 0.8508 .
—— N A -
et AdVGAN RGAN =g FGSM o i L LI}
—— B1M N I LR SR
T2 3 4 5 6 7 8 9 10 0.830 L L L [ T9°ce--9
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K3 7 CIFAR-10 . MID 7E AR A NAE £ % AdvGAN
il B 1) B B B AR 114 43 R 28 C V0 RN BB 2R (V0D L LA
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y
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5
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£ %) AdvGAN il 7 7T i B 09 e EHE A . =

N
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FEARTE T FRATIX L T 2k e gk 7R a2 (2) il
TG BRI CW 1 6 Bf e e BEAR i PERE . C HAR Y
CW 15 0] LI AR

J(x,y):rpffZ(t\x)—Z(y\x),

Horp, Z 358 logits i i . 3R ATT7E CIFAR-10 Bl 4
A% AdvGAN 433l EAT A 2) Fi A K (26)
) MID il 1 S B RE A, IR W e e AR T B &
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TSAA SR JGIE R R, LI 45 R 3R 9 o . 58
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AT(26) 94.3 52.4 86. 6 62.6 66. 4 60.0 86.0 87.6 52.0 72.0
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SYERGE— A8 i . 38 46 R - T DL 2l s 3l
588 R AT LA S RGN ) ik 1 418 3 5 R A e — A
P SRR R BAR DT AR, FRATTAE DU R £ 4 Al
FHMID £ %5 AdvGAN il £ A] 12 88 1 fe EEAE A, SR
J5 ¥ SR RE AT R 2 2 M HA AN [R] 5 B 1Y Bt
Je HRIEAS [F] Y S fE AN S e R 2 ) X iR sh i 2 5
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—¥—BIM
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£ I MID W S i AS T B 2 e TG i P e
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T A 2 FEAS AL iy s AR A7 B L JPEG JE 46 1) 4k
b TR A0 A R Y = A R A R X AT RE 2
20 B G0 BEREAS O PERE . A T DAL e AR A X
JPEG M4 (& b, AT TN F L8R %
B 4, F i1 78 MNIST. CIFAR-10. STL-10 A
Caltech-256 % 4ls 48 | {fi F MID £ % AdvGAN ]
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=1 None = None
I JPEG(90) A 3 JPEG(90)
=1 JPEG(80) [] [ =3 JPEG(80)
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Clip . (-} B i AR B2 o 1 o3k
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—¥— MID-PGD, t =%5, PSNR: 34.5, SSIM: 0.889
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JPEG FE 4 J5 B A8 HoAth X o8 1 37 2 G 88 5 (96, 52
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L
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S g5 SR B, Bl A BT R R B, MID-
PGD I MID-Adam [ F- 34 G52 Z A0 2 B T R a3,
XRUIIPEG i xf e h s A AYE . ok, &
11 3 MID-PGD g FEA X TPEG He 4 1 & 48 14
ARKRAREE L HR T e R OB Bl B « ML, RO B
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5 T HY 2f6 119 67 T 250 SR 2 MID-PGD e 98 FE R 11
PSNRHISSIM 7€ R . i, 5 MNIST £ 4E L1
t=40/2555 CIFAR-10 54 4 [ == 20/255 1}
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9/255) s MID-PGD H1 MID-Adam % 2 £ A % A ]
TR EE ) JPEG H 4 (1) & Fe 1 AH 2 5 SR 1T, 76 MNIST
B L, 24 MID-PGD 1 MID-Adam 5 FE A Y

SSIM fe AT I QY 7= 5/255) , MID-Adam 2 Fil
H E MID-PGD B4l -

25 Pk , MID-PGD Sy AT JPGE 46 1)
GEVEIR R B R TR KRB o Y
MID-PGD F1 MID-Adam % 2 F£ 78 i) PSNR A {1
iF L EATTX JPEG Fe 46 19 & 4 %t AH 3, {H MID-
Adam 1] B8 3K 15 B & A9 SSIM (U 7E MNIST %% §i5
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4.7 REBHEHSENFLIERST LI

iy A TR B — b B DL A X B AR O kL
925 7 AR () Al 2 — g FH T MG A Bl A AL o
fiiy AT AL BRI G 88 1 AR 1 DX 22 — 2 St ) B BEAS
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X HUREAS PAT G AR B A FEAS P 22 e 8 0, i
o952 7 A0 A A 0 T et i B Be o HE B X T A
GBS TS I S 2 P 2 i 45 F5 L2 TS X B sl ok
B PR, FRATTN H T A 9% 7 A R A T A B
B A0 1) 77 AR P BE . FR AT I B R AE 7% 18 (Feature
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MID 47X L, F AT T Al FH G s8R AE S 48 A B
{1 X L 928 (577 460 0 i A T Ak L BT A 0 1 L Ik
A, FATTIA e G 8 7 A R A A T BRAEA T 45 A LASG
TEWG 5 2 (8] (M2, SEOR 25 AN 3R 10 o . 5056
SEIRLR I, A G A8 AN g A T RS AR RS, G
FE B TE P BE AR L ARAS T e 71. 8% Al
59. 3% MY G e R, A2k i 23, 2%6~30. 9%

F1 8. 3%~40. 2% 7 iy A Tl b B B 450 1 < H %% By
i A A B () B B BT ARDGT LU RS, £ 5 977 A 7 PR
G b 17 35 G i R34 AR B 1 SR A T
Ab B RS L 4 B RS 9. 7%~43.4% M 27. 4%~
34.0%. WA, MID + ClIDefence 7& Jr 4 B £ H 3k
197 e fm 1 84. 3% A1 78. 8% B4 f e 2, iX 15 I
B g5 B AEN ANy A FRLAE BRI AT B A7 SR 2T

F10 MID $3F AdvGAN FI{ERI R B AR R % 2 ( % ) F1 = T N 5 4b 12 BA 1 RO X B

KAk i AdvGAN RGAN FGSM BIM PGD CW  SF  PGD, TSAA Avg.
FD 10.9 50.7 63.4 750 75.0 75.8 28.2 18.8 36.2  48.2

ClIDefence 22.2 56. 6 28.5 14.1 250 71.9 57.6 41.2 51.2  40.9

WD 25.5 51.5 47.3  60.2 68.8 81.3 47.1 26,5 29.1  48.6

CIFAR-10  MIDF275%) 95. 2% 57.2 84.0  60.7 62.6 58.5 889 871 523 718
MID + FDUFF$ 75 %) 46. 2% 58.2 81.2 82.8 80.5 844 11.8 32.4 43.3 57.9

MID -+ CIIDefence (U477 %) 86. 8* 79.9 95.5 87.5 91.4 100.0 45.9 100.0 71.7 84.3

MID + WD 75 %) 90. 1% 65.7 95.5 96.1 96.1 99.2 21.2 100.0 48.8 79.2

FD 10.0 18.6 16.5 12.6 12.8 50.0 12.5 28.9 10.4 19.1

ClIDefence 53.6 83.6 33.3  28.8 232 979 15.6 357 87.4 51.0

WD 10.8 17.0 15.4  11.7 19.6 75.0 156 152 12.4 21.4

MNIST  MIDUIHE %) 85. 9% 74.4 58.7 456 27.1 65.8 50.0 69.4 56.7 59.3
MID + FDOFRI7 %) 53. 6% 75.8 58.1 64.9 50.4 91.7 31.3 33.1 18.7 53.1

MID + ClIDefence (427 %) 81. 6% 93.8 73.1  67.6 57.6 98.3 68.8 77.8 90.6 78.8

MID + WD I7%) 32. 0% 28.9 41.9  53.2 40.0 95.8 43.8 64.6 38.6 48.8

T Avg. FoR BRI . A5 3R TR AR b i 5O » RO s B Bl 0 v ) e A 0 R R s S B A A 4R

T e AR

4.8 MID EARRIERE T AN

4 23 B4 RGANLFGSM 1 PGD fil 1 fe 28

J T EUEMID FEAFACERI N Rz et 38 BEAR SR B S B REAS AT B 28 HoAth 2o 5 I f 2
fiT7E MNIST .CIFAR-10.STL-10 #1 Caltech-256 %%~ &, U045 R NZE 11 s . 52845 L0, 76 U4k

F11 MID$#HXMUMHARKREBREFMENREEAR TR ZEMILER PSNR(AB) . SSIMFEREE (%)

EAEITE S PSNR  SSIM  AdvGAN RGAN FGSM BIM PGD CW SF PGD, TSAA  Avg.
20.5 0.900 85. 9% 74.4 58.7 45.6 27.1 65.8 50.0 69. 4 56.7 59.3
23.9 0.942 86.0 93. 8* 58.1 45.0 48.0 77.1  25.1 58.9 47.2 59.9

MNIST
22.6 0.930 24.0 47.7 69. 9% 50. 8 59.6 85.4 28.1 59. 2 33.1 50.9
21.3 0.910 24.8 76.6 67.7 61.3 53.6% 91.7  50.0 78.1 59.8 62.6
29.9 0. 836 95. 2% 57.2 84.0 60.7 62.6 58.5  88.9 87.1 52.3 71.8
32.4 0.902 73.1 95. 7* 90. 2 63.3 65.6 71.9 27.1 83.3 48.8 68.8

CIFAR-10
32.2 0.899 81.4 52.4 100. 0* 91.4 88.3 72.0 12.9 69. 1 52.8 68.9
32.0 0. 898 44.7 54.9 100.0 99.2 99.2%  76.5 58.8 78.8 52.8 73.9
32.4 0.873 99. 2% 35.4 87.5 35.1 42.1 32.4  23.6 87.5 80.0 58. 1
STI-10 32.5 0. 875 59.3 98. 3* 81.7 32.0 51.5 30.0 19.8 63.6 59. 6 55.1
) 32.2 0.871 52.5 30.2 100. 0% 64.8 70.3 41.1  22.0 64.5 60. 6 56.2
32.4 0. 874 55.1 32.8 99.0 94.5 95. 3% 53.6 24.2 72.7 69.7 66.3
34.4 0. 867 55. 7% 24.5 77.0 31.3 32.5 54.3  33.5 90. 5 74.9 52.7
34.4 0. 867 59.2 78. 5% 77.8 71.9 62.5 54.3  55.7 64.4 74.8 66. 6
Caltech-256

33.7 0. 849 86. 4 44. 2 96. 7* 87.5 31.3 89.9 88.9 79.3 90. 4 77.2
34.1 0. 862 89.8 37.6 100. 0 100.0 100. 0% 94.9  88.3 89.5 95.2 88.4

E: Avg. FIR GPERR A {E A5 7R TR AR 7 b AR AL Bl s i AR50
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HAb s .
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AT RTINS T R AR B ERNA
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(D)7 » Tl O HIE Bh 2 B/ N e AR5 1 i s
AR T2 T e A R DX sl ) T 3 =2 T A ) 2
St AHEATER T LB e 1 R A g
U, SR REA Y 2 RIS T =3 . 7 Bk
T AN 1) Frs, T 78 A 7= R, a] Lok 8 g
PG N L S e 3 sh AR X b T sl N 3
DL, 328 I 080 A 18 45 A 11 2 L R R 5 T L
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POk AT i SL g S E X — . B
TRk UE L FR AT BE B T I AS A AR R I o
(GTSDB)SME 2 52 56 7 FH A B4 46 . 9 I 25 T —
A X Meta B J8 B8 53 25 HE o %2 100% 1)
Inception-v3 73 25 % . Meta [ i B 15 19 K /N Ry
100X100. B J& o F& A1 4 I MID (48 2 % & 4
AdVGAN) ¥ F R UG IR e FEAS . sk 1211
55 24T HT 7 5 33X S0 B R O S FE AR TH BB Inception-
v3 43245 100 %6 HufERR R .

B S rp, 6 TFARAG R A A 7R Ak
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%13 127314 E £ CIFAR-10 . MNIST.STL-10 71 Caltech256 B 5 #1i& B A I =
GRS uik iR I KA Bl iR /2] R PARREL duhi i E
AdvGAN L, X Adam 107° 150 94.4%
RGAN L, X Adam 107° 150 93.5%
FGSM L. 8/255 signGD 8/255 1 87.4%
BIM L. 8/255 signGD 1/255 10 100. 0%
PGD L. 8/255 signGD 2/255 7 100. 0%
o CW L, X Adam 10! 100 100. 0%
CIFAR-10 SF L, X LinearSolver X X 98. 6%
PGD, L, 50 GD 60 000/255 20 98.0%
TSAA L, X Adam 10°° 150 69.7%
Square L. 0.3 MEHLIE R X 5000 100. 0%
SimBA L, 0.2X4/5000  BITRYER AL X 5000 95.7%
SimBA-DCT L, 0.2X /5000 BRI X 5000 95.7%
AdvGAN L, X Adam 1077 150 90.3%
RGAN L, X Adam 10°° 150 96.9%
FGSM L. 32/255 signGD 32/255 1 64.9%
BIM L. 32/255 signGD 1/255 36 80.9%
PGD L. 32/255 signGD 1/255 40 90.2%
CW L, X Adam 10°? 200 97.7%
MNIST SF L, X LinearSolver X X 97.5%
PGD, L, 50 GD 60 000/255 20 97.1%
TSAA L, X Adam 10°° 150 99.2%
Square L. 0.3 MEHLIE R X 5000 99.2%
SimBA L, 0.2x4/5000  WITRYAERIREL X 5000 80. 6%
SimBA-DCT Ly 0.2%4/5000  WITHYARRITE X 5000 73.3%
AdvGAN L, X Adam 107° 150 92.2%
RGAN L, X Adam 107° 150 90. 7%
FGSM L. 8/255 signGD 8/255 1 81.2%
BIM L. 8/255 signGD 1/255 10 99.9%
PGD L. 8/255 signGD 2/255 5 99.9%
CW L, X Adam 10°° 200 99.4%
STL-10 SF L, X LinearSolver X X 91.1%
PGD, L, 50 GD 60 000/255 20 94.5%
TSAA L, X Adam 107° 150 66.8%
Square L. 0.1 BERLAL &R X 5000 99.8%
SimBA L, 0.2X4/5000  WITRYAERIRGL X 5000 95.4%
SImBA-DCT L, 0.2x /5000 BRIk X 5000 94.6%
AdvGAN L, X Adam 107° 150 92.2%
AdvGAN L, X Adam 107° 150 91.8%
RGAN L, X Adam 10°° 150 95.2%
FGSM L. 16/255 signGD 16/255 1 95.3%
BIM L. 16/255 signGD 1/255 20 100. 0%
PGD L. 16/255 signGD 2/255 10 100. 0%
. _ CW L, X Adam 10°° 200 100. 0%
Caltech-256 SF L, X LinearSolver X X 84.6%
PGD, L, 50 GD 60 000/255 20 93.0%
TSAA L, X Adam 107° 150 62.3%
Square L. 0.05 BEBLIE R X 5000 99.3%
SimBA L, 0.2x/5000  BiTMARIE: X 5000 91.1%
SimBA-DCT L, 0.2X /5000 WAL X 5000 82.7%

TE AR5 X" FoRATEH]



81 T RAE L SLTUI IE YRR 1Y S e B A 1809

B O R —A A A5 o 177 e HA S5 sl w2
BOH A 18 T U JD
A= argminl'(x

A

"5 Aperts Aies A s 05 N ),

pert

A argml nL' (2", y3 Apus Aier A A 02 N ),

A= argmi nL' (&', 5 Aps Aoy Ay Ay s N,
1,

_ (40)
A, =argminl' (2, y5 Ao Ay Ay Ay 0, N,
A,
o =argminL (2™, y; Xir Ais Asy Ay 0, N,
N = argminL (2", y; Apus Ao A1y Ars 0 N ),
¢
il A R
»C/( VIqu; /Ipmv Afuan /10910, ]\]>
L™, 5 Apris Aies Ao Aor 03 N )
L' Ib,y, Aperts Aies s Ags 03 N
LT, 35 Xporis Ao Xyn Agr 02 N ) 4D

= LX™, Y5 Doy Aivs Ars Ay 0, N )
= LX, 35 s Aios A Ay 03 N )
= LT, 5 Dporis Ao Ay Ay @', N
VTR B B UL U B B R A &

PSP I A iR
B.3 HTID WS E0H L

AT B E HTID (48 4k 48 Adam, 32K ECH
500, 2% 2 %R 107, IFXFZHLA 0 A FI A, HEATTH L

O 2 B, Qe S B A, XORNT K

Ly ) R E A, R G

TE SRS 8] PR -4 BRI Y

Hé(tanh(w)Jrl)

P REAS I L T ﬁzﬂ]ﬁi%uﬁm A= 1. 0F£43 5]
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B Aper FOAEL S B A, = 0. 0. U, ZEPI AR AL L, SRR A
A ST 35 B 22 348 31 10006, P33 S siE 2253 501 2 100. 096 Al
68. 0% , F-1J SSIM 43Il 5 0. 871 F1 0. 926. 1] LA & 3L, B i

®14 HTIDERE 4, ETHSEEBE(ACC, %) EEE(IR, %) F1SSIM

Al R CIFAR-10 MNIST
Aper 0.0 1.0 10.0 0.0 10 10.0
ACC 100. 0 100. 0 100.0 100. 0 100. 0 99.2
AdvGAN IR 100. 0 97.9 13.1 84.2 57.8 —0.9
SSIM 0.825 0.993 0.998 0.901 0.949 0. 986
ACC 100. 0 100. 0 100. 0 100. 0 100. 0 100. 0
RGAN IR 100.0 98.9 4.8 99.4 79.4 —0.2
SSIM 0. 810 0.992 0.998 0.908 0. 980 0.997
ACC 100. 0 100. 0 100. 0 100. 0 100. 0 100. 0
FGSM IR 100. 0 88.6 54.2 75.0 64.4 —7.6
SSIM 0.879 0.990 0.998 0.938 0.976 0. 996
ACC 100. 0 100. 0 100.0 100. 0 100. 0 100. 0
BIM IR 100. 0 89.9 0.0 41.0 17.8 —3.5
SSIM 0. 880 0.972 0. 995 0.932 0.973 0.996
ACC 100. 0 100. 0 100. 0 100. 0 100. 0 100. 0
PGD IR 100. 0 79.6 0.0 55.4 3.8 —2.0
SSIM 0.878 0.973 0.991 0.912 0.967 0.992
ACC 100. 0 100. 0 100. 0 100. 0 100. 0 99.8
CW IR 100. 0 65.2 0.0 52.9 27.3 —2.1
SSIM 0.932 0.994 0. 999 0. 966 0.990 0.999
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Wan T J(g(% (tanh (w)+ 1)),”&’9&@%%&%%%

T BT %A, B LR B A, R A A B
SRR T %uanh(wm),y Bk L TLT R K

HoA AR L DT B R T W TR b, FRATT O i e
PERX — bR . FEPI B AR b AT E A, =10. 0. Ik
B FEPTAS B AR I S e R AR 1) ST 2 HE B e 34 15 31 10096
S B G 2 R 43 ) S 100. 0% 169, 5%, F- 1 SSIM 43 il 4
0.863 F1 0.924. (3) Z L A S B Ao N BE T #1 26

J(g(;(tanh(w)ﬂL 1)),y)?$£(w,y)tljE’JEE‘@&E%%

i) 5 S PEREAR I f g 6. RATHUER E A, = 0.0 FIA, =
10. 0 I3 S Ay, 9 0.0 1. 0 F110. O Bf s HTID [17E RE .
SEEGZE SN 16 /R . SLUR 25 R, B A, (A3,
B JE FE AR 1 43 25 B 2R 34 (R 47 7E 100, 026, SSIM. 1% ¥t %
fI% . 2 A = 0. OB, H5 Al aet oA G 7E XF HURR AR 1 35 2 A i
SRR M A= 1. OmF, I BRAE iR
KB . M A = 10. OB, Se SRARRE A A SRR AT . FRAT]
B A= 1. 0 LAGREUR A A9 S 8 56 . DL 8 0 1 B0 46
b BEREAS T BB R34 TR F) 10096, T2 G 4y
9100. 0% F169. 5% , 149 SSIM 43511 4 0. 863 F11 0. 924. 45
LT A A R ER T IR E HTID S5, =
0.0, =10. 0FI A, = 1. O LASRHUBL AR Y S e 3R . ILI) 76
PR AE b OBEREAS (7 4 S 38 34 31 100 %6, 3
B8 Z 43 51 R 100. 0% F169. 5% , -3 SSIM 43 51 7 0. 863
0. 924.

%15 HTIDEAREMLETHSEERE(ACC, %) HREZE(IR, % )T SSIM

g CIFAR-10 MNIST
A 0.0 1.0 10.0 100.0 0.0 1.0 10.0 100.0
ACC 78.6 100. 0 100. 0 100. 0 99.1 100. 0 100. 0 100. 0
AdvGAN IR 100. 0 100. 0 100. 0 100. 0 83.2 84.2 84.4 82.6
SSIM 0.832 0. 825 0.822 0. 819 0. 902 0.901 0. 900 0. 900
ACC 77.8 100. 0 100. 0 100. 0 99.6 100. 0 100. 0 100. 0
RGAN IR 100. 0 100. 0 100. 0 100. 0 99.2 99.4 99.5 98.9
SSIM 0. 815 0. 810 0. 806 0. 803 0. 909 0. 908 0. 908 0. 908
ACC 83.7 100. 0 100. 0 100. 0 100. 0 100. 0 100. 0 100.0
FGSM IR 100.0 100. 0 100. 0 100.0 74.0 75.0 75.8 72.9
SSIM 0. 880 0.879 0.874 0.871 0. 940 0.938 0.936 0.934
ACC 75.2 100. 0 100. 0 100. 0 100. 0 100. 0 100. 0 100.0
BIM IR 100.0 100. 0 100. 0 100. 0 40.0 41.0 41.5 39.2
SSIM 0. 883 0. 880 0. 879 0.872 0.935 0.932 0.930 0.928
ACC 71.3 100. 0 100. 0 100. 0 100. 0 100. 0 100. 0 100.0
PGD IR 100.0 100. 0 100. 0 100. 0 53.4 55.4 55.7 53.2
SSIM 0. 880 0. 878 0.874 0. 866 0.913 0.912 0.912 0.911
ACC 66. 4 100.0 100. 0 100. 0 100. 0 100. 0 100. 0 100.0
CW IR 100. 0 100.0 100. 0 100. 0 22.2 52.9 60. 1 56.0
SSIM 0. 942 0.932 0.925 0. 920 0.974 0. 966 0. 956 0.948

TE IR AR die A AR
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*16 HTIDZEARER L ETHSEERE(ACC, %) EEZE(IR, %) F1 SSIM

B CIFAR-10 MNIST
A 0.0 1.0 10.0 0.0 1.0 10.0
ACC 100. 0 100. 0 100. 0 100. 0 100. 0 100. 0
AdvGAN IR 7.8 100. 0 100. 0 —0.9 84.4 83.9
SSIM 0.910 0.822 0.819 0.957 0.900 0.890
ACC 100. 0 100. 0 100. 0 100. 0 100. 0 100. 0
RGAN IR 3.7 100. 0 100. 0 12.2 99.5 99. 4
SSIM 0. 815 0. 806 0.801 0.929 0.908 0.903
ACC 100. 0 100. 0 100. 0 100. 0 100. 0 100. 0
FGSM IR 78.3 100. 0 100. 0 18.2 75.8 74.1
SSIM 0. 891 0.874 0.858 0. 947 0.936 0.935
ACC 100. 0 100. 0 100. 0 100. 0 100. 0 100. 0
BIM IR 49.1 100. 0 100. 0 —5.1 41.5 40.0
SSIM 0. 898 0.879 0.874 0.952 0.930 0.929
ACC 100. 0 100. 0 100. 0 100. 0 100. 0 100. 0
PGD IR 67.5 100. 0 100. 0 1.2 55.7 55. 4
SSIM 0. 892 0.874 0. 857 0.953 0.912 0.912
ACC 100. 0 100. 0 100. 0 100. 0 100. 0 100. 0
CW IR 83.2 100. 0 100. 0 57.0 60. 1 53.6
SSIM 0.936 0.925 0.922 0. 979 0.956 0.953

TE LA de A

Mis% C. AUNIE 10 fi 7% . 78 STL-10 Fl Caltech-256 1 {fi Fil MID %%t
HTID F1 MID 7E CIFAR-10 F1 MNIST I il 4 i) o2 it AdvGAN FIVE R G A Q& 11 077 .
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ST LI ID T D s

HTTD A P2

PR s

CIFAR-10 544 K14

MID G54 5) FFEALIMID s P 2

DG biE) B AL AHTID A 35

\LDT0s% i) PR HOMID 5632 .2

B 11 #F STL-10 F1 Caltech-256 Zd4E [ i B MID 4t %) AdvGAN il fE 1 e ke A (Z2 K. STL-10 L s kA, 4 LA
SRR E L B . Z5 R 18] Caltech-256 F RYSBEREA , 45 T I % 2 B S et 3D
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Background

The problem addressed in this paper falls within the field of
adversarial defense and aims to prevent the generation of
adversarial examples. Currently, related works have made
significant progress in adversarial defense, e. g., adversarial
training, defensive distillation, input preprocessing, detection of
adversarial examples, and gradient obfuscation. However,
preventing the generation of adversarial examples is still a
challenge that needs to be overcome.

This study aims to advance the current state of the field by
crafting immune examples for images to prevent the generation of
adversarial examples. We define the immune example. In brief,
it 1s the image after adding immune perturbations to the original
image, and immune perturbations can invalidate the adversarial
perturbations, thereby protecting the image and the deep neural
networks. Through HTID and MID, this research endeavors to
achieve immune examples with excellent classification accuracy .
high visual quality, strong defense performance, and outstanding
transferability.

The research team nvolved in this study has a strong track
record in the field of adversarial attack and defense. Our previous
works have encompassed the detection of adversarial examples,
the generation of adversarial examples, and the generation of
enhanced samples, which have been published in IEEE

Transactions on Multimedia, IEEE Transactions on Circuits and

WANG Jin-Wei, Ph. D., professor. His research
interests include Al security, multimedia forensics, and
multimedia information hiding.

LUO Xiang-Yang, Ph. D., professor. His research
interests are image steganography and steganalysis.

MA Bin, Ph.D., professor. His research interests include
reversible data hiding, multimedia security, and image

processing.

Systems for Video Technology, International Workshop on
Digital-forensics and Watermarking-2020/2022, China Multimedia-
2021, International Conference on Information Security Practice and
Experience-2021, and Multimedia Systems. These accomplishments
have established the team” s expertise and credibility in the field
and have paved the way for the current study.

It is worth noting that this research aligns with the objectives
and initiatives of the national project, 1. e. s research on the key
technology of hyper complex number deep forensics for color
images. The participation of this study in the project not only
strengthens its research foundation but also underscores its
importance and relevance within the research landscape of
adversarial defense. In addition, this study was supported by the
National Natural Science Foundation of China (No. 62072250,
62172435, U1804263, U20B2065, 61872203, 71802110,
61802212) , the Zhongyuan Science and Technology Innovation
Leading Talent Project of China (No. 214200510019) , Open
Foundation of Henan Key Laboratory of Cyberspace Situation
Awareness (No. HNTS2022002).

Overall, this study aims to contribute to the efforts in
preventing the generation of adversarial examples in the field of
adversarial defense. By building upon the achievements of the
research team and aligning with the national project, this research

strives to make a significant impact on adversarial defense.



