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Abstract The proliferation of encrypted video streaming has significantly impacted internet

traffic, with most platforms opting for encryption to safeguard user privacy. However, this
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approach also poses substantial challenges to content monitoring and the regulation of potentially
harmful broadcasts. Traditional techniques for the identification of encrypted video streams
typically utilize TCP (Transmission Control Protocol) header information and the transmission
mode of HTTP/1.1 (Hypertext Transfer Protocol Version 1. 1), extracting sequences of application-
layer audio and video data unit lengths to recognize video content. However, the evolution of
Internet protocols, notably with the adoption of the UDP (User Datagram Protocol)-based QUIC
(Quick UDP Internet Connections) protocol and its subsequent implementation in HTTP/3
(Hypertext Transfer Protocol Version 3), has made these traditional methods inadequate.
HTTP/3 significantly differs from its predecessors by lacking similar header information as TCP,
using multiplexing to handle multiple data streams simultaneously, and encrypting nearly all
transmitted data. These changes, along with the adoption of segmented and merged distribution
strategies by video platforms, complicate the accurate identification of encrypted video content
from network traffic. The necessity for new methods to tackle these challenges led to the
development of the approach detailed in this paper, which capitalizes on specific control
information characteristics within the HTTP/3 protocol. Our method focuses on extracting and
refining data transmission features from HTTP/3 encrypted video streams, enabling the
reconstruction of application-layer audio and video length characteristics. This reconstruction is
crucial for identifying video content accurately. To handle the challenges posed by segmented
merging distribution, we developed a key-value database that utilizes a plaintext fingerprint
library. This database design facilitates rapid video identification by quickly matching incoming
encrypted video data against stored fingerprints. Experimental validation of our method was
conducted using a comprehensive dataset comprising 362, 502 real video fingerprints from
YouTube. The results show that our method achieves nearly 99% accuracy, 100% precision, and
99.32% F1 score. These metrics attest to the robustness and reliability of our technique. Further
experiments on Facebook, where padding frames are commonly introduced during transmission,
demonstrated commendable performance within a large-scale fingerprint database containing
283, 895 real video fingerprints. Specifically, our method achieved a notable accuracy of 95%, a
precision of 100%, and an F1 score of 96.45%. On the Instagram platform, which shares the
same features as Facebook, our method can achieve a maximum F1 score of 97.57%. One of the
standout features of our approach is its efficiency, with the average video identification time
across all fingerprint databases being less than 0. 4 seconds. This speed is vital for applications
that require real-time decision-making, such as automated content moderation systems. In
conclusion, this paper presents a pioneering method for the identification of encrypted videos
transmitted via HTTP/3, filling the existing gap in encrypted video content recognition. The
approach not only enhances the ability to monitor and regulate encrypted video content but also
respects user privacy. This balance is critical in today’s digital age, where privacy concerns are
paramount. Our method can simultaneously address issues related to internet pollution regulation
and citizen privacy protection without altering existing network architectures, thereby possessing

significant practical value.
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YouTube, KX CAVCLEEW =02 —F
G2 — RN R E o MEBUEN 10.11,12.13.,14,
15 A58, I 5% it 5 CAVCLS i J] 42 UE e
TR &5 SAE R X L.

AR SO e AE AL L SCAR SO /N RV ER B ik AT
SEEEHE. X F YouTube SF6 . 7F o 40 5B 10,11,
12.13.14,15 W15 &0 T, & B & /D UL L X [ MI
(Matching Interval) 43 5] N

(1) MI, (MINUS,,, = 0: [ CAVCL — 10,
CAVCL+ 10], MINUS,,, = 1: [CAVCL — 133,
CAVCLA+1450);

(2) MI, (MINUS,,, = 0: [ CAVCL — 20,
CAVCL+ 207, MINUS,,, = 1: [CAVCL — 266,
CAVCL4+2900);

(3) MI, (MINUS,,, = 0: [ CAVCL — 40,
CAVCL+ 407], MINUS,,, = 1: [CAVCL — 532,
CAVCL+5800).

AR B CAVCL ¥, DL & T AR Y
DERCYE [ . 76 /N YouTube 15 805 v dE 47 L5
P 25 R 3k 6 FoR.

R 6 YouTube NEIEGERNE ML o S MAIER

o DURECVEME MERRR O RERR HEER FlEa
MI, 0.9475 0. 9795 0. 9475 0.9474

10 MI, 0.9583 0.9862 0.9583 0. 9595
MI; 0.9613 0.9872 0.9613 0.9627

MI 0.9699 0. 9880 0. 9699 0. 9696

11 MI, 0.9743 0.9919 0.9743 0.9761
MI,; 0.9725 0.9913 0.9725 0. 9750

MI, 0. 9803 0. 9915 0. 9803 0. 9809

12 MI, 0.9818 0.9936 0.9818 0. 9836
MI; 0.9788 0.9914 0.9788 0. 9806

MI, 0.9862 0.9948 0. 9862 0.9873

13 MI, 0. 9855 0.9947 0. 9855 0.9869
MI; 0.9821 0.9936 0.9821 0. 9844

MI, 0.9885 0.9955 0. 9885 0.9898

14 MI, 0.9881 0.9959 0. 9881 0.9899
MI; 0. 9844 0. 9946 0.9844 0. 9870

MI, 0.9929 0.9969 0.9929 0.9941

15 MI, 0.9918 0. 9981 0.9918 0.9943
MI; 0.9877 0. 9954 0.9877 0. 9905

e MI, 0.9963 0.9991 0.9963 0.9975
MI, 0.9937 0. 9994 0.9937 0.9962

VE fic

MI, 0. 9888 0.9961 0. 9888 0.9915

% 6 JB/R T YouTube X1 /)N %1 B SC 5 80)%
R AL AR 0 2 SR LA AR R R & AR A
I F BRI 6 Pl LIFE L RFEAY o BUE
JIT BUAT d5 g 245 SR 1) UG TC 0 AN ME — , R Z B0 L T
PRGN M, B ERAS S5 A 09 25 6 25 2 5 % F W] —
ASVERC 0 Bl o B B R R F1 A5 20, X 2 N
MR PR B 2 B L UCAE Y CAVCL #2515 45
SRR Y. DR DT S Y O VR AR B 25 G SO T i
U1 F1 484 X CAVCLS #4742 PERAR 0. 32%,
HAF O IR 3] T 99. 81 %, X B I{U X CAVCLS i#
3B 53 19 A0 G e, 3w LS 30 3 o g 1) &5

6 A AP DT FL IS ) F1 A4 R TE o R
15, DERCYE [ MI, B ECS 9,24 99. 43 %, A A
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AR A TR 23 A ] AU B R AR T 99 %%

5 YouTube F & 251, %} F Facebook % i [dl
FERY S H 3 S, 23 i I o I HUE S 15,16,
17,18 #EA7 256, I HOW BT 47 CAVCLS fiff JH 4 Dt i
PN 25 R AE R 5T L. T Facebook V- & A £ 1E
MINUS ., =1 W% B, PRI 152 8 35 /) DG L X (8] 43
A

(LHMI, ([CAVCL—180, CAVCL+179]);

(2)MI,([CAVCL—360, CAVCL+358]);

(3)MI;([CAVCL—720, CAVCL-+716]).

Facebook 2 TR VE & MR Fr B 4 & 78 4% i i
A R /INME B R PR T B R i, 5 2
Facebook -5 9 % SC A B 38 Ji H AT B 5 19 A ff o8
PR, PRI PE L X A A8 YouTube BHK.

7 18 3 B R BR A 5 S B XA [F]SF Y 98 5 4
RHRIREA o (B AE = Fh VT BC 5 [ o 38 U & F1
15993 1 — T Sy de A2 U0 45

RTER TN TR o 1 ML ~MI, X
= ANPCBCE B AE /N Facebook BH S48 80 % it 17
W5 S i A5 380 A 5 A DG I Y Rl B RT R 1) 1R 01 45
FLLFE B, fiy 70 25 U o S A T A TE L AR AR
LR G R YouTube V-G BEAK. £ 6 o0 17, JLRL
Wy MI, B, P T LR R FL A8 S B RN
97.29 %% AL H AT PEALA 0. 15 %.

% 7 Facebook NEVIEHEHRANE o W HEMREIRIER

o VLECVER O MEFER O MR HRIR Fl1ga
15 MI, 0.9605  0.9921  0.9605  0.9683
16 MI, 0.9632  0.9921  0.9632  0.9699
17 MI, 0.9658  0.9949  0.9658  0.9729
18 MI 0.9658  0.9949  0.9658  0.9729
g M1, 0.9684  0.9949  0.9684  0.9744

SAE R AT RN RR Sl R B Y
TUBIDRG A 3. AR 42 DT IR B 00 001 38 591 4% 3 27 £k T
JE A o AH 2 PR DG FC IR T DE G I ) P LAE X 4
LI CAVCL #4754 FR VT FE A1 0L K . SE 3l 5 4 It
5 03000 B A 25 AN 21 0. 5 %0 1R B RCR. X AR AR
A E I TR K AN A 5 2L
Jir 5 2 16 K, 1 7 BOH ) o 1 R AR
5.4.3 REHEEUE TR LR ER 5700

h Yk — 20 YA T A 2 B v iR R AT A X
F YouTube,Facebook 1 Instagram ¥ & , 4~ L 7E
RIVFE S A i 4T T S0 B i

¥F YouTube &, NE K o BEE MI, ~
MI; X = Fh DT I 5 v, e 8 15 2 & i FL A3 501

D e 1 Bl K xof oz B TR ) 45 R an 3k 8 B R, BEE o HX
EHAI K, F1 &AM, S5 H CAVCLS &
VCHCAH LE, 2 o B 15 B3k © 28 mT LAEGAS 5 HAE (LAY
g

FOBRTXFAMM o, MI, ~MI, iX
=ANPE L Y B 7E KR8 Facebook W SCHE 8% vh k47
DR S T A5 3] A i D 0 R B X 7 1 3 1) 4%
29 Al %1, 24 o B 18 Bk 28] LAk 3 5 4l
CAVCLS 4 VC e AH 3T 1 45 3.

&8 YouTube XEUEL EHRIE o Xt 5L B & IR 5 45 R

o JERCTE R AR AR HlEHE F1845
10 MI, 0. 9435 1.0000  0.9435  0.9581
11 MI, 0.9613  0.9997  0.9613  0.9711
12 MI, 0.9717  0.9997  0.9717  0.9804
13 MI, 0.9773  0.9997  0.9773  0.9850
14 MI, 0.9799  0.9997  0.9799  0.9873
15 MI, 0.9840  0.9997  0.9840  0.9906
Eotil MI, 0.9877 1. 0000 0.9877 0.9932

R 9 Facebook KREUIEL FE R E o X R i & fE IR R 45 R

o VERCS e i % HEE  F144%
15 MI, 0.9368 1. 0000 0.9368 0.9558
16 MI 0.9395 1. 0000 0.9395 0.9574
17 MI, 0.9447 1. 0000 0.9447 0.9613
18 MI, 0.9474 1. 0000 0.9474 0.9631
EY MI, 0.9500 1. 0000 0. 9500 0.9645

T THE 4 TEM B UE A Oy ik a8 1Tk, X T
Instagram V-7, R I 518 3C 5. 4. 2 15 [ B A9 J5 3 1%
B B BE o WE N 12.14.16,18 #4755
55, I WO B s CAVCLS fifi FH 42 DT E (% U1 45 - AR
FxF . B F Instagram F 5 ANFEFE MINUS,,, =1
()15 B0 5 B I 15 e /DN DR E IXC [8] 43 531 O

(HOMI, ([CAVCL—148, CAVCL+143]);

(2)MI,([CAVCL—296, CAVCL+286]);

(3)MI,;([CAVCL—592, CAVCL+572]).

5 Facebook ¥ & 2510l , Instagram F 65 [6] B %
T BFE T, S BUR SCK I )5 BAT AN e DERD
IR K. % 10 JB7R T X T AR o, ff A [
A4 DG TR 715 B AE K B Instagram B SCH8 8078 p 3470
WS A5 B 1 5 A D8 S R xRy 1 R 25 28 i
T 00 A v SR TR WY A A R AR R IR 25
# YouTube -G BEAK. 76 0 Jy 18, FERLTEH y M,
i PR DU PE B4R FLAR 2 d i 97, 35040 . [ &
PCRCAR 0. 22%.
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FU%
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i 2024 4F

& 10 Instagram I QUERRE o S KERANER
o DEEGER keI RigiR HESR Fl14
12 MI, 0.9342  1.0000  0.9342  0.9631
14 MI, 0.9383  1.0000  0.9383  0.9661
16 MI, 0.9465  1.0000  0.9465  0.9710
18 MI, 0.9506  1.0000  0.9506  0.9735

A MI, 0.9547  1.0000  0.9547  0.9757

B3k FE . YouTube, Facebook, Instagram 7E
KT FE PR T i S5 A TR 485 2 %65 I 1) DG e v i K 22
HBIE M1, 3 52 K A /)N 1% DG E 3t [l ] DA AE K A 4
S A R R R U TE 25 SR S B 2

ATRVE Y, B bR E 80 % i e i F1 15
O3 G RN 25 T/NRLER SR AR N AR SR
UG B Y A [ SR K TR AR B0 R i RN T
RAVFE B 3% I PR Ry Bt A+ 202 HRASE Y 185 o, L4
CAVCLS Bl 4552 PR 51 Sy At A 78 A A 1 H0 451 11
A SCHE SR E SR I, FN 351t & Bl 22 34 m B2 1
FP =3k /b, PRI AE /N B 48 S0 id FH G TR 51 2 4k
FERIUFR B R 38 . AH RO F AR S
TR T i AE K AR S0 g5 RN AR 80
(1) 45 FAH 26 AR X R T A SOy v B S I
5.4.4  N[RVELBL S ST B fe A R0 TR 51 B ]

11 JBR T ARFMBLFEBU%E T Facebook -
BIER — o AN [F] DT IC X 8] T 3 47 40 450 15 ) ) B[]
THFE. 5255 & M/ HAKC & 8. CPU 24 Intel i9-
10900k ;; #:4E R 48 Windows 10; NAF- %5l 128GB.
MR LU % T 6] — AN VT S R W] Y o B
(B 2L A FE By I [R]AH 22 008 KL AR HE R 6~ 10
MIVERCES SR AT, F1 435378 o B 3G R 3 — & BUE

% 11 Facebook F & /B K KB $5 4 & T 12 5 5 18] 5

/NI B KA B

VG fic
° i I (8] s [ F1 i [ s [ F1
(s) (/A oy (s) (/A o
MI, 1.747 0.004 0.9662 156.680 0.338 0.9558
15 MI, 3.569 0.008 0.9683 629.646 1.357 0.9489
MI; 9.955 0.021 0.9631 2197.112 4.735 0.9412
MI, 1.818 0.004 0.9678 162.232 0.350 0.9574
16 MI, 3.442  0.007 0.9699 617.697 1.331 0.9465
MI; 10.094 0.022 0.9631 2301.085 4.959 0.9397
MI, 1.809 0.004 0.9729 165.634 0.357 0.9613
17 MI, 3.489  0.008 0.9726 637.402 1.374 0.9465
MI; 10.285 0.022 0.9647 2329.900 5.021 0.9412
MI, 1.840 0.004 0.9729 168.821 0.364 0.9631
18 MI, 3.447  0.007 0.9726 666.885 1.437 0.9520
MI; 10.458 0.023 0.9647 2417.746 5.211 0.9412

WL E g R B 5 4 VL e AH 25 A 5] 0. 5% B RCR.
XFFASCEE 5 v, R BRI S & i 001
P e % A3 14 o BB BV AT ) A 1 3 S Ak R

Xt F [/ — A o, FE/NELHE SO L B 25K
D PC S Bl A At HORR AN B 0. 03s 1Y I [A] 3
FTVCHC. 76 R A HE SCPEp R4 3R 8~ 3% 10 Ay It
T 485 SR AT, I AN 2 VG i 90 BT 7B A A o AL 119 R
% YouTube, Facebook Fl1 Instagram 7E K %I $g 4¢
J i e U 5 SR xR Y DT G Y R OR £ # 2
M. % F A SCHE R D T B ol RS0 B ) 4
JE M, g o] LA A 30 42 4 i 1R 45 5

PEL U % A SO R I O v R R BRI
PUN K], JEAR S 7 & 8635 19 o IUE , 58 7T DLk
) TR s ] 55 80 e 1 T
5.4.5 SZRITAER o #r

HTTP/3 4R E & 7F YouTube. Facebook #l
Instagram %5 3k ¥ 9045 43 52 0 3l |32 3B 45 L fH R %
DM B FRE 2022 4R A A AT A BEE i I BT X
HTTP/3 BRI B 5T A 305 2800 TAE B9 %) L
A3 BT [ AR SC 4.3 Fl 4. 4 B SCHETT 75,

(DB SO K BB IE Tk

Xif 5 SCK B I I A 46 1E 2 i 2 A A TR ) ) Sk
fifi 4.3 WHH T SCH KBS ER S, 5K
8, Xu % AFERFFE HTTPS/QUIC #1311
A7 A Xt QUIC it & 4T T ek &
AR A 58 SR B K B B R T o R
IP/UDP/QUIC 3k #B#4 fir A B0 4 v i) QUIC i fif
KB Z A I B A W 8 S K AT i — 2 B E
245 3] QUIC ey R/MNRZELE 5%, A T4 3
JE R R 22 B P A, BT L B AR 2 U0 4 B R ) 4
F10 s — WAL TG BEXE— A 1D 1 AS 5] 43 HE R 2047
PU S B I 5 00 119352 25 A8 23 5% Wi 3 3 32 400500 1) 3 1
P AR OB 208 SO 15 22 305 B 908050, 72 AN T
FBLH) YouTube #840%E PP 45 R 3k 12 Pk,

F12 XU HEHKEBEREERRIE
YouTube 35 50 FE o 4 45718 B 25 R

5 8UFE R/ R MR HEER S Flgg
6000 0.0952  0.8707  0.0952  0.0812
362502 0 0 0 0

12 AR EY Ll SCHR 27 TR 22 8 R
Bl BB AEAR /D B A0 4% 20 12 rh 2R A7 R L A R B 4
SR RIS 43 CAVCL #4742 UG it A, 6 i
HERRARUAT — BT 3 s FLEJ7 9 J0 vk I T R L
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A AT I

(2) 5 T 48 R AT R 5]

4.4 T T RE IE G K B RR AR A 48 SUF
HEAT RAR U 04 77 3, BOAR SCk (10 J (i T 2 T
BH SCHE S0 1 2 A0S B AE LG S0 vh AT LR
S H %S0T BN TCP Y Sk 3B 32 BURRE . 1] 1
ok N T UDP &% i) HTTP/3 Brisl, o ik
TGk F A [7) ) B0 4R 2R 17 % L.

ARSI 5 AR TR 02, e T 8% SCIR U
R WREF 2 TN T2 AR HTTP P
L, PRI I AR S 4 G b AR M | R HE AT X L. Bae
2 NFEAE 2022 AEBFSE T LTE W 4% v i MR A5 18 51
1E LTE W%, JCAR B B0k 2 0] LM I 32 E 4 1)
AT I, DT R IE AE I E H AR LT Y #2 Bl
FH P8R J5 4 W7 3 26 P %) R — A JIE 76 W0 1) 4L 450
FRAs, 3 SE T ik 98. 5 %6 [ HERf .

Bae J5 ik 3 T %5 SC 48 S0 % Jin 25 04 i 47 0
S 6T RS T BRI Y H AR, 3% 07 1 T B A
TSGR AL 27 YR 36 OO . 76 AR IR A8 11 2% SO
JG AR 0.2 B R G R RN AIAE I CNN L
TR N KT RT3 A7 A A3 2

ASCAEH 5.1 Wiy AR E T EWET
YouTube 519 20 WA Y 37 3 5 i 45 408 1E 17
S A AT G ik R R IR A2 A3 B R AR
OB I 2 2 3 Jp P2 (Bl T Bae Jr T
B SCHE SR ARSI T W SCHE BUPE L TR Ut 43 7 e
15 BLHEAT SE 5, X T Bae J7 %% 8 U G 19 5t 43 03]
VEE N 7.12.17.22 F1 27, 3¢ FA ) 7 86, 4 ik
B R/INH 20,6000,362502 BB SCHFR S0E. X LA _E
WA 5 3 T RIRE 9 10 3 36 C80H 617 30 00E .

TEGLE R 13,58 14 Fion. N3 13 il L
B0 Bae 7 IR AE I ZRBCHE D8 /0 B, E B 32 DR A %
R F1 A5 50 58 T R 75 R B2 8080 i, 75 2%
ST IO AT AT 9 G, 6 A T DR 2 5080 1 L T
204 2 2 3 Ay AR 27 8 R CEEE R 2 B
1080 & 1620 434 PR b0 T B R A AR 1 40 A1 11 1]
Bae J5 i B2 K 1) %5 SCEUHE A Sy 38, X ok T B
T Z2 (1 B[] 32R 47 %% SCHE S0 1 b . FR1 Ot o ) %8 S
& SO LA R kGl AR IS RS AR /N i

F 14 IA I EAE YouTube £ BB $5 402
(R S 00 45 2. /NI A8 BUE T AR SO T 1Y A% T
0 BE A B T 97 % A b AE K H R S A #
T 95 LA I, AR B 3 R 100 %6, T HAS ST A AR

i DA A T A5 Rk B U] SCHR 40, 72 A 31— K (1440
30 B I TR] N RE AT LA RS 36 7 2% S 4 T S 4 £
V2« HL W SCHR SOR AR SE BYRFE L AN 23 B R 5L 35
B 1) 1 28 AR 0 78 AR T 72 1k R 850 SC 4 80 T ] e

R 13 Bae HAEEABINGEERNTHIRER

WG HERR T 4 # o] A€ F1 1445
27 0. 9750 0.9847 0. 9650 0.9748
22 0. 9700 0.9897 0. 9600 0.9701
17 0. 9450 0.9741 0. 9400 0.9567
12 0. 9350 0.9531 0.9150 0.9347
7 0. 9200 0.9574 0. 9000 0.9196

R4 KAXFEETRELERNDTHIEER

BRI R R KT 4 FEAIES F1 #45¢
20 1 1 1 1

6000 0. 9750 1 0.9750 0. 9860

362502 0. 9500 1 0. 9500 0.9678

AR S 3 B T AU A B AL A B A i RN 4R
il 5 B PR REAE , T LA ERGHE ot 0 AT R 0 T
Bt /b T Bae J5 vk T 08 FH A T B8 2 20 BT A1
R 22, OF BT B 25 B B 0 25 0t T R 4k
(O RIASE , 1k BB RIZ L RE T 4 25 R O, 7E B S R 3
Src R AR SO R A 8 R A ) N SCHR BRI
T3 ¥ 5N SE .

6 FRRLASHT

AR SC AR RIF T IR A TE 9 2% 25 (1) 22 4 Ul e 4
TN A ELIBC I B 4 R A b SR Y I
AL A5 A4 1 4 e B B0 B L 3y K R Y
PR 2R 2 T DR L2 24 T IR0 2% B ALY R DL i
RN E RS e R AT R N P S ST B S
ARV R T I 22 ki, U A F N A
A AL 4 30 D) B AR BT LI B BT A R
A B TR P4 BEORD R SR B A S £
BB i O B 23 1 a0 BT SR A 5T 4
LR E AT % BAE S BX P4~ H AR,

AR ICT7 1 RE 5 I 0 265 45 A iR AR B I i AP R
A2 A TN AL B TR0 R T M AR A
MR TR U 5 R A S T AR R
TR PR A9 R 1) 1 75 552 i) 1 480 A B3R SN 19 A I
AR R T BE. B AR S MO I B v R
B O M A B D AR AR R I ) 20 R AR AR L 1% 1%
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W2 R A e AR AL, RS HTTP/3 78 B P i ok
JIZ N S ARG 0 BN R 4R 2 BB X [ AR R
AL AREE HTTP/3 Mm% A 50 8, U 8k
KM KT, AW 7 B D YR
HTTP/3 MR- 65 6 ik W5 4 S 4.

3 Ao A S T R L 4% 4 B K LR A
b B I 26 W 45 B 77 BE 08 T o 0 48 v 4% B %) 40 451 P9
28 R WA TR] 1) 45 B3R W AR SC O v 4 1 FH AT E AN 14
A5 A ) 4% SR 1) AR T TRD B g ke T 4% 2 T A R
N B BRAL PR 1 ) 0, LA AR SR 1 1 A

7 HRIE

HTTP/3 i 1 T QUIC 1 % i JZ Pp X A
S AT 0 A% L 4 IR B R TR Pk A
T g HTTP/3 Y 3CFE B0 I 3l v iy 1o FH 5 30
A i P 1 O R ) B, AR SO T — Fl M
%% HTTP/3 W iRm0 DASH B P 25 A9 045131
Bk, B e, A LT HTTP/3 thil /&% DASH
TS ) R 3 5 B B R0 B A R )2 K
FEFF AR OF AT 08 16 A5 B0 2 K OB A9 T L (E
CAVCLS, HiR Z R MBI A K EB T LK
WA, SR, R HIMM. #8790 550 R A8 780, o6 4 1F
Ja K5 CAVCLS 5 945 BH SC 48 8018 A= 1 i)
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Background

The majority of video platforms on the Internet use end-
to-end encryption to protect user privacy, as video
applications have become the main source of business traffic.
However, the application of encryption technology also
provides the possibility for the dissemination of harmful
videos. Therefore, rapid identification of harmful videos
transmitted over the Internet is a necessary prerequisite for
effective management of cyber space.

Existing methods have utilized the transmission
characteristics of the HTTP/1. 1 protocol and combined
them with video service distribution mechanisms to recognize
video content. However, as transmission and encryption
protocols are constantly evolving, the widespread use of the
HTTP/3 protocol has rendered previous methods ineffective.
Moreover, few existing methods can demonstrate their
practicality in large-scale fingerprint database scenarios.

This paper presents a novel approach to identifying

encrypted videos transmitted using the HTTP/3 protocol in
large-scale  fingerprint  databases, and provides a
comprehensive evaluation of the approach using a database
containing real video fingerprints. Experimental results
demonstrate that the approach is highly practical.
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technical support for effective management of cyber space.
Our research group has been engaged in encrypted traffic
analysis for many years and has conducted in-depth research
on video transmission technologies. We have published
several related papers, and our previously published research
on encrypted video identification for HTTP/1. 1 has been
granted multiple invention patents. This paper is one of the
core research achievements of our project, which aims to

address the challenge of identifying encrypted videos in the

context of the widely adopted HTTP/3 protocol.



