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Abstract In recent years, we witness a drastic increase of ransomware, especially on the popular
platforms such as Android. Generally, ransomware limits legitimate users from accessing their
own mobile devices by locking the screen or encrypting the storage data. Then, it blackmails
victims for a sum of money in return for their devices or files. Different from other type of malware,
by removing which the damage can be controlled, deleting ransomware from the infected devices
cannot help victims get their files back. In light of ransomware’s rapid growth, it is imperative to
develop effective solutions in real-time mode that can detect and stop the malicious behaviors of
ransomware in early time. However, the research community is still constrained by the lack of a
comprehensive dataset, and there exists no insightful understanding of mobile ransomware in the
wild, which makes researchers to develop an effective mitigation solution very hard. Although
several standalone systems have been designed to detect PC ransomware, the detection approach
running on mobile devices should be lightweight to provide good experience to users, which

makes directly applying the existing PC solutions to mobile devices infeasible. Moreover, none of
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these detection systems can help users understand how, where, when, and why a threat operates.
In this paper, we propose a novel light-weight ransomware detection scheme, called Ransom-
Guard, which decompiles an APK file to extract sensitive features and utilizes machine learning
method to detect ransomware-like app before the user installs it on the device. Specifically, we
have managed to collect 2721 ransomware samples from 15 different families, which seems to be
the first large collection of Android ransomware and cover the majority of existing families. Also,
we divide the collected samples into three classes, i. e. , controlling devices, kidnapping data, and
intimidating users. Considering the real-time requirements, we focus on malicious features that
can be statically extracted from an APK file without resorting to heavy and time-consuming
program analysis. Through analyzing the features of the collected samples, such as lock screen,
encrypt file, permission, threaten text, payment and network communication, RansomGuard
utilizes inductive learning with modular classification rules to identify ransomware sample. Based
on a large number of ransomware samples, RansomGuard can provide specific classification rules
for three ransomware classes. The proposed method has an advantage that it is succinct and
suitable for the environment of mobile devices. Moreover, to help general users understand the
detection result, this paper designs an evidence chain generation method by utilizing the Nature
Language Generation (NLG) technique. When RansomGuard detects a high risk application, it
will trigger an alarm and generate human readable descriptions to help users make informed
decision. The generated evidence can describe all the security related information we have collected,
and give the reason why RansomGuard alerts it as a ransomware-like app. The experimental
results show that RansomGuard can effectively detect Android ransomware with high accuracy
(95%), and most users (90%) can understand the description of evidence chain. In addition,
RansomGuard also shows high performance of time and memory, which is suitable for the
environment of mobile devices.

Keywords  Android; ransomware; inductive learning with modular classification rules; nature

language generation; evidence chain; static analysis
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PRAER R AR F R AT B T S PR AR R i .
4.3.1  FREFRR

R T 2T R A R AR R L A 28 ) AR S
3.2 e SR =R R R IR A S ) Y,
4 4.2 5 B ICR AS B RRAE SRR R s ] AL
WA B I 2R 0 B S B R RE AR 23 ] X

XPFREAZ A X H R — DA 2 G 24
JEPEZS [a] A H B FRAE T8 Ak a ;o X B AR SRy
I YN ZRAE i 2 3R AE B AT 7R S m A~ JCH

D= (a3 s o X0 s ¥u) )
K.z, G=1,2, ) B FHEARZEM, v, (k=1,2,3)
Ja& T2 S 38 A ). 3 28 R D DA Je M - TS X i B
R a=v FaR.a,G=1,2,.0) HEMEZS[H]
A R —A BARFRE .0 € {0, 1) F7R S 1 F¢E 2 &

FEAE.

2558 R YRR AE 7R AN 5 4R L A E A0 R ) 5

Yy ) AT B R 4 R HUNDE A

IF /1N NN f, THEN Class=y,
Frb, o3 2 U A w2 7 O3 2 2R PR AR AL 1 2 B
B I R A0 W A R D 2 P ) AR A B A G
F A A SR Y S5 R A g R R R B
P B 28, v, = BB 26 . vy = RUVE B R 2K,
4.3.2 AR ZAR

AR GEH I Prism H35 K %k Android &Rk
B 23 2R FL). AR Dy — b i 7Y A e A B 0] U 4 2
M, Prism 3 3 H Cendrowskal®™ T+ 1987 4E 1
W, )i 30 4E Ry ek i, BWTIE I T Prism 55
BFRA). BARM AL R R 1 s,

TFE 1. Prism B ikIEA SR,

Stepl. X H—AEH y;  HHERKMAEME p(Class=y, |
a; =), i ,a,=v TR BMH-HE K ;

Step2. #E#E Step 1 H Y HE e d5 KAE A S 24 Hir 43 2880 )
B — A~ F 500 4 T Al 2 2 SR A I R A T T A A
#: D'

Step3. fEYIS T4 D' L HAT Step1 1 2. B 2] 1
T AL B 2Ry BN ERAEAS X N A 43 S B By Step 2
1 A2 114 Jie R P - (BT AT

Step4. M D F R Step3 X hi B 7 55 19 B A BE AR
B3I T4 D”;

Step5. AT Step1~4, HHIHATEH] v, Y BT A A
AEMINZEE D B,

BEPAT R R p(Class= y; [a; =)
FRIA TG = o A0V GRAEG) o, 3 R A
KNy BIFEGI I 5 0 b L B — a3 28 R Y 1
AR N E 2 R AR D IF I I 25 L 3% FE RE 8 PR UEAS
[Fi) 24 J31) 22 ) 2 A EL b ST B R AFTE B SR G &R T3 A
MM EA p(Class=y, | a; =) Fe KB L FE £
BaAE Ol Z 1 p AE 073 8N, B A5 3019 70 26
FIE X & 3 fros.

IF THEN Ransomware = true

e

IF Locking = true
THEN Lock_Ransomware = true

IF Locking = false
THEN Ransomware = false

IF Encryption = false
THEN Ransomware = false

IF Encryption = true

THEN Enc_Ransomware = true

i ——

IF Encryption = true
Threatening = true
THEN Ransomware = true

Kl 3

IF Encryption = true
Threatening = false
THEN Ransomware = true

I A LR 1

IF Encryption = true
Lockinging = false
THEN Ransomware = true



10 4 FRPEAE BT UL 55 AR Y Android 8 &R BRI 7 2351

4.4 EHEREAER

H AT AR 20 ) 8 A I 5 AR AE — A
AR I a) i, B JG 12 1] FH P e B A ) 45 2R, DT 5 3K
e O DL PR g R A N A5 AR 2 R HT Y SR
7. AR SCRI B SR8 5 Az LB AR R Al the 3 A [R] 7t
RE 5 AR 41 R 4 2 1 S0 Bl 2 R 20 B B RS B B
By A B AT e Yl AT A A DT Y B
Ffi s e sk BRI, A Ty 58 AR LATE HANIE
$i& : Who, When, Why, How fl What, f&j f% 4W1H.
AWIH By BRIk 2 P,

x 2 EEFEAR 4WIHEHE X

&3 e

Who FRp 0 0 P 1 44

When A B 22 2 oy BT AR 7

Why At 2 L A AE S R AR 2
How 1N 1 LA R AT S B4 R
What T V7 [R) T WP S Al 9 2

ASORE P H AR E S P BB BRI 4 0 1
AL K AR GEAE A IRIA Tr » 25 R B W AT N RE S
S B R s T AR R AR AT .
RGN AR Gt K B A I A7 AR R B 7 22 R 3 —

SE BRI TIE I 6 A T T 2 B4 RIS
B i) e B A L ). IR R BE R S A L 2 e s
A S B B e R - B ) AR e A T X
W LAME S SR AR R R4 5 3 4
et mT LA A T SR AR 5 b A R B A
S0 B A E R T REAT LR R A
JIr LA R GE it — 0 4 A T P B A =% 4
8020 iy P L PRI, X AE L P B s B
G013 [ A OR B B RS 7
B AR SOR AR A I £ B 2 A B A

5 ETHREBESEMRIEREERT

AT G — PR B BE T B AR TR F AR EOR AAIE
P 5 R R O7 VT W 03 R A g s A R IR B
FETEB RN Y B SR T8 5 A i B AE Sy i A A
T A HAT 2 A4 R S i P B
5.1 BRIBFEMBR

H #k 15 5 4 il (Natural Language Generation,
NLG) i H b & AR 45 — LL Bl 2 7T 3527 (9 SC B8 15 5L
Gt — RN SRR B B A E R A BRI E
SRIEF AT NLG AR T 2 X H 3, AR SR
FI A SRIE 5 AR B 4 WA JERE R R =84y
WA LRI A7 BRI AN 2 92 B, I 4 B,

eS|

‘ I TR |
:ffffffffffff}fffffffffff:\

=

I LA 34 !

ﬂ[if I

M | '

[ | WA ) T i
RTEAHT | |

T |

HAREFEAT

B4 HARTEF AR g EHER

PR LRI 3 T T G SCRY 2 A R AL A
A 5L o 0 915 495 40 g 325 0 PN 72 0 2 . 3 s AL 20 SR
D) B R A S RS AR S WA SRR R O T SR i R
B AE BRI ) - i . ) R ) 32 A R k]
A IR AR G S AT 1 A S A R
R p 5 IR, 2R BOESS 19 B ARTE & AL R
J2 529 32 TR ) B A R AR s e 4 i e
FE A% JILAE (1 L OE SUAS AL 45 A 72 S SR 4 4 S B AR
SR T T il A 11 2 )2 52 B LAMBE 45 ) 1 il %
ZTn) F il BEAVE A AR B R RN B AR IE
FIR.

5.2 SEMUERTEE

N 4 Rl DUE L SRR R A RIE S
JT ¥ W T A AR A3, A R A A AR TR S
AL R R DGR 1 . A0 R =
g I B, A5 firp TR A X 5 O R U A e R A AR
5.2.1 f s

1E R SCHY TR & 4 R Z80E) TR th 0
T T RS TR =R A A L PR AR SR RTIE A0 o A
RHEZE (Resource Description Framework, RDF) 15
M FR = J04H (subject, predicate, object) fTE =,
Bt 7 A 0 S R0 A B

EN 1. BB pattern(s,py0). Hop,s F
NI ZEMNI E T p Ron or RN AT 0 KRR
I3 RN Y 2 1

DL il 15 28 1 Sl B RE A AR b2 ) B 73
KM CIF Fraeifss THEN 8 R M6, i B
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o
=B

1 pattern(sapao) s S FE il P 3 28 09 )
R p N AE” 0 AR R A, W%
RIS B B A B AR S L 13 B B B AR TE S
) A R A D P TR A 2 1 M R R R
[CESRINN

5.2.2 HIFHM

AR RMWAEEAR RS — DR B
TAORUEA B ) 7 B SR 5 O B AT AT A 2
B IE. BT X AR R B T REAEAE I RRAE AR G A
SCAE T = A A IR

MM 1. R ETE s AL IEE p RS
o FHTA] S W& I KL

pattern(s, s p,o) + pattern(s, , p,o) =
pattern(sy s, s p»0).

40 P AS 53 28 B gk B 53 0 k- pattern (54
WA A RS ) T pattern (P85 B Hs . & A
FREEsi e 2 M 1 &I e . R m B R ES
A D R R RN G S O 2 B R AR AR A
RS2 5 7 FRAE .

MM 2. EREEEEE p AW TR s FIEE
o AHTA] 5 I KL Sy

pattern(s, p, ,0)+ pattern(s, py ,0) =
pattern(s, pi ps.0).

R < WA 23 28 000 it B O 0 O pattern (8 €
B, M, ) M pattern (FEHI 4, BT, L
). g B 2 5 IF)E . R HRIES T
“ U B S 008 R BRI R AN S SR

MW 3. fEBEEEE o AR, FIE s MG
P AT S D) 50

pattern(s, p,o,)+ pattern(s, p,0,) =
pattern(s, p,0,05).

N < WA 23 2 B0 0 At B 53 ] R pactern (45 1
WA A FREE D R pattern (P B & & A7
&k PIN i) . &b BN 3 (965915 RoR i B R 1K
B R R PR A 2 B B AR [ I A R
7 B B PIN A5 HRAE”.

5.2.3 BRI

N T ARUEXS 4.3 5% 2] 45 B Y 73 R0 0 ik e 1
TRV GIATFEMEFEM A ELZS KR A
SRIE S A TR 20 o FH B Rom. X T o0 28
nj IF S ﬂfz - ﬂf/ THEN Cla“:y,y B S
JE o FREH v, 0 £ T — SRR A S L
AAEGEE pFRRFEN v, FE AN NN ]
A RRAE Y T 23 be . SCAR B R AR R A AR

T R AN AT e ) AL 0« B A% LAARE AR B 9 X
AEAE )2 T 5. 1 KU & AR A SCIcTE 1 P A E HT Y
fift AL AR -

IR 1. templatel Cpatterns,a) 5 X IFER
Kva o ISR A SRR L.

Bl AF e RN pattern (B 5 A - FFLk
BB FI SR a=6020)5 . Ram i ARG S 1T
60 Y0 14 4 i 50 A B R AR A R S A AL

R 2. template2 (patternl, pattern2, ) 5
BEARBEA KB N oy I A B AF L.

Bl AL AT patternl PB4 & A
FREEi ) | pattern2 (P& & A B PIN )
FEAERE =402 ARABN 2 J5 KRR ARIEF A
T TR A B A 2 Y R O A R S T
fiE 2535 A Bk PIN RARIE AT REE S 40067,

F52 F T Pk U, MR R R A S
TR 0. DS IR S A S A 38 I 4 SR R A
ARGT I P B 58t e 4 i 1 AR L AR R
= 3 frs.

®3 HEREHAN

SCRERE E A R AL G 09 1A 1
af<20% ARNES 53
20%<<a\B<<50% B — 2
50 % <<a\B<<80% o — 2
80%<<a.f=<100% by

5.3 EEHEER
5.3.1 &y

TE 3 B AE BB 1 Y SR AR T AR 43 R iy
B — AR AR 5 0T I 2 ) ) ME S T P A O R AT
DETC o AR 485 A TR ASE AR 0 43 288 KL b D T G 28 e 33 3]
B i Bt AR L B ARG S A TR Bk b
RN 2 s,

R 2. UEEEEAE G AR

Stepl. & SCEIR A M iR AL 2 pattern(s, p.o)
I8 2 A TR AR T LA 1 B O R I 5

Step2. P Stepl H BN pattern(s, p,o) ¥irIs
TN ) A — AR A 000 6T oL 1 ) R AR 2R A pattern
o R A K A BT ) TR R pattern_i;

Step3. it —25 A Stepl o g LB A IFHLIN, X Step2
i 1Y 2 A P F R B pattern_i AT A IE L 1R B £ 0
] Fff% B pattern;

Stepd. )i SCRFRE o EAG B B A0 Step3 HAE LI £
WA TR B pattern £ Stepl i 5E BB MR templatel F
template? "1, GIE AR 5 1Y) H ARG 5 FOR.
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5.3.2 HPZEM

R T A O R R o8 R B L AR R At
5 DU 2 i R 2. 57 58 T L HEBR A I S R A
SRR WA S R,

(1) Sz %8, BN 4% 49 i3 1 A 2 J7 X AT
Jy FE 0% Who,When #1 How [ ] 881, 40,45 )7 F
iy 2 AP R 807 TG R B A LEE? &
2 B R AR BRIABBR 4. iz X nT DL i X R S8
IR SR AT WA ).

(2) fyids. BRI A 25 43 B Al 248 W 4. A3
Ay EHL A2 Why, How., When F1 What fi% 0] i3, £
8 W B AR A 43 AT s AT I R A A L DL B N Y
WA skt B A A 5 O 1 7 A i X AR Y
HRA AT AR 3.

(3) HEBR A M e, RO FH 9 sh L4 B, A58 43
FE 1% Who Fil Why [ [a] {8, 6045 1 2 5/ 45 5
OE AN IR e i I 3 = W liE U 081 E¥5 W0 BIVA
1 2= i il 55 s B L.

(4) F Ay 2 TR 5. B A M BUME B A58 43
EEE M Who (1 [0] 81, 4355 W 9 R 25 H P T
W TF R 5255 Re A% MO T B W2 o FH I 32 1 A8
R G e B R T S AR O N

TR A
TR |

va| wenm || () Qe (o
HEAEHLEL

it I

® O

HEBR EA=EZE
Mgt

s | PR i
iﬁﬂ RS i
/N |

5 DU fifg R A X5 ik 0 61 A X 19 0% AR

AL SR AN “TE R () AN AT SEH ) B
# THEN #£4#% # . La=8020,=902% 1" . iz
PR T7 160 FL A R B B R ) T E SO R
A patternCs, pyo) s NEEHI I B KB # &R
BAEp AT 0 WA 0€ {a = E .a, = A7
Kl vas = DR MR S . AR5 5 I B partern (FE il
P BERN RN AE . aa. a0 9 A RIE
B TR R A 80 06 1Y D P R A 2 Y B R AR A
AL SRR A AT O P B W B = IR — s R

ANz FH [ B A L AN AT O PAT R o i e e — A
fiE B4 R il 15 2 28 B R R R 909407,

k20 25 G bR T 2 A X R A
588 FARTE S RN iz AR 5 I
WL T 2017 4 4 H 10 H B4 A sh %25 FHl
E. i3 %} AndroidManifest. xml SC4 B9 43 87 5 3% W
AR 3 T 14 AR, o 2 AR Re % i
JE BERE 3 A FLRBE S s AT S i o A A
G3AT R Bz N AL T 13 A4S KU APT, o
1A~ bR B BB A% 550 A AT G B A 0BG AE L 1 > R R RE 8
R 2 A R BRR 8 AT AES Jin %5 55 1.
X Assets, Resource 4§ B¢ I ST 1 43 BT+ % ML
FAAFAE“ 7 “FBI” A 8 47 55 Wl W SCAR. 55 4b
2 22 Tor W48 #E47 38 15 . 3 8 2 i B4
A3 BT IZ I F A AR KRR Sk 8 R B . 91 6 1 P 4
o 2 7 0 2 2 o S ST 20045 1 2 2 5 I I U S A
REUkEE?

B AR ) R I 2 S ) T AL 2 X R PR
Vb2 TR B 5 T 1. B 2 % A B e A iR
T AL RE A B ABAT] T A R 22 2B 0 b i e XU
FRAE Ry i — 20 I D SR AR AL T 4 3 454

6 SCIGZER

AT DG T B 2R L E i B A AT AT B AT
PERE = A7 T X R G AT VAR L R I o A A
F 5 0F RansomGuard RE 75 1F ) M & B R B 44 L E
P B A2 AT AT PR T3R5 T A SRR 5 AL L T
e RE 08 B W A P L S TR A TR
RansomGuard R &R 144,

6.1 ILWEHK
6.1.1 ZRGLM

ASCAE Androguard® AL L 454 Java 1B
F Fl Python A BT IF SC B0 1 52 8 2010 I B R 46
RansomGuard, {1 E 6 fr~. JR R & 656 5 28 4
BT ASE e U5 40 2 2] A5 B UF 4 4 2R R B AL J
VA 27 > 45 B A I 55 s i 2E A7 I 25 IR 55 4% TG
Inter(R) Xeon(R) E5-2650 CPU fiI 128 GB N f#.
WA 2 7 M 2 5 H AR E e sh i & B iitT
R BN BE B 5 /N K 55,4817 Android6. 0 £
4:,CPU 1.5GHz, 2GB RAM #1 16 GB ROM.

@ Androguard. https://code. google. com/p/androguard/
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e
-

el
/ RansomGuard

RIS REhERE

EEEAER tesr aps ARE

WFSE AT "
£REE. HRWE. REOR, B

A5 ;
b4 EEt ]

RS ;

AndroidManifest 3T {F

pls £t
3 NG
WER RN

Lt LY
B ST N

o s >

e B
TorE&ill{8. DGA itz Bk ()
(a) BT I (b) IEHE R S H
B 6 IR A A

TEE 8 5 £E USSR E A AR By A o i
Fe kw5 LR U B ORTE S ) T R R L TR L AR S
TSNP S R A Proteget™ T H#E 47 FRAE A
PRI L & RS PR E SCR A Y AR AE b FL I 1k O
T3 5 A5 Tl fife TR =K1 i
6.1.2 e

N TP S BB ARE A R 2 TR
HEBEA LI A BFEA X T B0 58 N 5L e 8
AR FE A AR 5 A BR. it A SO 2 R S 1R
FOWIE VR AR IR S REWER T 2435
Android JEE AR, I MW ITFIEEE ZE HelDroid ™
HhiE— R4 T 675 DR E i A MDS
ASCMIER T H A B 23R A% 2721 4> Android #)
R AL T 2013 425 2016 £ A 2
P B R KA 2R 5 2 H HTBIE ST N 01 RE W6 3R A5 1Y I
REAE LY. 55 56, A CH A PlayDronet™ T. A M
Google B J5 i HI i 4 JRHL 3] 5396 A HEAS, 4 IE
CE SR TS

A SCR R B ) 8 R B RE AR EAL R Virus-
Total BEATHLIN, FHGETE 1 10 A9 B 45 1 T H A4
ZE W 4135 AntiVir, AVG., BitDefender, ClamAV .
ESET. F-Secure, Kaspersky. McAfee, Panda #0
Sophos. ML IR 145 5 A SO BT A AR 3y AR
MR e A3 3] 1 15 AN [F K il 40 Koler
Simplocker 1 ScarePackage 4.
6.2 HMERE

o R TTo v iR 2 O R R 1R S N 1
P P e SRR B 12 S B A MR U 51 494 22 ~J B30 3k X A A
AT I, £1 45 C4. 5, Prism, RIPPER F1 FOIL. %}

BN AR S E A A 3 28 O IE (10-fold
cross-validation) J7 ¥4 2 M 12 53 2% 1 A8, £ 45 ¥ 7
K (Accuracy) . H # (False Positives) F1 44 i &
(False Negatives) = /M8 br. 4% SO 8088 5 55 7
10 oy ARUGESE 9 3 AE RN GRAEA B4 1 0 1E A
IEAAEAS . IXRE 35 YO 2R AR 153 B PE Al 25 0L, i 4
PEAT Z2 R Z 5 SR IR Sy e 28 530 105 B DA

B 7 451 T A E R ROC(Receiver Operating
Characteristic) fif £&&. ROC #li & Z R 5 — R 5] &~
[l =43 2 7 X, LE B %€ TPR (True Positive
Rate) 2y 2 4 45, & FH 1% % FPR (False Positive
Rate) Jy i AL bn 2 il iy i 2. TPR #%5 , FPR B,
K= E 5 28 SN B NN AT B /PN 1 o = R = R )
ROC i 4 F gy i 2 AUC (Area Under the ROC
Curve) JEAT AL, AUC B, IS0 19 1 e B 1. DA
P rha] LUE S xF 30T A 1 4% 2] 535 Ransom-
Guard #5 B8 15 2] A 55 (9 fE 51 R (AUC HY & T
85%0). H v, Prism 55 ) ¥ 68 B 4 (AUC =
95. 350 1 H. = B B Ak B0 0 051 494 27 > 300k 1) v g
HEL O T o SR B L X e R R R SRR B R
PEZEH A R KR TE 2 i U2 58 B TT AR - 38
CE A IR H R D AR R R TR A R
UET 94 2 > B G DN Bl 2R AR T T

1.0 =
0.9t TR
0.8t

/\0’7,

&

s 067 /1

5 05/

= 04f -

= 4

WOB!" Prism
02l RIPPER

----FOIL

0.1 —=- (45
00701 0z 03 04 05 06 07 08 09 10

kR (FPR)

B 7 MASEARE L ROC £ Xt H

AKX RSB IE 2 FP(False Positive) Fl i it
2 FN (False Negative) i1 #it # 17 1FA4li. FP R
TE BB B B DR O B R FN 3ROR ) & K
AR U A A TR R, AT A BT R B FP O B
R 2 B0 g P2 — 2 EH R 30 L 6 9 AE S 9
setCancelable(false) J7 i R i T 5% M1 #% 40, {H & 7E

O VEE RIS S0k 25 #4800 4 & A I IS8 N B3 AT Uf
[a] http://csp. whu. edu. en/RansomGuard/download. html
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ST B AL T OGP T BE L DT 3 RS I R S Y 1R AR 5
TR R FE AR I AT B ' A T fE .
{HIETE PRI AThRAS FoR X Se Dy se e il i T#AS
I3 A A JR BIR P 3 2 TE R 1 2RI RE IR O
FEAE. FN 300 S5 I8 3 R 8 90 8 2 )1 13
i R AR IR V8 L n 85 hn 5 1 7 =X BHL A5 AR 7 1Y
BT s 2 B S8 R B R AR T R SR IR
LI W] AR SRR G e K I ) R A I AR
FPFMIFN(FP=0.6% 1 FN=0.1%) . A% &
14 55 I

R TR L TR RN O R A TH A X
B A SCR AT VirusTotal $2 41y 56 4> 74 1T H X
VRPN RE AR AT RN, 25 R A 8 iR, A
Rl DUE . A 3020 AR AS BB 8 W) i) g 36 A4S L
R TR KER 3 BA 1Y O B
RN AER T B G2 1% . BRIV T2 0 2% JE R T
.40 NOD32(95%) . Avast (95%) 1 Symantec
(8106 o A U 245 SR b VAT A SC T 2 07 8 1) 1 0 36 .
T3Ah BT B T AR B X 56 S R A A
e T AR SCO7 15 RE A J ) e B3 S A A 1Y) ) R XL
v o PSS o B <t = 7 N VB W IID EIK (E RO S ST
A7 W B B 28 T) 38 A $2 30HS X Bz 19 28 44 9 B 8
BEPE. MIZ LG AT DL AR SO S s 0 Oy s LA
BRI O-day B HAF I BE

1 6 11 16 21 26 31 36 41 46 51 56
F T AHE
Bl 8  VirusTotal £l 2% 5

6.3 EHEHEAE R ATITIE

T BAIE B SRE F A BE 4R BE B AT T AR S
TEVEE BBALAESE T 50 24 75 & A7 00, ok 26 7 I
H AL E A U P R AR N B AR IR B
MiAE 20~50 % Z [a). 1 H. A 2 HEER 71 B2 42H
Kb N B, DA A B G SR 6 3 38 A T s
Dy H AR 3 02 5 ik A B R BE A 3
FH P B B A RIS 0 5 2R B8 A5 A5 B A P A O A
K.

T RCR N T A1 7 i A TR Ay BE AL 4
150 AR FEAT I b 40 A2 B R AL S A

FE R AR B AT B XU R AR 5 A O IE K
P B e AR SO T AT 17X SeREA ISR HU 4 A 1
A7 RFAE. SR o SR A A 75 B8 0 3 28 7 A7 72
%, M RansomGuard A 2t 17 50 #r » £5 21 46 1)
G ARG Z )5 B RS T B — 1) I A )
A AT RH L AURCAT TR R 53 4h s R
I BN IE 4 B A 1 ] M 2R AT 2y (1~ 5D,
1 FIRFERA .5 FoRIEH 25 5 L.

e ARSI AR ) 2115 (AR R E A AL S
s — 2L Ik 10 52 2 ) AR 1913 4 2R | 9 45
T 50 AN AT AT BT A5 SR R AT LA
ARS8 43 0 3. 867 11 HLEB 1E 90 %6 19 1 44
APl 3 . U A AR T AR B I B B fiE
0% B R R 33 308 1 P i PR 55 Hh S AR AG I HE XUBS:
S UE SR BELE R Z ) ORE o P REREAE 30 B2 N
B DR SE . X T AR BT A R e TR
2t 22 T KU VL A7 8500 B T P B AR 4

Tde. X R AR G K I 25 S RE 08 A5 B A P AR OE
iff 1 PR R
5
4,
&
3
#
E[Zi
L S B TR S BT T T BT
N ID

B9 A S
6.4 IEfTMERE

Xof T S A T 2R 5 A Uk, o R[] 8 R 9 A R
S B TR AR, A SE I A B AT A %
B S AR RE T ALk L E AT L A4S Galaxy S7
(S7) /K 5(M5) \HTC One M8(M8) %% Mate9
(M9 il Nexus 4 (N4). F5 5, R T HB M 0K
ANKE 53 BT B R) A 5 e AR SCRE ML E B T LA AR TR
APK K/ R (<5M.5M~10M,10M~15M Fi
15M~20MD) JEAT K.

4 g TR R Ge A AR P s AT I TR] Y 2 (R
Ty 2. Horp B 7R & B H (4 7 B A T i) ) L O 22
FE R A DA A AT I 18] 1 240 i 2. 7R /RS20 B
B, RGET-AE 2% 5 b4 o3 A i T IF 3 o 4. A
Xof A~ i FH 8 2880 42 2 ] SR 13 o Ik ] 4 2 ] LA
YR P . S 4. 5 S R T 2 DREBINE
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o
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AH B AR SC 7 28 00 B 6 PR 0 5 A DN B A T R
(DREBIN % /D528 10 #8h A fig Z BUXUS) . 3d 2o 3
AIRLEE B 5256 % B 3% 88 e g T R ) a] T Ol
dexdump T H 1 $F7. 1% T H 7 22 X5 5 A 0 A
dex SCHFHEAT R 4 15 . 153 B AH N A9 smail Hf ] £ 5.
%L RMERE Y Rk 2 A SO — 25 1 A

R4 RFIETHE (HA e s)
PR AR 4R B 4424 2) IE 90 B A= A it
¥iE 3.19 0.58 1. 25 5.02
ES 1.02 0.27 0.32 1. 61

R T VAR FR G AEAS R R 15 A L B TR E R
ARSI — A AE LR AR F AL L4 i AT
RansomGuard Kl 50 A4~ 8 R A LA, 5250 45
A& 10 o, I ] DUE . B 7E M Be fe 25
% % b (R Nexus 4), R RGEA SR AR 7E 8 Fb4h
Z N R R AT I ROE . R 5, Galaxy ST (% I}
0] TF 5 e b L B IRRB S TE 3. 4 s Z N 43 M 52 52

10

N4 s7 M5 M8 MY
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Background

In recent years. we witnessed a drastic increase of
ransomware, especially on the popular platforms such as
Android. Generally, ransomware extorts the victims for a
sum of money by taking control of their devices or files. In
light of their rapid growth, there is a pressing need to develop
effective solutions. However, the research community is still
constrained by the lack of a comprehensive dataset, and there
exists no insightful understanding of mobile ransomware in
the wild.

Thus, this paper first systematically characterize the
Android ransomware samples from several aspects, including
timeline, classification, and features. Furthermore, it makes

light-weight and real-time detection of ransomware on mobile
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device directly. Besides, to help users understand the detection
result, this paper studies the basic concept of evidence chain
and then introduce the generation method. To the best of our
knowledge, our paper is the first work to focus on 2721
Android ransomware samples and present a systematic study
of their timeline, classification, and features. Furthermore,
we take the first step to detect Android ransomware in real-
time mode, and perform a novel evidence chain generation
approach.
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