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Abstract Internet finance fraud is an increasingly serious social and economic problem. Online
payment services (OPSs) are the typical models of Internet finance, and the fraudulent transaction
in OPSs is also a typical fraud pattern. The method of identifying fraudulent transactions by
constructing a fraud detection model based on machine learning has become a promising idea for
online payment anti-fraud. In the process of constructing fraud detection models, the feature
engineering is the most critical step. It is also one of the most time-consuming and specialized
steps in the relevant area. In the study of feature engineering, the existing online payment fraud
detection models are mainly carried out by experts in the form of manual construction based on
business knowledge. However, there are many fraud scenarios in OPSs where the process of
feature construction is so different. Artificial feature construction methods can no longer meet the

increasing demand of anti-fraud. An important way to solve this problem is to automate feature
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engineering. In the field of Internet financial anti-fraud, the expressibility and interpretability of
features play a pivotal role. It is helpful to understand the original source fields and their construction
process of important features. This is useful for mining and analyzing the characteristics of fraud
methods and follow-up improvement rules engines. These are of great significance for fraud
detection models. Therefore, the interpretability of the model method is particularly important.
Usually, the optimization of detection accuracy is carried out under the premise of ensuring
interpretability. This paper proposed a lightweight, tree-structure, high efficiency and scalable
automatic feature engineering method for fraud detection of online payment. The method is as
follows: (1) The method has low requirements on the calculation conditions and little dependence
on the dataset samples. To realize this advantage, it used the tree structure model to construct
the features. (2) The method can construct complex features in the depth level and various types
of features in the breadth level. To realize this advantage, it utilized the unique process of feature
construction at the node and the time-dependent updating mechanism of the transforming
function weight vector. (3) Cross-scenario multiplex can be implemented in different online
payment scenarios. This advantage is realized by the customized transforming function that can
apply to different scenarios. (4) The constructed features are interpretable. The transforming function
and the tree model were combined to realize the expressible process of feature construction.
Finally, the effectiveness of the method was sufficiently validated on two typical real-world OPS
datasets. For the first, we used the method to automatically generate the features required by the
fraud detection model. Then we evaluated its effectiveness on two online network payment
transaction datasets. It was verified that our method can reduce the time spent on feature
engineering steps from days level to hours level compared with the manual methods. In summary,
the method proposed in this paper does well in reducing the complexity of feature engineering,
reducing labor costs, and improving the overall work efficiency of model development. It provides
insights into how to design effective automated feature engineering methods for online payment
fraud detection, taking into account both the interpretability and high performance.

Keywords online payment; Internet finance; fraud detection; automated feature engineering;

machine learning
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anti-fraud issue has always been a hot topic of both research

and application.

From the rule system to the machine

learning based fraud detection system, anti-fraud methods
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have been evolving constantly. In the process of using machine
learning to detect fraud detection, at present, industry experts
need to perform feature engineering manually. Manually
constructing features is time-consuming and labor-intensive.
In the field of Internet finance, an anti-fraud model usually
requires a large number of complex input features. This
implies that the method of manually constructing features is
impractical. This is not conducive to the evolution of the
model over time. Feature engineering plays an important role
in the field of security and internet finance. It can determine
the level of performance that the model can achieve to a certain
extent, Therefore, for the design of the fraud detection
system, in addition to the design part of the model algorithm,
the potential improvement space of the feature engineering
step is considered. And the automated feature engineering
method is used to improve the efficiency of this step in order
to optimize the development process of the entire model
system. Automated feature engineering methods can be

divided into implicit methods and explicit methods. Among

them, implicit methods lack the interpretability of features,
and explicit methods are difficult to balance in time and
space. To the best of our knowledge, there is still a lack of
automated feature engineering study on the issue of anti-fraud
in online payment services. Therefore, this paper introduces
the automatic feature engineering method to the anti-fraud
issue in online payment scenarios for the first time. More
specifically, we design a customized feature construction tree,
an automatic feature engineering method, to automate the
feature generation process and improve the efficiency of model
development. At the same time, the features automatically
generated by our proposed method are verified on the real
online payment transaction datasets. We have been doing related
anti-fraud work on internet finance before. The previous
work was to manually construct risk features in the feature
engineering stage. The results of this project have realized
automated feature engineering. It played a key role in our

projects and saved a lot of time.





