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Temporal Defect Detection of Embedded Software Using Timed Execution Trace
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Abstract Temporal requirements are critical to embedded software. The correctness of system
operation depends on its satisfications to the timing constraints. In an embedded system, there
usually exist many timing constraints which may also correlate with each other. It is important to
ensure that the execution of the system conforms to its temporal requirements. The paper proposes
an approach for detecting temporal defects based on execution traces analysis. The characteristics
of timing constraints are analyzed, and the ESIA (Extended Semantic Interface Automata) is
proposed to characterize temporal requirements of embedded software. Then the correlation
patterns of timing constraints are analyzed. and an algorithm using timing matrix is proposed to
identify the correlated timing constraints in ESIA model. Traces tagged with time stamps are
gathered from the execution environment of the target software. According to the temporal
checking rules predefined, the traces are matched to the temporal model to verify its conformance

to timing constraints, both individual as well as correlated constraints. In case violations detected,
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potential defects will be reported for further investigation. Experiments are exercised on a

satellite positioning system for modeling and defect detection. The results are compared with

other approaches in terms traces analysis and defect detection capabilities. It showed that the

proposed approach can effectively detect temporal anomalies in system execution, which enhance

the effectiveness and efficiency of temporal testing of embedded software.
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Bl 3(dD iR, % 30€ Ap, H 0€ N}, Path (7)),
N b ANEHEIAS f {7, | i=1,2, -, b} 22 [B] {7 76 #H 26 2
B AR I T2 X P I I () A g A O R s R Iy
DTS, 2 2 WU ] 2 3R 2 8] £77E 22 8 AH 06 %
FR AN [ I [] A2 0 22 (8] /Y IBCME AR 8 OC & OR BE

2%

! Path(z,)

<

coach? o
approach? open! leave’! @
: reset(t,,T,) :‘ 3s<rl<7s:‘ 3s<1,<30s
> N

" Path(t)
(b) 7, 5, BEH*

Path(z,)

Path(z)) 34

|
>
|

Path(z,)
(d) 1, <t,Hr,ZHEM*x

I [ia] 24 SR 6 6 &

JEBETF SR A SO A1 3 I R AE R AT BOE
SCR— AT AT IF 91 DL R &R 90T 55 19 $00AT
EX 9. A B AT e Be. A3 & i i)
G R IAT B BE Trace & SLR— A7 MATIF 1 -
(D) Trace={ A, |j=1,2,,n}, A, N5 j WifT
N AT IS R 5
(2) VA, RIR A —ADRITLH A, = Cev i = v
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reset(T;y) »asT;p =0,y sreset(T;)) s Hod, A, e A &
13 RBAT I A a FARRIAT M 3750 0T 2 T 070 €
X p o DY 35 () A Ly FEAT R A IF BRI 5E R
ik ARSI 015 70 FEATH Ay oa S5 TR 58 BB
TR )R w05 75 TEAT S Aea TERRHRATIN B9
BN s FEAT N Ay PRATLE TR R R B

TEARAT H B IRGE B op 2 A, oh g BE 300 £ R
TEAE AR 7 70 22 25 B, 5 — TUBHAT H BN 4, 75 b il
3B 6 5 3 5 AT D106 1 e ) 75 AT 55 AT
i) 5 8 AT . 7 TBTDD J7 ik oh 07 1 B e
SR RS 52 L LA S 8 7 5 e

S I A0 B LSRR A SR B T ST
S i 11 7 % Y 45, 75 TBTDD J7 3 o AT 2 % 4k
P IE 532 47 B AT R 0 3 7 5 % B 5 5 17
Bt 2 Ak TR Lo 645G T L 3l 7= A R 90390 1 5
A SOKIAT KBSy 0 IE B I A B R
Bt 58 LINF

() IE 3 B F B o 24— 40T BA L 4 IF
i kPR 5 M AT 4 S I % R B R TE A B

(2) SEH T H B Y — R PATH BRE S S H
Bk 5 R S5 3 Ah B A S L B R S B

AT B 1 45 B0 AT B 25 4% 2 IE 3 S
SEAT I+ AR FBR B0 I 45 M 2R AT 72 43K .

TBTDD J5 #: TAE R EE A 4 7.

gt | PATSEE | ESIA | T
g | EEPERN | | BURAGE | | bR

B e
A = AH IR I [A] I3 G R b T
ﬁg‘%%kﬂ’)#%@gﬂw Vbl w %é’ﬁ%fﬁ«ﬂ @J PRI

puR

{4 TBTDD Jsik TAE AR

(D AT 7 B 5 wiad B 78 H AR ¥k is 17
Fsi v ad e HARHL A g A K B A Bk
LG S AR B S I T SR B A8 1 0 PR Ak
A AL S AT IRAT I 8] 3 2l i i 25 i £
B IR SRV AT AL B U AT A
BOFAF ABAF 1217 H 3.

(2) $hAT A BEVE IS, A AT Fr B nl 45 32 1k v
W Ay g 2R AT BOER IOV L 1 ESTA P47 4% 5 51
Xt IG5 VE BE A9 AT A B i B PFas AT e W I
BREERTY.

(3) AH S [|] 2 SR AR A5 VL C Y ESTA $h
AT A% b o U 25 Tk 37 FHRH DG B 8] 24 5, 4 BUAS [+
FIF ] 2% i [5] ) BB OC R

(4) I dfe g ARG 00 A4 418 I P AR 1 T A 1
DN G 25 PAAT B A 5 A B R B R 5 A2 UG R B
A2 I A TS ST FUR DG B[] 24 SRR SR R A A
WIS Ak BERATL A 2 1 9 A BT SR AR I A e
F Ik S L

(5) IR F7 A A 6 AT AR A0 I A A A 0 45 28 6
UE H AR A s R P o 5 it A BT K
4.1 BHITHERMETE

AT Bt & AT O A S R E ESTA AT
FEASAHVE BC » W FR iz 0 AT B ] ¢ B bR R4 ESTA
B3 52 A T 8 AT R BT 2 32 M v U AR 3R 3%
YEDN B HE — b T G ST R RS B kL W R AT
B B RRIAT O AT B I UC IE L 7R H bR ESTA
A P48 2 5 H AR i ESIA 04T %12, I I8
Fr ESIA Joik %2 i $hA7 i Be. i T H AR ESIA
BT, 7 4 5 0E 8 R0 5 B 43 32 AR AT R B
A A o ) 5 DG PR AR () I 0 P T IR I R B
5 5 W IR R Bt DR G 5 A

AT BT 4 2 P AR

EX 10, A7 R B2k, P=(Ve, VY,
Xp s Ap s Wp  E Ap) — ESIA 04T H B Trace=
Alj=1.2,,n} A8 P2, HALY

(D VA, = (e, )
reset(7;,)), 30, € ApsAj.e=0,.¢e HAj.a=0,.a;Y4
R LA EASPERE L FR A S 0 Z AR VE T . 2k O =
map(A;);

(2)VA A € Trace, 1<j<n—1, 30,,0,,, €
Ap 0i=mapA;) H 01 =map(A; 1) ,0,.t=20;11.s,
Bi 0,5 0,1y ESIA b P IUAH 4K IR ST #5.

B Trace={A;|j=1,2,.n} — 547 B,
Ve={0,1,om} g gl 85 4+ ESIA B P9I 46
o e RS He B, LT AT H2 52k i ) A AT B B UL L
RS LU PR

(DA THR . BL Ve B9l i i REHEE .8
8l Trace W DLHC 2.

(2) X5 A; #EAT DEE A9 3 A oy LA — 300 249 i fi
PR RS ATEH BAFTES A RIS A RS
TR E S IZ ARSI S5 XN B AR s R A Y
A RS Z EHAT BL E DE I B 5 A E SR
FIAR RS A G BB 2 A i R S 4 &0 A DL T i 72
58 M5

=vj1sreset (Tj3) s asTjs = Vjy »
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O WPAT H Bt Trace R AT 5K (2)7 . %5 R HXP W HARRE N 1.0.2, W]5E 55 A7 Wtk

Trace LT A AT 8 $AT ¥ 1E 6 DT T, )49 % 5] —
Y5 Trace VLAY ESIA $UAT B2 A R 24T M
TG VL D D i o R 26 F

W Trace= {4, ;A5 ) A — S PAT R B, Ve =
{0,1.2,3) Bl 411 ESTA KR iy 4 B Ao 32 AR 2
45 Trace WV PC R & 40 & 5 Ca) fr s, Horpr, 4
X B ) B 2 R X Trace b (5S j BAT A 54T DG L
FR 2ok A A KT 0T T R T A — AR A 2R 2 i
REES HER EERYE L MILE ARSI
T A AT IE G, W) e AR IR SR A O (0,1,
2.3} A TEEEARES 0.2.3 Z BAFFES A M UL fL 11

1T ¥ “ State0 — Statel”. “ State2 — State0” .
“State3— State2” , FH YAk R SE S (1,0,
2 s Bl R A BEATDRIE A AR IR 1.0 Z BAF
125 A AHDC AR 2SR - HoXF e HARAR S 2.1,
N3 A NIR A 3E 8 “ Statel — State2” | “ State0 —
Statel”, BB M H e e AR B LS N (2.1 )5 55 . 4
A PHEATURHC A5 FEME R RS 1 Z BAEAE S A AHDETRE
AR IE R HX R H FRARZS 3 0 SAH IO 28
A% Statel - State3” , AT Ji BLULIC 7€ B - 18 K
F| {4 UC L 1% 4% Sk { State2 — State0 , StateO — Statel ,
Statel — State3}.

(a) H—ILRERFR

[l 5

E— BT R By I i ok i eps i B — 34T R
ATRE S Z e e RS by 45 e ARSI F AH DR I
1M Al REAF7E 2 2% 5 FCAH D IRC 119 ESTA ST B% 42, I
K 5(b) (o) iz, ZE R Bk ESTA BRI 2 F 147
TEZ 55 Trace={A, A, . Ay ) AHDLC A 0AT B8 A2

Blane 2 Fir 7s B 17 4% 22 0 B0 b, 32 BOIR
TTH B Trace = {(man approach ,,,approach?,,
reset(t;,75)) s (syy0pen) s D_Cstr, (t,) ,reset (t,)) ,
(man leave , , ,leave?, D_Cstr(zy) sreset(t;)), (44,
close! sD_Cstr, (t;) N D_Cstr(z,) ) . 383 AT H
BRVETC . 75 1) 4% #2417 ESTA 8 b 38 X 15 3
M UC B B 42 & Path = { Statel — State2, State2 —
State3, State3 — State4 ,State4 — Statel }.

MR Z 5 50T 1 BOMH L FC Y ESTA $hA7
RIS, 7 AN [a] 8 DE T (i A2 FL AT AN [) ) I [) 24 9, D0 g
5 P — i o PIAT R B 9 AR T I R BB SR TE
00 B XS A D T i A% HE 4T AH DG B 1] 24 B 31
LI R B A I PR AT R Bt B I I R T
T JE FT AT DE TR B A 1 I P 25K I AR A 2 A 1 e S
W N HAEE— 2D A0 M. AL AN AR TE 5 AT
BeARUC ) ESTA AT 842 WP Z AT R Bead g
AN AT I dke B AL 0 T O T L B S B
A RERA ESIA B RR £ 54 1932 17 3 5% . 5n] REAF
TE D REPE Bl B 75 4 52 JBCA0 AT B B 55 RH B 2 RE X
TEOR AT — 2D A H A BB E B S BLE

(b) ZA TR H 2% AR
ThAT R BEVC il id 7

() Z A ILEC AR B2 AT

AETE IS P i
AT BOUL S AR B e LT
&1 PATHEIH Trace_Match( ).
MiAN: A Trace={A;|j=1,2,++,n}) and ESIA P
it . A set of matched execution path (SMEP)
B 45 # . Current candidate states (CCS)

Trace_Match(Trace, P)
BEGIN
CCS=Vp
FOR each ¢ in CCS //¥11 1t SMEP
Create an execution path for state ¢
END FOR
FOR each A on Trace / /Kl & — 547 H AT
A, is the precursor action of A on Trace
Opre =map(Ay.) 20, € Ap
FOR each ¢ in CCS / /Al 45— 5 2 AR5
IF(36€ Ap .0=map(A) and 8.5=0,,.1)
Add ¢ to corresponding path in SMEP
Replace ¢ by ¢’ in CCS
ELSE
Remove corresponding path from SMEP
Remove ¢ from CCS
END FOR
Remove redundant states from CCS
IF(CCS=) //IFT A BEAR T 532
Return No-Matching
ELSE
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Null
END FOR
Return SMEP
END

TEVL BRI B n S IRAT e BUA BE  m i 1k
REEG T BPREEC WL E IR E R O xXm).
AT B B B2 ESTA BRI AR DL K Ry € 47 8 18
ESTA #5151 v i Hh 30330 B2 55 D) 28 IS K5 52 i) DG TiE 45
SRR Rl g 8 ST R BB IORLAE 45 PR
A1 R By i & B A S R R L AT B B T Y R
L ES
4.1.1 AV SR

A B AEA W) SRR S fl & R AEAE B A
R ATIF 5 X LA EAT 58 4 A . A SO P DS e %
FRAE XS ESTA 151 R % 41 55 A7 1k I 7 e R A I 7 55
ok,

AR SCR B ESTA B R AL 36 vE N 40T -

(D RSE 6. AT B2 5 0 A 55 ESIA P iy fir
AR 5 n, Ay ESTA SRS E m, AT B2 FE 3
i RS EL RS 55 %8 SratesCor THEWT -

m

StatesCor = — X 100% @D)

n

(2) LW . AT B AR B2 8 55 ESIA g
FRAIRAS TS 3 B n, N ESTA BURZS TR KL,y Th
TERESHRETBHE RETHHE & FE
TransitionsCor iTE T .

m,
TransitionsCor = — X 100% (2)

n,

O EAES. FEE - FPITHAEZ 1 X
ESIA v & — T R 45 4 19 3 I AS 8 3 n K CALL-
Loop-n) , H.F§ 26 & (918 25 25 449 BN 88 5 m (AL
m-Loop) s AT I 42 4 W 8 o ESIA o fir A il 2 LA
FEORIBEAR s 1 0 Ry ESTA SRR S5 150 m, Fy 0
17 B8 AR B 7 5 IR A S5 A 50 B A B 55 % LoopsCor
R .

Loopscyr:ﬁxwo% (3)

n,

(4) 7 7 B[] 24 o 3 3. BRAT B AR 4R N
ESTA o i1 Jir A 7 6 (8] 29 38 5 3% na, ) ESTA Sl
ST TA) 29 SRR o S PRAT 36 A58 5 8 S5 1 00 57 I (1) 2
B, Jh ST ) A 2 R 58 25 R [T ConstraintsCor 15
W

My

ITConstraintsCor = X 100 % 4

i

(5) AH JC B 0] 24 o 35 55, AT B A% 4 N B T
ESTA o i1 JIr A FH O I [8] 29 35 3 . ) ESTA SO
SRS (] 2 AL e Ry FRAT 6 A58 B 2 i 1) A O I 1] 2
R AH S A 2 R 35 R RTConstraintsCor 115
W

My

RTConstraintsCor = xX100% (5)

e

214 PG JiE % 42 A 06 2 DA 6 o UL B AR AT
J BCHR LA B I T S5 o A ) A 8 2 4% 740
4.2 MHEXBEAHFRIRH

SR B AT B A ] i 8 7 0l A5 T
T DA KA G B ) 24 B BE5K 5 78 B 45 VT L i ESTA
PAT B AR Z b PR B AR DG B[R] 24 5. 5 55 AH
KRl o E LN — A =04 R_Cstr= (X", 9",
type) s Horpr, XT3 % — 4L i a) 28 B w7 Fon X
f B A48 i B — LB 25 sty pe Rom &
Fy ] 24 SR EL A 1 A O 56 R 28 80, T DL A A 6
(CR) A e 52 XA 5% (OR) %

R 0] 249 5 R ) 45 5 A 45 1 BRAT B TRDL 7 i ALK
A o 3 T ) AR R A T A R T SR AR R AT S
AT I R], F i 3 B AT 55 0 i T s S BT 55 5
B S AR A R — T ] AR i o 1 T
X ] 55 S 56 AT 45 AT BE 48 Path (o) Z ) 58 & F 4.
FEAH O B[] 24 SR 50 2o A e, 3 3 43 R [R] e AE
ST D] ) S 05 0 ) DR AR 55 AT B AR 2
li] 1y 2 8 5 2 AR 0 T 3R A G OGRS A
[Fi) B 1] A% S 22 (] 7 7 04 BU(E A6 06 28 5 TR 01 A g B
[] 24 5 Z (R AE7E I AH DG G R

A SR FH R ) 240 SRORH DG 6 B 44 T B[] 249 BRI )
A OG5 2 I T . 38 3e 3 D R D T A L 48 RO [ )
Vi) A5 5 1) 1 B A A T B 2 e i) 249 SRR )
Bl 2548 7 15 H R 56 R L A A [ AR B 3
5 JEC T 00 28 4 S B 5 A ) i) 7 A TR o
A S v A% I I Xt R 7 s ) 24 ) A OG i
A7 5341 55 007 LA A0 0 o 0 A

(1) 5 — T B i) A2 o5 i Jag 51 5L A i 41 =X )
B Hp A 22 3 [ A% i, D) AE I S R 2 o 22 ) A
K

(2) 5 — T i ) A% & 7 J& 31 LA I 4 D) A g
I 7] 24 3R 22 [1) 38 SCAH O 5

(3) 75 P 3 B[R] 7% S [w) Bf 45 5 1 g DU) A iy B
[F1] 249 3R 22 ) 5, 55 4 O

¥ Path={0,.,0,,0;.,0,} N — % ESIA ${17 I%
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Bl
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L
&

1ot o Fl T g S Pach AR SGI Y DY T (] 25
Horbo 78 0a PRI B % .0 ooy 78 O .a 45 &
.o fE 0.a I &% ; Cstr (zy) € 6,. PostCon,
Cstr(t,) €0,.PreCon,Cstr(t,) €0,.PostCon,Cstr(z,) €
.. PostCon. Path 2 11ty 41 %46 F 5 45 Hy 2 5 13
I [] 24 P 2ok B AR B

() (l.a)
T T

=N } (1.b)
— 1
T, T, T,

:>{ J (1.0)
— o, —

=>(r;, T, T,) (1.d)

3(1-2 74) (16)

= (7,) (1.D

MUY AR Path i [ % 01 .a ¥ 4R A7 B 1 B[R]
AR s o JF IR T I 7R B ]2 SRR G R o
1K o WS ZE %I CGE B 1.a) s 7F O.a B R HE
IR ZE 5 7 oy SR HRTT I R Lo 50 28 AH SC JE [
S GEE 1.b) 78 0y.a FFUR 0L E B A 25 7 o, JF

ATEI o B ZAR SC AR BB A L BR 1.o) s 1R
Oy.a LR B I 28 i o ZE o3I} CBP Cser (o) 1B
FHASD S XF Cster(zy) 5 HoAth B [8] 24 31 22 18] (1) AH 5 4 2t
AW BB Cstr (o) 23 55 Cstr () . Cstr ()
HEA 5 Cstr(r) 38 UAH I IFFE 75 IOAH SC 3 BE
TR CER 1. s R AT R 2P TR GL IR e 55
1O iR Cser(z)) 4355 Cstr(zy) \Cstr(z,) 38 X
M3, Cstr(t,) Y Cstr(z,) 38 XAHE.

BIAE R 2 Jrzs 1T ARRE B ESTA B e,
Path={Statel — State2, State2 — State3, State3 —
Stated,Stated — Statel } N — 5 E BRI, 0o 11 T,
H5 Path R Z TR} B 22 5. Path Z B9 HH
IRHE Il 548 55 AR S I 18] 2 S U R 20 R B

T
{ (2.2)
Ty
=>(, 1) (2.b)
=>(zt, 1) (2.0)

MATEEAL Path 8 i 2 ap proach 45 F AL E I},
[R5 B 7y oo FF AR VTR 7R B () 249 3RORE O B v B
5 B o WIS CGE R 2.a) 5 4F open 2
WAL E B AR oo 25 B (D_Cstry (o) /EH
A LIRSIH D_Cstry (7)) 5 D_Cstr (o) £, 5 M 5
¥ 7o A S48 B rh RS B B 18] A8 B o IR AR ST

W o B I A O A T A 5 BB 2.b) 5 7R Leave
LA B ] S 25 AT (D_Cser () 1R
RO LRI D_Cstr(t,) 5 D_Cstr(z,) 38 XA 3%, 3F
W o AR OC JE B v A% B o ) ) 28 4 o 5F OT 4 3t
I T NI AR R 5 (PR 2.0 5 7E close
LR LB )R B 7 o A5 OTEES (D_Cstr (7))
D_Cstry, cOAERS) IR B D_Cstr(z,) 5 D_Cstr, (t))
A5 R I T A SRR I h RS R

HH O 7 T T AR A B Y DR C B8 A4S Path Z 1
TR H A SC B [ 29 S AN
R _Cstry={1 72} s {D_Cstr, (t,) s D_Cstr(z,) } \CR) ;
R_Cstro =17, }s{D_Cstr(z,) ,D_Cstr(z,) } ,OR);
R _Cstry={{z,,7, ), {D_Cstr(z,) s D_Cstr, (z;) } ,CR).

AR DG I [1] 24 R ) B vk BAARE LR

k2 kBRI ZAEIRG Correlation_Iden
tify(C).

i A : An ESIA Path={0;|i=1,2,,m}

i . A set of correlated timing constraints (SCTC)

BE 4544 . Timing constraints matrix ( TCM)

Correlation_Identi fy(Path)
BEGIN
FOR each ¢ on Path
IF ( 97 reset at the beginning of &)
Create a column ¢ in TCM
FOR each 7 reset at the beginning of &
Add 7 to ¢
IF( JCstr(z) € 6. PreCon)
Identi fy(0.PreCon) / /RS AH I I} H] £ 3R
IF (37 reset at the end of &)
Create a column ¢ in TCM
FOR each 7 reset at the end of d;
Add 7 to ¢
IF ( 3Cstr(7) € 0. PostCon)
Identify(8.PostCon) / /AR &[] 2
END FOR
END

Identi fy(A set of timing constraints (STC))
BEGIN
FOR each Cstr(z) in STC
Get the column number cn of t in TCM
Get the line number In of ¢ in TCM
IF(3R_Cstr& SCTC and t€ R_Cstr.X")
// & PR Y A 56 B[R] 24 R
Add Cstr(7) to R_Cstr.w"

END IF
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IF0<<en) // BT @5 A 5
FOR each 7,,, in pre-columns in TCM
Create R_Cstr, R_Cstr.X"={zt,, ,t},
R_Cstr.type=CR
add R_Cstr to SCTC
END IF
IFCO<<tn) / /TR 51 v 4 35 25 T it i) 22
FOR each 7, in same-column in TCM
Create R_Cstr, R_Cstr. X" ={zt,,. .7},
R_Cstr.type=CR
add R_Cstr to SCTC
END IF
IF(cn+1<the number of column in TCM)
/TR B HA S5 )
FOR each 7,,, in post-columns in TCM
Create R_Cstry, R_Cstr. X" ={t,7),, } »
R_Cstr.type=O0OR
add R_Cstr to SCTC
END IF
Remove  from TCM
END FOR
END

TELL BB B o B PATERAR KL om N FEE
AT AT E A B AP S R 2R L LS
Ly 43 530 Ay A 56 0 A ep R s B R) AR i 8 L R A 5 e
A 5 B I R] AR 8 SR TR BE R O(n Xom X
(L A1+,
4.3 HFBRESHT

A R e e 4 P S A G AN T G )
SR ARG I A A B S L AR T LA B
(R 3R N NS ' B SRE D U S B U AR S ey
B — o} B AT A U 5 . 2 H B AR A
Ivi] Bt A7 A 22 T e i R Sl e A G 0 0 2 A7
VS 2% Ho iy T AN [R] e e (] (9 48 B4R 3k iz
73 7 b B I S AT RE A

A X A AR 17 R R ep AT RE B T fig
FES 7 55 647 43 B 1 2 AT R B T BB A AE 1Y
I P Gk o 2 AR 18 Sy il st AR A 00 o ) ) S A
AL X P R AR T I S R I R e B TR ) A

1E AR/ ESIA BRI 2 | 25 N 7E 5 AT
J BOAH DG TC i) ESTA SR AT B% 42 o I 1 52 BRAF 78 )
REPE BRI, Miller, Alcalde 2 A" "°08 $h AT 5 41 46 0
b AR R B T R A3 Ry R S RS T A ik
B G i e R A A TE R ROIR S 5 AT AR
T VAT A AT A TN L 5 RS TR B R
HIRTEREFARE ST MER T bzt 2

ANFFE TR HARRE. FEAR P AR PE AT B Bl
P2 PEMEN R AR 32 47 30 A8 v AT RE AR 72 1 D) e =
mr.

(D A7 Ry 55 I G RAED & X100 1)L & X% AT
F BB R EAT N JCIATE ESIA BI85 5|
DERC AR AT o BB 35 firh & =5 7 DG TG 4 52 AT
R PHAT U T 4t 1 5

(2) 17 Ry &l iy G RMED S X 10. 2). & X% AT
BRI kAT Oy, o AE ESIA R 4
R VCEL A AR ST R IR S E
FRHIT K / J 4 56 ZR A8 5%, P ITUIR A5 30 B AN J2 A 4k 1) 1R
SiEBE.

f£ TBTDD J7ik . 25 A AFAE 5 AT Fr BorH T
BC ) ESTA $RAT 42 o 0 SR I 2 45 %1 44 47 7 1) )
RE R BB o O T8 A i — 2D A A B K B R T AR
S IRk B BRI T B

it A R 2 AT i B R AR AR AR B R
s

(1) 5 )52 A 7 ) 249 B — 0 i i) A8 % (L
i SRR E 5 [E] 249 5 SR DEBE R S E B 2 B R
F B X N 14 8] 24 3K

(2) 33 S AF 54 i ) 24 oL — 2t i) A2 B £ B (.
B SRR 53 I ) 247 o 1) AF 6 56 &

(3) 3 A A5 SR R R I ) AR Y
5B RS

(4) S8 IF e Ab PR 35 B X 4 E S IR 0
AbFEHLH] 5 BT R R

FLrb 0 T I i) 2 o o T AR )
] A5 BT 7R AR RS2 A7 I 7 S 5 6 T Rk it ()
LYo AT S5 BT I IR T BR B = T b R
B WIS AT B 5 5 T X ) 0 B ] 29 5, AT 55
A PAT 11 B R] [ ol AN A ] A BF ) SR L B AT
B P 5

R 1] 249 32 0] AH 56 O¢ 3R B PAT B8 AR AR [RIAE: 55 1]
(1 S B 7 2B 1S S FRPF A8 17 3 B b b 201 1
AL 76 IE ARSI B AR O S AR O
R [H) 24 S A BRAT B TR] 5 17 76 5 1% 52 B B B
R U RT REAEAE S R I L6 A% G i e A
L X 2 S R I A 8] 2 A S
I O N ARG, B fE B R PO E S5
AT - B El T AT A R A A R R G R s A AN
BT IE 28 B DX DL & B it M 9% 56 &R B SRR
J¥. 7€ TBTDD J5 i o, 38 2 W 48 H b5 #1438 47 1%
{50 o 0 F e A B R e TR S AT A DU S DA 58 TE AR 1 i
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Bl
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L
&

AT IS P J2 17 TR0 5 DA T s B2 1 LA b R, Shy O 2R e
R P 1) R 0 AR T O A T B

BEAE AN 22 42 1 5 I A 3 5 5 ) R 2 3
AT AR S0 AEAL geid e Ik 7 op  —fiE
b N TR S I ) 24 205K [ 32 47 I 1], AU %€
BAF IS Py S A BEAIL 2 75 W 2 B EOR. fE i
P AN OME LS8 42 3 55 B 1R s A AR v i 5 2
HIN R s HLME DUREBURR S PR35 25 10 RO 4 S5 o I
J¢. 76 TBTDD J5 ¥k b, il i K0 45 H AR Bk iz
A1 S I B IRAT B B AR & 1 BEAT RN, T AT Rk
LB 2SR W) H A B s A7 a) RE R A I LR B L B R
TN 2 22 4% 1 AT 4743 3.

4.4 B FFER PG I

TE IS P 5 P ARG I o v ol o S — A
DUVE DN S 25 P AT e B A 3 18 B[R] 45 W6 A2 A 1 ofs D)
IF s BRI S B i A7 I P 39 A2 i 25K, 7 TBTDD
J7 18 T MR I e B 28 B A o) S B A T
JEPEAED I F) H] ESTA KLY 1 34 1 I 7] o5 5K AF S
oI g 2, X AT e BB I I A RS R Y
Aab FHUATL ) 24 A7 ARG G o S 3 X S N R Ak B A
HEAT R T A R AE iR A AR AT e S
AIREPE. DL I R ) i e v D 5 I R R R A
I 355 vk [ 5 P T 1E 5 B e R B 5 i Y e B
Ao i

IR P A Tl P D) LI

EX L. BPRHERT 2. P o —A4> ESIA,
PAT B Trace={A; |j=1.2,-.ny ] g P $% 3%,
VERCERAR N Path={0,|i=1.2,---,n}, P47 I B
B I I T 2096 A ESTA B 3 e 2 0R L 24 HL A
VA, = (e, 15y =vj) sreset(Ti3) sasTjy
M 6i=map(A;):

(D XFF 751, ACstr(z;,) € 6,. PreCon, H. v, F
Cstr(z,) ;X 7555 3 Cstr(z;,) € 0,. PostCon . H. v;, -
Cstr(z;,);

(2)# AR _Cstr  R_Cstr. X" ={7;,,t. }, 7, €
X5 0 vy FDep(tyyo7,) 34 AR_Cstr R_Cstr. X" =
{t;0,7,),7,E Xg,)rllj v, FDep(z;,,7,) 45 AR_Cstr,
R_Cstr. X"={7;1»t;5} s | v;y FDep(z;1,7;,) H v;y
Dep(zji,752) 5

(3 T BT Siva MR B F 5 0 FEAT N dina
WA E.

TE I B8 B ARG D0 ol 2 b o AR ATl P D) %o
AT R Be B 2% W0UAT Sy R A7 78 300 AG: A5 L AG I HE A
FIRY F ] {5 JEL 2 73 36 A DL PR B A% B AR At <7 DL S A 6

=0,y s reset(T;,))

R[] 249 TP 23R A T I R 1) A [) 288 38 1 4 o )
BB X T 2 A G I ] 29 5L 7R 5 45
{14 BsF ) A2 55 A9 T B 25 a5, % 7 3 A SC B[R] A2 4 8] 1Y)
YU AR DG 2R HEA T4 U
B & 2 B 7 60 1) 28 42 i B PF b AT B B
N Trace = { Gman approach , ,,approach?, ,reset (7, ,
7)), Cosyopen!, D_Cstr) (t)), reset (t,)), (man
leave s s sleave?, D_Cstr(t,) sreset(t;)) s (44 ,4close!,
D_Cstry(r)) ND_Cstr(zy) )}, VB ESTA #0447
%% Path = { Statel — State2, State2 — State3,
State3 — Stated, Stated — Statel } , L 7| i) FH 5% B}
[ 25N 4. 2 35 ik (R_Cstry, \R_Cstr, JR_Cstr,).
IRAT R BRI R i B RS D G R O s BE XS AT O
approach? Kyl v, | 7, & & TE AT J 45 K I B %
FIXFAT 4 open | o K I 7 09 1 B A R] 2 A 2
D_Cstry (z) B R KD oo 2 15 A2 24T 0 25 BT B
T XAT A Leave? KW ©, (Y T B B ] 2 45 06 A2
D_Cstr(zy) BYEER KM 70 7y (18 T I I ) 2 15 6 2
R_Cstry PR KM« J& B 1E AT R 45 R 8 %
FEXEAT A close ! K MU« (4 3 B B ) 2 45 0l 2
D_Cstr, (t)) By 3R K M 7o (9 31 B B A] 2 A5 9 2
D_Cstr(zy) BYEER KM 7, 7o 1 T I I 8] 2 15 6 2
R_Cstr, 223K, K < o A9 31 B B () 2 45 36 2
R_Cstri FER.
I P ffe o A 0 B v ELAAC R SCIn R
k3. WFEFEKI De fect_Detection( ).
BIA: A Trace={A,|j=1.2,.n}
A matched Path=1{6;|i=1,2,+-,n} on ESIA P
A set of correlated timing constraints (SCTC)
i i . The result of defect detection (RDD)
De fect_Detection(Trace, Path,SCTC)
RDD=FALSE
BEGIN
FOR each A on Trace
Get 0=map(A) on Path
FOR each time value 7=v record before or after
the execution of A.a
IF(( 3Cstr () € 6. PreCon AND v Cstr (7))
OR ( JCstr(t) €6.PostCon AND v FCstr(z)))
/ /ST B[] 249 oA
Null
ELSE
TDR= Constraint_voliation
Return RDD
IF(3R_Cstre SCTC,R_Cstr. X" ={z,7,} .7, €
X AND v FDep (z,7,)) / /A i il £ 50K )
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Null
ELSE
TDR=Correlation_voliation
Return TDR
END FOR
FOR each 7 resets at the beginning OR end of A
/I A
IF (7 is reset at corresponding location of ¢)
/B EFT ke
Null
ELSE
RDD=Reset_Error
Return RDD
END FOR
END FOR

END

eV ESE T B n A PAT R BRI my AT
R TF U6 BEEE PRI SR 4R 18 PRAT I [8] F) L5 s AT N
T U6 A AR 2 A I TA] A e U SRE S A
OmXmy+nXmy).

T I dfe B 4G DN 5 R v o B X e — 2R AT I B
MR LA BB AT R B DS E A DG B ) 24 S350
L g e e A 0 B 3, A B0 AR O AS I 45 2R e Ab L 7
TBTDD J5 ¥t Al AR 5 VT I 1) ESTA $hAT A2 X I
VP BB AT E AL Y BRI AT I T SR A B ) 2
HEAH DG C FR BT I S AT I B R E I
A0 FRAL ] 5 1 TSR AN A5 B B0 552 30 B % 1 35 43
A REAFTEBRIE.

5 RWSTHE

ARICHTTIEI T ATES(Automated Test Plat-
form for Embeded Software) & R M R 4, N &
TBTDD i Fp A 75 i » S5 A BRI e
AR B A SR U A A S I R L
B 6 TR,

E mreretbaene || wsekn (| SR
£ BXE | prramm || sk
i ESIAHRS %gﬁf&;ﬂ %ﬁﬁ%
% [ frBoegse] [ Ao |

6 ATES V&4

ATES V& BEA LU T HfE:

(1) JE T ESIA B i A A PR e 5

(2) 7 AT 4 32 R HE W B P AT Fr B DL I 5

(3) 5 A G W 9 A O B ] 24 SRR 5

C4) A6 I A 3 A7 I e o AT D PR0AT e B o 8 )
J¥ S5 B R I AL BEAL ] A RO R BN
59025 A B I Bk B 5

(5) B X PhAT i B gl i s I 3 Rl 45 BT i
i I B

TESE 5 ik #E b, ) ATES F & 32 41 1 3 il
2 N L4 5 Wl Bk i ESTA ABRLACHS X H i
FEPEEAT E S A JE T 7E ATES - & |, Pl ESIA
B Sy S il 80 L 8 FF- & N EERY TBTDD J7 3%, %
i B B AT R B AT I G . 7E ATES -
G2 b 5R] R e R 2H 0 &
V-6 IRE - I 3 25 W A 2o 7
5.1 SLI§&it

A PA— 3 TR 5E v & 48 B A (Satellite Posi-
tioning System Software, SPS) i i , %} ESIA 5} %
W 5 TBTDD J7 & E 47 5 ik 5 Al
5. 1.1 HbRRfh g

TRE A ALEE A S TR AR S 0 i A
rh s ) LA SR AR BT 5E 2 AL B BOR L 8 1
W& 52 WS TR Z R L IF 285 TLR AL
BRI E R ORI B B AL AL e, 5] S N B
TE PERATIE. R TR 2 AL S ATEOR © A8 T 425
LA LR T TEF | 3t PRI R A L D v R ) 4 40
WA Bz . 6 A BN DL B [ A 5 B
XHPE gy SBIEEE V& A ESNERETRES
MRS, U 3e E W) 43R 2 &4t (Navigation Satellite
Timing And Ranging Global Positioning System,
GPS) &% Wy 0 4% 1% 48 B & 4t (Global Navigation
Satellite System, GLONASS) . [k #| £ il F] s 2 45
(Galileo Positioning System, Galileo) DA & #r [FE ik
3L TR S & 5t (BeiDou Navigation Satellite System,
BDS) 4§, H AR ¥ 2 52 3 4 3R [ i 3% 22 SR L
e BE A KA A5 T A DR IESE 57 A B2 5 52 B
P& 28 TR E L R Ge 1 HA A% 1 I 1] 14 BE 2K

AT Ry TR SE A R G AR BDS TR AE
T SN 58 B A A S 1) T AR B 0 L
Z5{5 . SPS B2 A iy S i A SRR B IE
1T F Wk 3 57 41 (Board Support Package, BSP) 5
ARG FEZ B Il S RALERZREN
F8 At i A A i R
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SPS #k {4 BE A] F| F§ BDS 3 38 i #F 65% (C %) 3k

A7 A 37 AR L T ) RS S 0 B R (PR 4T A Ret_Inf C“PPMli C“PP—MZl

fif . E R PR SEAT L R B e, HEH A M1 M2 Ret_Inf!

Wil P Sy =K. k. SPS i fFH A C.P-M1 LU Reo_MLInf? |

J P-M2 = v it B =0 e Ak, SPS # ik B reset (t)); ca,)p(%PEI.m?

S1.S2 A~ TAE B Bt . 76 AR [ T4 B B 79« AR AR 32 47 e mamp 2T

o i) £ B4R A D40 S S5 BT 1T B = Coptr w122

R, AR T RS AT S8 1 8 L T 0.

(1) S1 BBt fE B BN . SPS 8 F 1 e i A
P-M1 #5525 76 B B 18] 3 R 42 03] BDS TR fF
S0P = P-M2 L

(2)S2 B Bt. SPS # Al GE7E P-M1 = P-M2
PR BT e ST BB A S2 B B FEIGIE LR L
TE S2 W Be W EA AN [F] 1) 2 o7 fife S A5 X U 46 SR g L
HUAT AR B TES &

@ S2_M1:SPS ¥ {5 Sk A P-M1 8L, 4578
FIL e (A N 2R B2 U B BDS T {5 5 578 RIS i [a)
N A 58 B E LR B W 7E P-M2 55 C #8227
Yl ;

@ S2_M2 . SPS ¥ {5 Stk A P-M2 #4578
FIL g (8] N 2R B2 U B BDS TR {5 5 57 #IL 5 i [a)
P 58 B E A ff B30 U AE P-M1.C 5 P-M2 #iZ
CIEEEZN7IE: S

SPS B B A LA B [H] 755K

(1) SPS-TRI1. £ P-M1 ¥ F , v 7E B [a] X [&]
[t st INBRIR D AR5 5

(2)SPS-TR2. #£ C.P-M1 5 P-M2 #=XF ., b
FEIS B DX ] Loy o 2,0 J P9 58 € L R 53 5

(3) SPS-TR3. 7 C.P-M2 # T, b 78 B [7] [X.
L s st, s JNEEW PR S

SPS ¥ F7E S1.S2 B e T iy ESIA A1 an 5] 7
JiR. Hoi  Reo_M1Inf 47 42U P 91 th 41T 15
BsRer_Inf 17 KR [l T2 5 Wi 44 s CapP _M1,
CapP_M2 5 CapC 47 R4 5k M1 B 420 P
i R M2 X H2 0 P DL Je 50 C s Exe_Pos
A7 R AEAR LA 2T AT 58 L i 550 s Ret _PosIn f 170
IR A E LGSR s Ret _ExcInf 4707 3% 8] 57 % 5 B H
W action_E RIRAT R action 1) 575 AT 4 35 51
SR LS YN Ve S

TE SPS B Fiz47 1) S1 BB CAn &l 7 Ca) flr s )
oA P-M1 #50, Reo_M11Inf 42K P 4] If 2%
WER 515 CapP_M1 20 P S, Hy Ret_Inf [n] ]
JHIR RN B S UE . 25 76 E B[] Y R 42210 3]

P a5, W5 A4 0% CapP_MI1_E, 1 Ret_ExcInf

CapC?
\ ° ° Ret_I 7‘ ! /
Ret_Excln f‘l Rev_M1In jT Ca ch
(a) SPS_STHH
Cap(‘,?i Ca pP_Ml?l Ca pPM2?i
4 RetfP(?’Inf! N

reset(t,,T,)

reset(t,,T,) t =Tt
, .

Ret_ExcInf!

reset(T,,T,)

CapC_E;

Ret_PosInf1
\ reset(T,,T,)
Ret_Posl n»/I Ret_ExcInf
(b) SPS_S2_M1#5%!
Ca pC?l CapP_M1? CapP_M2 ?i
@
/ Ret_PosInf! \

reset(T,,T,)

reset(T,,T,)
{esel(rg,rz) 39Ty

Ret_Posl an Ret_ExcIn fI

() SPS_S2_M2 &

# 7 SPS_S1.,SPS_S2_MI1 FII SPS_S2_M2 #& 5l
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i 1] 54 45 5, SPS R4 2= P-M2 i, 78 P-M2
BT CapC M C L, gt 515 CapP_M2 $UK
P 5. Jf i Ret_Inf & |91 FHLAE B

1t SPS A2 17HY S2_M1 By Br (&l 7(b) fr
R E A P-M1 B, CapP _M1 421 P 14,
Exe_Pos 047 E N5, B Ret_PosInf & [B € i
BEIR . TE L E I [E] A R B ) P A, BT B E I
[F] PN A 58 B AL AR 5 ) 0 53] e A8 O S Cap P
MI1_E fl Exe_Pos_E, ] Ret_ExcInf iR [0l 7% {5
B .SPS # bl ¥ &= P-M2 10, 78 P-M2 B T,
CapP_M2 U P 14, Exe_Pos $047 % { fif 5-. th
Ret_PosInf & [l & {745 Fe. 5 78 WL I [R] Y R 45 1
B P A, BTE R E I ] A R 58 i 7 A S 0 53 S
NS0 CapP_M2_E Ml Exe_Pos_E, | Ret_
ExcInf & 191 54 {5 & . SPS #AF U0 2= C B 12
CHIA T, CapC W C 1, Exe_Pos $AT % i fif
B 1 Ret_PosIn f & [0l 5E 37 45 F. 25 16 WL I 18] A
ARAEWCH) C 85, 3 7E L SE I 1] P R 58 1€ 17 i 54
oy 3% AR X CapC_E #l Exe_Pos_E,
Ret_ExcInf & [ 58 7 & » SPS 8 A 1 1k U] 4 2
P-M2 #3.

SPS Az 1711 S2_M2 B Bt (ANl 7 (o) fir 7m)
15 S2_MI By Be AL, X B 7E T SPS B 46 B 5 ik
A P-M2 #50, IF 78 P-M2 #50 P-M1 #3015 C
32 [E] 478 FR D) 4.

T\ T g T g N R AR i 7R SPS Bt A iz
Bt vp, ol 5 P-M1 BT i) RS 5 3
Wems i), 7 3t 3¢ C.P-M1 45 P-M2 #E0N i % £ i 55
] 73l 3% C P-M2 BT 19 TR AR 5 B nf [a).

HRAE SPS #A4: i I 1) 7 5K . 3508 I ] 29 5
W

SPS-TRI1. D_Cstr(t))=[t, 1 +t, 113

SPS-TR2. D_Cstr(z,)=[1t1_ 5 sty ];

SPS-TR3. D_Cstr(zy)=[t, 5.t, 5.

TELL B [ 2 R Z 8] A AE LR AR E &R

(1) Path(t,)Z Path(t,),D_Cstr(z,) 5 D_Cstr(z,)
fEMHFE.C_Dep(r ) 1<y 3

(2) Path(t,) & Path(t,),D_Cstr(z;) 5 D_Cstr(z,)
&R . C_Dep(ty 7)) :7,<7,.

5.1.2 AT A BRI

AT i BRI AR A T ) H FR AL 2 52 9 05 B
Wb AT. FER KB R SR BUS & &
BAR TR A 4T H 2 $iE i 2 S i sk
PEPAT 7 41 55 AR R I ) 45 5 S 4 3O BR 1 04T 1 B

A& A by B L] e A I 1) o A B

iR AN 21T H B R A7 — RN B AT IE
B NEEER BT a5 R o BB A I AT S5 i
F G0 Y 3 A SRR S B AR s AT A P R 4R
B AT B e R e fEis T Hak b Jf vl o |
B AL L B 1 AT

AT Fr B & BT 2L — o B . LAGE R 15
AT B Be B A A [ R A% Oy Ja 22 48 v fn s — 4k B
P A AR LI B rp SR AT AT Fr B OB S
/(1

(D) K. 76 ST BB, DL B RS
PAT B BOd skl 50 7E S2 B B, LLEE A S2 B Be 4]
TR R SR A5

(2) A pi TR skl s P IR M R is T &
1 CYFRR TG 4k A7 ) BR324 8] 240 R B B
BTG RS B W BRAT Bl sk 20k

(3) FEALER BER. M ke s TP I 2 3k
G IR 45 18 1 PR AT 13 AR 1 26 3 55 All-Loop-n/
All-m-Loop #EW B, $047 F Brid sk & 1k

D RKFESR Y PAT R BERKEE K E len B,
len€Z " AT H Bl A UE.

Horbonom 5 len B W] R4 FR0F BB L &2 %
JEE VA e R I Bk B . EAR T kB e S
m WEUE A 1, 35 SPS_S1.SPS_S2_M1 5 SPS_
S2_M2 UG IR I BRAFAT S RN R L & 0 T A
W ERE (D (25 GO MPIT AR KK E R
9 HCBE Len WU A 9. 7R AT v B B it s
A TE H AR B v A 4 B S A BT > R RAT R
BLRBMFA MG ER Kt RS ) F1 4 ik AT A Beid
IR IR A B R I AT B B

Syt TBTDD Jy 2 i i J ik b 46 00 B ) #4742
%5 MR A P R DRGSR &. &
H BDS RG Y& KA B SPS B 1Y £ Wiis 17
BT R OL T S Frgkiz 17 SPS i e B B
JAE S1.S2_M1 5 S2_M2 %[ B 73 ) $& AT
Bo, M SR B AT 7 B W 2 4. 1. 1 45 Hr rad 1Y
ESTA 5 R1AT 75 i WK DLORIERS I T AE () 78 53 1.
5.2 XWHEREHM

AR ATES *F- & N & (1) TBTDD J5 ik, #
FHUS S IR $0AT v Be 4 . 78 SPS_S1.SPS_S2_M1
55 SPS_S2_M2 HiRI Z b iF 47 8K A4 38 47 B A U
FEBAT R B 4 Ak b K 0 45 5 K TBTDD Jy i
5 Andrés.Morales fil Nanez 2 ANV 3 B 3L T
s ] AS 78 50 (149 IRF 37 G B3 Gz 0 35 35 (Timed Invariant-
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Based Defect Detection, TIBDD) #£17 [t %%. 5.2.1 AT R B4

Andrés,Morales 1 Nunez % A 7E B} [6] 4 FR AR
ML A (Timed Finite State Machine, TFSM) %t
fith b, 22 SCT B ) AN AZ i (Time Invariant) , X 5 @
FE/ AT 0 F B A R R R BEAT A IR
A by B G 00 £ o D0 A B ) AN A s e R —
2 (1] X (7 R 1 4 5 A7 e 91 b 4% AT 55 A AT IS
], HIE Ay F 5 — 45987, LAl F Andrés I
Morales & A4 i TIBDD 5 I 575 . % 3 438 17 i)
Fe AT RN . 2 PAT R B 5 i AT A e 41 R ] A
S R — U B 5 5 AR O3 ) ORI o B ) 2k
B AT R R AT R B R [ R AN AR A i
i iR By B S B P g

TBTDD J5i 5 TIBDD 5Bk 2 XG0T -

(1) I} e e PR 1 4 ik 77 U [A]. 72 TBTDD J5 2%
rh L SR ] ESTA A5 3L 4 78 Bl 45 A 1) I e A 4
R G F B Al ASE AL I AE TIBDD 583k oy, DLAS [A]
AN 7 S AR AP R A T N YRR L B R B — I
J BB R 43 5 aE SCAR I 1) Bsf [i) AN 7%

(2) BAT I P WA I 3o B2 A 6] TBTDD J5 ¥ 4K
P AT Fr B ] 52 o D) LA B b P e 1 T A e v
W AERE I R ESTA BRI | K 30 PAT P 4104 7
F1R) B T A5 S 2 75 0t 2 I 18 T 85K, T 2 90 A
INp PP 5 . TIBDD 53 325 A 408 930 SC RS I 8] A A2
LRI PAT A B i R T S DA SR T
A B ER.

(3) R A 000 ey i s 26 7R AN ). AR 91 (1] 249 R AH
SN M AN B B 23 B 25 5, TBTDD Jr v 7] & B
i S N7 B[] 249 5 3 S AH O B[] 24 B S i e
FUER UL B S H B Ak SR 15 25 OB I i e 7 A
TIBDD B0 55 Hh 5 A X st (1] 24 BROAH 26 2 LA B 5k
B AT AT BEAE A B I Rl B R AT R G840 A L
oAU SR St i PO S ) N YA ST ES 7SS = RO Wi a1l

(4) I e A 0 iY 2 5 ¥ LA 6. TBTDD Jr i%
J— i A I Dy vk L HG R I S BB 5 D A A
ESTA #57 fif 6 5 i) 4 50 i P 5 115 B BE & & 3
R I I R R IR BRAT i B RE A5 A i A
AT 4. TIBDD 55035 W 58 22 M 0 4 7 I e i
BORIT AN, 68 A5 K I K T00 ] g s A A I ke 7
PAT B B 4R EC, 38 B T B[R] AS A8 1 0 LI YA

HF TBTDD Jy &5 TIBDD 8 % ) TAE H ¥
AN 5 A AR [ o 57 S 36 o A5 e o ASXF AH G 5 T ) S 4
4 R .

FESC K A T E SPS B fFiz Ty S1.S2 B Bt
e — R I AT A BL B - A SR U AT A BEAE 2
bl R T G I R SR AT A B M BR A
14 Be JbsfsE ST B Bedh AT Jr Be 3 4% sk 1 s
S2_M1 Bir Bt AT A B 15 4% a3k 2 i s S2_M2 iy
Bep AT HrBE 15 4. o, S2_M2 B BT B SR S
S2_M1 By BEA.

z1 SIMBEHITHRES
A2 AT R B & AT 87 5 B
1 Rev_M1Inf? /CapP_M17 /Ret_Inf EH#
2 Rev_M1Inf? /CapP_M1_E? /Ret_ExcInf! 5%
3 Cap_C? /CapP_M2? /Ret_Exclnf I
K2 S2MIMEHITHESE
B

PAT R B 3 1947 0 7 5 KA
1 CapP_M1? /Exe_Pos; /Ret_PosInf| 1E

CapP_M1? /Exe_Pos_E; /Ret_ExcInf
/CapP_M27? /Exe_Pos; /Ret_PosInf

CapP_M1? /Exe_Pos_E; /Ret_Exclnf
3 /CapP_M27? /Exe_Pos_E; /Ret_ExcInf SR
/Cap_C? /Exe_Pos; /Ret_PosInf|

CapP_M1? /Exe_Pos_E; /Ret_Exclnf)

4 /CapP_M27? /Exe_Pos_E; /Ret_ExcInf SH
/Cap_C? /Exe_Pos_E; /Ret_ExcInf|
CapP_M1? /Exe_Pos_E; /Ret_ExcInf)

5 /CapP_M27? /Exe_Pos_E; /Ret_ExcInf S
/Cap_C_E? /Ret_ExcInf|
CapP_M1? /Exe_Pos_E; /Ret_ExcInf

6 /CapP_M2_E? /Ret_ExcInf! /Cap_C? B
/Exe_Pos; /Ret_PosInf |
CapP_M1? /Exe_Pos_E; /Ret_ExcInf

7 /CapP_M2_E? /Ret_ExcInf! /Cap_C? SH

/Exe_Pos_E; /Ret_Exclnf)

CapP_M1? /Exe_Pos_E; /Ret_ExcInf)
8 /CapP_M2_E? /Ret_ExcInf! /Cap_C_E? B
/Ret_ExcInf!

CapP_MI1_E? /Ret_Exclnf! /CapP_M27
/Exe_Pos; /Ret_PosInf |

CapP_MI1_E? /Ret_ExcInf! /CapP_M2?
10 /Exe_Pos_E; /Ret_Exclnf! /Cap_C? B
/Exe_Pos; /Ret_PosInf |

CapP_MI1_E? /Ret_ExcInf! /CapP_M27
11 /Exe_Pos_E; /Ret_Exclnf! /Cap_C? L=V
/Exe_Pos_E; /Ret_ExcInf!

CapP_MI1_E? /Ret_ExcInf! /CapP_M27
12 /Exe_Pos_E; /Ret_Exclnf! /Cap_C_E? SH
/Ret_ExcInf!

CapP_MI1_E? /Ret_ExcInf! /CapP_M2_E?
13 /Ret_ExcInf! /Cap_C? /Exe_Pos; S
/Ret_PosInf|

CapP_MI1_E? /Ret_ExcInf! /CapP_M2_E?
14 /Ret_ExcInf! /Cap_C? /Exe_Pos_E; /Ret_ S
Exclnf')
CapP_MI1_E? /Ret_ExcInf! /CapP_M2_E?
/Ret_ExcInf! /Cap_C_E? /Ret_ExcInf
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T AT 750 B9 A U I R S A 2651

DL AT B B AR BE AL & IR H BT R B i
SHE R R B B R R H AR R R 45 2K B T R
DA S i e Ak B T SR AT A . A e 2 S0 I A A
o R RL AT R BESE L DL SPS_S1,SPS_S2_MI1
Y5 SPS_S2_M2 LRy JEhilh . IF & AT A B DT e L A
ORI ) 24 B 43 B LA B IsF e S50 g A 00 45 A L DA ik
TBTDD J5 ¥ A %k
5.2.2  BRBEKI

Fe sk . 68 TBTDD J7 3% 1Y I e Bk B A6 I B ) it
Fr 9 UE. R B4 I P R B B0 45 5 S ST I ) 2 5
S Ak PR R L i S AR O I TR) 29 R DL M i
TFI R R R SRl R R YL AN SR 3 R B X A A
WCBE R AL, A3 A A T 2 T FE 8 . A % TBTDD
7 1 RE A I A A I A DO I S R 0 A B R
7 A BT S 2 A L A A AT O B IC R AT 8 B Y AR 2
REVE B L K 38 TBTDD J7 i B8 15 A5 I A1 B Zh fE

5 S5 v 3l 7 I B A — &R 5

B 2
o .

xR 3 PR GR B A I RE

i [ 25 28U i 7 i A TBTDD ;i J;  TIBDD £ &€ 1
o5l AE SL BB R EUAAT B B Rev_M11Inf? /CapP_M29 /Ret_Inf .47} CapP_M2 51 5 K K
o B, 45 A= 5 p 9/ e 'y//«._ s E; / C, B ? - -
T
1 S1 BB, CapP_M17 AT I (B I F D_Cstr (i) 1T B K K
7€ S1 B Bt Cap P_M17 [P AT S (8] & F D_Cser(z) Y LBR K K
TE S2_M1 B Bt . CapP_M17 AT K F D_Cstr (o) N FR , CapP_M17 $147 K %)
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Background

Timing constraints are critical to real-time embedded
software. Mission-critical and safety-critical systems, such
as avionics electronics and high-speed railway operation.
usually have hard timing requirements. Temporal defects
may cause runtime abnormities, even disasters. However, it
is hard to verify and validate system temporal correctness
when there exist multiple timing constraints with complex
inter-dependencies.

Temporal defect detection using timed execution trace
has been applied in verification of timing characteristics. It
aims to reduce the impact of test environment and test
engineer while enhance effectiveness and maintainability of
temporal testing through formal method. The paper proposes
a temporal defect detecting method using execution trace of
embedded software. A model called Extended Semantic
Interface Automata ( ESIA) with temporal semantics is
designed to capture timing characteristics including time

variable, timing constraint, and reset action. It assumes that

with sufficient domain knowledge, the model can provide a
formal description of the expected timing characteristics that
the software exposes. Execution traces with time information
are extracted in running environment of target system, and
correlations between timing constraints on execution trace are
analyzed. Both normal temporal and temporal exception are
checked based on analysis of constraints along test paths.

Experiments are exercised on a satellite positioning
system using BeiDou Navigation Satellite System ( BDS)
signals. The execution traces are extracted on an in-house
developed environment with target software. The ESIA
model is built based on timing requirements of target software.
The detecting effectiveness and efficiency are compared with
other formal testing methods such as temporal defect detecting
using timed invariants.
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