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Abstract  Batch auditing is the key technology to efficiently verify data integrity in the cloud

“invalid files” attacks.

storage service. However, the batch audit schemes are vulnerable to
Searching invalid files brings heavy cost and the search speed is slow, which seriously affect the
availability and efficiency of batch audit. Especially, the system still has to run many batch
auditing processes to search the invalid files when there are only a few bad files in them. It is the
common phenomenon in commercial cloud storage service, which generally does not appear large
area of damaged files since the provider may try their best to avoid the worst case. So we focus
mainly on the batch auditing with only a small few of invalid files in the process. To solve this
problem, this paper proposes a batch audit scheme with fast searching invalid files (FSBA) in
cloud storage service. Through establishing the relationship of batch audit process, this method
changes the calculation of right child nodes of binary search trees in order to reduce the number of
Batch Verification (BV) in the whole the search process. We can get the results of the right
nodes by lightweight computing using the intermediate results instead of running the heavy task
of BV. If there is only one invalid file in a batch auditing, it may waste a lot of times by using the

binary search method. Because it has to follow the search path to verify the validity of the nodes
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until the leaf node, which only contains the invalid file. By executing exponents test in batch
audit, our method can finish the search of the sub-tree containing one invalid file only through an
audit. It can effectively shorten the sub-tree search length. If there are more than one invalid file
in the sub-tree, it can result in the failure of running exponents test. In order to significantly
reduce the impact of the side effects, we propose the hybrid method called hybrid binary fast
search (H-BFS). According to the historical query information, the hybrid search method set the
depth of exponents test to reduce the cost of aggregation parts of invalid files. Based the exponent
test depth, H-BFS can timely prevent the auditing system from running the exponents test. And
H-BFS also can find the invalid files as soon as possible when the invalid file exists in some
sub-tree. In addition to this, we also propose the security design for the scheme. Through adding
some random values in the process for generating proofs, our scheme can effectively resist replay
attack and forgery attack. The design also can ensure the security of batch audit, which the batch
audit is passed if and only if the files are all valid. Security analysis and performance analysis
show that our proposed methods can quickly locate the invalid files to efficiently resist the
“invalid files” attack. It ensures the availability and efficiency of batch audit scheme. Compared

to simple binary search, the number of batch audit spent by our methods is reduced by 30% under
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the scenario with small invalid files.
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PR AR =0 12) iR
A, =DP!ee(—TP,,g" ) v e(H i s )"

=DPyee(—Fk +TP,.g" ) se(k *H s phoi) (12)

SCHFIESE X SR A X B RARHIE [ A"=EBV(X)
PR AR A= (13) R

N N
A=][Ai=e(—]]k TP g")-
k=1 k=1

T[(DP:eCh ~Hopas pl))  (13)
Al=A".
CHSCIESE X S X={ X hiennm T A
RPN EA RIS BT .
(1) ¥ 6 K8 3 (0) 73 i 5 A = [ Aus
=1

MR 1 AT AL, A= [ A FE3I0. 5 [ T] =1 0,
el

A=A,
(2) k8 A'=EBV(X) . = (13) 5
o e 3 175

N
A=l Ai=]]A;
k=1 el
BRI Y 1] =1 B A" =A]=A",
L L
() BRAFEA=[[A 4 A =[]An,
1=1 =1

FRUH L RO /D X TBRGIR LA
FAAE R X =D AEAE AN RO

T T B UE LR IR R ET-J ud ge 1 (XD 3T
SR

(14

(Df X ERySskE L7 s b E
ET-Judgel (X)=EBV(X);

(2) I X 35 SR W Judgel (X)#1, 1154
XMWAZT A ET-Judgel (X)) =EBV(X,);
% Z ,return;

G EAE T BRI 45 Al v =
LW ET-Judgel (X)) =Aly,0=AH v F13%
Z A ET-Judgel (Xp)=Aly i1 =AL /Al o

FeF R M — A 4k 5 ik ET-BFS $2£1i 578
BT A A RACT S) T R AL BRART —r
R B L b — 2D T L OB Bk i
.

&£ 3. ET-BFS(X.V).

WA Sl NASSCHIESR A 8 4 X ARG V

i SRR B 2

/125 X LS 1A SO ET-BFS 55 3 b B8 3o 72

1. IF N=1
2. I A=Judgel (X);
3. IF A=1
4 H it (True) s return;
5 ELSE #i i (M, ,P,), return;
6. ENDIF
7. ENDIF
/738 X A 24 SR ET-BES 54 19 4 i 72
8. IF N#1
9. E A=Judgel (X);
10. IF A=1
11. 138 1 (True) , return;
12. ELSE 18 A'=ET-Judgel(X);
13. RS A/éﬁA;
121
14. IF 7718 L 22 1 X
15. W (M, ,P,), return;
16. ELSE IF N=2
17. i th X

// AR H RS 4y 3 X, AT ET-BFS /33 H 98

18. ELSE # A9 23;
19. ENDIF

20. ENDIF

21.  ENDIF

22. ENDIF

2. pRINR X AR 2 AT W RES TR X &
A [n/2 1 A SCOHEHE % A7 2 F 05 8 Xe & A /2]
A SCHEIESE X 5

S A SRS VA S PSS S

24. 1F ET-BFS(X, , True)

25. 8 ET-BFS(Xg,True);

26. ELSE i ] ET-BFS (Xk,False) ;

27. ENDIF



10 4 FRENE . 2 AF Al SRR R SOOI PR A A Y At O ik 2345

@“mviﬁ:%% M={M,,M,, -, M} EPﬁﬁ
A T RICCMAM, s My s My s My s My b 72 SCHFIE S
Xﬂ‘%% X={X, 9sz"‘aX16}q:'>l%7“Xj‘@FK$ 5 /l\gi
RO R X, Xy - X X - X ). S 255K
J& R A ET-BES J5 2 1 45 ) & 8O i i 2 an 18] 5
F7Rs 5 B ARAT 5 AL B I RO (X X e
D.CTRIND. CRY. CHEIIY. € IND. CBY. CFP. CFP. (R IND. €3V, ¢TI
X X b A X, X b

EA)=
,,,, Y
WE (X
. T
2 o
?ﬁ?}z’ {X]:v X5 Xi} {Xs,Xanyzs} {Xq,Xm,H,X]g} (/'4\/(\;'\.‘|
\w:’ S
(@ kaucti s QIERT A O hltis] X X,

El 5 ET-BFS & il &

3.2.3 IRAMr A7 2 (H-BFS)

ET-BFS Jy i TR 8CcF > B 807 9 1g
s AHAE RO REA ET-BES Jrik A0 BFS J
AR I AR SR — iR G R R AR S A PR A
W15 (H-BFS) 3% 5 I AT DAAR G- ) FH 2 45 0
TR I A AR 2R S ks I HL AT RARRAIR S 2%
RS SR A Ab 7 1) A iR

H-BFS J5 02088 % — o & R4 &
P2 ASE o 247 A R JZ T4 N 0 JZ2 )5 «a
2 ok H ET-BFS J5 325 10 R U0 5 5 230 50 A
a+1 255 [log N'| 2. R H BFS J5 ¥ #5 ) 2k 4L
A

B o JZH AR A D A SO IESE X
H-BFS Bk R T,

#ik 4. HBFS(X.V).

WA TAH NS NES X ek V

i dh s KRB R

/7% X PAUE A 1A SO H-BFS 53835 19 4b B 0 73

1. IF N=1
2. HE A=Judgel (X);
3. IF A=1
4 it 8 (True), return;
5 ELSE #j H (M, ,P,), return;
6. ENDIF
7. ENDIF
/)% X HEH ZA R, H-BES 58k i) b B8 5 7
8. IF N+#1
9. B A=Judgel(X);
10. IFA=1
11. it 5o (True) s return;

12. ELSEIF | X|=D

13. 8 A'=ET Judgel(X);
14, IEEy A’éﬁA;

i1
15. IF f¢7E L W 2 B 3K
16. Wi (M, ,P.), return;
17. ELSE IF N=2
18. W X
J/EE TR WU 3 XL AT H-BFS (938 059 98 H
19. ELSE % A 43 25,
20. ENDIF
21. ENDIF
22. ENDIF
23.  ENDIF
24. ENDIF

25. PEINKR X NEL 2 AT VR EBT R X0 &
A [/ 2] SCHFUESE 3 A % F 5 8 Xe A (/2]
A SRS X 5
/IR W ZE AT TR RSO
26. IF H-BFS(X, , True)
27.  VAH H-BFS(Xg.True);
28. ELSE i ] H-BFS (X ,False);
29. ENDIF
@Jﬂn JC#%% M= {M,,M,, -+, My} '43/5‘7€
TR (M, My My Mg Moy 78 ST UE S
MG X={X1 Xy een Xoo ) RS R A 5 A2
BOFUESE XX« X2 X0 Xy X ) RT3
J& K H-BFS J5 ¥ #9453 28 30O i3 2 a0 14 6
PR i BEARAT 6 WCHE B T AR O (X X ey
X b AX s Xo e X b XL XS X X0 X X s
X o X b A X X (X )

PHUA -
" B T
H1Z '\Xle) %

4

>

e € @ﬁs/ 8 TL
a2 (OKLXX) (XX (XX, 8L X0 oy
PR LNy
42 & 4

[©@%xHE OERTA OFmtisa]  x, X,
& 6 H-BFS #4853 72

1EAp]H, H-BFS t ET-BFS Z #4717 — kit
A, {0 H-BFS fl ET-BFS i & FF 454024, A K
H-BFS {55 3 J2 55 4 20T VA 5 00 48 5k
. AT LA H-BFS J7 ik 38 A SR PN R &S
PRI S I 0T LU D Rk S B A AL i A R T
B A KB R B, H-BFS e ET-BFS
WH TR L R R i T B . 9F & T BFS
A K R R A 3.
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4.3 HEFITTWZEELSW

b W T R AT REAFAE 2 A4~ R RSO E A X T
Ziim - N B IBUNIVEIE SN EP NS Wy S G LT
Xof ELA AR DM A R SR UE A X B AR AT G I
PE KR PR UE T 5 e . TR TE DA SO
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I B

AR (8) S 3.1 Wit X P PAT S i
TR LA #
ZEh=e( [ T CGhia FID|D) supoe o g,

re(l.z) i€Q,

fHih=e( |] [ltiwg)-

re(l.2) i€Q,

[Tz =11hCkiw - FID| i) ¢ aor " or

i€eQ, ieQ,

R R 2 A M 55 2 TG 3 3R A AL R e LA AT LA
R 2 b xCAE RS ) SO IEBEAE B W] fh .
W UL, A B A ST, 2 B ALY SO E B X
(DP,,TP,).(DP,,TP,) Al L4yl E i & 1. jEse.

5 MEESHT

A SO S i i e KAk o B 7 % MCTE AF T B A
TER TP RO B 1 ] B 7 Ay 4k SBS,BE T 4H B A
& MBS J5iE AT Bt RE 22 7. R e LB T
JET R GE I AE L SL IR B ip XS B T iE AT TR
I3
5.1 BEFHH

R T B AIE 2 v B ) e R L B = A
P51 = A IR 55 o R SRR B B IRE R C=
{ivobieq RO Vet - N B SCHE 80 K5 . Z 17
fift M 55 o A= OJF 3R o] B ds #F A IR R B P =
{(TP,sDP) }rerin ok ZBCH T XA T 5.l AE
TR N« QI lidl+1pD+pDH 2N «
| p L CRRAL I F AR Horp N AT ORI [ p | 2
B GG Z, FIC R B RN | id | S Bodls B bn i i)
K.

21T ARSI A By A 4k SBS,
THREFE A $k MBS Jy 25 (938 15 T 85 % be A 0. dit i
W RWOG A SO R E I 45 5 SBS J5 i 41
[ o W = T+ MBS J7 123 1 de A0 1 5t AU — 4> 2R &k
PEIAIR I L e 48 R 22 01 5 T AR T MBS J5 2.

x1 BEFHLER
AR RN/ L RE
N Qi lidl+1pD+31pD
Best Case: N « (|Q; | (|id|+|pD+1pD+4/N|pl

Worst Case; N « (| Q| (|id|+ | p)+3]p)+4/N|p|
N «(lQ | Clidl+1pDH+31pD

Ji AR
SBS

MBS

A %

5.2 HEFH
PR 2 35S A 1) T B T A R AR I T A i A
2 IF H A B3R G SR R R SR B
RN AR

HTE AT — AL & GO R N
TR

Costy = [3IN—=D+>3(2|Qc| —1) |« Muly, +
k=1
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N
(1+E |QI~‘ )'EIPGI +
k=1

N
(2 Q.| ) « Costyap +(N-+1) Pair,
=1

Horp Mul 1 Expe, 53 W R RTERE G B — A
e 1k 3 5 RHE B B B B R S Costaa, 2 M Ay R EL Y
THE ], Pair 378 718 — A XU M 4T (1 B[R] 3L
RAEXT Pair BRI Y KT HALGZ R, i F
Wig . Costy i f6 4
Costy=(N-+1) « Pair (15)
RBESCAF S N R B ECR w. 1 5 22
TEOLT A ) 25 9 3005 1 1T 53 TR 4 (LA X T 5
W] Pair B G03R 2 s, AT LLE Y, MBS JF
A TF RS B S MBS 7 5 05 8h IR 8 K (5
XiF A R A AT A H AT HE B H ) 9 EL7E R R A R R
WG MBS 5 224 B “ One by One” )5 R HUAT 0k &
. BFS Jy iR M 1 27 7 X8 T — 2 rydit
I BAR ET-BFS J7 3 047 B At & o 11 19 4%
WAk 2 5 AR A T IRSIKE S
T 308 2 HAUH 5 SR 14 5t H-BFS
J7 BT I = T BES ik, 2 A MR
2T SRR R ) JT 4. H-BFS Jrikigan 7 &
BEHCPL R A A7 Bk W RE 1O BB TS T Y
B/, & BFS J7 Ml ET-BFS J7 i 2 6] i — F 477
ES

®2 HEFHILER

AR HEEFF A (Pair)
SBS 2¢2M8 11 4 w([log, N —[logzw D) (N+1)
MBS 2 V/N+N)(N+1
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5.3 LWHERSW

T VRAL O ZE By PE R . A SCAI T PBC FE (pbe-
0. 5. 14) 5L 1 SRR 2R 280 2 i A 4 o5 o 3 it 7Y
F 4t FSBA I Hig 47 AN [\ & 30 S 2 1 J7 12 (SBS,
MBS, BFS, ET-BFS, H-BFS) # 17 % . 52 %, J& 7%
RFGRM CIEEHE. #7522 %800 Ubuntul2. 04. 3
LTS, Linux 3. 8.0-29 (x86_64),4x Intel(R) Xeon
(R) CPU E5502 @ 1. 87 GHz. N 77 16 GB, i # ATA
Hitachi HTS54501,150 GB.

WE G .G Z,ITR K/ 160b, B [ p| =
160, %4 e b5 AR KN [ id | = 50 by I 32 3T K /)
1GB il e K/ 4 KB BRI SO e KBUR R 12,

T 460 AFHE B DB AT 8 11, T A T RCE R
TERAS 22 [] 3% 31 -, — IS 00 S E 256 A 3
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I o= 3. MR AN [ A 36 55 325 1) 3 A B AT T
B BN S A 100 B L.

e 3 45T AR A SBS.MBS J ¥k (1 i {5
FEEXTEE. A SCTT i 5 SBS 5 ik B 3E A5 JE RS AR TR
A F MBS J5 2 19 55t 1 100 F1 B 25 4% 50 =2 [ . {5 AH
LK. AT SCHE R/ 1 GBL A S 3 15 T 4 2
A DA SZ 1. 385 A Bl SO B S R R TR
V7 2 96 OIS RS i B SO AT A I B Ok 2D SO
HEEI NG U R DI R N

R3 BEAHEIBLEARILER
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i {57 #5/KB 16 64 256 1024 1048
SBS 190 758 3034 12135 48540
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a3y % 190 758 3034 12135 48540
21MH 1 1 9 37 155

Bl 7 on T e 22 100 T AN TR v 350 i 4t it
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greatly reduces the data storage costs and effectively improve

the efficiency of resource utilization rate. However, data
integrity in the cloud storage is vulnerable to be affected by
cloud security incidents. Users can not confirm whether the

data in the cloud is intact or not, so that it becomes a major
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reason for users to use less or no CSS. Moreover, the “hidden”
damage data can weaken the data recovery ability which
affects data storage security. It requires an independent
auditing service to check the data integrity in the cloud.
which can eliminate the user concerns and enhance the cloud
storage security. Recently, several data auditing protocols
have been proposed, which focus on dynamic data auditing,
privacy-preserving auditing, batch auditing and robust
auditing.

In particular, batch auditing is the key technology to
efficiently verify data integrity in the cloud storage service.
However, the batch audit schemes are vulnerable to “invalid
files” attacks. Searching invalid files bring heavy cost and the
search speed is slow, which seriously affect the availability and
efficiency of batch audit. To solve this problem, we propose a
batch audit scheme with fast searching invalid files (FSBA) in
cloud storage service. Through establishing the relationship of
batch audit process, it can effectively reduce the number of

batch verification in the whole search process when batch

auditing fails. It also designs two other methods to improve
the search performance of specific application scenarios,
which has small little invalid files in a batch auditing.

Our team has been working on the research of data
integrity checking and has achieved certain results, such as
the delayed update method for improving the update efficiency;
the self-adaptive audit method to enhance the flexibility of
auditing process; the multi-proxies method to improve the
availability and relieve the performance bottleneck. This
paper is based on previous works, which designs a batch
auditing system supporting fast searching invalid files to
enhance the availability.
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