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Abstract Captchas are widely used in the login and registration of websites to enhance
authentication and prevent automatically attacks from computer programs. Captchas can be
divided into three categories: text-based captcha, image-based captcha and audio-based captcha.
Among the three captcha schemes, text-based Captchas are extensively used by most mainstream

websites for its large password space and simple interaction mode. Due to the wide deployment of
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text-based captchas, a compromise on the captcha scheme can have significant implications and
could result in serious consequences. At present, in order to protect text-based captcha against
automatic recognition by computer programs, text-based Captchas generally use a random combi-
nation of different security features, such as complexity obstacle backgrounds, characters warp,
rotate and overlapping. In spite of researchers have proposed a number of attacks, text-based
Captchas are still being used by most popular websites such as Google, Microsoft, Alipay, etc.
One of the reasons is that the previous model-based attacking methods are scheme-specific. This
means that a small change in the captcha such as a noisier background, more overlapping charac-
ters can easily invalid a prior attack. The other reason is that prior deep learning-based attacks
require millions of training samples. However, collecting and labelling so many captchas requires
a labor-intensive and time-consuming process to construct. In order to address the above challen-
ges, we present a generic generative adversarial network-based attack on text-based Captchas.
Unlike previous machine-learning-based attacks, our approach does not require a large volume of
real captchas to learn an effective solver, we significantly reduces the number of real captchas
needed. This is achieved by first using CGAN to remove the background interference information
and stretch the character spacing of the Captchas. Then we use the optimization of segmentation
algorithms to segment the stretched Captchas effectively, and use Googl.eNet to perform single
character identification. In addition, it is difficult to obtain a large number of real Captchas at a
low cost. This paper designs a program to simulate these real Captchas for network training, and the
training cost is far lower than other existing methods and the training effects are the same. In our
experiments, we automatically collected 10 text-based captcha schemes which are widely used by
some of the top-50 popular websites ranked by alexa. com as of March, 2018. These websites in-
clude eBay, Alipay., JD, Wikipedia, many of which employ advanced security features such as
complex background, rotated, distorted and overlapping characters. For each captcha scheme,
we collected and labelled 200 target captchas. We generated 30000 synthetic captchas for training
the preprocessing model and the captcha solver. We evaluate our approach using the collected
captchas. The experimental results demonstrate that our generic attack needs less number of real
text-based captchas instead of millions to learn a text-based captcha solver, but the learned captcha
solver can greatly outperform prior start-of-the arts. Extensive experimental results also show
that the method proposed in this paper can successfully identify the Captchas catch from some
famous websites, such as Microsoft, Wikipedia, Baidu, Alipay, Sina, and so on. Furthermore,
the highest success rate of our approach is 70. 2% higher than the traditional methods.

Keywords text-based CAPTCHAs; CAPTCHASs identification; conditional generative adversarial

networks; character segmentation; non-interference algorithm

1 5]

][I

B ) AR 4 3 XA AL A 1) &
R (Completely Automated Public Turing test to
tell Computers and Humans Apart, CAPTCHA) , iy
N EEAMFIE K A58 A 61T 2000 4R FE H 3R
4 22 1 5L P 3% 3 v g iE i ke A AR 0 A A

o i T M 8% S A B 4K [ 45 PR Y AP RE A A0 K
H 3 e o™ 4 AR B2 B N TR L LA 1) 560 9E A%
AR — 2RI FE T 0E 1 B AR A« A 5 SCAR
6 U 1) 1 PR S B0 I ) 5 5 — 2 2 B 1 W o Y 3
R UERD . PG 50 GE A 58 A U B R b R
XG0 IR 1 26 3 S B IE L O 28 B TE A DU SR
VT FiC 15 7 o 4o, 35 10 B8R A S S IR AR TE . AR X
Foft 3 % B B E A 1 0k 5 X (HUR A ) 58 HL I



1574 it 23 Hl 2% 17 2020 4
(B 0122 4 VR SR 58 w5 1) 37 5 v L 3 T Rl 6 I A R S JEPY B R TS BE AT R AL B A ASOR L 7E 5 B

ARSI VA i Sl SN I S o N 7 o € 7 A E 2
o] AR R T SCA S B E 1 LA 32 O
B 7 ) K L3 S8 N i A R S A S B
AR Z 4. A R TE Alexa AT B 2 BRER
B HEA T 50 1 L 80 U6 1) Xk FE B By L 2
YR s 5 D B8 R B R TR B Y e T 0 I A ok K A
B 3k Boads s H A A 3 ORG A B L ebay S TE N
60 %6 [ 19 3t 289 76 A FH SCAR 2B UE RS L PR U L R A
G SCAR I JIE R 11 22 4 P 0 BRI A% 4 36 E A A
J5E A E R AR ST TSR G R SO 4 B Y
B A Ry SCAR G I

Fie BEAFU] 3k B v o 5 o 0 A AT AT 0 L 3
A GRS R 5 125 1T 43 Sk A AR ) 0 AR 0 T
POl Ay B B e B AT R 0 5 T B A
% Chellapilla % A 0F 55 2 B, % 56 30F 7% 5
AF B 053 0 AT ROR 4 e TR o o 2R LI 00 TR
PO E AR DL 43 B0 o 3 3 — B 391 A 39 9iF 7 D
Captchaservice.org! "™ W3l I (1) 56 TE A% 4 14 6. AR
RAERTHERBL S E LT’ . FAA sk
i1 e e bRt 4 S O AR AR 4 BT RCR A BR. Yan 55
NP R R Ge it 0 07 1 ik 2K 56 TE A SE B T
fife. Mo SRS BT S T AR RS A = T
Pef5 B, FLLUBORR 0T 56 E 1 Sy B AR 2% T
Yan % NMAE 2008 A0 A8 R S ik i LR AT T o
W Rk 90 Y6 WA R4 B W LB FE 3k 60 %0, 7E
B PR BT 5 B A B X BT L T S A AR )
WL B X B R R SR AT T — 2P R O 1
VAL T A FUORG % S5 2 Bh B AR 4 [m) I X
ST HRAR B HEAT B O B A 1 AR A X a2
B UERD . Li & A3 2o Bl itk i 3 K RN R R i
32 1) S8 9IF 5 3E A7 A o L 43 0 o 1 SRR B 78 0%,
[l Gao 55 N b3 b Gabor I8 W 42 U7 44 42 )
H B8 R A R e A0 T A 2B 2 A 07 AT T
3% X reCAPTCHA 1 8 fi% #E 8 3255 8] 77 06, %t
T NT ST IAE B R B I8 — 2 H R 5
TES A B 78 5 2R BURE LRI 1 21, Wang! ™
K2 T IR AR T SO AR A8 580 R il fie B 30 K
VISR I UE RS, HLvERG R Ol 27. 7%, Yi AR NNl
— BN R AE A5 E AT DT IC 23 A 68 5 VR R 2014 4F 56 M
oA 36 TIF i 3 A TR o B R Tk B 88 0.

HET SCR R UEM 19 % 2 E 2R E R TG
SR ARG 4 P AN 2R AT ORAES X A 22 4
AR A A R AR BB T P R Gy A

a0 BT X B2 118 [ Ff L 0 S R X 5 < A5 il 2 T 4
I AF 3 BIOUE FE ) [R) P PR L T 4 I R AR A5 B

HJR o AR SE 3 A 7 T8 A iR Ak 2 15 RE 1 58
R AE SCAS 56 UE B8 1) 22 4 MW 7 AR SO0 3 — [a] gk
17 THRVE. Bk 5« A SO CGAN 7E 35 HLA
ST ] A ORI L R RS B 48 TET A I A
TE AL PR B B W vk A5 CGAN 2K AR A B9 36 UE AT
B — YRR MR 6 LS 58 UE RS A BTG T AR S A B IR
i3 505 URJEXTJG TP 30 UE A5 o 2 4 (R B E A5 i fif
AT Ay 43 0 B B i A3k 5 55 B ¥ L A% (] B B R
18 30 TE AL . 38 28 D6 Ak 4 5 1) 4 S 3R 1 %o T Ak 3L S 1)
B UEf AT 43 ) PR AR 40 B Z )5 B A AT
GoogLeNet FF47iH 1.

T REYALTTEN T EARER TG
KL AL e S FORS 4 00 59 TE A A AR 4 Y R )
ROR 0 H LR & H O LR T 0 56 TiE A R )
TR H] 86 V0. A 304 W1k 5 % 48 4y WIS A
L AT BN 25 32 B B0 TR RS A R/ R L
FEBE HERE A BE 28 O F AR S R R, B AR Y
e 3l P S R A ST B T A O AT AL
R TG0 2 O F AP R k.

2 IS EAH

A3 FR GEAE AL B Be A A U B Be o3 il
AT CGAN Fl1 GoogLeNet, A< 5 %f H 35 FLhil gf
17T B 4.

2.1 EHRRMHEZME(CNN) 5 GoogleNet

GoogleNet & 2 {if fix £ . 1) CNN Z —, CNN
L I AE R T T SR A 2 R R AN A%
fiff DR Y A 3 0 I 44 JUT 1D W 1) 2 B £ L TS A () 25 4
FNTC TR VR 14 1] L 3 B8 /8 1 I 245 1) it A 7 o
R S B H MY GoogLeNet N J& CNN # % 51 5
A58 7 I R R AR b B2 iz 5 o #E
L DOPR

o= () k407
ieM

FER (D 2 FoRRAFEE L 25§ A FRAE

L fCo R AR J2 BT {11 19 ST eR 8K, & 7R 2 R

o MR 7R i AR RRAE 1] ¢ 7 & 6 B i 3 v i 4 R

Fe ik o b, F TR IS N ) A B AE. GoogLeNet 1 {i bk %L

TR 2 RelL U, HAC# iR 405 (2) s
f(x)=max(0,x)

@)

(2



8 #l DR . — T3 T AR 2Ll R B 9 4% ) SCAR 2K IR Ik AR T i 1575

ReL. U A bt~ HoAth (1) BT o8 BOH B IR K355
PEFA T LALE 28 1 Bt TR AL A2 1) 3 24T
55 2 IR AT [ R A o R A o 4 4 10 AR5 AR 8T vp 3G
S A5 BRI S B W T R R R T TE A
FAB R AE TR TP 1 R FE s o B ] i ik =X (3)
7

xh=f(Bidown (x| ) +0b)) (3

GO 2 R L ZRE G AR,
Horpr down (o) $5 35 HUR B R AE BRI B2 AL R B
b; 2 fis EAH.

BB 28 X 4 10 1] 25 L 4 0 42 Pl 28 I 2% 05 %
H LA g P AH LA R D <3 0 i R 5 15
I RO TR AR 1Y) e (R P AR R AR T B
U7 ) FOk B A BB AL .

2.2 EAITIME(GAN) 5 & 4 £ 3 i W
2% (CGAN)

ARG R CGAN i A= B BT 1Y) 56 GE 75
CGAN 7E4f 7K GAN FAHE LRI 16 7 X i KL filf B
X R A2 07 2R T R AR TR R ST A Y
25 1) BEAHE ZR A AL AL 7 =X
2.2.1 AEWAFPMLE (GAN)

GAN Ry HE A 72 32 B I Y Ja &, Hoh g
0743 T A A AR ) ) e AR ) 4 1
TREESH a1 () R B Al i sy B R G ORI D
39 2 7 AR R Y A i) SO R = e g3 ] 3%
7~ BEHLAS B AN BB G (o) J2 48 A= il QR A A Al
(A o 38 A ) AR AL 22 5 i AR D(G ().
B HAE o Ji ) ) AR S AR D (o).

D(2) (@ D(G(2)) D(zly) [@D(G(y)
Ja) ) A A J) 590 =AY
00000 (00000 500000
- 00080 T T
A AL
L 0008w | |
00000 | {00000 00000

(@) A4 (GAN) (b) SR ES (CGAN)

1 GAN 5 CGAN Il 4k 72 &
T B R A AT 55 19 GAN, Ho AR pl 208 A i p)
il AR 2 % FE il 19 CNN 52 B GAN 9 25 A 1)
GBI B 2 T 5 1 1 2 I 24, A8 A 0 531) XA 7Y
IF S AR A A J AL Y Sy [ 7 1 R Ak o 28 I
I PR e /b 58 22 5 19 3 A H B oR 80T il ik

A4
1
Obj P (Op+0:)= _?Ezwpdmm [logD(I)]—

1
?]E:N,,:m [log(1—D(G()) ] (4)

KO = Tl o 535 Fm RAE TR E A0 pe (2)
8 BB BILAZ 5 MR AT T LS 0 A 1Y SR REA B ) R
AT, 0 R A B R G ()
A PR A AR 2 R ] SRR A G ()
A ) R A G AR A S R D(G () iR T
0, 177 A B AR Y ) 75 221 15 i th E R D (G (=) i
T LY A FLSBE o i ) ) AR R R
1% D(ao) 4+ 1 Bpm].

A [ 7 0 ) A A e AR s AR R 1 H b e 4L
AHER H: ObjC (0:) = — Obj® (0, 05) » I, GAN
(18 D6 Ak T 50 R T A0 Sk — A A /N R AL ) R GAN 3 {4
(4 H A5 bR 50RT 1R Ry

Loawn(G.D)=E,_, ,[logD(z)]+

E.-) o [log(1—=D(G())] (5)

GAN BN rad B2 AT 45 A - Sl i [ 5 AR
AR Sfe 12 i 4 ) B A+ D (o) il D(G ) I R
BECRE P I ) ) A T A B e Al A TR A K
i GCO WA RO, 24 HAS U5 G it 0 531 =8 3L TG
2 X3 A BB B I R 28 .

2.2.2 AR EUXBT 4 (CGAND

L) GAN MG FENLIR P = ok A= iUIE (1 77
ARk B B 62 TP FE IR J). Mirza 48 A8 33 76
Az o RS Y 0 ) ) XSS A v i A 24 R AR A R fiff R %
()0, OB T 7 i W 2% CGANL Il 25 it 72 45 14
WE 1) H TR A T4 GANL,CGAN 7£ G il
D s BMA AR y. B 1) Gz | y) i d8E
BB RYAE 29 A A B 29 T A i BiE R0 24 R
5 ) o A 0 ) R R 2 S e A R R
D(GCz|y)). EAEARE « F1 29 3R 4% 14 5] B A 50 5]
TR I H 1 A AR D (| ).

CGAN By 2 ik FE A GAN (4 1 25 3k A5 A0 [
MR T 7 A ol A 7 ke A0 Ak 0 ) R AR [ 7 4 1)
SO TR S AN Ak AR il A TR AR Ak ) R AT A A — A
AR A AR S 1) 5/ e KA [ R, LA A H s ol BT
ikl

Lonw(G.D)=E,_, [logD(x|y)]+
E. -, [log(1—D(G(z|y)))] (6)

PR A 2o R e 224 ) 5] AR TR ) B A Ay B S B Al

x PN A F v B ) 3 = B0 75 0 45 2% 140 i %



1576 it <A

Hl

e i 2020 4

D (x| y) a3 T 125540 53 OB i g AR A= 1B
GCz| ) FIA R SRAT oy I ) 5] A AU 5 (5 15 25 1R AR
DGz y) LT 0, BUI AR a8 R ) 75 22
AR DG | y) BT 1,k 3 m A asor).

3 RERITEXH

BT RS RS B AT T b A
DU 20 A 28 G o] 4 3 6 B BE ik T e 5 E
P[] 7L
3.1 REFHER

WK 2 R GEHEZL I I 7 A SO 2R S84 Bk
fith b B AR 3 O FIUAR B A O3 A U = A B
BN BR. SR BB 4 A R A B S BR
WAL PR Z IS R RCR AL

2 rp R GE kA O B9 RE B IE AT L 7R AR IR
Ji P B L B[] IR L7 R B G — RO I e 4 g K
JIE G K R AR A 3 AT 9 0 B30 6 0 T 1) 45 1) 52 )L Xof
TEATSRTHRGE R NWEIER, A SR T T —Ff &
B H A% 3 18 F 0 & 4 M 4% (Remove Background
Interference Network, RBNet). Yl Zxig1y 2= T P 2%
(RBNet) BEBSTE & T P47 2 50 UE S 19 29 oK T A= i TS
THAE B IER. EBR T Y05 B 2 5 W 5d 3 7 4 )
IR i fef ) £ (Character Spacing Stretch Network,
CSNet) X 56 UE A H 8 74 6] B E 7 2 s DL e ok 1

TR B

i
|
|
W%ﬁ%@}ﬁ%%¥%%é}{ﬁ@?ﬁmﬁ}
|
|

#0345 23 ) B Bt CFS (Color Filling
Segmentation) 8 ik 35 Bk RN K S IANT
DA A 2 > o) Ak 3L 5 0 35 RS HE AT 4 HI R4
A CFS B85k X 28 3 7 A4 (8] BE 47 A 09 56 1 5
HEAT 43 %), % T CES 8853 ok 43 31 1 38 43 (R 3 i
CSNet F{H J5 SR A7 8 J TIOR3 1 &8 43D o i i 5 52
TR WU AR A B AN 2 4B B ) S 1
AU AT A A s SR PO K B ik 1R A 43 . AR 3
(SR RO R S el =i ) =i | 3 E R s [
(GoogLeNet) XJ “F4F #4771 » AR 448 35 ik % 7 4 A~
ERER R ELE O L T A S @z N A E

A3 & 4 f RBNet il CSNet Ay 52 BB 5 T
CGAN, 19 & # fff FH AR F 455 400 1) 360 i A5 4 Ry A AR 3
Tl %k, Y%k RBNet B, AR KA &S H T
S B E W bR 2 N TE T AR B A SRR A A AR
W R R A S L IVES 2 S Ve R/ R = NN E ATl
fith. CSNet NS DL 45 Kl % (9 30 UE RS A Sy 20 3 5514
DAAS B R % 745 10 360 91 A% 4 Oy W B s 4%l 2o A K
R K AR 17 A (A BE 4R B 39 UE 5. |y F CSNet
X A [E] BE ) A R BEAR E R BR T ARG
B8 X TC 745 R 3% B A 0 CFS 853 Je i AT 43
] Rl R 0 DU R = A A ORGS0 TR K
FEHETT 43 #). AXE T2 88 CNN, GoogleNet %
R 1 I R R ) DI R ] B S A Tk A
Gool.eNet XJ 73 I i BLA FAF AT A1 R .

FREFIN B FRAMB B

S
% -
|:|'_

=

Jde

K 2

3.2 FAEME

e LR RGN B ARSI R, AT R IARAE
LSRR A HE DL AR IR [ 8. PR AR SCIT ] T AR P A
LIS TEAD (Y A B R TR R KRB REAZ f5 L H]
A S B T AL Y B A A R 4% 4 )N 2. 2 N kU T
A0 3B BeAE W] LA om0 AL L R B T A R A
Pr A AF 1B B =I5 45 o0 FI B B g R 7 5

53

v —

KR

A G HELR ]

i NS [ 1S S N (O R TR N
3.2.1 BEALIRUERS A B

Xf T 2 B 28T IR A A B ) 2% 1 fiE
SE PR IR DGR, S T i I 2 B A v L TE N 2%
Y G i 75 2R W e RS VR R I Gh AR AR | T

(1) BEAE R 22 $0 ™ i #5480 1 By € Ha ik 31, 4 DA
SHRUNERSIE IR N N =R S AT T



8 1 ol TR 4 . — o T AR A R T T I 4% 10 ST 2K B0 R AR B T vk 1577

(2) Bp i ok B sh A0 72 5 4R BB T 35 4 %
(S N I R S OO ATl = O N I 11 B
TAE.

(3) RBNet 5 CSNet #f i 2 i 17 W& I 2,
RBNet 75 2 LA & T 015 B 89 5 Uk 65 4E Sy 15 B A
% ,CSNet 7 %2 DL TG 745 Kl 3% 1 3 UE 55 1E S 5 B b
2 A bR r KRR R4S FL S 5.

A UL B R A SCHH R b R e A S 50 ik
i 0 3 A AR S ok AR BB HUL 30 UE RS AR R I 2R AR

T A B SIS AT AT A SCH A B EE T
11 ANFRAE , AT A 38 R A 2 ml sl A 1] 3 Hp iy 11
FRAESEAT A, b 5 TP (5 B R IE A P .
5 KRR A LR I 3 S Th R R R
I X [8] Bl AT A
OB EER
@ T SO (BT
@ FHRKRAN: (80,95)

@ FHAHit: RGB(60,99,137)

® BT HFIRALE: (30,50)
@?‘?‘q‘fi‘liﬂﬁEEI‘i‘J (10,40)

@ FrFmE: (=3,3)

MR (—15,15)

© AR T

O FRFPIRAEFR: 75

OFHER: T, k@

B3 ESEI TR AL 43 BT

1 BB T RS IR R = b e AR Y AR
PR FH 9 B A% o e L4 - 58 B0 S0
TERS B T A AR5 AIE » R AR o] 728 46 1) 58 A 0L 96 TE A 5
T YU AR S A 2 A 52 B UL 06 TR A 1 B Atk | 2k
B 7 P00 S 5 05 A R 8 IR A 2 7E 8 B L g
UERS AL L BR T AR B R T A A
PRAUETC 715 Rl i

®1 BFENRIELBHRERR

FEFBHIAIERY
RUERS  SUSERY T eBEl ETHEE  EERE
RS IS UERS ERY
s peieoge RHRSURSS \WSEU WSEU
HE A9 e AN AIXC
BB Y FRgEFRy. mgeFy mgeFy

S8 AL B0 RS RO TR 15 B 30 R A B2 A5 %
AT B4 HABRRAE XA ). TE T 4015 B 5 s
FITC 7 A R 3% 30 TE 5 B - 4 1] R 40, A 45 i 24 4H
[i]. 7€ RBNet 1l Z5 ik B o, 6 58 B 455 400 56 1k 75 1
FINGAEA (B CGAN WL R &40 ¥ KT 5
BBV R W B bR 4. 7 CSNet 1l Zhad s
W T8 T VA5 856 T A5 AF Sk U1 R RE A 8 0 7 75 B i

B e AR g b 2
3.2.2 R wIAL

I J00 T Ak B0 5 7 AR A S — RS R B A
Ab PR 25— 3 Uk it )2 08 RBNet Al CSNet
EXATREE R B FGE S S Rl I N A AT
B e A= A 3 i 45 LU 3 R el 4 /) 2K 008 B 7
BCAEL e » X 2 700 () i 6 35T 9 O 1k AT
PR A/ IR UNIE 4 790 . K B A A BT ek /b
0% T I 45 19 52 0 412 v ) 295 ) 5 A 1

T » T > T
SR TR TR
(a) EIGUERY (b) &— R~ (c) KM ALH
K 4 migImAAERER

3.2.3 EBRTHIEE (RBNev

o T2 201 5T A BN O] LABOR R AL
FROEAR B, 38 23 52 e 43 B R 22 L i LA R BR T4
R PRAE U HE B R A AR SRR AR g T
T E R AR S [F T P0AE B R BT A R P Y 25
R A0 MR B TR 2 R 2 T AR
S G  F I o 15 58 00 25 BRI A Mk DL 2= 4%

ACETHEN BRI FE T &S00t AR,
i 28 2% RBNet > A= OB Y 25 BR T 3045 2 )
B UEAD o DT 3R 5 1 Sy 5 b T PR A5 2 B 1B i 2 e
87N

RBNet Hf A BB A 2 U-Net 40,
4 590 AR T T 9 )2 PatchGANPY 4324 28, U-Net
ST T R A2 U A A RS AL ph 2 R 4%, 454
A5 v A g AR B B 7. 3 g Y A% (Encoder-
Decoder) B Z& (A [a] s7E T U-Net Sy il |ij 5 x5 b
(R ARFAIE L N7 T 3 4 3 30 A ) 45 3 o K R A R 3]
SEAIRAY AE B2 o 9K T P R AR T 3 46 19 ROSF i U-
Net H & ith B B A A B B BOOE 1y 4 iF &1 368 2ok 3
17 P08 XFEORAE T A A 23 B TR R B 1 40
TP A A R TR A R 30 T A R B A A (3R
1A e T 9045 B 30 ik 5 76 4 5y b 55 AH RL. 1% 4¢
GAN rp ) S A A SR o 240 3] 1 &1 e 59 3] —
AR A DL A E A i R B 1 A AR Pateh-
GAN FiF CGAN B, b 75 B0 5 i B 7 (A il 4 26
JISL ) B IR AL ) 0 M B bR A (3R 1 S T RS B R
DX N AT R Z KN NXN . AR R 2
() AR ST A L B A A — 0 g B i e 4 A
ERVETT Bz P i A BURSOR. T AT B il 25 R S
IE 30— FRAE B 55 Ja B 2 SRR AE 1 OT S48 A o B
L ) AR 0 i . XRE AT LR A BT B 4
0 T35 BB I () A0 2 0 b L O HLoAT DA RAT:



1578 it 23 2% 17 2020 4
F 5 R
& 5 RDBNet [ 2% 45y &
BRAE . ) 53] ABE TR e, AR A ) 1) 4 SRR A5 T A AR TR

g F £ E R i GAN A gl XA G
o] — A BEHLIE S = B LSRG o S, al R
KA Gz . RBNet 15 J 7 50 UEAS Az 5 5 AR il X
B G % 2] — D& TG S MR y HlBEHL
WEA = B0 T 405 B GE RS o BB, AT R
Gz, y) = o, PIZE I HAR R ECN 1 30006) Fros.

AR G G AN B2 2] R B/ A H AR pR
B AR B ) 0 SCRERY DU SE S A B2 2] ok i R
UAERIE QY R AR QI

G —arggnlnmpaxﬁc(;AN(G,D) 7

WF5E ) R 25 E CGAN (R A i it v 4 He
J5L A6 H bR e8I AAL Ge 1 451 5% o8 R, A R A 2
A I IBOR . I AL G R R S ] AR
9 T REAS AL Az AR B AS AN 2 AR il 25 B T 3 1 5
TR, I BER AR B 3 UE 5 TG B Y 38 G T B AR A
(F1PLETHIELRIEE). ¥ A L1 distance L, ;
di (D)= |z, —xy | + 1|z, — x| F1 L2 distance
Ly:dy (D)=|x;, —xm [P+ | x; = |V EFE
71N W5 JCBR J8 IT I B BE B AR T L1 distance, L2
distance PRI R R AR SC i Abf# A L1 distance,
RN Gy

LG =Eyp ey o [y=GCGI [T

I 6 J& RBNet fflifbid #2 b 0 554 v 2
8 oA TG BB UERS (R 1 vh 58 SR BB RS |
Hir « ZAEWENANRERSE R TP TIE
BIUERD) . 1816 v Ca) S 0 1) A ASE Y ) T )1 24 3o AR
6 m (b) s A A A B I 2 0l 72 B AL 75 = 7
LR vy AR BT T HAF B A9 A U Ik
. [ 6 (b)) 1 Co) 3 [F A B 1 X Bt Il ki 7 » [ €
F ) AT g A B0 UE A AN 2 R A F y R RE A

Fr O, [ A s AR 7Y R 2R 8 6 U A A 24 3R 2% A
o [) S 6 A 90 RS 28 v, . 3 0] A TR o 30 3t
DX 73 P 6 T A A B A A5 ) A TR e i A2 L LR
YNGR 1 i 0 531 >RSI TG 3k IX A o6 A A ) L AR R
RS2

ﬁiﬂ%?i‘iﬁxﬁl%"

Fi) AT ”ﬁﬁk%%iﬁﬁ

(O HBBA BN

s i
R
%%ﬂ%ﬂﬁﬁﬁ

A = s : CW i .::) . tu E
LSy Bz ARy
(a) FIRIES TN Rl F (b) s grid iE
¥ 6 RBNet Il Z: ik & &
1E RBNet [ g H X F im0 7% G 45 2k pR %L
A28 L1 distance il L2 distance, Fo45 5%}
AN 7 B, SEue 2 0, I 20T DA 2 2B T4k
fE B2, L1 distance A DLARATEHE Z R IE 5 B

a7 e e
oY W E

(a) JRAGHAIERG (b) L1 distance (¢) L2 distance

-

o

e}

F
=
¥
B
I

Bl 7 RBNet #{ii f] L1 Fl L2 KGR X A



8 1 ol TR 4 . — o T AR A R T T I 4% 10 ST 2K B0 R AR B T vk 1579

SR GF. 7R L1 distance B A 4623 20 =X (9)
.
G":arg(minmlflxﬁC(;J\N(G,D)"i‘/lﬁl‘l(G) (9

3.2.4 L AF (A EE (CSNet)

AHWFFE I ARG I R IR B B IE Y 4
e A S0 7 2. Rl S A HE DL 4 B Y G B A T L
23 18] 3 A1 FUORG 3 07 20 A SC5E 3 RBNet Z2BR T4
F R L CSNet R =7 4 [A] B, 24 7 44 7] 42 K
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& %1, CharacterSegmentation( Processed Image).

#i A : Processed Image WAL ¥R Z J5 1 1 R

Bt s M oI5 R S

L. M< FRAFHO RIS RN ES

2. N<-CFS(ProcessedImage)

3. FOR each IN N

4. characterNumber < 43 §1 43 FI 45 B b 2 £ > 4

(each,MAXCharLen,MINCharlLen)

5. IF character Number= =1
6. M.add (each)
7. ELSE.
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involvement. On the other hand, some prior attacking methods
requires millions of target text captchas to learn a deep learning
models. But collecting and labelling so many captchas requires
a labor-intensive and time-consuming process to construct.
In the past decades, text-based captchas are keeping evolving
and have become more robust, such as current captcha
schemes have introduced more security features such as more
complex confusing background as well as rotate, distorted
and overlapping characters.

In this paper, we present a generic generative adversarial
network based attack on text-based captchas. Unlike previous

machine-learning-based attacks, our approach does not require
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a large volume of real captchas to learn an effective solver,
we significantly reduces the number of real captchas needed.
This is achieved by first using CGAN to remove the background
interference information and stretch the character spacing of
the Captchas. Then we use the optimization of segmentation
algorithms to segment the stretched Captchas effectively, and
use Googl.eNet to perform single character identification. In
addition, it is difficult to obtain a large number of real Capt-
chas at a low cost. This paper designs a program to simulate
these real Captchas for network training, and the training
cost is far lower than other existing methods and the training
effects are the same. We evaluate our approach by applying it
to a total of 10 text captcha schemes which are currently

being used by most of top-50 popular websites ranked by

alexa. com as of March, 2018. The experimental results
demonstrate that our attacking method can significantly out-
perform all previous state-of-the arts.

We hope that the results of our work can encourage the
security community to revisit the design and practical usage
of text-based captchas.
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