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Abstract Garbled Circuit (GC) plays a critical role in Secure Two-Party Computation (S2PC).
Since Boolean circuits reveal the input information of participants, Yao proposed the first Garbled
Circuit, which could protect the security and privacy during communication. After Yao's, how to
optimize GC has attracted great attention in decades, from the perspectives of computation or
communication. To ensure the security, GC protocols consistently encrypt the gates in the circuits
by encryption algorithms. Each gate invokes the encryption algorithm 4 times. Under standard
pseudorandom function (PRF) assumption, the garbled table of each AND gate consists of 2
ciphertexts. Despite the secure requirement is liberalized to non-standard assumption, the garbled
table of each AND gate consists of 1.5 ciphertexts. Invoking encryption algorithms and
transferring garbled tables leads to prohibitively high cost of computation and communication. In
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view of this, this paper proposes a lightweight garbled circuit based on solid geometry
transformation under standard PRF assumption, called SGT-GC. Without invoking any
encryption algorithms, SGT-GC satisfies the security requirements during the garbling process
with special solid geometry transformations. Each wire has two options, namely TRUE and
FALSE, thus each binary gate has four input options (00, 01, 10, 11). Using distinct solid
geometry transformations, four input options are converted into coordinates of four points in three
dimensions (Pys Pos P, P s from which the Generator can calculate the coordinates of a
specific point that is regarded as the shared information in garbled table. For each garbling AND
gate in SGT-GC, the input options (00, 01, 10) output FALSE and (11) outputs TRUE. We
select a random point C, on the normal of the circle surface passing through the center of the circle
which constructed by points Py, Py and Py,. Such a C; has the same distance to points Pys Py,
and Py, but has the different distance to Py;. As a result, we use the random C; as the only shared
information between the Generator and the Evaluator, and let the distances between C, and the
points be the output garbled values. For each garbling XOR gate, the input options (00, 11)
output FALSE and (01, 10) output TRUE. We construct two perpendicular bisection planes of
the line segment with endpoints (Pg, Py) and the line segment with endpoints (Pys Pyy) s
respectively, and select a random point C; on the intersection line of the two perpendicular
bisection planes as the shared information. The point C, has the same distance to endpoints of a
same line segment, but has different distances to endpoints of different line segments., thus let the
two distances be the output garbled values. Consequently, each gate in SGT-GC has only one
shared information in the garbled table, and requires no calls to encryption, which avoids the
computation cost caused by the complex encryption algorithms and the communication cost caused
by the transmission of multiple ciphertexts. In the evaluation process, each binary gate only needs
to calculate the Euclidean distance once, enhancing the computation efficiency of the Evaluator.
Consequently, the proposed protocol is more applicable to the situation where the Evaluator
exhibits low computation performance while the Generator exhibits high computation
performance. The security proof demonstrates that the proposed SGT-GC satisfies the security

requirements of privacy, obliviousness and authenticity against semi-honest attackers.
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(9 BUARR ER o PRLH AT DU A i e 1) = 24 R JR Ak
B &, AR AR 8 B S FEL Dy O 3] 2° — 1 iy 2 %5, JD

>

=Yz 03 27 — 1 AEEUE . VA g
254K HE S Ry 297 () IE A . AT R T4
BRI 24 . 2 Py Poys P = s H I 45407
T ELHE AR EE A 2 Hrh
B R I A e 2 27 I = 3R iy
MRy 277 YR P AU TE HLZR 80 i BB S U
T 20w, SRR AR N T 270 2R TR
Poos Poys Py = B ILZR LR/ N T 2727 FE A o
A Z W (AR . B Poo R Poy T 3 1) ELZR 1) 7 1) 1]
N (@, by, c1)s Poo FlLP o JITH 28 B ELER R 7 1) [0] it
H(as, by, ), ML E L ANTR: 3 s
k3. L HEE T Collinear(+).
I HEEE (a, by, o )s(ay, by, )
B . AR Colli
1. IF ay: b1: ci,= =ay: b,: c, THEN
2. Colli=1
3. ELSE
4. Colli=0
5. END IF
Poova9P105,@Tﬂ—:lﬁquzﬁia&izqzﬁé/ﬂ%
i K (a, b, ¢) WA
axy + byt czp=1
axy T by +czpn=1
axryy+ byt =1

(2)

%

Too
A — | X

L10

Yoo Zoo

Yot
Yo

(3

o1
<10
U

1y
1 yo
1y

det(A)

Zoo 1
1
b= To 1

det(A)

4

T 1
yoo 1
yo 1
yio 1
H UL AT A5 Pogs Poys Poo — SUTTEF-TH T F2E R

ar+by+ccz=1 (5)
283 Poos Pors Poo — 8B HHA =4, O <
Tos Voo 2o == MIZIRABIF L o 8 R, AR . A

Loo

c

s

T det(A)

L0
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(200 — 2, +(yoo— v, +(200— 2, =R}
(o —x,)V +(yo —y,) (20— 2, =R} (6)
(20—, +(yo— vy, +(z10— 2, =R}
Al

(Im*l"foo)lﬁ’(ym Yoo )y(HZm Zoo) —
xhotyatzih—xhtyotzh)

2 7
(210—200) 2o H y10— Y00 ) yoH 210~ 200 ) 2=
2ty i abtyitzt)

2

TR AE Pogs Poys Pyo = 55 T 7E 10 F L 2
KEMAXT) A H

[ a b ¢ z,

(2o —x00) (Yo —y0) (2o —2w) ||y, |=

_(1”10*100) (ylo*yoo) (210*200) Z,

1 (8)
xh Tt yh 25 —(xh + y6 +26)
2
-T%o+y120+zfo*(xgo+ygo+zgo)
L 2
a b ¢
D= (Im*l”oo) (ym*yoo> (Zm*zoo) 9
(210 —x00) (ym*yoo) (210 200)
1
131 +y§1 +2<2>1 *(Igo ergo Jrzgo)
B— 2 (10)
I?o+yfo+2?o—(x?>o+y§o+z§o)
2

R TS BR I (Cramer's Rule) , 2 det (D
Z\K(S)ﬁuﬁﬁﬁ mﬂ:POO’POUPwE"ﬁK;ﬂ\:

)= O},
2,

l[f[ﬁrﬂ—li(fm_l'oo,y(n_yoo,zm_zoo)limﬁ(llo_
Ioo,ylo*yoo’zw*Zoo)quﬁ_?- r‘ﬂ%(a, b,C)IEILZPoov
Po» Py :)ﬁﬁﬁ—?ﬁ/j&[ﬁ]%, lﬁlﬂ:ﬁﬂ%(a,b,c)
5 Dﬂ T (Im_l'oo,ym_yoo,zm_zoo)\ [EJ % (Im_
ZLoos Yo1 — Yoos <o *Zoo>£>jz<ilzﬁ—‘. Hitdet (D)7 0.
A
det(D,) det(D,) det(D;)
X,= Vo= y Zo= (1D
det(D) det(D) det(D)

Hop D, B SERE D R 5 i 5 B2 M 5 ) B 2 )5
Fr A5 0056 . A D a] A5 E L O, 1 AR BR
Xy You B =

BE R L, it O 59 18 Ry k2, P <

Ty, 2 > MIER L, PATE— S A
(P—0,)*(Py—Py)=0
(P—0,)«(Pyy—Py,)=0

Horp  fF 50 FonBoa B B bR E A AR A2,

CIEC S S g ¥

12)

(x—x, ) xoo—x0 H y—3,) yoo—yo H
(z—2,)(20—20 =0
(x—x, ) xoo—x10 H y—3, ) yoo—y10 H
(z—2,)(20—210 =0
W Crr <<y, v,z > WL L, BARRE — 5 0 C, 3
PomPoHPw:'EE/]EE%i/J*HfF XA B Sk
2w, L3RR OMIREE W)L B
W/ =Dis(Py, C;)= Dz’s(Pm, C)=

(13

Dis( P, C;)
(14
WE7 fes . & C2) Py IR R 4w, L3RR 1
HIVRIE(E W = Dis( Py, C,). ¥ g IRV aymE
%{n uj‘j(/ BT‘TTZJH%E’Jﬁ%K Poovpolvplo
FP VO AR B A SCHARA5 L D S  [5] AE2%2/
T2 A IR

Z

itk L,

K7 S5TmiRE S

BT Poos Poy» Pro APy DUA 55 B AR BR IS Ry 27 4

(4 LR ER 5 DRLIH AT DA A i e 381 = 2 R ZR A
B 2, AR AR 8 B R O 31 27 — 1R #8480, 1D
=Yeaslal i 0 %) 2970 — 1R EHS . UE S N b
25N HES I 1K Ry 29 (R IE A . AT B T &
SR E 2 R 22 A Poys Pos P TP, AR 7S =
SNSRI A & RS 2 R 22 AN 5
— A 20 AR T L A S T RS R 2
25 ASKE AT E . PRI P A5 T A RSN T 27, T g
R R AR AN T 20, R T R T L Z W Y
BERT . W)= W 5TTREFE I SGT-AND )1



2248 2 R N | = S - 20234F
B AR . wLRR
Bix4. H5IBEBEEESGT-AND(-). g — Too t a1 Yoo +y11 2o T 21 -~
A AR (W, WL WL W) 1 2 72 72 (15)
i IR (W), W) B C s=<TntTo Yutyn Ttz

1. FORv,=0:1
2. FORwv,=0:1
3. P,, < GetCoordinate(W;, W;")
4. END FOR
5. END FOR
6. IF not Collinear(+) THEN
7 L,<(Py, Po, Py)
8. C~1L,
9. W< Dis(Py, C,)

10. W/!<-Dis(P,,C,)

11. END IF

X E] g AT IR A HRAE I, Generator 1556
P AL FIRVEER ARG (W, W)y 44
FHERTAEBE Pt T Voruys Zon 0 Vs U L0, 115
HAR D7 550k 2 M . 613 3] 44 =4k 5 A bR
Pogs Pos Py M1 Py JE BEATHIWT 45 2R BE Poo P 520 BL
Py P FAT B RTREFF 2L H W R B Initialize
COFEFATIE . BT 2R, 2B Py Py
HLB PPy AT AR SCHHRAF & B Py Py
B Poy P FATRIMEA/INT 2727, R 45 5
PR L[5 = R AR R AR O 26
TAE = RIRAEARZR T, Poos Poys P FL Py BYAEFR
Pre = 4EZs (a0 1) 277 — 150 1 16X N
Bl A 0 L2 P 2 id Y B B B 2 o 2 A g -
SRAALEER  — SRR BCAWE O AR
WE — A 7 — S AT RE R AL B A 254 Hrh e
B Py Py 5B PPy AT Bl 2 A 277
A IR Bt Poo Py 5 4R BE Poy Py FATRIBE AR/ T
2720 e B O T 2 RO AER L R Poo AP BTG
FE I L T ) f'ﬂ%ﬂﬂ(al, by, c1)s Py %ﬂpmﬁﬁ‘ﬁﬁﬁg
M EZR J5 [ 54 (s, by, co)s WPAT I SR 4
B SR .

B/iES. PATHDERE Parallel ().

WA W (), by, ¢1)s(as, bay cy)

it : LWRHE Para

1. IF ay: b1: ci,= =ay: b,: c, THEN

2. Para=1

3. ELSE

4. Para=0

5. END IF

BES 5 S, 71 AL BE Pog Py 5B Poy Pro [

2 ’ 2 ’ 2
W Plane-1 Jy it S, H 3 B F Py, Py, 09 F 1
Plane-2 i S, HIE T Py P 19111, AR 48 25 1
* &, 0] 211 Plane-1 1 Plane-2 W58 26 L, J7
A
(xn—x0)x +Hyu—yoo)y+(zn—20)z+d =0
(o —xo0)x+(y0—yu)y+(z10—20)2+d,=0
(16)
$S, 5 S, ARG ARG S I d, M d,:

1
dIZE ( 1‘§o+y§o+2%o4 1‘?1+y121+z?1 ) )

1 .
d2:§ ( 1‘§1+y§1+2514 1'?o+y120+2¥0 )

W& 8, F Plane-1 &4 B Py, Py, 1 T H V- 41
T I Plane-1 F AT 35— 558 55 Poo 1Py, A FE S
AHEE , [ Plane-2 1 AT 53— 558 55 P, B Py YR
B

17

PEET

By
WAA [y
\ i} W’l..',,. Dy;

%5 plane—2 ~
L\ \ b,
G 24 !
H,J:
bPRaY

K8 Sl TR i

WCHL, PAEE— i, 1T L F1H Plane-1 1
Plane-2 W32 2%, M) C, 3] 55 Py, F1 Py, W RE B A 45 1%
% AN B N W= Dis( Py, C;)=Dis( Py, C,). [d]
L C B 55 Poy P B FE B A A I ILRE B W) =
Dis( Py, C;)=Dis( Py, C,). 111 g, 1R = 1y —
HEFEN C, R T TRIERAET N . Fal TR
BYESGT-XOR ) MBI 6 Frs .

k6. HUNRIERZESGT-XOR ().

A SALIRBHE (WY, WL Wi, W)

I ORB (WY, W IR B C
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1. FORv,=0:1

2. FORwv,=0:1

3. P,., < GetCoordinate(W}, W;")
4. END FOR

5. END FOR

6. IF not Para() THEN

7. L;<(Py,Py, Py, Py)

8. C,~ L,

9. W?<-Dis(Py, C,)

10. Wl<=Dis( Py, C;)

11. END IF

XET R B REAT =G L, RBIREE
HEATRTE BRI AN 7 s

Bix7. AEMNRBERILESGT-NOT ().

A AZLIRBE(W,), W)

Hi L EIRE (W, W)

1. w)=w!

2. Wr=w}!

sliipu ROl Il S | T DY bt d: O )
B X TR L B WA SR T — AT TR 2k
F BT AL . B9 h— MRS R =,
H i ek M AHREE W), W, W), W,
XU A TR (E SRR 1 ORT o Y 0 4 Ak B vk
InitializeC-OAERE . 11009 % H IRWEE W, WL i
Sl IR B SGT-XORCH . 117 /8517,
A REE Wy, W, WO, W R TR iy
¥ 46 Ak B Initialize (- ) A %, S R IR VE B
WP, W ST TRIEE L SGT-ANDCOAERL . [Tk
FETTEAIRBE W, WL WL W a5k
AT % i T e i B IRV (E WY, WL 5T
IRBEESGT-ANDCHHE K.

RIEFIL Garble(H) WL 8 R . it Bk
PR 1183 SGT-AND (- ) .SGT-XOR(+) Fl
SGT-NOTCHY" JE& Jy AR IR HL I » B AT LUK 38
SEHPIRIE B Garble(+). 1 9eXT B B AT 9 1R
1k . AR BCH 8% BT A A £k w, e, w, B9 IR VB E
WP, WHGell,m]). RGBT g5 /MBI R
WP s 3 — R g1s oo, g BATIR VBT . S5 HS
B SRR SR i R w, g, oo, w, RN ORI IR VR
18, 53 A 45 ff i 5 B d, IR 3T

k8. IREHIE Garble (+).

WA SR AR

i RIE IS F L TR B e BISE R d

1. (WP, W}, e)<Tnitialize(1%, ) //(i€[1,m ])

2. FORi=(m+1):1:n

IF g, /2 51"] THEN
(W, W}, C)<=SGT—AND(W., W), Wi, W})
ELSE IF g & 58]
(W2, W C)<—SGT—XOR(W!, W), W), W})
ELSEIF g /2417
(W2, WH~SGT—NOT(W?, W})
END IF
.END FOR
. F<~C
12.FORi=(n—{(+1):1:n
13. d[i,0]< W/
14. d[i,1]< W}
15. END FOR

© X N e ook w

— =
— O

®3 BEER

LifaeEs e a2
HAH TR E
B (420 "
0 d[n,0]
n
1 d[n,1]
0 din—1,0]
n—1
1 dln—1,1]
0 din—1[+1,0]
n—I[+1
1 din—1[+1,1]

4.2 HBEEZE

I i 58 9% Encode ( +) i Generator 1 Evaluator
LR SEEE, B A2 4 g A A5 S e B XU 1Y S
Az i Sk Xk 1 ) i A TR E(E X VE IR B HL B
B % A . Generator il Evaluator 4351435 43 X H 1% /1)
WA B . Hifi% (5 B e H Generator £5 45 .4. 177
B 1R T Generator 4= i t5 (5 L e 1% .

T SL MG RERFEMWE. 50K
eli, 0]=Wifeli, 1]=W/,. Hitt Generator X} flf
AWM MA L, €., ] TGRS, B Y o, =
O, 2 X, =el,0], %o, =10 ,X,=eli 1] &
J& ¥ TS X &% 4 Evaluator.

Evaluator £ A il A &, M A E R G i {5 B
T E 5 Generator #1742 AL Hi™* (Oblivious
Transfer, OT). X F &A% A x, € 2y, Evaluator #
fit ;. Generator $#2 it e [, 0 ] Fll e[ 7,1 ], i 5L OT,
Evaluator 15 8] ¢ [ 7, x, ], 1M Generator JG % 3 15 4% fa]
{58 . i) Evaluator ZR15 5 AH a0 T X5 B 1 i A
TRVE(H X I EE P T RRWE 10 s .

i 32 2 5 55025 L Evaluator 2845 EL S A 2 X



2250 it

Pl

Eitd 2023 4F

iz

K9 miRVE T A A TR L

i '

1 i,
XG
e » »a XF’
oT X,

K10 giidikiidrid #

B AR VEE X=X, UX,. 8 ka9
iV

k9.  HEIE Encode(+).

B S5 L e, XUT B A ©

ARV (X

1. FORi=1:m

2. 1F x,€x, THEN

3. X,<eli,z]

4. ELSEIF x;€x;

5 X;<OT(e,x;)

6. END IF

7. END FOR
4.3 kEHE*

SRAESE Fval(+) 1 Evaluator 3231, H #)J& 4R
PR A LB F A AR VA (A X B IR VB Y.
iy ARV (E X R 4IE TR VA F K F R S A2 iy —
MEVEH . Evaluator % BRI 455 FH/INB KA T304 7
& X T4 ZJ60] g, Evaluator 7] LAZR B =2

HE CH AR Rk 2, @ A AL L BYIRYE
B W, W, it 58— =4 5 A8 45 P, IR C R P,
Z I B BE RS L A S R A (W X T AETT L Ak
R ES T A RIEE .

EFEITA T2 )5 8 F A b 4R VG

EAE i RVE Y. BARBE S 10 Fos

HiK10.  SRIEFE Eval().

WA RBHEEE, MARBHEX

i BIREME Y

1. FORi=1:m

2. W.~X,

3. END FOR

4. C<F
5 FORi=(m+1):1:n
6. IF g, /& —JGl"] THEN
7. P,<~ GetCoordinate(W,, W,)
8.  W,<Dis(C,P,)
9. ELSEIF g, /23kl]

10. W, =W,

11. ENDIF

12. END FOR

13.FORi=(n—1/[+1):1:n

14. Y, < W,

15. END FOR
4.4 FREOEE

R 43 Decode(+) i Generator SZ 8, H 192
MR i i 5 8. o+ ¥ Evaluator & 2% 5 BB Y
fif s Ry By, XTSRS R BRI A
SR, 0]1=W Rd[i,1]= W/, WRIEEHE
Y, =d[i,0], WES ki y, =0, MARBEE Y. =
d i, 1] W E S5y, = 1. Ktk Generator 1] LI AR
PEFRAT I X 7 19 B Sy, fEAS SRR Decode( +)
WMEE PR .

Hix11. B Decode( ).

A RS d i IREE Y

Hith Ly

1. FORi=(n—17[+1):1:n

2. IFY.,=d[i,0]THEN

3. y»=<0

4. ELSEIF Y,=d[i1]

5. y<1
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6. ENDIF
7. END FOR

4.5 IEFAMHEIERA

ASCHEE 2 TR A T IER PR A S AT IR
BT SGT-GC sl E A 77K .

EIE1. SGT-GCMHRBREMMEER.
M (F,e,d)< Garble(1, [ )i} . X F i H x . Decode
(Eval(F, Encode(e,x)),d)=f(x)ar. Hf(x)
RN S R AR % 57) WV N I N = S T S =
ZEIR

. T R L S SRR LR
Y28 RN 5 BT AT IR B A 4 SRR ] . A SRy
BEXTH B 5T s TR SRR T
IRIHE .

X517, MR IR 4, Generator 15 21 4 Hi 2611
WHEW!, WHMLSEEL C, KRB HE W =
Dis( Py, C;)=Dis( Py, C;)=Dis( P\, C,), T ¥& {8
W!=Dis(Py,C,). th FAEIFR RN, e AfF
B C, AT B A JCHLEL . I I Generator 75 25X C, it
ATAG BERR I . [RIE, WOR W5 B 2 R 5. A
R AR LA T RE B 5 L[ Dis( Py, C) =
[ Dis( Py, C,) 1=I[ Dis( P\, C;) IRNBE A F 8 DL
Hrp 455 [ R EUE AT I & FABURE . AR SO
GER I CBHG B 107~ B, 13X Fh 555 47 O H 30
MIHESR /N T 9 X 107> T iR

BXF Co <xiymz > W =AM bn HE 47 K
FE R 107 0 PO 4 I A B4R J . B A AL BRE 1Y

@%%m?%xwﬂﬁ%Qﬁ%&%$?

1 o1 o001 ;
/( §>< 10 %)+ §>< 10 %)+ §>< 10 %) ng 107

EE%@@EJW@@ X107, H FREBS TR LE
{5 5 B 53 DL L B o T R 2
S HH L S A B B T — RSSO L B €A1
(R S C S IER 1 93 45 1 B 5 2 B0 A

%%%mhﬁDﬁu%JL#%%ﬂofﬁDMP%CUZ

%—mﬁﬁﬂMﬂMmmﬁﬁA%%%ﬁLﬁ
Dis( Py, C,) MU A ARIZE SR A 0. %/l[ Dis( Py, C;) ] s
[ Dis( Py, C,) ], [ Dis( Py, C;) 1H 1 PR AN EL 3 31 7

Pr [ NotEqual ]

=(CI X2 x@x 10 )X(C! xgx 10-)(18)

=9 X 10

Hrp € FR7R M n AR IC R AT U S JC R 40
B8, 3 B /INRE 3 S A S PR T b AT DL
ZH.

Evaluator i DAREUCILZE(E B C, ARIE P 555 A
& EHREME W, W, AR =4 AR P, I
TP AR AR B R EE W, =Dis(P,, C,). 4
(a,6)€{(0,0),(0,1),(1,0)}, B} P,&{ Pw, Po1, Pio}
m L & IRE RN 0, B Wo=W!. Y (q,b)=
(L, 1), Bl P,="Py, B, i IR VB (2R 1, B W, =
W' 3w, B R A RS R B
dli,0]=W'd[i1]=W/,.

i (a,b)€{(0,0), (0,1), (1,0)} I}, A1 JK H %
0k R f ()= 0, Horp f (), 0w, b B FLS5
FeAs Ml . IRVEHR T W.=d [4,0], KL IR B %
WS 5 RNy, =0, 115 y,=/(x). Y (a,b)=
(1, D)W A R H B 5 Ry f (), = 1. IR WG L B b
W,=d [, 1], IR L B8 0 AR 45 2Ry, =1,
Ay, =f(2).

X TR SF 50T MR EL 6 BTiR . Generator AT
AR R R ZIREE (W), WHRLLEER C,, 3
IR W)= Dis( Py, C,)=Dis( Py, C.), IR W18
W, =Dis( Py, C.)=Dis( Py, C,). F151TH[F ., #
SEBRRY Y, Generator 75 22X C, #EA 7RG FE PR . [H]
i, WEH W, 5 BOR B B R 25 C R 10
IR H A R 7 AR 1 S 15 0t I AR /N T 6 X
107, R4 Ik

MXF Ce <z ynz > W = A A b UE 17 K
JE o 107~ (1 U % LA HRAE TS . B Ak bR E 1Y A2

%ideéxwﬂﬂﬁMLﬁ%ﬁM%m?

1 o1 | ;
/( §>< 10 %)+ §>< 10 %)+ §>< 10 %) ng 107

ﬁ%%%%ﬁﬁ¢?%§xnw.$?ﬁ%ﬁﬁ%
LR B RO 4 BRI A2 i B0 TR
DX HE B G S A B L T — PR O B C
I RS S C 31— 2 B3 5 B 5 1 B
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Pl

L
&

Eitd 2023 4F

B G AN A EE B, 24 Dis( Py, C,»):%+ 10 H

107 *[} . Dis( Py, C;) U4 H AR

gE N 1,1 Dis( Py, C) U4 KA RIS R A 0. 24
[ Dis( Py, C;) 1R[] Dis( Py, C,) ] A AE 53 510/
FHKRT x. 5,8 [ Dis( Py, C;) 1FI[ Dis( Py, C;) ]
PRS2 B0/ TR T x. SR, Hed x SR 35,
SHILRE AR R

Pr [ NotEqual ]

1
DZ.S( P, C ): E -

=Cy X chzx@x 107 )X( gx 107*) (19)

=6X10 *
TESEBRI & A A2 1Y

Evaluator A] AR 25 B C, AR 75 4550 A
& FRIREE W, W itE—A =4 kbR P, IR
FHBIREMH W, = Dis(P, C)). *(a, b)€{(0,0),
(1L, )P, € { Poy, Py b MW, = WP, M(a,b) €
{(0,1), (1,0) i, P,&€{ Py, Pro ), Ml W= W/ X T
B IE  E R d L, 0]l=W . d[i,1]=
W!. M (a,b)e{(0,0), (1, 1)} B . £ /R HL #% 4 i
N (2) =0 IREHREETH W,=d[4,0], KR
EHBWBEE RNy =0, 111 y=/(2). Y4
P,'G{Pm,Plo}HTJ‘s%ﬁ%%%%?ﬁm%]{'(l)f: 1,755
WHET W =d [, 1], IR B Y i 60 45 1
Hy =101y, =f(x).

XFTEENT AR 7, Generator B A LEAF O
A1 TR VB (AR AT XTI 5 R i Evaluator 7] 5 42
Pt A TRVE AR o IR (E  FEf S 5 21581 5
I FCRF AR O E5 . U S Bt H 5 A R B 1)
B A

2 LR, SGT-GC B H i = Fh 17T, 4936 /2
y=f(x). R¥gxE L 1.y=Decode( Eval( F, Encode

e, 1)), d)R I Decode( Eval( F, Encode(e,x))

,d)=f(x). SGT-GC WS & IERfPERR K . IE5E .

5 Z=EMIEH

AR SCHMSGE A S 2 4 1Y), Hete Vel R
FOE A BRI DGR . AT B TR
5.1 B AEEMHIER

FEIE2. SGT-GCHiiE BTk,
XFTAT A R WL SR LS A o, 2 5 5 A )
RIWE oA (F, X, d) 5 8% 2 o X e #1088

SO /o f () A= B BEALIR WG 454 (F, X, d ) AN 7T
X7

. X TA R L SR AR A w, s S B
LA L ATRIBTE X, A W =X, SRR T4 5
H/NEI R B A1) g AT IR VBT . X g, W =0t
[T BEALAE B3 =2 05 B Co T3 R A s =
GetCoordinate(W,, W, ), 3t W.=Dis(P,, C,).
Yo, WAETTR . A W= W,. fJa . HH K T
Ao & E R, A dlLf(x)]=
W d i, (), J={0, 1) 3d f(2), B 5 £ () M
BB LB S BIGT AL 3% 4 TE A i f (), F RS 5

R PR VE(E W, TR I8 05 0 f (), fif i
SR NBEVLAE LR IR A . B SR L
Simulate( ) WNEIE 12 7w .

k12, BHIEL Simulate( ).

BN RS AR B S IR L S (o)

b TRVE LS LA RIE XL 5 R d

1. FORi=1:m
X, <{0,1}
W, <X,
. END FOR
.FORi=(m+1):1:n
IF g;J& 701 THEN
C,<{0,1}
P,< GetCoordinate(W,, W,)

W,<Dis(C,, P;)

10. ELSE IF g J&3E[]

11. W< W,

12. END IF

13. END FOR

14. F<C

15.FORi=(n—1/[+1):1:n

16. di,f(x)]=W,

17. d[i, f(2), ]={0,1}

18. END FOR

HL B T TE BN s 30K G s o0 G e
Hom+p=n. KIGHSHE LT p+ 1AMEA HLEE
IEM T AR 58 (F, X, d ) 52t SHITS i 2
B8 Tk

WM (15, fix), 0<<j<<p Rp+ I DNIREG B,
Horp MG (1, f2 ) BB G AST) e RS AUL 5 S H2c IR AR 1%
12400 . 55 j+ 1, -, p DT T4 IRIR W 55 1% SGT-
ANDO) .SGT-XORO M SGT-NOTO Frik #L ,
FLSE TR R FL 7 AR IR A BOR A0 A 24t
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HEO T 43 5% W VR V8, TSR 3§ S A= i) B 2%
L HA RGP AR SO A e 5+
1, eee, p N1 Z W B SR 30 L A0 B & A
TREE A5 5 A G & — AN RE (A WIBEDLAE B D)
— MNMRVEE . 784 B S 5 BT, EAT AR, 27
HL % 1) i A G AN AL — TRV (E, WU B AL AR B ) —
MREME . B M (1% f,x) R — A E SRR VA
B M, (1", fx) R Bk 12 BT A 28 0 A5 00 5%
M, (1%, f, ) B AR STEIU R L I 13 i
EiE13, RAHEEEM .
BN B RSRL AR S BT B A
iR RS O ARG E X 5 R d
.FORi=1:m
X, <{0,1}F
W, <X,
. END FOR
. IF j >0 THEN
FORi=(m+1): 1:(m+)
IF g,/ —Jcl7 THEN
C,<1{0,1}
P,< GetCoordinate(W,, W,)
W,<Dis(C,, P;)
ELSEIF g, 2&ki]
W, < W,
END IF
END FOR
.END IF
IF j<<p THEN
17. FORi=(m+j+1):1:n
18. IF g & —Jtl] THEN
19.  IFv,=0 THEN
20. Wo<W,
21. Wl<{0,1}
22.  ELSE
23. Wo<{0,1}
24. W)W,
25.  ENDIF
26.  IF v,=0 THEN
27. W)<W,
28. W, <{0,1}"

© ® N > U W e

S e SRy SO S
> o W e o= O

29. ELSE
30. Wy <{0,1}
31. W) < W,
32.  ENDIF

33.  IF g2 517 THEN
4. (W, W/, C)<SGT—AND(W?, W), W), W})

35.  ELSEIF g, &5

36. (W, W2, C)<SGT —XOR(W?, Wi, Wy, W})

37.  ENDIF

38. ENDIF

39. IF g &29F/7 THEN

40.  IF v,=0 THEN

41. Wo<—W,

42. W, <{0, 1}

43.  ELSE

44, Wo<—{0,1}*

45. Wl<—W,

46.  ENDIF

47. (WP, WH<SGT —NOT(W?, W.)

48.  ENDIF

49. END FOR

50. END IF

51. F<C

52.FORi=(n—1[+1):1:n

53. IF W?#null &.&. W!% null THEN

54.  d[i,0]<W!

55.  dli,1]< W}

56. ELSE

57. dlif(x)]=W,

58.  dli, f(x), ]={0,1}

59. END IF

60. END FOR
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BB A . M g, AR T TH, TR S L A 2
FEHL R I BT AR g, B ATRIE A, R TG
B M, FIM,. Mg, . &Il 10, A4 15
AJAEAEAT AR A DA e TE i I A REE X 0 M,
AM,. BAE LS B AE T g, s HE AR B
C, -7 Generator ill i R VG 1T H A 21, i
LB A RG] g, S SRR ELC, o S B
SEEPLAE R . BRI, A 8T A BB X 4 UL P RD
AFEITEAERE C, s AREX S M, FIM,.

Mg, MIRE ST LZEFRC, S TTR
WY SGT-ANDCO K. C, oy HELR L, BAT
%‘D#,“J{T\ 9Lm+jﬁiipo()’Pm7PIOE)-J_:T\H£J:&- Fhﬂ:glqi
R%%ﬁ—iﬂ%"i/\{ﬁélﬁ{ﬁ, lﬂﬁﬂaig%?ﬁpoovponplo
=R R TEATE 3 AP R E LT B E
L, WHMERE G R TAEC AR L — s oK
A AR R . I Tk 1, C, 0 S REHLE
ARGy AERE ST C, o A T X5 A P B
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MLPREL 22 LEEK . ToiEHE Y # Eval (F, X ) A#i#5% Decode(Y, d )& | .

gy MRS IERAG R C, o 5k
IRVERTE SGT-XORCHAE.. C, i, WG L, I
HEE— L, 383 Pos Poys Pros Py DU S AERY . T
BF AR i AR B IR 2 542 Po. Po.s
P oy Py VU P B — s TERHAE 53 0 = I OL T
BRAESSER L, o BOMERE S5 [A) AL P 2 R BUH —
SR A i SRR L BEa EP AR T AL . R
XECTFARUL C,, o S BEHUEA AT X3, TR 575
HC WA T AT 5 DR BRI PR R RE SCEDR

Zf BRTR BT AKX g, T LR VA
FRL B A R 0 S R AR AU P B A i, PR T AR L A
THM, =M, muLalfE

M=..=M, \=M,=..=M, (20

H1 T Mo 2 B TRVE HL S M, S A A0 L e [
IEEETF ARBEX AN (F, X, d ) I ST 38 2l HL AL
2 575 3 . SGT-GC WML LB FAMER K . JIESE

EHE3. SCT-GCHUHRAZEMEK.
BRIV T A R L B R B S A o 225 05 A Y
RVE G (F, X ) SR 2 i [ &L 88 S (17, 1)
A LIV 4544 (F, X ) AR ATIX 7).

M A EPE TR B SME S Z 577
i A BERL P SR A ] DX TE TR A T R Y
o (F, X, d ), A28 Ve R 0 v A6 5 i
FE5 A5 I8, . PRI AR S 38 I B A7 T o A e 408
SEVR S L M8 T 12 5 R P IE I i IR B 13 40
[ AR B o R 2 TS RS B d AR
5.2 FIAIEMEIERR

EE4. SGT-GC M iHE B AMEMEF K.
BI7E 2558 (F, X)) BEO0 T MR 2 R A

IE . IRVEHES F o B AR 2 A WA
A BE 4 B R A (E (BT A Rk i Y < Fual
(F, X )38 i — /MRS E  OF HX SR IE(E
AT LASRS S TR 0% y <= Decode(Y, d).

W TR IS IR VB A 58 I H 2%
ZOTITR R . Y B F R w51 g
R, SR E S FualCO R BT A5 31918
W W RHERA S P AL EEE C IR . &
W= WG T » B F A BEfg Wi B % W) T
TE = A (] e, A T — SR 2R B op— AN it a5 A 15
WR SRIBLBKE . 5 W, = W BN T . 5T A
o fi% W i B 4[] T ZE AL 2 0 B0 4B LR
R A2 IR A — AR IE E R
LT WA 5 — IR A I HES S 27, T Al
% 1 2 ) BT A oA R Y # Eval(F, X)), fili
4 Decode(Y,d )& | . SGT-GC W0 &2 nl A E
oK. JEEE

6 TERESTHR

TR B A PEREFE P L 45 8 5 PR Re A M fg
W7 A T S AS SCHMSPEBE O DL 3 B 5 >
S TR VA H B PR SGHA TR

RAG T AFE B E A A, | o, | Fil
| 2 | 5331 4 L 5% H Generator 1 Evaluator A9 % A
JE B340 bit. 75 L B AR [R] B 15 0L T Evaluator
B ARG AP AR B | 2 | OT |+ | 26 |k
5 HAR TR VR (B P A B SEAE B e s B T
WA & HE MR . SECN R PMGETE & A
I R T B SR i ARV R /NN

x4 RIEHEBMIUEGMERELER
GCHMY A D LA
Yao’s? |23 ||OT |+ |26 |6+ dpr+ dpore + ik PRF
Point- Permute™ |20 ||OT |+ |26 |6+ dpri + dpok + Ik PRF
4-3GRRM |23 || OT |+ |26 |6+ 3pric + 3poke + ik PRF
4-2GRR™ |2 ||OT |+ | 26| 6+ 2p16 + 2ponc + Ui PRF
GLNP" |2e||OT |+ | 26|k + proc+ 2pon + Ui PRF
AKX SGT-GC | 25| OT |+ | x|+ proc+ por + Ik PRF
Free-XOR! | 2p||OT |+ |26 |6+ 3por + ik CCR
FleXOR |22 || OT |+ | 26|k +H(00r1or2) pie+ 2p,e + Ik CCR
Half-Gates™ |23 ||OT |+ | 26| 6+ 2poic + I CCR
Three Half- Gates'” |23 ||OT |+ |26 |6+ 1. 5pyr+ 2k CCR
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ARSCI % MR F AR R PRE R, 41 55T
PR PRE RN TR VE FLEE DSCH GLNP, A SCHp
WO, A PR S 8T A AR BN p ks 5 GLNP A
(], A3 1 BT 38 A5 1R pokes b GLNP a2
T 50%. 3T CCREE K Free-XOR™, FleXOR™,
Half-Gates™ #1 Three Half-Gates" ™ Bp i ¥ i JH T
Free-XOR (1975 45 3 20 i 98 & b HESE I T T

RG] . B CCRIBE T A5 1 &
e WOy PEATEAS . HAT CCRBE FRAtn GC
WA 2021 4545 1 ¥ Three Half-Gates™ " #pis , H
H5ITEAET L5 4R JESGT-GC 5T fE &
1.54% . PR A 8 15 P A D 1 - SGT-GC T BLAF
PRF &% F 89 GC HM . H5 1R A =N T 3AF
CCRBE T GC HpilL.

®5 RIBEBREHIGTEMERELER

GC Hhig R oA
Generator Evaluator
Yao’s"! | Encode |+ 4p, H+ 4p, H +| Decode | 2.5pH+ 2. 5p, H PRF
Point- Permute!” | Encode |+ 4p, H + 4p, H | Decode | pH+p,H PRF
4-3GRRM | Encode |+ 4p, H~+ 4p, H +| Decode | pH+p,H PRF
4-2GRR™ | Encode |+ 4p, H+ 4p, H +| Decode| pH+p,H PRF
GLNPY! | Encode |+ 3p, H+ 4p, H +| Decode| 1.5p H+ 2p, H PRF
AL SGT-GC | Encode |+ p\| SGTXOR |+ py| SGTAND |+ | Decode | il Dis |+ ps| Dis| PRF
Free-XOR™ | Encode |+ 4p, H | Decode | poH CCR
FleXOR™ | Encode |+(0or2 ord) pyH+ 4p, H+| Decode| (Oorlor2)p,H+p,H CCR
Half-Gates™ | Encode |+ 4p, H | Decode | 2p,H CCR
Three Half- Gates'"! <| Encode |+ 6p,H +| Decode]| <3p,H CCR

FTSH WM T AR P T A,
| Encode | 1| Decode | 53 51| 2y 2 % F g5 e 75 9 154
it 7R LR RIS TR EIM S 2 i i i 1
SRR . p Fp. 23 500 Ry E B b S s TR T
%I, H oA BRSO R — O 4 S i s AL
AN[E] By s Ak R AN (] S 7 (A AR S —
I HZER .| SGTXOR |[F1| SGTAND |53 5 iR 1 5
sTANS TR TR | Dis| i =i A bR R
WS R R S A N T AR S A
AE. St T Y AT A Je HERY PRE % T B9TR I H
W A-2GRR™HI GLNP™, 72X 5 5 [ TR 5 [ T TR
VB FRAERAE B s ], Hrh 5 5853 AES. AN [
PN SLI G B R g A 53 S AH R Y s BRI A SO %
J&| Encode | 1| Decode | AN B B F —J0 1 IR,
NIz Epa =R NI T

K X iz 17 B 3% i VMware workstation |
Ubuntu 20. 04 S 4UHL, WA 4 GB, kb R &5 Bt
1, NAZECE R 2. G453 W3 6 Jii7s . £ Generator
A SRV R A AR L TRV SR TR T A e ]
KT 4-2GRR™HI GLNP". {H7E Evaluator X {2 ¥ HL
B RAE ) A b, S sl TR 1T 0 B Rl AR AT
D75 MR T T 82% M186%. K . A SCREAR T
GC ™ Evaluator T3 & . 763 FR M b, 38 58E A

F Generator i1 8B e 850 11 Evaluator & e
SR,

F6 REREMUASNINITERE =20

N Generator Evaluator
GCHHY . - — "
Sl 517 Sl 517
4-2GRR? 0.2331 0.2331 0.1762 0.1762
GLNPY 0.1656  0.2208  0.0828  0.1104
AL SGT-GC 0.2022  0.4041  0.0148  0.0148
7 B %
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Background
Garbled Circuit (GC) is a critical building block of

constant-round secure two-party computation (S2PC) where a

function can be represented in the form of a Boolean circuit with
gates and wires. Since Boolean circuits reveal the input
information of participants, Yao proposed the first and famous
GC, which could protect the security and privacy during
communication. The basic idea of GC is to represent the bit
values of wires by garbled values and implement the gate
functions by encryption algorithms. Specifically, a Generator
randomly selects two garbled values, TRUE and FALSE, for
each wire in the circuit. The GC encrypts each possible output
of a gate with related garbled input options as keys. Each
garbled binary gate has four ciphertexts since the two wires
have 4 possible input options. During GC, a Generator
provides a garbled truth table for each gate where each
combination of input wire labels is used to encrypt the
corresponding output wire label. Consequently, the Generator
generates four ciphertexts one for each input combination to the
gate, and send them to the Evaluator, who only knows one
label for each input wire and can only open one of them by
decryption and decoding.

After Yao’ s, how to optimize GC has attracted great

attention in decades, from the perspectives of computation or

CREERR, A0, TR, 25T MBI 2k 1 skom] 58 2R
M2 AR P . M 2% 5 R L 4 i, 2023, 90D
158-166)

[33] Yongjun W., Kun X., He T., Jing Z., Xixi Y. Secure Two-
Party Computation Based on Fast Cut-and-Choose Bilateral
Oblivious Transfer. Security and Communication Networks.,
2022, 2022(1939-0114): 1-10

Ning Jing-Yu, Ph. D. candidate. Her current research
interests include multi-party computation blocks and privacy-

preserving.

communication. Some focus on reducing the number of calls to

the encryption algorithms to improve computation
performance. Some focus on reducing the number of
ciphertexts of each gate to improve communication
performance. Up to now, the communication performance has
improved greatly. For a general AND gate, the number of
ciphertexts can be reduced to 2 under standard assumption of
pseudorandom function (PRF) , and to 1.5 under circular
correlation robust hash function (CCR) assumption. The
computation performance of GC has also improved greatly in
the Evaluator, but still needs at least 4 times calls to encryption
algorithm in the Generator.

This paper proposes a lightweight garbled circuit based on
solid geometry transformation under standard assumption,
named as SGT-GC. Each gate in SGT-GC has only one
shared information in the garbled table, and requires no calls to
encryption, which avoids the computation cost caused by the
complex encryption algorithms and the communication cost
caused by the transmission of multiple ciphertexts.
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