W48 % W 124 it & L 2 i Vol. 48 No. 12
2025 4E 12 A CHINESE JOURNAL OF COMPUTERS Dec. 2025

T [0 B = R SH I B R E R E T F SJIER

FRE=" R At ERA O X &/ # #Ane

V(rp RERAE B T R2ERE dbat 100081)
DL BT R M 2 A5 4 e st 100081)

OB PO E O S BORAC B — R A G X RS A2 SR AR v R R S T R SR
DA A B B AL PR AP R R R o SR, IUAT A IR 38 1627~ 5 vk B0 AT A 2 ) 4 G R B, i DA i
SRR [ FEEAR A A 5 oK A LA I (B T B S AP T8 o HEAD IS T7 vk R 2 AN SRR S R B 388 AN 2% 1 I 33
AR B G L X PR 1B TR B SR S R S . AR SCHR T — PR R A IR e ST E SR
FedUR. e [F) if S 550 7 il AR PRI G =Bl A [RRLIE (918 oK o Fed URFEF- i i 8] 4 -5 77 il T4
FAURTER T PR A R R PR RE Y TR I S B T A RO R . B, Dy S BRS = igt ok B 1) SRR - AP RE S
BEIRIEFE » Fed UR IR g 0 > a R A A 11 18 10 8t S A AR S WA B B o 7 FLE L3 RS B B B 5 7 i
SR TTREATLAS B8 L TSR s S B F A K50 ) 8o TRT IS e/ INAAF T8 5 2 18 OB R P RE R Tk 2 2 SR A7 DU el
BRI T Ry IEBRLR A LIRS o TEPCALIKIZ B Be L e 55 A% 3 TN RO R ic Bl 4 R IR Z8 18 05 vk
I A2 SRR PR RE » RHASE T8 58 105 U R s it i AR A BN~ > i iR B . AR SCTE LS i 4
TEIRE T ) IZ B9S2 5 B0 =R RIS Fed UR 5 TLR LA S kI8 7 6T T L0AR . SR A5 R W], FedUR
TE A1 R F 4 5 TG 22 BB [T 6, Fed URASTRIR 52 o 25 L HoAth i 1 106 2£10%.

KEER DOPES PRI s RAVRY s A IS s ek 2
FEESES TPIS DOIES 10.11897/SP.J. 1016. 2025. 02930

A Lightweight Federated Unlearning Framework for
Balanced Time-Storage Overhead

TANG Xiang-Yun” WU Hang” WANG Ya-Jie” SHEN Meng” WENG Yu" ZHU Lie-Huang”

Y (School of Information Engineering, Minzu University of China, Beijing 100081)
?(School of Cyberspace Science and Technology, Beijing Institute of Technology, Beijing 100081)

Abstract In the era of booming data-driven artificial intelligence technologies, societal concerns
about data privacy protection are escalating. Federated Learning (FL) has emerged as a promising
distributed machine learning paradigm, with its core objective centered on addressing data privacy
challenges through decentralized collaborative training mechanisms. While FL effectively
mitigates data leakage risks and complies with regulations like the General Data Protection
Regulation (GDPR) and California Consumer Privacy Act (CCPA) that mandate local data
storage, it fails to satis{y the “right to be forgotten” granted to users under these regulations. To

achieve compliance with the “right to be forgotten”, Federated Unlearning (FU) has been
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proposed. Currently, federated unlearning has become a promising paradigm to fulfill users’
“right to be forgotten”, enabling the elimination of users’ data contributions from global models
while meeting data privacy protection requirements. However, existing federated unlearning
methods typically either sacrifice storage space to reduce unlearning time or sacrifice unlearning
time to reduce storage space, failing to balance time overhead and storage overhead. Beyond
introducing significant time overheador storage overhead, current FU methods generally support
only specific unlearning levels—such as client-level or class-level unlearning—limiting their
practicality in real-world scenarios. For instance, in a smart healthcare setting, multiple hospitals
may collaboratively train disease diagnosis models via federated learning while preserving data
privacy. However, if a hospital needs to withdraw from the collaboration due to policy changes,
identifies mislabeled data, or encounters sensitive disease categories in the model, it would
require client-level, sample-level, and class-level unlearning, respectively. Therefore, in this
paper, we propose FedUR, a lightweight federated unlearning framework that supports three
unlearning levels: client-level, sample-level, and class-level. FedUR achieves clean unlearning
effect while preserving global model performance and effectively balancing time overhead and
storage overhead. To accommodate the three unlearning levels and optimize resource trade-offs,
FedUR decouples the federated unlearning process into two stages: adaptive unlearning and optimized
recovery. In the stage of adaptive unlearning, the target client employs stochastic gradient ascent
(SGA) on target data to achieve unlearning while minimizing storage overhead. If the unlearning
model violates constraints, projected gradient descent (PGD) is applied to prevent degradation into a
random model. In the stage of optimized recovery, the server leverages knowledge distillation with an
outsourced labeled dataset to restore the performance of the global model, achieving faster recovery
compared to traditional post-training or methods that integrate the unlearning process into federated
learning. Extensive experiments on real-world datasets compare FedUR against five state-of-the-art
FU methods across three unlearning levels using four metrics: accuracy (reflecting the post-unlearning
model performance), backdoor attack success rate (reflecting the unlearning effect), time overhead,
and storage overhead (reflecting the efficiency). Results demonstrate that FedUR achieves the highest
accuracy (reflecting the superior model performance), lowest backdoor attack success rate (reflecting
the cleanest unlearning effect), minimal storage overhead, and second-lowest time overhead
(reflecting the high efficiency). While the FUG method is the fastest, it shows a 1%-10% accuracy
gap compared to FedUR, and its unlearning effect is incomplete. Overall, FedUR optimizes model
performance, unlearning effect, and efficiency. These findings validate FedUR's effectiveness and
efficiency, enabling robust unlearning, preserving model performance, and balancing time overhead
and storage overhead. It addresses the typical performance degradation and spatiotemporal trade-off

challenges associated with federated unlearning.

Keywords federated learning; federated unlearning; privacy protection; adaptive unlearning;
optimized Recovery
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Background

This paper focuses on addressing efficiency challenges in
federated unlearning methods. Federated unlearning has been
proposed to fulfill users”  “right to be forgotten” , enabling the
removal of users’ data contributions from trained global models
to comply with data privacy regulations such as the General Data
Protection Regulation (GDPR) and the California Consumer
Privacy Act (CCPA). Existing federated unlearning methods are
primarily categorized into three types: fine-tuning models using
historical parameter updates or remaining data, performing
gradient ascent on unlearning data, and applying model pruning
techniques to remove channels strongly correlated with unlearning
data from the model structure. However, current FU methods
often fail to balance time overhead and storage overhead, either
sacrificing storage space to reduce unlearning time or sacrificing
unlearning time to reduce storage space, resulting in significant
time overhead or storage overhead. Additionally, existing FU
methods typically support only specific unlearning levels (e. g. ,
client-level unlearning or class-level unlearning), limiting their
practicality in real-world scenarios.

To overcome these limitations, this work proposesFedUR,
a lightweight federated unlearning framework supporting
three levels of unlearning: client-level, sample-level, andclass-
levelunlearning. FedUR effectively balances time overhead and
storage overhead while preserving global model performance and
achieving clean unlearning effect. To enable three levels of
unlearning and optimize time-space trade-offs, FedUR decouples
the federated unlearning process into two stages: adaptive

unlearningandoptimized recovery. In the stage of adaptive

research interests include data security, and artificial intelligence
security.

SHEN Meng, Ph. D., professor. His main research interests
include data security, artificial intelligence security, and
blockchain security.

WENG Yu, Ph. D., professor. His main research interests
include artificial intelligence, and deeplearning.

ZHU Lie-Huang, Ph. D., professor. His main research

interests include cryptozoological algorithms, security protocols,

blockchain technology, and cloud computing security.

unlearning, FedUR efficiently eliminates the influence of
unlearning data without incurring significant storage overhead,
addressing the challenge of minimizing storage overhead. In the
stage of optimized recovery, FedUR rapidly recovers model
performance through knowledge distillation using an outsourced
labeled dataset, drastically reducingtime overhead. FedUR
resolves typical performance degradation and time-space overhead
trade-offs in federated unlearning systems, achieving both
effective and efficient unlearning.

The paper systematically critiques the inefficiencies and
limited capabilities of existing FU methods, classifies FU
methods based on unlearning data criteria, and analyzes objectives
and challenges for designing lightweight FU methods. It
elaborates on FedUR’ s design principles for implementing three
levels of unlearning while balancing time overhead and
storageoverhead, and validates the framework’s effectiveness and
efficiency through comprehensive experiments. The significance
of this work lies in proposing a lightweight federated unlearning
framework adaptable to three unlearning levels, advancing the
practical deployment of federated unlearning methods in real-
world applications.
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